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Abstract 

The scope of this thesis is to develop an automated fault detection, diagnostic, and 

evaluation (AFDDE) framework for building systems. This framework aims to provide a 

holistic approach to detect, identify and evaluate building faults to the stakeholders to 

facilitate decision-making. It is adaptable to different building systems as well as flexible 

to both distributed and centralised implementations. The first component of the framework, 

fault detection, uses a novel technique called constrained dual Extended Kalman Filter 

(EKF) to estimate system parameters and then generates symptom descriptions described 

by probability and severity. The fault diagnostic process uses Dynamic Bayesian Network 

(DBN) with leaky Noisy-Max model to accommodate probabilistic descriptions of faults 

and symptoms. The fault evaluation aspect of the system employs existing building 

performance simulation (BPS) tools to estimate quantitative impacts of the diagnosed 

faults. A model reduction process called “model-cluster-reduce” is also developed to speed 

up simulation. Each component of the framework is created with the intention to be 

generalized to other related areas of research such as model predictive control and BPS 

optimization. Four case studies of both zone-level and air handling unit (AHU)-level are 

adopted to demonstrate the functionalities of the proposed AFDDE framework. Overall, 

the framework shows promising results with a short fault diagnosis time, and low false 

positive and false negative rates, albeit with the tendency of overestimating fault impacts. 

In addition to the future work to further expand the AFDDE framework, many fundamental 

research questions also arise from this thesis. 
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1    Chapter: Introduction 

The inception of modern heating, ventilation and air conditioning (HVAC) systems and electrical 

lighting systems around the turn of the 20th century has dramatically improved indoor 

environment inside buildings. The general population, especially in developed countries, has 

become used to liberally using energy sources such as electricity and natural gas to maintain 

persistent comfortable indoor conditions. In turn, energy usage in buildings has contributed 

significantly to the explosive growth of the world’s energy consumption since the mid-20th 

century [1]. Increased burning of fossil fuel for electricity generation and heating lead to human-

made climate change and energy crisis [1]. By 2016, buildings account for 20% of world’s 

energy consumption and greenhouse gas (GHG) emissions [2], more than half of which is used 

for maintaining indoor environment through heating, cooling, ventilation, and lighting. 

As a collateral effort to curtain carbon emissions and reduce the speed of global warming, most 

countries have pledged to reduce their energy use and GHG emissions in the recent Paris 

Agreement [3]. Buildings, as one of the primary energy consumers and carbon emitters, have the 

most potential to achieve “significant and cost-effective GHG emissions reductions” according 

to the United Nation [4]. As a result, many “green building” initiatives have been developed over 

the past decades such as LEED [5] and Passive House [6] to guide sustainable building designs 

and operations. 

Energy sources may become more sustainable in the future, yet keeping building systems 

operating under optimal conditions will always be an important research topic. Given the limited 

natural resources and their unequal distributions, it seems inevitable that there will be inequality. 

As of now, 25% of world’s population with USD$10,000 GPD per capita or more consumes 

60% of total energy usage [7], while 30% of world’s population still lives in slum-like conditions 
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according to UN-Habitat [8]. Furthermore, the World Health Organization estimated that around 

two million people die each year from poor indoor quality caused by burning biomass or coal 

indoors with inappropriate stoves [9]. Increasing buildings’ operation efficiency could 

significantly improve the affordability of a comfortable indoor environment, thus decreasing 

inequality on a larger scale. 

Thankfully, recent technological advancements, especially cost-effective semiconductors, has 

made many advanced building technologies more affordable, such as light emitting diodes 

(LED), wireless sensors, and more complicated machinery such as variable flow compressors. 

The combination of these high-tech products and the requirement for more sustainable buildings 

has created a new type of the so-called high-performance buildings. Modern high-performance 

buildings are designed to maintain an optimum indoor environment, while at the same time 

minimizing energy and environmental impacts. However, complex systems are complicated to 

supervise and maintain. This system complexity means many high-performance buildings may 

lack the robustness to maintain proper performance. For instance, 25% of the LEED-rated 

buildings have “significantly worse” energy performance than their design target [10]. This 

inefficiency in energy use can be improved by reducing and correcting operational problems 

(faults). By optimizing building operation, buildings can achieve an energy consumption 

reduction up to 20% to 30% [11].   

The study to reduce the probability of unintended faults and maintain systems’ performance 

within desired conditions forms the sub-discipline of reliability engineering. Historically 

reliability research on building systems has mainly been focused on safety, structure reliability 



 3 

and equipment reliability. On a broader perspective, reliability engineering in buildings contains 

a wide range of topics, such as: 

 Improving building systems’ robustness through better design and manufacturing. 

Examples include earthquake-resistant structural design and backup boilers for hot water 

systems. This approach often focuses on avoiding safety hazards and total system 

failures on the whole building scale. 

 Improving fault tolerance of a system. When a fault occurs, a fault tolerant system can 

maintain its performance for a specified period, giving time for repair, maintenance or 

evacuation. This is usually critical for safety-related issues, and is commonly applied in 

fire safety and earthquake practices – buildings are designed to tolerate those events to 

make time for evacuation. For fault tolerance application related to system performance, 

examples include a reheat coil that is tolerant to inappropriate supply fluid pressure 

without leaking, or an air handling unit (AHU) tolerant to incorrect human inputs. 

 Implementing fault prognostics and preventative maintenance. One way to avoid fault is 

to predict them before occurring; this is called prognostics. Common prognostics include 

periodical equipment checking and maintenance, or replacing old parts that may fail 

soon. Combined with fault-tolerant controls and robust designs, these efforts can reduce 

the likelihood of a fault occurring in the first place, thus improve operational efficiency 

and reduce costs. 

 Enhancing fault readiness. This approach usually involves establishing a safety and 

maintenance plan to efficiently solve problems caused by unexpected faults. Modern 

building management practices typically have very effective strategies to deal with 
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faults. However, if other aspects of building reliability are improved, it can help reduce 

capital costs to deal with these issues reactively. 

 Actively identifying and diagnosing faults. Issues in the building are usually masked by 

the complexity of their systems. To correct such issues, root causes of the faults need to 

be identified and diagnosed. Automated or manual fault detection and diagnostics (FDD) 

processes are used to achieve this. In conventional building operation, this task is often 

driven by complaints, and manual FDD deviates operators’ time to perform normal 

operations. Modern automated fault detection and diagnostics (AFDD) aims to achieve 

this in a fast and accurate manner and to present suspected faults to the operators for 

further analysis. There have been several types of research on self-correcting building 

systems but is still rare compared to using AFDD as a decision aid for building 

operators. 

Performance-related faults arerelatively common inside buildings. One survey conducted by 

Building Research Establishment indicated reported that 19% -64% of different types of 

buildings has defects or faults [12]; another survey in California based on 13,000 air 

conditioning systems indicated 65% residential units need repair and 71% of commercial units 

need repair [13]. The recent development of more complex building systems and autonomous 

control systems have led to the rise in the AFDD research in building engineering systems. 

As of now, most work in building FDD research and industry focus on performance-related 

issues such as heating, ventilation, air conditioning and refrigeration systems (HVAC&R) 

[14][15]. While most of the fault prognostics research in the building industry is focused on 

critical issues such as building structure and fire safety. Numerous research has concluded 

improving operation efficiency and correcting faults could significantly decrease energy waste 
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and improve indoor environment quality [14], [16], [17]. This Ph.D. work tries to develop a 

novel fault detection, diagnostics and evaluation framework to provide more useful information 

delivery, thus creating better decision support for the building operators, and provide reliable 

guidance for timely maintenance tasks. 

 

1.1 History of FDD in Buildings 

Ever since human started to construct buildings as shelters and storages, we have come up with 

methods to monitor buildings’ health and to diagnose faults. For instance, before we had 

chemical or electronic carbon monoxide detectors, we used birds to detect such dangerous built 

environment, thus the term “canary in a coal mine”. Codes of constructing, monitoring and 

maintaining buildings have been developed as early as 2000BC [18]. In many ancient cities, 

watchtowers are manned to detect early building fire and provide a fast response. Throughout 

history, a wide range of proactive and reactive approaches have been adopted for keeping built 

environments operating under desired conditions. 

After the introduction of modern HVAC systems, envelope systems and electrical systems 

building have become ever so complicated. The importance of early fault detection has been 

noted since then, such as a newspaper article in 1952 emphasizing the importance of early 

maintenance to avoid property damage [19]. Studies on AFDD for dynamic systems began in the 

1970s [20]. However, research on AFDD in building systems did not start until the 1980s due to 

the cost of computational resources. Some of the early work includes detecting failures on heat 

pumps [21] and an air handling unit fault diagnosis system using Extended Kalman Filter [22], 

some of these underlying methods are still widely adopted for new AFDD research today. More 

research started to take flight in the 1990s, then skyrocketed after the turn of the millennium. 
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One of the earliest international collaboration on building system FDD was the IEA Annex 25 

during the early 1990s. It was followed by several research projects funded by ASHRAE since 

the mid-1990s, including RP-1020 [23], RP-1615 [24], whose datasets are still being used today. 

 

1.2 An Outlook of AFDD in Buildings 

AFDD is the study of using computers and operation data to automatically detect, diagnose and 

report faults. It is largely conducted by integrating artificial intelligence into different 

engineering systems. Conventionally we implement computer logic that imitates human thinking 

to achieve diagnoses of faults. In recent years the development of statistical learning, or machine 

learning, has changed our perspective on how to approach this problem. Instead, it is possible to 

let the computer learn automatically from process history data. This section provides an overlook 

of how this artificial intelligence revolution means for building AFDD research and future 

challenges of its implementation. The details of specific technologies are further reviewed in 

Chapter 2. 

Reasons for the rise of the AFDD market and in general, automated building operation and 

management from the industry can be contributed to the following factors:  

1. Competitive commercial real-estate market. The recent development of space sharing, 

telecommuting as well as electronic commerce has led to a need for affordable 

commercial space. To remain competitive, commercial real estate providers need to 

provide high-quality indoor environment while keeping the operating costs low. 

2. Most of the commercial buildings are ageing and requires large-scale retrofits.  

3. Many of the building operators will retire in the next decade, making this time a unique 

opportunity to adopt more automated building operation strategies. 
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4.  Given the background of climate change and limited energy sources, there is an 

increasing emphasis on improving the energy performance of buildings. AFDD could 

help to keep building systems operating under the optimal condition to ensure efficiency 

and safety. 

5. Recent development of advanced sensing technology and internet of things (IoT) has 

enabled the underlying infrastructure for more advanced AFDD applications. 

Before delving into various approaches to building AFDD problem, several main challenges 

facing the development of modern AFDD systems are identified. First is the variation of building 

system configurations. Unlike many successful artificial intelligence applications in robotics and 

competitive games such as Go, building systems have vastly different characteristics. For 

example, unlike a mass manufactured car or robotic arm, a central AHU can have different duct 

sizes, various equipment sizes, sensor locations, the presence of dehumidification or 

humidification controls, etc. This means AFDD systems specifically designed for a particular 

system may not function on another building system, even if they share the same functionalities. 

At the same time, a generalized FDD model cannot perform well without sufficient data to train 

it to adapt to different configurations.  

Another characteristic is the limited sensing capabilities in building systems. Building systems 

often involve complicated nonlinear processes, with lots of interaction between different systems 

and processes. For example, temperature in an air-conditioned room is a zone level thermal 

system, and it involves many complex physical processes to achieve thermal equilibrium, such as 

insolation from the sun through windows, heat loss/gain to the outdoor environment, 

cooling/heating from radiant elements, etc. Only a handful of sensors are usually provided to 

monitor all these thermal processes, such as a thermostat, outdoor air temperature sensor and 
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damper position of the air terminal. This leads to difficulties in monitoring different thermal 

processes and identifying faults within them. Furthermore, one element within a building system 

may affect another system. For example, an upstream low supply air temperature fault from the 

AHU can affect thermal comfort in rooms downstream. Compounded with the previous 

challenge, this means developing a general FDD model for building systems becomes even more 

difficult due to high nonlinearity. 

In general, building AFDD systems can be divided into the four different categories. A summary 

is provided in Table 1-1, and details are described below: 

 Pure expert system. An expert system is a manually constructed computer program based 

on expert knowledge. In building FDD research, one common expert system is the rule-

based fault diagnoses system. It uses expert constructed if-then-else rules to perform 

logic analysis on sensory inputs. Expert systems have been the primary focus of 

conventional building AFDD research before the 2000, and most of the commercial 

products are based on this approach [25]. While this approach can produce tools 

efficiently, the requirement of expert input means the AFDD tool need to be tailored 

specifically for each building system, and there is the insufficient capability for this type 

of system to update and learn from future operation data. Still, due to its simplicity, 

expert systems are usually robust, computationally efficient, and suitable for mechanical 

equipment without complicated processes such as fans and pumps. They struggle when 

dealing with more complicated building systems and scaling its implementations. 

 Local learning system. This kind of system uses building-level or campus level building 

data to train their AFDD models. Typically, pure statistical models are used. This 

approach has become the primary focus of recent research [14] and shows promise for 
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future AFDD tools. However, to train such systems usually requires a large dataset, often 

including data when faults are occurring, which could be hard to obtain. Thus, they are 

usually applied as pure fault detection agents, which is used to detect anomalies without 

diagnosing their root cause using model trained by commissioned data. 

 Expert-learning hybrid system. An expert-learning hybrid method is constructed 

structurally from expert knowledge and can learn from operation data using machine 

learning techniques. The ability to diagnose faults can be constructed mainly from expert 

knowledge without the extensive use of data with particular faults. At the same time, it is 

capable of updating its accuracy with operation data. This approach provides a middle 

ground between local learning system and expert system, which reduces the amount of 

data required to train the system and the effort required for manual construction. This 

approach is the focus of this Ph.D. research. 

 Central learning system. With the growth of internet of things (IoT) and cloud 

computing, it is possible to train a statistical model from an amalgamation of building 

data to perform complicated FDD tasks. By using recent artificial intelligence research 

such as deep learning, with sufficiently large data it is possible to create powerful and 

self-adapting intelligent agents that can perform accurate FDD tasks even on building 

systems with different configurations. However, due to security reasons, the fact that 

many buildings may not be able to upload their data remotely, lack of infrastructure that 

provides a vast amount of building automation data, and the high cost of such algorithms, 

this approach is not yet realistic for the near future.  
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Table 1-1 Comparison of different FDD approaches 

FDD Approach Advantages Disadvantages 

Expert System  Easy to setup 

 Robust 

 Fast to compute 

 Not generalizable 

 Hard to update 

Local Learning System  Can be generalized 

 Requires little manual setup 

 Can be updated 

 Prone to overfitting 

 Require extensive 

dataset 

Expert-learning 

System 
 Smaller training data needed 

 Can be updated 

 Require some manual 

set up 

Central Learning 

System 
 Can automatically adapt to 

different systems 

 Fast (on the cloud) 

 Requires significant 

data collaboration and 

computation power 

 Limited by network 

bottleneck 

 

As a decision-making tool or a decision-making aid, the actual functionality of sorting diagnosed 

faults is often ignored by building AFDD developers [14], [17]. While some studies have been 

performed investigating how different faults can affect energy efficiency and thermal comfort of 

a building [26], [27], there is little work on how to provide quantitative evaluations for faults 

being diagnosed by an FDD system. By collecting data during the fault and utilizing building 

performance simulation (BPS) tools, it is possible to predict future impacts of the fault and 

provide meaningful quantitative metrics such as energy, cost and thermal comfort to the building 

operators. Even in the future, when all building operation tasks are automated, this quantitative 
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evaluation process can still help to prioritize maintenance tasks and prevent future deterioration 

of the building system. 

 

1.3 Research Objective 

The work of this Ph.D. thesis is mainly focused on developing a framework focusing on 

performance-related fault detection, diagnostics, and evaluation in building systems. The 

addition of fault evaluation, or fault assessment, provides more quantitative information to the 

decision-making process. On a technical level, this research aims to tackle those following 

challenges: 

 Currently, the building automation system faces two information bottlenecks: 

computation bottleneck and network bottleneck. A distributed design is explored to 

provide a potential solution to these two bottlenecks, thus increasing the expandability of 

the framework. 

 Building systems are usually equipped with limited sensors. To extract more information 

real-time in a reliable manner, robust parameter estimation and state prediction 

techniques need to be developed and validated. 

 Many uncertainties arise within the AFDD process due to measurement error, modelling 

error and knowledge limitations. To better quantify these uncertainties, a probabilistic 

representation of fault detection and fault diagnostic results can be used. Specific fault 

detection and fault diagnostic methods need to be selected or created to accommodate 

these probabilistic evidence. 

 There is a lack of quantitative evaluations of faults in current building AFDD research. 

With the help of building performance simulation tools, it is possible to map observed 
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symptoms to the actual model inputs and use it to simulate the potential fault impacts. 

However, to achieve this objective also means the proposed framework need to be 

capable of capturing effects of potential faults as part of its fault diagnosis process and 

then translating these effects quantitatively to the building simulation engines. 

During this research, many operation issues have been discovered inside the case study building 

(Canal Building) at the Carleton University campus. Problems such as excessive hot water 

circulation during the cooling period, inappropriate heat recovery system controls have been 

addressed. Several novel contributions applicable to other research disciplines such as model 

predictive control and building model reduction have also been created during this research 

effort. 

 

1.4 Thesis Organization 

This thesis is organized into six chapters: Chapter 2 provides a detailed literature review on 

general FDD research, and AFDD systems specialized on buildings. Different fault detection 

approaches and fault diagnosis algorithms are reviewed and discussed, and selection of 

Automated Fault Detection, Diagnostics and Evaluation (AFDDE) methods used in this work are 

reasoned.  

Chapter 3 articulates the architecture of AFDDE framework, formulation of each component of 

the AFDDE framework, and generalization of some of the techniques for other research 

purposes. 

Chapter 4 demonstrates four case study including simulation, real data, and published research 

data. The case studies are used to demonstrate the capability of the proposed framework and 

compare to some conventional AFDD methods. 
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Chapter 5 discusses the implications and limitations of the proposed AFDDE framework. Future 

work to improve and expand this work is also suggested. Also, fundamental research topics to 

help improve the building fault management research are proposed. Finally, Chapter 6 will bring 

closure to this thesis. 
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2    Chapter: Literature Review 

This chapter starts by introducing the fundamentals of fault detection and diagnostics, followed 

by its application in building systems. Existing building AFDD research consist of more than 

140 articles is categorized. Methods for fault detection and fault diagnostics are reviewed 

separately. Besides AFDD, previous research on fault evaluation is also reviewed. The author 

tries to catalogue some of the existing building FDD products on the market and discuss their 

characteristics. Detailed guidelines and suggested approaches for this research are proposed 

based on the literature review. Furthermore, some of the other potential research objectives 

emerged from existing research will be discussed.  

 

2.1 Fault Detection and Diagnostics Theory 

Fault detection and diagnosis of the technical process ensure the safety, efficiency, and quality of 

the process. FDD is typically composed of two components: 1) Fault detection to recognize fault 

events, and 2) fault diagnosis to identify and locate the fault cause. Fault detection often uses 

statistical inference, statistical decision, artificial intelligence and soft computing. Fault diagnosis 

often uses causal fault-symptom relationships [28], or statistical decision such as discriminant 

analysis. Conventional FDD systems often use a knowledge-based approach [29][30]. The 

processing of measured variables by instruments requires analytical knowledge, and the 

evaluation of observed variables by human operators requires heuristic knowledge [31].  

The utilization of automated FDD (AFDD) in technical processes initially appeared in the late 

18th century to better monitor the emerging machineries during the industrial revolution. Starting 

from the 1970s, fast development of integrated circuitry and computers enabled the wider 

adoption AFDD systems in much smaller form-factors. The development of cheaper data storage 
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and cloud computing has led to a surge of statistical based, or big data related AFDD 

methodologies. In recent years, thanks to the development of machine learning technology, it is 

possible to use black-box models purely based on process history data to perform AFDD tasks, 

without the explicit requirement of prior knowledge [32]. Limitations and outlook of using these 

newly developed approaches will be further discussed in this chapter. The following section will 

provide a brief introduction to faults, fault detection and fault diagnostics from a theoretical 

perspective. 

 

2.1.1 Faults 

Faults in buildings have been mentioned previously, however, the term “fault” is not thoroughly 

defined. According to Isermann [28], a fault is “an unpermitted deviation of at least one 

characteristic property (feature) of the system from the acceptable, usual, standard condition”. A 

more classical definition by Himmelblau [33] is “a departure from an acceptable range of an 

observed variable or a calculated parameter associated with a process” [34]. To reiterate, faults 

are discrete states within the system that can lead to failures and malfunctions. There are two 

types of fault causes: external causes 𝐹𝑒  are environmental influences outside the technical 

process, such as inadequate heating supply from the central plant and fire; internal causes 𝐹𝑖 are 

inside the technical process, such as stuck dampers in AHU and broken windows. Faults can be 

further categorized by their time dependency into abrupt fault (stepwise), incipient fault (drift-

like) and intermittent fault [28]. An abrupt fault, as its name suggests, happens in a fleeting time 

and creates a sudden deviation in the technical process, examples include sudden fan shutdown. 

Incipient fault, or drifting fault, slowly increases in severity, such as a slowly increasing sensor 

bias. Intermittent faults are faults that happen intermittently at a certain frequency, such as 
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outdoor dampers getting stuck by snow periodically. As a general rule of thumb, abrupt faults are 

the easiest to detect; while incipient fault and intermittent fault are more difficult to detect due to 

their dependency on time. 

Faults 𝐹, which consist of 𝐹𝑖 and 𝐹𝑒, firstly affect internal process parameters  by  and/or 

internal states 𝑋 by 𝑋. Eventually, faults affect measurable outputs 𝑌 by a change of 𝑦. Note 

that 𝑌 is also affected by measurement noise 𝑁. In building systems, most processes are closed 

loop with proportionally and/or integral acting controls 𝐶 which often make the change 𝑦 

vanish over time, while causing a permanent shift in the control variable 𝑈. Therefore, for 

building FDD applications ideally control variables 𝑈 (e.g. supply air pressure), output variables 

𝑌 (e.g. indoor air temperature) and control deviation 𝑒 (e.g. difference to target supply air 

pressure) should all be measured and recorded for the FDD purposes. The overall system is 

shown in Figure 2-1. 

 

 

Faults can also propagate within the system through its process hierarchy. A lower level fault 

causing errors in outputs or control variables may propagate to a higher-level process through the 

hierarchy. On the other hand, a higher-level fault causing errors in output variables may also 

propagate to a lower level system’s input. Fault propagation is further exaggerated by the 

𝐶 𝑃 

𝐹𝑖 

𝑈 𝑒 𝑊 

𝐹𝑒 

𝐹 
𝑁 

𝑌 + ∆𝑌 

 + ∆ X + ∆X 

Figure 2-1 Sample technical process with faults 
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complex two-way interactions between various building systems. To illustrate this, a lower level 

chiller fault can cause higher-level air handling unit to be not capable of providing enough 

cooling; and this higher-level fault of not enough cooling can cause a lower level thermal zone 

too warm. Because most building systems are composed of complicated and interconnected 

processes, this makes FDD applications in buildings especially challenging.  

 

2.1.2 Fault Detection 

According to S. Ding [20], the purpose of fault detection is “detection of the occurrence of faults 

in the functional units of the process, which lead to undesired or intolerable behaviour of the 

whole system”. Most of the modern fault detection methods are model-based, be it analytical 

models, rule models (if-then rules), or machine-learning models based on several measured 

variables.  The fault detection process involves two steps:  

1. Feed a combination of measured variables to a model, these variables include control inputs 

𝑈 and states X. Then it will generate features such as estimated parameters ′, predicted 

states 𝑋′  when using analytical models, or some pure arithmetic values 𝐴′  when using 

statistical procedures or machine learning models.  

2. Apply change detection on features referencing nominal feature values, then if significant 

discrepancies are detected, the fault is detected. This decision can be reached by using 

simple threshold values, discriminant function, or probability calculations. For example, 

for states 𝑋, residuals 𝑋′ 𝑚𝑖𝑛𝑢𝑠 𝑋 can be compared against a threshold, and for some 

arithmetic values 𝐴 , 𝐴′  can be compared against the expected 𝐴  values with a null 

hypothesis test. 

The fault detection process can be carried out either automatically using computer programs or 

manually through the observations made by an operator. An example of the conventional manual 

building fault detection process is the monthly energy usage intensity (EUI) analysis carried out 

by an energy analyst. There is a large variety of automated fault detection methods applied in 
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building systems; popular methods include signal models, limit checking, parameter estimation, 

parity equations and principal component analysis, all of which will be further reviewed in the 

later sections. 

In addition, the fault detection process also generates meaningful symptoms, which can be later 

used in the fault diagnosis process. Analytical symptoms 𝑆𝑎 are generated from automated fault 

detection algorithms and heuristic symptoms 𝑆ℎ are generated through human observations. 

Table 2-1 summarizes the difference between the two symptom types. While symptoms 

containing physical meanings can be used in different fault diagnosis methods; symptoms 

generated with pure arithmetic values is often directly linked to a fault state in an integrated FDD 

system.  

Table 2-1 Comparison of symptoms generated from fault detection process 

Symptom Type Analytical Symptom, 𝑺𝒂 Heuristic Symptom, 𝑺𝒉 

Description 

Symptoms generated from models, 

usually quantifiable and calculated 

automatically on a computer/controller 

Symptoms generated from rule-based 

reasoning, usually qualitative and 

performed manually by operators 

Example 
Air temperature sensor measurement too 

high; fan efficiency too low. 

Complaint of cold indoor condition by 

occupant; visually observed water stain 

on the ceiling. 

 

2.1.3 Fault Diagnostics 

Fault diagnosis is also called fault identification, fault isolation, or fault analysis by many 

researchers [28]. In this thesis, fault diagnosis means explicitly the process to identify and isolate 

the fault with as many details as possible such as its type, location, size and time. “Fault 

diagnostics” is the system that performs the fault diagnosis process. In the later sections, only 
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“fault diagnostics” is used, since most building FDD work and the goal of this research are on 

developing fault detection and diagnostics systems. 

Both analytical and heuristic symptoms can be used in fault diagnosis. It is advantageous to use a 

unified symptom representation for symptoms that enables communication between different 

AFDD models. This way the fault isolation process is natural to conduct [35] and can be 

integrated with different fault detection methods. Then the fault(s) can be determined based on 

the unified symptom representations using fault-symptom relationships, as shown in Figure 2-2. 

 

 
Figure 2-2 Example of fault-symptom relationship [28], left: from fault to symptom inside a physical system; 

right: from symptom to fault inside a diagnosis system 

 

Besides manual fault diagnostics through heuristic reasoning, there are two main automated fault 

diagnosis approaches: classification and inference. If fault-symptom causalities are known, 

inference methods such as binary reasoning can be adopted. Otherwise, classification methods 

without prior model structure knowledge such as statistical classification and artificial 

intelligence models need to be trained using experimental data. The term structure knowledge in 

this thesis means the structural relationships between faults, symptoms and observed/estimated 

variables. Note that machine learning techniques can be applied to both inference methods and 

classification methods; the difference is that for inference methods the causal relationships 
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between faults and symptoms do not change through learning, while for classification methods, 

the causal relationships are not defined manually and have to be learned. It is also possible to use 

a hybrid method by applying both interference and classification methods, this way both the 

causal structure and parameter values can be learned from data. Table 2-2 shows a comparison 

between the different fault diagnostic methods. 

 

Table 2-2 Comparison of approaches to automated fault diagnostic 

Method Inference Methods 
Classification 

Methods 
Hybrid Methods 

Description 

Infer possible faults 

through causal 

relationships with 

symptoms 

Determine which state 

the fault belongs to 

using arithmetic 

distances or 

distribution 

Use the inference 

method on known 

causal relationship and 

classification method 

on others 

Examples 

If-then-else rules, 

Bayesian Network, 

fuzzy logic 

Support vector 

machine, artificial 

neural network 

Learnable decision 

tree, learnable 

Bayesian Network 

Advantages 

Easy to set up, usually 

fast to compute, little to 

no training data 

required 

Require no prior 

caustic knowledge, can 

be set up automatically 

Capable of handling 

both faults with or 

without prior caustic 

knowledge 

Disadvantages 

Require manual 

construction for 

different systems, 

cannot identify 

complex fault 

Slower to compute, 

require large sets of 

data 

Harder to implement, 

still require some 

manual input 

 

2.2 Overview of AFDD Research in Building Systems 

Automated fault detection and diagnostics in building systems is a challenging problem. Many of 

the processes inside a building are unmonitored or under-monitored such as infiltration and heat 

conduction through the building envelope. The complexity of AFDD is further aggravated by 
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fault propagation. Also, due to different building functions and environmental conditions, system 

configurations in buildings tend to have large variations. 

An ideal AFDD system should have those following characteristics [36]:  low cost, reliable and 

low false positive rates. Katipamula and Brambley [14], [17] also stated that future automated 

AFDD systems in buildings should:  

1) Have no need for handcrafted AFDD algorithms. Many of the existing rule-based 

AFDD systems rely on predefined algorithms and need to be updated manually once 

system characteristic changes. 

2) Become automatically configured. Since buildings contain many identical or similar 

systems, an automatically populated AFDD system can help reduce the configuration 

cost. 

3) Have improved fault evaluation and decision support capabilities. Most AFDD 

research is focused on AFDD methodologies, which present little information to the 

building operators for decision-making. Improved decision support capabilities can 

enhance the usability of the AFDD systems. 

The author of this thesis argues that building AFDD systems should also:  

4) Contain an expandable system architecture so that new AFDD algorithms can be 

added modularly to accommodate different system configurations. Building systems and 

AFDD methods change over the building life-cycle, having an expandable AFDD system 

architecture allows it to be updated without a complete overhaul during a significant 

change in the building systems. 
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Those requirements dictate the major design concepts of the AFDD system in this thesis. The 

selection of methods used in the AFDD system should be based on the process complexity, 

measurement availability, requirements for updates and other design objectives. 

Most of the building AFDD systems in existing research are specific to an individual building 

system and often-times specific to a single fault detection or fault diagnosis method. This 

research aims to provide a generalized AFDD framework like the general diagnostic engine [36] 

so that methods from other AFDD research can be integrated to improve the overall performance 

and capability. 

In their classic review papers, Katipamula and Brambley [14], [17] have classified building 

AFDD methods into three categories: quantitative model-based, qualitative model-based and 

process history based. This classification is similar to the three-part review articles on process 

AFDD research by Venkatasubramanian et al. [32], [34], [37]. In this work, the conventional 

way of AFDD categorizing is used: fault detection and fault diagnosis are discussed separately 

since this categorization can significantly improve the scalability of the proposed method. 

It is worth noting that many of the methods categorized in the later sections may be used as a 

hybrid method. For instance, Bayesian Network can be used as a black-box model or a grey-box 

model depending on how it is constructed and whether prior structure knowledge is given.  
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More than 140 articles on building system AFDD have been reviewed for this thesis. This is not 

as comprehensive as some other reviews [38], [39], but the results are representative of the 

discipline. Figure 2-3 shows the number of articles reviewed sorted by year. Since the 2010s, 

effort on building AFDD R&D has seen a steady increase due to the need to reduce global 

energy consumption and carbon emissions. Of all the 142 articles surveyed, 39 are only focused 

on fault detection or anomaly detection, while the other 103 articles propose fault detection and 

diagnostic methods. A detailed review of different fault detection and fault diagnostic methods 

will be provided in the following sections. 
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2.3 Fault Detection in Building Systems 

As mentioned previously, the task of fault detection is to detect faults within building systems, 

without necessarily identifying and isolating them. In a generalized FDD framework, fault 

detection process is also responsible for generating symptoms for the fault diagnosis process. In 

conventional control theory research, fault detection methods are usually classified into three 

categories: limit checking, signal analysis and model-based analysis [40]. The model-based 

analysis is most commonly used in building AFDD research nowadays and contains many sub-

categories such as qualitative models, first principle models, and grey-box models. This section 

provides a review of different fault detection techniques in building systems. Since many 

scientific papers do not explicitly separate fault detection and fault diagnosis tasks, some of the 

contents reviewed may overlap with later sections.  

 

2.3.1 Limit checking and trend checking 

Limit checking is a classical fault detection method and commonly applied in most building 

digital control systems nowadays. This form of fault detection typically works by checking if a 

single sensor variable is inside a static or adaptive range. Trend checking works by checking if 

the first derivative of the sensor variable is within a certain range. Trend checking can be 

commonly found in machinery but less commonly in building applications. Other methods using 

single sensor data such as change detection and plausibility checks [31] are also available. Trend 

checking and limit checking analysis are fast responding and easy to implement, but they have 

limited capabilities in building fault diagnosis due to limited sensing capability and fault 

propagation in complex building systems. Still, these methods are suitable for critical system 
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faults [28] that are directly monitored, such as fire alarms, high carbon monoxide level or 

frosting on AHU components. Examples of using limit checking in building system fault 

detection include usage of statistical models to establish limit thresholds [41], and thresholds 

created using expert knowledge [42]. 

 

2.3.2 Signal analysis 

Signal analysis methods focus on capturing oscillating or periodical behaviour of the processes 

originated from classical control theory. These processes could contain periodical signal(s) 

and/or stochastic signal(s) that can be used in signal models as single or multi-variable analysis. 

Many of the AFDD applications using periodical signal analysis such as bandpass filtering and 

Fourier analysis have been used in machinery and electronic systems [28], [43]. Since most of 

the signals inside building systems are non-stationary and stochastic, signal analysis methods are 

often used in conjunction with other process model based methods, such as an application in 

VAV systems using a combination of wavelet analysis and artificial neural network [44]. 

 

2.3.3 Model-based analysis 

Process model-based fault detection uses the dependencies between measured variables to detect 

possible changes caused by faults. Both analytical models and causalities (if-then-else) can be 

used to describe those dependencies. The analytical relations could be obtained from first 

principals, simplified physical models or pure statistical models. The causalities can be derived 

from expert experience, qualitative models or machine learning methods. Most of the AFDD 
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applications in building systems use model-based analysis due to the limited amount of sensing 

capabilities and complex interactions between the measured variables.  

According to Wen et al. [45], models used for building AFDD and control applications should:  

1) Use commonly available measurement sources. Some novel sensors such as occupant 

count sensor and infrared cameras can provide much-needed insight into the operation of 

a building. However, these sensors not widely available yet, so reliance on these sensors 

could limit the applicability of the fault detection method. 

2) Be easy to update. Characteristics of a building system can change over time, 

repurposing of a room, change of sensor location, or change of AHU components can 

make existing AFDD process outdated. So, it is crucial for the AFDD process to be 

quickly updated to remain functional. 

3) Be capable of predicting states in the near future. The functionalities of AFDD and 

model predictive controls (MPC) are often intertwined, they both use process models, for 

AFDD is to compare parameters and state outputs, for MPC is to predict future states 

given different control inputs. Thus, if the AFDD model and MPC model can be 

integrated, the computation load on the controller can be significantly reduced.   

Table 2-3 shows the comparison between different types of process models used in AFDD 

applications. While all of the process models can act as observers (predicting and comparing 

measurable states), only white-box model and grey-box model are capable of acting as parameter 

estimators at the same time. However, white-box models are usually too complicated or too 

costly to update their parameter estimates recursively. A detailed description of each process 

model type will be discussed in the following section. 
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Table 2-3 Comparison of different model-based fault detection methods 

Process Model 

Types 

Model 

Complexity 

Parameter 

Estimation 

Update Method Update 

Complexity 

Qualitative 

Model 

Low No Manual High 

White-box 

Model 

High Yes Manual/Automatic High 

Grey-box Model Low-Medium Yes Automatic Low 

Black-box 

Model 

Low-High No Automatic High 

 

2.3.3.1 Qualitative models 

The qualitative analytical model uses a qualitative representation of the variables and relations to 

represent the behaviour of the process. For example, a qualitative model can be described as: 

during heating seasons with other internal heat gain (G) sources remain constant, an increase in 

lighting load (LE) will result in more internal heat gain (G), and can be written as 𝐺 ∝𝑄+ 𝐿𝐸. 

This notation simply means LE increasing causes G to increase while all else being equal. 

Details about this method can be found from the qualitative simulation and modeling theories 

[46][47]. Qualitative models fit for cases with high measurement noise or when only qualitative 

observations are available, such as human observations [37], [48].  

There are two types of qualitative models for AFDD: rule-based models built on expert 

knowledge or first principles, and qualitative analytical models purely based on first principles. 

Applications of qualitative analytical models in building AFDD are relatively rare; one example 

is the qualitative analytical model developed by Frontera et al. for AHUs [49]. 

Rule-based, or the so-called “expert” AFDD, systems are one of the most widely researched and 

developed AFDD methods used in building systems. They are easy to develop, transparent and 

have the ability to reason under uncertainty. On the other hand, this method is very specific to 
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each individual system and often difficult to update or change. Examples of those systems 

including the APAR system developed by Schien et al. [50], the air handling unit (AHU) InFO 

system by Burton et al. [51], and many other commercial FDD products. 

2.3.3.2 White-box models 

White-box models are quantitative analytical models based on first principles [34]. Those models 

usually have a good representation of the actual process, have the advantage to simulate fault 

states and are good at representing transient states [37]. However, they are often too complicated 

to implement and compute, require a lot of data input which may not always be available, and 

very hard to calibrate/recalibrate due to a high degree of freedom [14].  These models are usually 

used as forward models in which the parameters are predefined based on design information. 

Recalibration is possible but usually limited to a small parameter space. Unfortunately, in many 

cases, the parameters inside the constructed building may vary from the design under different 

operation conditions. This would make white-box models impractical without sufficient 

computation power, especially when up-to-date parameter estimation is needed. Numerous 

detailed and simplified physical models have been developed for HVAC components and AHU 

[52][53][54]. For whole building and zone responses, most of the white-box models used in 

AFDD research are based on the existing building energy simulation tools [55]–[57], while there 

is still work to be done to develop more simplified models to improve overall performance and 

decrease model complexity. Most of the white-box model implementations in building AFDD 
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use parity equation (comparison between model prediction and actual measurement), while the 

possibility of using parameter estimations for fault detection is rarely discussed. 

2.3.3.3 Grey-box models 

Grey-box models are analytical models loosely based on first principles, in which the model 

parameters can still be traced to the process’s physical response [17]. Compared to white-box 

models they are faster to compute and easier to calibrate; while compared to black-box models 

they are more robust and can be used for parameter estimation. On the other hand, formulating 

grey-box models requires expert knowledge and extensive measured data are required to train 

their model parameters [17]. Luckily, most of the processes inside buildings or zones are 

structurally similar, so common grey-box models can be formulated relatively easily. Grey-box 

models have seen numerous implementations in both control applications and AFDD systems for 

building systems and are typically implemented as inverse models in which the parameters are 

learned and updated from operation data. While many of the grey-box models that have been 

developed for HVAC systems and its components [58]–[60], some research has been performed 

in the whole building and building zone grey-box models [61]–[64]. Many of the grey-box 

models used to represent a whole building or zone thermal behaviours are based on the work 

done by Braun and Chaturvedi [62] and have been proven very effective in both AFDD and 

model predictive control applications [65]–[69]. 

2.3.3.4 Black-box models 

Black-box models are statistical or non-statistical models in which the model parameters convey 

no physical meaning [17]. These models can be compelling due to model flexibility and usually 

use operation data to train its parameters. However, often times black box models can only act as 



 30 

observers since the estimated parameters provide little information about the actual physical 

process. The fast-growing machine learning field has led to a growing trend of research work on 

using black-box models in AFDD applications. Some common examples of the black-box 

models include polynomial curve fit, artificial neural network (ANN), principal component 

analysis (PCA), support vector machine (SVM) and others. Those models require little prior 

knowledge of the system to set up, are easy to develop, and can be updated. However, they 

usually provide little information beyond state observer and are very specific to each system. 

Black-box are more effective in HVAC and its components since those systems are usually 

equipped with enough sensors to compare with the observer [41], [54], [70]–[78], while as in 

other building systems and zones they are often applied in fault detection systems with limited 

capabilities for automated fault diagnosis [55], [79]–[82]. Some black-box models are directly 

used to diagnose faults without detecting them first. These methods are called “one step 

diagnostics” in this review and will be discussed in the next sections. 

 

2.3.4 Review of fault detection methods in building systems 

Figure 2-4 shows the composition of various types of fault detection methods from the literature 

survey. Black-box models are most common, accounting for more than half of the articles. Grey-

box models come second due to their flexibility. 
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Figure 2-4 Survey of different fault detection methods  

 

Interestingly, when splitting the surveyed articles by the year 2010, the compositions of articles 

become different, as seen in Figure 2-5. The number of articles using Black-box models to detect 

faults has significantly increased after 2010, while the popularity of other methods remains 

relatively consistent. This can be explained by the increasingly powerful statistical models and 

machine learning algorithms, which became generalized enough to be applied to building 

systems. Among these black-box models, the most popular ones are PCA (17 articles), variations 

of autoregressive models (AR) (5 articles) and variations of ANN (4 articles). The popularity of 

these models agrees well with the AFDD research from other disciplines [37] due to their 

flexibility and robustness. 
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Figure 2-5 Comparison of different fault detection methods before and after 2010 

 

2.3.5 Summary 

While there are numerous fault detection methods available for building systems, grey-box 

models are probably the most suitable candidate for this task. Grey-box models can perform both 

state and parameter estimation, providing more insight into the system. They are easy to set up 

and simple enough to update and run in real-time even inside a controller, but still adequate to 

capture the physical dynamics of the system. This thesis will focus on fault detection using 

established grey-box models from previous research. 

 

2.4 Fault Diagnostics in Building Systems 

According to Isermann [28], the fault diagnosis process can be classified into two categories: 

inference methods and classification methods. Inference methods are applicable when the 

causalities between faults and symptoms can be expressed explicitly, while classification 

methods can be trained experimentally when the causalities are not apparent [28]. The following 
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section mainly follows the conventional fault diagnosis research in the field of control theory. 

The fault diagnosis process typically uses analytic and heuristic symptoms with predefined fault-

symptom relations and/or classification methods with forward and backward chaining. 

In many theoretical FDD papers, the tasks of fault detection and diagnostics are often separated 

to ensure the modularity and expandability of the system [35], [36], [83]. Many modern building 

FDD articles do not explicitly separate these two components, especially for methods using 

statistically driven models such as ANN [84]–[86] and PCA [87]–[89]. Integrated fault detection 

and diagnostics processes could work well on individual subsystems but lack the flexibility of 

incorporating other fault detection or fault diagnostics algorithms. They also lack the ability to 

communicate between different systems, due to the overfitting tendency of black-box models. 

This might change though, given the development of data collaboration for building AFDD and 

reinforced deep learning. In the near future, separated fault detection and fault diagnostic 

subsystems still is a more flexible option. It allows different fault detection and diagnosis 

algorithms to be combined and altered during the building operation, which can greatly improve 

the usability and expandability of an AFDD system. 

 

2.4.1 Inference method 

The most basic form of the inference method is a fault tree based on a single decision tree and 

multiple binary relationships. The symptoms are generated from Boolean equations in binary 

form during fault detection. The “expert” AFDD systems, mentioned in the qualitative models in 

the previous section, typically uses predefined fault trees and cause-effect relations between the 

symptoms and faults to perform the fault diagnosis task [50], [90]. Fault trees only work in the 

manner of discrete-event, and for continuous faults such as incipient faults and intermittent 
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faults, approximate reasoning can be used. Approximate reasoning can be carried out by fuzzy 

logic or probabilistic reasoning in the form of forward chaining or backward chaining. Several 

building AFDD applications have used fuzzy logic [72], [91], [92] to diagnose faults.  

Due to the requirement of prior knowledge, inference method may not be suitable for all AFDD 

implementations, but it is still very powerful for building systems since most of the fault-

symptoms relationships can be derived from first principles or expert knowledge. This makes the 

inference method the most used approach from the survey articles, as 53 out of the 102 reviewed 

papers chose this approach. However, this does not mean inference method is the superior 

choice, as larger building systems such as AHU may have an enormous amount of fault-

symptom causal relationships that need to be manually defined. Furthermore, the lack of ability 

to be updated automatically means inference models have to be maintained manually during 

operation changes or system retrofits. This limits the usability of the inference methods, but still, 

easy to use, no training data requirement and intuitiveness mean they are often the first choice 

when developing new AFDD systems. 

 

2.4.2 Classification method 

Classification methods not only can be used when the structure knowledge between the faults 

and symptoms is unknown, but also remain applicable even when partial structure knowledge is 

defined. Operation data including fault cases as well as prior knowledge can be used to train the 

classification algorithms. Common classification methods used in AFDD systems include 

decision tree, Bayesian Network classifier, geometrical classifier and artificial neural network 

classifier. One of the most commonly used classifiers in building AFDD is the artificial neural 

network classifier (ANN) [86], [93]–[96] and Bayesian Network (BN) classifier [76], [82], [97]–
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[99]. Geometrical classifiers have also been used in some fault diagnosis applications [96], [100], 

[101]. Most of these classifiers come from computer science, and statistic research have been 

proven very effective in AFDD research [28], [32]. However, one of the major shortcoming for 

many classifiers is the requirement for a large set of data for training. This training data set 

almost always requires data from faulty operations, which may hard to come by since not all 

faults can be easily recreated without causing permanent damage. Thus, classifiers may be 

suitable for individual equipment since its faults can be emulated and analyzed before its 

production. 

In 49 of the surveyed articles which used classification methods, Bayesian Network (BN) and its 

variations are the most commonly used, accounting for nine in total. It is followed by ANN and 

its variations, which are used in eight articles. One strength of BN comparing to other classifiers 

is that is can be constructed using prior knowledge similar to inference models, while at the same 

time capable of being updated using operation data [102]. This becomes the hybrid of the two 

categories and may become very useful to building systems.  

 

2.4.3 Direct vs indirect diagnostics 

In some AFDD research, the fault detection step and symptom generation step are omitted, 

which means a black-box classifier is capable of diagnosing faults based on direct measurements 

from sensors. This is common when using black-box classifiers – the classification model is 

trained from data anyway, so it does not require symptoms to be generated beforehand. In fact, 

this direct approach has become increasingly popular as the classifier methods become the 

dominant choice for fault diagnostics, as shown in a comparison in Figure 2-6. 
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Even though the direct approach can simplify the fault diagnostic process and potentially 

increasing its accuracy by avoiding modelling error incurred during the symptom generation 

step, this approach can cause several critical issues. These issues include different AFDD 

methods cannot run in parallel and share information, and it is impossible to obtain a unified 

fault representation from symptoms generated by different methods. This is a lost opportunity to 

obtain more information from various AFDD methods and is against the design philosophy of 

this project. 

On the other hand, the indirect diagnostics approach follows the classic fault detection – 

symptom generation – fault diagnostics procedures proposed by Isermann, as described in 

Section 2.1. This allows the possibility of integrating other fault detection or fault diagnostics 

methods by using symptoms to transport information between different methods. However, 
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potential problems of modelling errors introduced by the fault detection process, and how to 

quantify symptoms are the problems that need to be addressed. 

 

2.4.4 Single-agent vs multi-agent diagnostic system 

In most AFDD research in buildings, all fault detection and fault diagnosis tasks are performed 

simultaneously at a central location – usually a centrally located server connected to the building 

automation system, or a computer embedded on a piece of equipment. This approach often works 

well for single equipment or building system but lacks scalability when comes to large-scale 

interconnected systems. Another issue brought by this single agent approach is the increased 

traffic induced to the existing congested building control network, as a centrally located complex 

AFDD process usually requires a significant amount of real-time data. 

So instead of a central AFDD process, its tasks can be dissected into smaller tasks performed by 

multiple distributed agents. These agents will then communicate with each other with extracted 

information instead of raw data – which leads to a significant reduction in network traffic. This 

design also allows different fault diagnosis agents to focus on different local systems, and to 

communicate if fault propagation is suspected. Thus, the framework of the proposed AFDD 

system in this thesis uses a multi-agent diagnostic approach as its backbone. 

 

2.4.5 Summary 

Inference methods are easy to setup, but if prior knowledge is insufficient to set up the model, it 

might be better to use classification methods and train the diagnostic model with process history. 

However, the challenge with the data-driven fault diagnosis process in building systems is that it 
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is often impractical to create fault cases inside building systems for statistical model training 

purposes due to the following reasons:  

1) Building systems are usually required to be online constantly without backups. 

2) It is often hard or impossible to create fault cases without causing permanent damage 

to the system. 

3) Fault cases have to be recreated after systems’ behaviour changes due to equipment or 

occupant changes.  

This challenge might change thanks to active research in how to integrate AFDD applications in 

building commissioning period and using building simulation tools to create artificial fault data, 

but these topics are not the focus of this research. In this project, classification method with prior 

fault-symptom knowledge during the setup such as Bayesian network will be used, since it 

provides advantages from both the inference method and the classification method. In addition, 

the author will apply a two-step AFDD process with a distributed structure to enhance 

modularity and scalability. 

 

2.5 Fault Evaluation 

As concluded in the review by Katipamula and Brambley [17], researchers developing AFDD 

methods often overlook their implications on fault management – how to meaningfully present 

AFDD results to the building operators to make decision-making faster. Katipamula and 

Brambley [17] proposed to include fault impact assessment in AFDD systems to provide 

quantitative metrics to the operators, which can help the operators prioritize their work schedule. 

Still after a decade, according to the recent survey by Kim and Katipamula [103], only 28 out of 

the 197 articles provided fault impact estimations regarding energy and cost. Moreover, more 
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than 80% of the 28 articles reporting fault impacts were focused on individual mechanical 

equipment such as heat pumps and cooling towers. Only O’Neill et al. [104]included whole 

building fault impact assessment as part of their study when using EnergyPlus as an anomaly 

detection tool. There is a lack of research on providing a systematic approach to different levels 

of faults inside building systems. 

Interestingly, recent years saw the development of numerous fault models inside building 

performance simulation (BPS) tools. For instance, a comprehensive list of fault models was 

developed with OpenStudio Measures [105], and more new fault models are becoming available 

in EnergyPlus [106]. Combined with the versatility of BPS tools to change their numerous 

inputs, this presents a unique opportunity to utilize BPS to simulate and assess fault impacts in 

buildings in an adaptable manner. 

Another approach to evaluating fault impacts is to directly compare measurable metrics before 

and after the fault. Those methods can be created based on existing retrofit analysis procedures 

such as ASHRAE Guideline 14 [107] since they both analyze the effect of a parameter change 

within a system by directly comparing the measured metrics. If the metric of interest is directly 

observable, this approach can provide reliable analysis. However, it requires sufficient data to be 

collected after the fault event, and this data cannot be used to reasonably predict future impacts if 

the fault is not remedied.  

The third approach is to apply grey-box models for fault evaluation. These grey-box models 

could be the same models used for AFDD, but in this case applied to forecasting future impacts 

of the faults. In addition, it may not contain all the parameters that can be altered to reflect the 

changes caused by a fault. Grey-box models are less reliable than BPS modelling, but may 

become handy when a calibrated BPS model is not readily available, especially for less complex 
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symptoms such as decreased equipment efficiency. Table 2-4 shows a comparison between using 

BPS or statistical model to evaluate fault impacts. 

In this thesis work, a fault evaluation scheme using BPS modelling is proposed. This process is 

integrated with the regular FDD tasks inside the proposed framework and is used to provide 

quantitative evaluations of the diagnosed faults to the building operators.  

 

2.6 Existing Building FDD Products 

This section provides a brief survey of existing building FDD products on the market. Basic fault 

detection capabilities based on limit checking was provided since the 1980s when direct digital 

controls began to gain popularity in buildings. However, it is not until the 2000s that we saw the 

release of rule-based expert systems as fault diagnosis guides for the building operators. More 

Table 2-4 Comparison of fault impact evaluation approaches 

Name Statistical Modeling BPS Modeling Grey-box Modeling 

Pros  Reliable 

 Little prior inputs 

 Capable of predicting 

future impacts 

 Can evaluate impacts 

that are not measured 

 Reliable 

 Capable of predicting 

future impacts 

 Easy to update 

Cons  Cannot predict future 

impacts 

 Requires significant 

training data including 

faulty period 

 Cannot evaluate non 

measured impacts 

 Requires expert 

knowledge 

 Require calibrated 

model 

 Hard to update 

 Less reliable 

 Requires large training 

data 

 Hard to map 

symptoms to 

parameters 

 Cannot evaluate non 

measured impacts 
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advanced AFDD products using statistical model and machine learning methods are still rare in 

recent years, despite their popularity in building FDD research. 

Table 2-5 shows a list of commercial FDD products surveyed in this technology review. Many of 

the FDD services on the market still relies on experts to manually analyze and compile operation 

data to provide a possible diagnosis (expert supervision). This approach often provides reliable 

results but is not cost effective and scalable to be widely adopted by the building industry. On the 

other hand, although nowadays most of the commercial building AFDD products are still rule-

based, some advanced products based on state of the art research has emerged from both smaller 

startup companies and traditional BAS and BEM vendors.  

Besides the emergence of data-driven AFDD products, some infrastructure problems remain 

unresolved. For example, the problem of how to integrate data from different buildings used for 

training machine learning models is a relatively new research topic, which has been investigated 

by some researchers [108], [109]. In addition, integration of design specifications from building 

information modelling (BIM) technologies has also been discussed recently [110], [111]. These 

infrastructure problems remain essential to make future building FDD technologies realistic. 
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Table 2-5 Survey of existing FDD products 

Name Building Type Company FDD Method 

Analytika Pro Large Commercial Cimetrics Expert supervision 

Attune Large Commercial Honeywell Expert supervision 

Building Analytics Large Commercial Schneider Electric Benchmarking 

Cite-AHU Medium/Large 

Commercial 

NIST Rule-based system 

Clockworks Medium/Large 

Commercial 

KGS Buildings Expert supervision 

DABO Large Commercial NRCan/ADMS 

Technologies 

Rule-based system 

Golden Standard Large Commercial Delta Electronics Benchmarking 

PACRAT Large Commercial Facility Dynamics Rule-based system 

Panoptix Large Commercial Johnson Controls Benchmarking 

SciWatch Large Commercial Scientific 

Conservation 

ANN 

SkySpark Large Commercial Skyfoundry Rule-based system 

Tririga Large Commercial IBM Unknown 
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2.7 Summary 

This chapter provided a review of fault detection, diagnostics and evaluation in building systems. 

It included fundamentals of FDD, characteristics of different fault detection and fault diagnostic 

methods, and their implementations in building systems. Basic definitions of fault, symptom, 

fault detection and fault diagnostic were detailed. The formulation of the proposed framework is 

based on this literature review which includes a survey of over 140 research articles. Existing 

building AFDD research and products were also categorized, compared and summarized. The 

proposed AFDDE framework splits fault detection and fault diagnostics tasks into separate 

processes. Grey-box models will be used to generate extra information about building systems 

and then generate symptoms during fault detection. Bayesian Network-based fault diagnostic 

method is selected due to its versatility, ability to use prior structure knowledge and less tasking 

requirement on training data. The lack of fault evaluation was also identified, and model-based 

fault evaluation will be implemented in the proposed method. The next chapter details the 

methodology of the proposed AFDDE framework, and how each component of it can be 

generalized to other related research topics. 
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3    Chapter: Methodology  

This chapter introduces the proposed AFDDE framework, the selected methods are derived from 

the previous literature review. First, an overview of the framework is provided, followed by 

detailed formulations of different functioning agents used in this framework. Note that this 

chapter provides theoretical formulations of the framework components, while details of zone-

level and AHU-level implementations will be explained along with the case study results in 

Chapter 4. Several generalizable novel contributions such as parameter estimation using 

constrained Dual Extended Kalman Filter, Dynamic Bayesian Network for fault diagnostics, and 

model-cluster-reduce method for BPS model order reduction are also introduced in this chapter. 

 

3.1 Framework Architecture 

Based on the reviews in Chapter 2, the author of this thesis opted to develop a distributed FDDE 

framework. The advantages of adopting a distributed system include the flexibility over different 

building systems, the capability of mix different fault detection and fault diagnostics algorithms, 

and the ability to run on different time steps inside different devices to reduce network traffic and 

computation requirements. Different functional agents need to be established to distribute work 

required to perform the FDDE work, and shared objects need to be created to enable 

communication between different agents. 

Figure 3-1 provides an overview of the proposed framework. This distributed framework is 

composed of three types of functioning agents: fault detection agent, fault diagnostics agent and 

fault evaluation agent. The responsibilities of different agent types are: 

 Fault detection agent performs fault detection and extracts additional information about 

the building system that is not directly measurable from the sensors. Fault detection 
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agents also generate symptoms using signal or process models. It is preferable to 

implement this type of agent locally (inside the controller) to achieve faster response and 

minimize network overhead. In cases where the monitored system is not time-critical, and 

the detection algorithm is computationally heavy, the agents can be implemented 

remotely at a slower scan rate. 

 Fault diagnostics agent collects symptoms, then processes them through fault diagnostic 

algorithms. Since fault diagnostic algorithms in building systems are usually quite 

sophisticated, they need to be implemented on remote servers instead of local controllers. 

A customized Dynamic Bayesian Network (DBN) is built to perform fault diagnosis tasks 

due to its expandability and ease to set up.  

 Fault evaluation agent: uses symptoms and faults generated from the other two agents to 

estimate the impacts of faults based on their symptom severity. The results are 

represented in quantifiable metrics such as energy usage. This process usually involves 

Figure 3-1 Overview of the distributed fault detection, diagnostics and evaluation framework 
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heavy model simulations, and only needs to be done at a much lower frequency, usually 

daily or weekly. Thus, it should be implemented on a remote server or a cloud-based 

service. 

Besides three types of agents, there are also three main types of objects used in this multi-agent 

system: symptom, fault, and impact. These objects are used to establish communication between 

the agents and exchange information. Figure 3-2 shows an overview of these objects. Qualitative 

causal relationships between faults, symptom, and impacts are also established. The "0. .∗ " on 

the figure denotes many-to-many relationship, i.e. several faults might have cause multiple 

symptoms to happen. 

Symptoms are anomalies detected and quantified by the fault detection agents. They are 

analogous to symptoms observed during medical examinations used for diagnosis evidence. 

Besides variables such as location, name, and type, they are described by two quantitative 

variables – severity and probability. Symptom severity, denoted by z, is a continuous value used 

to represent how severe the symptom is, and how much it deviates from normal operation. 

Symptom probability, denoted by 𝑆, is a probability value in the range of [0,1] representing how 

Figure 3-2 Symptom, fault and impact used in the framework 
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likely an unwanted symptom is present in a building system. Examples of symptoms include low 

air temperature inside a supply air stream, or high CO2 concentration inside a room. 

Faults, as defined in the previous chapter, are unwanted deviations from normal operation inside 

building systems. As mentioned in the literature review section, they are the direct cause of 

symptoms. Besides their names, locations, they are quantified by fault probability 𝐹 representing 

how likely the fault is True and is affecting the building system. 

Impacts are effects of faults in building systems that are of interest to stakeholders. They are 

important to provide quantitative assessments of faults to the building operators to help them 

prioritize their tasks. In this research three types of impacts are used to evaluate faults – energy, 

cost, and comfort. Energy impact uses source energy in 𝑘𝑊ℎ, cost uses Canadian dollar $, and 

comfort is quantified by percentage dissatisfied with the indoor environment (𝑃𝑃𝐷). 

This thesis adopts probabilistic representations of fault states and symptom states. For example, 

instead of a symptom described as in a deterministic Positive state, it is described as 99.9% 

Positive and 0.1% Negative. The rationale behind this approach is that it provides better 

flexibility over uncertainties including imperfect models and partial operation observability, 

which will be examined in detail throughout this chapter. The author will not spend time 

debating the appropriateness of using probabilistic theories for fault diagnostics and decision 

making since many of these discussions have taken place previously in artificial intelligence 

research and medical diagnostics research [112], [113]. Moreover, today we see more and more 

adopting of probabilistic theories not only in building systems research [82], [114]–[116], but 

also many other engineering disciplines [102], [117]–[121].  

Quantitative modelling is used to represent the casual relationships between faults, symptoms, 

and impacts. Here a brief introduction is provided for readers not familiar with this topic. For a 
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more detailed exploration, the classic thesis on this topic by Forbus [47] can be referenced. If 

graphical representation is used instead, the thesis by Daigle [122] can be referenced. 

Since faults are described as discrete states such as fault-free and faulty; and the physical 

symptoms are usually connected to a continuous variable such as temperature and pressure, 

qualitative influence is used to describe their relationships: 

𝐼 + (𝑆, 𝐹) (1) 

𝐼 denotes the there exists an influence between 𝑆 and 𝐹, and the + sign indicates positive 

direction of this influence.  To further illustrate, this means symptom 𝑆 is positively influenced 

by fault 𝐹, i.e. a more positive fault 𝐹 makes symptom 𝑆 increase in the positive direction. 

Conversely, negative influence and undetermined influence can be presented by the following 

equations respectively: 

𝐼 − (𝑆, 𝐹) (2) 

𝐼 ± (𝑆, 𝐹) (3) 

Since in this research the causal relationships between the faults and symptoms are developed 

based on expert knowledge and previous research, undetermined casual relationships 𝐼 ± (𝑆, 𝐹) 

would become uncommon. However, symptoms produced by undetermined causes might still 

occur, and this denotation once established, can help the operators to manually isolate fault 

causes. 



 49 

3.2  Fault Detection Agent 

Both the conventional limit-checking and more advanced model-based methods can be used for 

detecting faults and generating symptoms. Fault symptoms generated by fault detection agents 

need to convey physical meanings for the other two agents to operate. Thus, some arithmetic 

parameters from pure black-box models may not be used for fault detection. In this thesis, grey-

box models is used for parameter estimation and state comparison. 

The symptoms are divided into two main categories: direct-observable and indirectly estimated. 

Direct-observable symptoms are generated from state observers using signal models or parity 

equations such as conventional limit checking [50], [51] and more advanced black-box models 

[82], [87]. Examples of direct-observable symptoms include air temperature, supply air pressure, 

and so forth.  Indirectly estimated symptoms are generated from physical parameters or 

estimated states such as infiltration rate and virtual meters. Parameters that are not directly 

observable are extracted from physics-based models such as R-C models [63] and autoregressive 

exogenous (ARX) models [84]. In general, indirectly estimated symptoms are less reliable than 

direct-observable symptoms for fault diagnostics and fault evaluation. Thus, uncertainty analysis 

needs to be applied when using indirectly estimated symptoms for fault evaluation. 

 

3.2.1 Parameter estimation using constrained dual Extended Kalman Filter 

As mentioned previously, some symptoms, such as low indoor air temperature readings, are 

directly observable from the BAS. However, many symptoms related to physical parameters that 
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are useful for diagnostics, such as a room’s heating/cooling sensitivity to the outdoor air 

temperature, are not directly observable from building’s sensor network. 

To tackle this issue, physical parameters from first principle models or surrogate parameters 

from grey-box models can be estimated using parameter estimation techniques. Surrogate 

parameters are related to the actual physical parameters derived from first principles, and can be 

used as indicators of actual parameter changes. These parameters are essential to provide an 

extra layer of information about building systems’ behaviour to both AFDD programs and 

human operators. 

Parameter estimation, sometimes called inverse modelling, uses sensor readings as inputs and 

outputs of a model to estimate its parameters. There are two types of approaches to this task: 

recursive estimation and sequential estimation. Recursive estimation methods collect a batch of 

sufficiently large data and rely on optimization to obtain the best guesses for the parameters; 

while in sequential methods the parameters are updated every time a new measurement is made 

available. Wen et al. [45] proposed using recursive least square (RLS) to obtain parameter 

estimates for a zone VAV system with seven parameters. Another example of recursive 

estimation is the genetic algorithm used by Wang and Xu [123].  

To perform sequential parameter updates, filter-based methods are often used. Radecki et al. [63] 

demonstrated using Unscented Kalman Filter (UKF) to estimate thermal response parameters of 

an office building with a 2-node zone thermal model. Several other publications [124][69] have 

also demonstrated the use of extended Kalman Filter (EKF) for surrogate parameter estiamtions. 

In FDD applications, filter-based sequential update methods are often preferred, since they allow 

a faster response to system faults. In addition to parameter estimation, filters are also capable of 

predicting future system response, making them invaluable to model predictive control 
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applications. As such, non-linear filters are often used for demand response and load shifting 

research [125]. Similar parameter estimation applications using nonlinear Kalman filters have 

been seen in many other engineering fields, such as vehicle control [126], aerospace engineering 

[127][128] and robotics [129].  

In this thesis, a sequential parameter estimation algorithm called constrained dual Extended 

Kalman Filter (constrained dual EKF) was developed. This algorithm is generalized and can be 

combined with other building models for other building systems such as AHU, VAV terminal, 

etc. The proposed algorithm is aimed at improving flexibility, numerical stability and 

computation speed over the existing sequential methods for online MPC and FDD applications. 

The structure of the dual filter enables one filter (state filter) to perform state prediction such as 

predicting room temperature, supply air CO2 level; and another filter (parameter filter) to 

perform parameter estimation. While conventionally in building MPC and FDD research, joint 

estimation of state and parameter is often used [63], [64], [68], [69], [130]–[132]. In joint 

estimation, the states and parameters are estimated in a combined vector [63], which requires 

states and parameters to be optimized simultaneously. In dual filters, the state and parameter 

filters work in an alternate order and can be tweaked individually.  

Technically, dual estimation is harder to implement than joint estimation but it makes each filter 

capable of being tweaked and turned on/off individually. In addition, dual estimation has the 

advantage of applying different error functions to each filter as well as better convergence 

potential and algorithm stability. It is also capable of having one portion (parameter or state 

estimation) turned off to save computation time once desired results have obtained. This dual 

filters method, or dual estimation method, has been previously used in other research fields such 

as sound recognition and automobile control [126], [127], [133], [134]. 
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Table 3-1 shows the generalized algorithm for constrained dual filters.  Any variations of 

nonlinear Kalman filter can be used as the state filter to perform state predictions. Initialization 

of the dual filters can be achieved through optimization of model parameters with a small dataset 

or by applying a swarm of pre-generated dual filter particles [134]. In this thesis both filters are 

EKF, while other nonlinear filters such as Unscented Kalman Filters (UKF) can be used as well. 

Table 3-1 Overall algorithm of Constrained dual filter 

1: Initialize dual filters 

2: Predict the future state vector 𝑥𝑘
− and state covariance matrix 𝑃𝑥𝑘

−  

3: Predict the future parameter vector �̂�𝑘
− and parameter covariance matrix 𝑃𝛷𝑘

−  

4:  Wait until measurement vector 𝑦𝑘 is received 

5: Calculate residual 𝑦𝑘 − ℎ(𝑥𝑘
−, 𝑤) , then update the estimated state vector 𝑥𝑘  and 

state covariance matrix 𝑃𝑥𝑘  

6: If the residual 𝑦𝑘 − ℎ(𝑥𝑘
−, 𝑤) is larger than the update threshold 𝜃𝑘 then: 

7: Update the estimated parameter vector �̂�𝑘  and covariance matrix 𝑃𝛷𝑘 

8:               If the estimated parameter vector does not satisfy the inequality constraints:                  

                𝐷�̂�𝑘 ≤ 𝑑𝑘  && �̂�𝑘 ≥ 0 then: 

9:                              Perform the optimization procedure 

�̃�𝑘 = 𝑎𝑟𝑔𝑚𝑖𝑛(𝛷𝑘 − �̂�𝑘 )
𝑇
(𝑃𝛷,𝑘)

−1
(𝛷𝑘 − �̂�𝑘 ) 

 𝑠𝑢𝑏𝑗𝑒𝑐𝑡 𝑡𝑜 𝐷𝛷𝑘 ≤ 𝑑𝑘  𝑎𝑛𝑑 𝛷𝑘 ≥ 0 

10: Go to step 2 
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Unlike UKF, EKF have fewer tweaking parameters, making it more adaptable to dynamics of 

different thermal zone characteristics. The shortcoming of the EKF is that it only achieves a first-

order linearization. If the model function is highly nonlinear, UKF could provide a third order 

nonlinear transformation [135], [136]. 

The dual estimation method works in an alternating manner [137], as shown in Figure 3-3. State 

and parameter estimation from the last time step is used for state prediction, and state estimation 

from the last time step is used in the parameter update step. Measurement of the actual system -- 

𝑦𝑘, is used for updating both filters.  

The model functions for the state filter and parameter filter in dual estimation are: 

State filter: 

�̂�𝑘
− = 𝑓(�̂�𝑘−1

 , �̂�𝑘−1
 , 𝑢𝑘−1, 𝑤𝑠)               (4)     

Parameter filter: 

�̂�𝑘
− = �̂�𝑘−1

                (5) 

where 𝑘 denotes time step, �̂� 
 is the estimated state vector and �̂� 

 is the estimated parameter 

vector, �̂� 
− and �̂� 

− are the predicted state vector and the parameter vector, and 𝑤𝑠 is the process 

noise.  

�̂�𝑘
− �̂�𝑘−1

−  

�̂�𝑘
  �̂�𝑘−1

  

𝑦𝑘
  

Figure 3-3 Overview of dual estimation with EKF/UKF. Each estimator can be tweaked and toggled 

on/off based on certain criteria 
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After the definition of model functions, the prediction step of the constrained dual EKF becomes: 

Prediction Step 

State filter: 

�̂�𝒌
− = 𝒇(𝒙𝒌−𝟏

 , 𝒖𝒌−𝟏, 𝒘𝒔) 

𝑷𝒙𝒌
− = 𝑭𝒌𝑷𝒙𝒌−𝟏𝑭𝒌

𝑻 + 𝑹 
𝒗 

Parameter filter: 

�̂�𝑘
− = �̂�𝑘−1

  

𝑃𝛷𝑘
− = 𝜆−1𝑃𝛷𝑘−1 

Forget factor: 𝝀 ∈ (𝟎, 𝟏], Jacobian matrix of 𝒇:  𝑭𝒌 =
𝜶𝒇(�̂�𝒌−𝟏

 ,𝒖𝒌−𝟏,𝒘𝒔)

𝜶𝒙
|𝒙=�̂�𝒌−𝟏

  

 

In this prediction step, a forget factor 𝜆 is introduced when calculating the covariance matrix for 

the parameter filter. The forget factor dictates how sensitive the parameter filter is to the latest 

observation with a range of between 0 and 1. A value closer to 1 makes the parameter filter less 

sensitive to latest measurements, and vice versa. A low forget factor value may cause the filter to 

become too sensitive and more likely to become unstable due to measurement noises and model 

errors. The forget factor is closely related to the time step the filters use, a filter with more 

frequent updates and shorter time step tends to benefit from a forget factor closer to 1 than a 

filter with longer time step. 𝑅𝑣 is the process noise covariance, which is used to represent 

uncertainties caused by modelling error.  
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After the state vector is predicted and the actual observations of the predicted states are collected, 

the update step can be performed to adjust the state filter and parameter filter to reflect the actual 

measurements. The update step of dual EKF is: 

Update Step 

State filter: 

𝚱𝒌
𝒙 = 𝑷𝒙𝒌

− 𝑯𝒌
𝑻(𝑯𝒌

 𝑷𝒙𝒌
− 𝑯𝒌

𝑻 + 𝑹 
𝒏)
−𝟏
  

�̂�𝒌
 = �̂�𝒌

− + 𝚱𝒌
𝒙[𝒚𝒌 − 𝒉(𝒙𝒌

−, 𝒘)]  

𝑷𝒙𝒌
 = (𝑰 − 𝑲𝒌

𝒙𝑯𝒌
 )𝑷𝒙𝒌

−  

Parameter filter: 

𝐾𝑘
𝛷 = 𝑃𝛷𝑘

− (𝐻𝑘
𝑤)𝑇[𝐻𝑘

𝑤𝑃𝛷𝑘
− (𝐻𝑘

𝑤)𝑇 + 𝑅𝑒]
−1

 

�̂�𝑘
 = �̂�𝑘

− + 𝐾𝑘
𝛷ℯ𝑘 

Jacobian matrix of 𝒉: 𝑯𝒌 =
𝜶𝒉(�̂�𝒌

−,𝒘)

𝜶𝒙
|𝒙=�̂�𝒌

  

 

Κ𝑘
𝑥 and 𝐾𝑘

𝛷 are Kalman gains for the state filter and parameter filter respectively. Kalman gain 

dictates how much the state and parameters vector need to be adjusted given the same residuals. 

𝑅𝑛 and 𝑅𝑒 are the measurement noise covariance for the state and parameter filter respectively. 

If constant diagonal matrices are used for these two covariances, the effect of these two 

covariances will be cancelled out [134]. 

The selection of 𝐻𝑘
𝑤and ℯ𝑘depends on the cost function. In this application, the maximum-

likelihood cost function is used [129]: 

𝐻𝑘
𝑤 = 

𝛼ℎ(�̂�𝑘
−,𝑤)

𝛼𝛷
|𝛷=�̂�𝑘

−   (6) 

ℯ𝑘 = 𝑦𝑘 − ℎ(�̂�𝑘
−, 𝑤)   (7) 

Other cost functions can be used for different applications [137]. For example, expectation-

maximization (EM) in which the cost function decreases over iterations, can be used when only 

parity equation is needed after the training period. 
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Many times due to measurement noise, system non-linearity, and inappropriate initial conditions, 

both EKF and UKF can diverge and become numerically unstable [138]. An example of such 

instabilities in EKF is given in Figure 3-4: the parameter experiences negative tracking 

divergence thus making the model to become unstable. To keep the parameters within a stable 

range, inequality constraints and optimization can be applied [138][139]. After each parameter 

filter update, an inequality check is performed: 

𝐷𝛷𝑘 ≤ 𝑑𝑘 𝑎𝑛𝑑 𝛷𝑘 ≥ 0 

where 𝐷 is a matrix determining which parameters have inequality constraints, and 𝑑𝑘 is the 

constraint vector. If the result does not satisfy inequality constraints, then an optimization 

procedure is followed: 

�̃�𝑘 = 𝑎𝑟𝑔𝑚𝑖𝑛(𝛷𝑘 − �̂�𝑘 )
𝑇
(𝑃𝛷,𝑘)

−1
(𝛷𝑘 − �̂�𝑘 )              (8) 

            𝑠𝑢𝑏𝑗𝑒𝑐𝑡 𝑡𝑜 𝐷𝛷𝑘 ≤ 𝑑𝑘 𝑎𝑛𝑑 𝛷𝑘 ≥ 0 

Since the covariance matrix of the parameters 𝑃𝜙,𝑘 is positive definitive, this optimization task is 

strictly convex can be solved with simple methods such as gradient-base methods. The inequality 

constraints can be turned off for different applications, but it is not recommended. 

Figure 3-4 Example of a diverged parameter causing the reduced model to become unstable 
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A custom class of constrained dual EKF is written by the author in Python. The author used 

SymPy [140] to handle symbolic mathematics and calculate Jacobian matrices for the model 

functions. For parameter optimization when inequality constraints are violated, the author 

applied the Constrained Optimization BY Linear Approximation (COBYLA) [141] adaption in 

Scipy [142]. This custom class can also be used without inequality constraints as a regular dual 

EKF. For other regular nonlinear filers, libraries such as FileterPy [143] and pykalman [144] can 

be used instead. The author can be contacted for the constrained dual EKF code. The author 

could also provide its implementation in zone-level parameter estimation, model initiation and its 

UKF variation. 

To investigate the effectiveness of the proposed parameter estimation method, a parametric 

analysis is performed using a shoebox EnergyPlus model. The proposed parameter estimation 

process is expected to detect parameter variations quantitatively. Figure 3-5 shows the results of 

the parametric analysis. Overall the parameter estimation technique could detect weakly 

nonlinear thermal characteristics such as infiltration and equipment load heat gains. However, it 

is harder to detect highly nonlinear thermal processes such as conduction heat transfer through 

the envelope, probably due to the R-C model employed. This parameter estimation method and 

these results are currently in the process of being published, an case study for fault detection was 

also published in a previous study [69]. 
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Figure 3-5 Sensitivity analysis for parameter estimation. From a) to d): wall thermal resistance, zone 

infiltration, equipment loads during occupied hours, constant equipment load. One standard deviation is used 

as the error bar. 

 

3.2.2 Probabilistic symptom generation 

This section introduces the procedures of quantifying symptom severity and use it to estimate the 

probability of a positive symptom. As identified in the previous section, there are two types of 

symptoms to be quantified -- directly observed and indirectly estimated. Inherently indirectly 

observed symptoms possess more uncertainties from their counterparts. However, this does not 

mean directly observed symptoms are automatically reliable; noise caused by sensor errors and 

measurement errors could also make these observations less than perfect. 
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The observability of the symptoms will affect how the faults will be evaluated inside the fault 

evaluation agent. Table 3-2 shows examples of symptom descriptions and if they are directly 

observable. A complete list of symptoms studied in this research is provided in the next Chapter. 

In this framework, the severity of a symptom is denoted by z and is calculated using two 

different methods: limit checking and z-score. Limit checking is applied for direct observable 

symptoms since normal range of operation can be established for most of these symptoms. For 

more complicated symptoms in which the normal operation range cannot be established, such as 

estimated parameters and heating sensitivity, z-score can be calculated by establishing a training 

benchmark. 

To perform limit checking on a certain value such as air temperature or rate of temperature 

change, severity score of the symptom can be calculated as: 

z =

{
 
 

 
 2(x − xmax)

xmax − xmin
     if x > xmax

2(x − xmin)

xmax − xmin
     if x < xmin

          (9) 

Table 3-2 Examples of symptom description 

Equipment Symptom Description Direct Observation 

Supply Fan 𝑺𝒔𝒇𝟏 Fan efficiency No 

𝑺𝒔𝒇𝟐 Fan speed Yes 

AHU 𝑺𝒔𝒂𝟏 Supply air flow rate Yes 

𝑺𝒐𝒂𝟏 Outdoor air flow rate Yes 

𝑺𝒗𝒓𝒉𝟏 Reheat fluid flow rate Maybe 

Zone Level 𝑺𝒛𝒉𝟏 Heating sensitivity No 

𝑺𝒛𝒕𝟏 Air temperature Yes 

𝑺𝒛𝒊𝟏 Zone infiltration No 
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where 𝑥𝑚𝑎𝑥 and 𝑥𝑚𝑖𝑛 are the limit thresholds of the value. Not only static values, but also 

dynamic limits from some fault detection methods can be used to establish the limits. Dynamic 

limits include parity functions that predicts supply air temperature [145] or electricity usage [80], 

as long as those severity values infer some physical relationships and which can be used in the 

fault diagnostics process.  

For estimated parameters, severity can be calculated by using the z-score, assuming those 

parameters are normally distributed [146]: 

z =
x − μ 

σ
          (10) 

Where 𝜇 is the mean and 𝜎 is the standard deviation of the variable. The mean and standard 

deviation of the value can be trained using a set of data during commissioned operation. Methods 

such as weighted moving average or filters could also be applied to sequentially or periodically 

update the mean and standard deviation. 

After the severity scores are calculated, logistic regression can be used to obtain the probability 

of a symptom state 𝑝(𝑠). The logistic curve can be trained with fault-free data to lower false 

positive rates. The fault-free data can be obtained during the commissioning. 

p(s) =
1

1 + e−k(|z|−z0)
         (11) 

Where k and z0 are tweaking parameters for the logistic regression and can be trained given 

available data. An example of different shapes of the logistic regression is shown in Figure 3-6. 

It is worth noting that positive and negative 𝑧 values may indicate different symptoms states 

(e.g., room temperature too low is a negative value). A negative severity value needs to be used 

with a different logistic function than a positive value. Another characteristics of the symptom in 

this framework is the capability of using ordinal descriptions such as Normal/Minor/Major with 
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different logistic regression curves, instead of using the conventional Bernoulli distribution of 

Normal/Faulty. 

 

Figure 3-6 Example of different logistic regression curves for calculating 𝐩(𝐬): z0 is the position of z score 

where symptom starts occurring, k is the slope of the logistic regression (confidence of symptom over the 

threshold) 

 

To make this symptom generation process easier to implement, three levels of logistic regression 

curves are established as templates. Values of k and z0 are defined as in Table 3-3. Lower k and 

z0 values indicate a symptom is more likely to be true with smaller deviations, while higher k 

and z0 values mean only a high deviation from the normal range can make the symptom to be 

true. On the other hand, 𝑘 and 𝑧0 values too low can make the symptom too sensitive to its 

inputs, causing higher false positive rate, thus causing false positive fault diagnosis; while values 

too high can also make the symptom to insensitive to its inputs, leading to higher false negative 

rate, eventually making the fault diagnostics symptom fail to perform its tasks. 
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Table 3-3 Templates for logistic regression 

Logistic Curve Template 𝒌 𝒛𝟎 

Low 1.5 1 

Medium 3 3 

High 6 5 

 

Figure 3-7 shows probabilities for increased infiltration rate symptom, calculated from using two 

different logistic regression curves during an unintended window opening fault. As discussed 

earlier, when appropriate 𝑘 and 𝑧0 are used, the symptom probability can be calculated relatively 

reliably. Still, in this research, the selection of the logistic regression curve for each symptom is a 

manual process. To automate this in the future, optimization of 𝑘 and 𝑧0 can be applied for each 

symptom to make probability calculations sensitive enough to the actual evidence, while 

minimizing the risk of false positives. This automated calibration process will be part of the 

future work covered in the discussion section. 
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Figure 3-7 Example of a symptom probability calculated from different logistic regression templates. Above: 

calculated from the Medium template; Below: calculated from the Low template 

 

3.3 Fault Diagnostic Agent 

The fault diagnostic agent runs at a predefined time step, and recursively obtains symptom 

distributions from the fault detection agents to update fault belief. The selection of diagnosis 

intervals (time step) depends on whether the faults are time sensitive. For time-critical systems 

such as central air handling units and sizeable mechanical equipment, the fault diagnostics agent 

can run at a small time step in the order of seconds or a few minutes. For slow response systems 
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such as rooms and thermal zones, the fault diagnostic agent can run at a time step of minutes or 

even hours. 

Fundamentally the fault diagnostic process is a classification problem – classify the status of all 

faults of interest into different states (normal, minor, True/False, etc.). This process can be 

achieved by the heuristic reasoning of a human, or decision models inside a computer. Since this 

thesis is focused on automated FDD, only computer-based method will be discussed. Although 

other fault diagnostics methods such as decision trees or heuristics can be used in this agent, 

Dynamic Bayesian Network (DBN) is chosen based on literature review. DBN is a specialized 

Bayesian Network (BN) with the following characteristic: 

1. BN can be constructed from causal relationships between faults and symptoms, making it 

easier to construct than commonly used expert systems such as decision trees [147]. In 

addition, unlike decision trees, causal relationships contained within the BN are physics-

based and can be ported between different buildings. 

2. The structure of the network can use quantitative symptoms as well as qualitative 

observations as evidence. Moreover, if the observations are not available, BN can 

dynamically adjust its structure to perform diagnosis. It can also provide guidance in 

terms of which additional evidence is needed. For example, if multiple faults are 

diagnosed as a possible cause for low indoor temperature, the occupant or a building 

operator can provide additional observation(s) to the BN so that unrelated diagnoses can 

be eliminated.  

3. BN can work in both directions. Besides evidential reasoning (inference) used for fault 

diagnostics, BN can also be used for causal reasoning. This means that if a fault has been 

diagnosed, it is also possible to locate possible symptoms that are not directly observable. 
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4. BN can also be used to include the effects of fault propagation and avoid false positives 

downstream. For example, if the central AHU has been diagnosed with stuck heating 

valve making the supply air temperature too low, the under-heated zones will not be 

diagnosed with reheat valve issues. 

DBN is a specialized BN for continuous systems. Similar to a Markov Chain, DBN carries over 

past information for future decision-making. This means evidence can accumulate over time to 

detect minor or drifting faults, and false positives can be cancelled out by normal conditions. 

 

3.3.1 Dynamic Bayesian Network 

Bayesian Network (BN), or Bayesian Belief Network, is one of the most effective classifiers 

used in artificial intelligence research [148]. BN has been widely researched as a decision-

making tool in fields such as medical diagnosis, risk management, space exploration, aerospace, 

and much more [149]–[153]. BN has proven its effectiveness in multiple building AFDD 

applications [76], [114], [147], [154], [155], as well as in other fields such as medical diagnostics 

[149], [156] and reliability engineering [121], [157]. A Bayesian Network is an acyclic graphical 

model for probabilistic relationships among random variables [148], as seen in Figure 3-8. While 

many other fault diagnosis systems such as fuzzy logic and heuristic rules emulate an expert’s 

reasoning process, BN directly represents the causal relationships with uncertainties between 

faults and symptoms as well as fault propagations (one fault leading to another). The main 

advantage of BN is its ability to establish causal relationships from expert knowledge, i.e. prior 

knowledge. Another advantage is its ability to update its parameters to increase its accuracy over 

time [148], [158], [159]. It is suitable for classification problems where the causal relationships 

between the variables are known and can be predefined manually. In cases where the causal 
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relationships are unknown or cannot be defined manually, BN can use structure learning to 

determine those relationships. However, by using structure learning, BN loses its advantage of 

incorporating prior knowledge and becomes one of the many other classifiers available from 

machine learning. When the causal relationships between the variables become cyclic, such as a 

fault leading to a symptom which aggravates the same fault, then BN cannot be applied. 

  

Figure 3-8 Cyclic and acyclic graphical probabilistic models 

 

Most of the BNs employed in engineering system FDD are two layer networks (symptom-faults) 

[99], while in medical diagnosis applications the network is more complex and external facts 

such as age and gender are part of the diagnosis. Also, most of the faults inside engineering 

systems are affected by externalities such as time since last maintenance; those factors should be 

included in the DBN as well. 

In this thesis, 𝐹1, … , 𝐹𝑛 denote faults, while lower case 𝑓1, … , 𝑓𝑖 are the fault states. Similarity, 

𝑆1, … , 𝑆𝑚 are symptoms related to the faults, or children; while the lower case 𝑠1, … , 𝑠𝑘 are the 

symptom states, as discussed earlier. Note that the symptom values in this work are 
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graded/ordinal due to the usage of the leaky noisy-max model, which will be further explained in 

the following section. 

To construct the BN, prior probability of fault need to be defined, which is denoted by 𝑃(𝐹). The 

prior probability represents the natural probability of a fault happing during a time step. In this 

application, it is assumed 99.9% of the time the fault would be fault-free, and the rest of the 0.1% 

probability is equally distributed to the rest of the fault states. For example, for a fault with two 

states (normal, faulty), its prior probability would be (0.999, 0.001); for a fault with three states 

(normal, negative stuck, positive stuck), its prior probability would be (0.999, 0.0005, 0.0005), 

respectively. 

In addition to prior probability, 𝑃(𝑆|𝐹) -- the conditional probabilities between faults and 

symptoms also need to be defined. Conditional probability, sometimes called likelihood, 

represents the probability of symptom states is based on different fault state combinations. A 

table called conditional probability table (CPT) is used to store the conditional probabilities of all 

possible fault-symptom state combinations. The creation of this CPT will be detailed in a later 

section. 

Thus, the basic probabilistic representation of the symptom-fault relationship from Bayes’ 

theorem is: 

𝑃(𝐹|𝑆) =  
𝑃(𝐹)𝑃(𝑆|𝐹)

𝑃(𝑆)
∝∑ 𝑃(𝐹, 𝑆, 𝑦)

𝑦
                                   (12) 

where 𝑦 is the unobserved variable, and posterior 𝑃(𝐹|𝑆) is the probability of each fault states 

given observed symptoms. The inclusion of the unobserved variable takes the uncertainties from 

the symptoms into the account. This is important since there are limitations to how many and 

how accurate we can observe and identify the symptoms. The posterior distribution, 𝑃(𝐹|𝑆), 

should be treated as belief of fault states given the observation of symptoms at a given time step. 
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Figure 3-9 Example of a BN used for VAV level fault diagnostic, the arrows denote causal relationships 

between the node and starts from cause to effect; shaded nodes are faults 

 

Figure 3-9 shows an example of how to use BN to represent causal relationships between faults 

and symptoms. There are several particular points about this example: 

1. Externalities such as 𝑉1 can be added to BN to represent factors that might affect the 

faults. Factors such as equipment age, data-since-last-maintenance could directly affect 

the probability of a fault occurring. 

2. Fault propagation could also be added, as demonstrated by 𝑃𝑝 propagating its impact to 

symptom 𝑆𝑎. Note that due to usage of the leaky noisy-max model introduced in the later 

section, faults should independently affect the symptom, so fault propagation such as 𝐹𝑝 

and 𝐹𝑎 shall not share a common symptom node. An example of fault propagation is 

shown in Figure 3-10. 
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Figure 3-10 Example of fault propagation from plant level to VAV level 

 

When used in fault diagnostics applications, the BN mentioned above acts as an event-based 

system. It makes the evaluations independent of their previous results and does not accumulate 

evidence over time. While this is fine for a diagnosis based on single-time observations such as 

medical diagnostics [149], [156], it may not be suitable for building systems when most of them 

are operating continuously. To amend this, Dynamic Bayesian Network is introduced. 

One option to incorporate evidence over time is to use the Dynamic Bayesian Network (DBN). 

DBN, also commonly called Two-Timeslice Bayesian network (2TBN), is quite popular for 

temporal data produced by causal processes such as building faults-symptoms and sequence data 

such as natural language and bio-sequence [160]. Another advantage of DBN is its ability to 

segregate some cyclic relationships (Figure 3-8) into different time steps. This is particularly 

useful for faults with reinforced cycles. In the field of FDD and reliability, there only has been 

limited research using DBN for continuous systems [121], [150], [161]. A conventional BN used 

𝑆𝑣 
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in other FDD research can be converted to a DBN by establishing CPTs between the same faults 

in adjacent time steps: 

𝑃(𝐹𝑡+1
𝑖 |𝐹𝑡

𝑖) 

And the previous BN starts to look like Figure 3-11: 

 

Figure 3-11 Example of the Dynamic Bayesian Network, fault probabilities from a previous time step affect 

the fault probabilities of the next time step 

 

To further illustrate, the belief of a fault from a previous time step gets carried over to the next 

time step and its highest probable state is diminished. For an abnormal fault value of 𝒇, if 

𝑝(𝒇𝑡+1|𝒇𝑡) = 1 then the fault belief does not diminish; on the other hand, if 𝑝(𝒇𝑡+1|𝒇𝑡) < 1, 

then 𝑝(𝒇𝑡+1|𝒇𝑡) can be considered similar to a forget factor in iterative algorithms, where future 

information becomes more important and past fault belief decays over time. In general, the 

inclusion of this stepwise conditional probability will make the fault diagnostic algorithm less 
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sensitive to sudden errors, decreasing the overall likelihood of false positive and false negative 

diagnosis. 

A custom DBN class is created by the author in R based on the gRain package [162]. The R code 

is is available upon request. The custom DBN class includes handling of time steps in Dynamic 

Bayesian Network as well as calculating the conditional probability tables based on leaky noisy-

max abstraction, which will be introduced in the next section. gRain uses the Lauritzen & 

Spiegelhalter (LS) algorithm [163] to query its probabilistic graphical model, in this case, for 

inferring posterior probabilities of faults. A commercial product, RHugin, provides faster 

computation than gRain. Thus, for applications beyond prototyping stage, RHugin may be a 

better alternative than the gRain package.  

The reason to use algorithms such as LS to approximate posterior distribution of 𝑃(𝐹|𝑆) instead 

of analytically solving it with Bayes’ theorem is due to the complexity of the calculation, as the 

analytical solution is a NP-hard problem [164]. This thesis will not go into detail about the LS 

algorithm, but some high-level summary is provided here.  

There are many well-established algorithms used for approximating discrete Bayesian Networks 

such as LS algorithm, Hugin algorithm [165] and Shenoy-Shafer (SS) [166] algorithm. Lepar 

and Shenoy [167] performed a comparison of three different BN inference algorithms (LS, SS, 

and Hugin) concluded that storage space is sacrificed when trying to achieve more efficient 

computation. In this case, SS is faster than Hugin, and Hugin is faster than LS; while SS requires 

more storage space than Hugin, and Hugin requires more storage than LS. In modern computers 

where memory is no longer limited, Hugin and SS may be better candidates for deployment. 
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For learning conditional probabilities and structural causal relationships, machine-learning 

related topics can be explored, and learning algorithms such as Expectation-Maximization, 

Metropolis-Hasting, and others can be applied. 

A direct comparison of using BN and DBN for fault diagnostics is shown in Figure 3-12. 

Compared to BN, which only intermittently produced high fault probabilities, DBN was able to 

keep fault probability high, thus providing a more consistent fault report to the users.  

 

Figure 3-12 Example of fault probabilities of using BN and DBN (published in ASHRAE Transactions) [168] 

 

3.3.2 Leaky Noisy-Max model 

Two probabilities need to be defined inside the DBN: the prior probability of a fault happening -- 

𝑃(𝐹), and the conditional probability of a symptom state occurring given the fault state -- 

𝑃(𝑆|𝐹). Then based on the observation of symptom states, 𝑃(𝑆), 𝑃(𝐹|𝑆) can be inferred. To 

achieve this, the conditional probability tables (CPT) between symptoms and faults need to be 

established. CPTs define the conditional probabilities of each fault states under every 

combination of the connected symptoms. For instance, for a binary fault 𝐹1 with two related 
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three-state symptoms 𝑆1, 𝑆2, a total number of 18 conditional probabilities need to be defined, 

such as 𝑃(𝑓1
1|𝑠1

1, 𝑠2
1), 𝑃(𝑓1

1|𝑠1
1, 𝑠2

2), 𝑃(𝑓1
1|𝑠1

1, 𝑠2
3), 𝑃(𝑓1

1|𝑠1
2, 𝑠2

1), 𝑃(𝑓1
1|𝑠1

2, 𝑠2
2)… For n fault nodes 

each with 𝑖 states, each fault with 𝑚 releated symptoms with 𝑘 symptom states, the size of the 

CPT becomes 𝑛𝑖𝑘𝑚. 

Naturally, the definition of CPT becomes tasking when the BN becomes more complicated, 

especially in cases where the number of symptoms grows larger. In many complicated BN 

applications, manual definition of CPT would become impractical or nearly impossible. Some 

researchers opted to learn the CPT from data. However, since fault data is relatively scarce for 

building systems, the author still used a manual process to set up the CPTs for the case studies. 

To reduce the exponential growth in complexity of the CPT, leaky noisy-max gates [117], [169] 

can be used to simplify the manual definition process. Similar simplifications have been seen in 

medical diagnostic networks [169], [170], as well as building FDD research [98], [147], [171]. 

To apply the leaky noisy-max model, faults are assumed to be independent causes of symptoms 

as well as independent of each other [117]. Most importantly, the symptoms have to be 

graded/ordinal variables [117]. In other words, the symptom should take on values ordered by 

severity such as normal, minor, major, and severe. Non-ordinal symptoms such as 

Negative/Normal/Positive cannot be used in conjunction with the leaky noisy-max model due to 

the way the conditional probability table is abstracted by this model.  

The CPT can be calculated by first defining a leak probability 𝑐𝑠
𝐿 for the symptom when all faults 

are absent. Since in this application, the first fault state is assumed to be normal or fault-free, 𝑐𝑠
𝐿 

becomes: 

cs
L = P(s|f1

1, … , f𝑛
1)                                            (13) 
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Some BN abstractions do not use a leak probability term, which means when all causes are 

absent the effect has zero probability of happening. Due to the uncertainties when describing the 

causal relationships between faults and symptoms inside building systems, the author would 

argue the adoption of leak probabilities is more suitable. 

Compound representation of causal fault-symptom relationships, or the so-called compound 

probability, also need to be defined to calculate the noisy-max CPT: 

c s
fi
𝑛

= P(S = s|fn
𝑖)                                            (14) 

This compound probability means the probability that fault 𝐹𝑛, when taking the value 𝑓𝑛
𝑖, raises 

the symptom severity 𝑆 to 𝑠. In other words, a fault becoming more sever also raises the 

possibility of a more sever symptom. The usage of compound probability is the core of the 

noisy-max model. It simplifies the conditional probabilities, but at the same time brings in the 

limitation of ordinal symptom states.  

Using leak probabilities and compound probabilities, the CPT can be calculated by using the 

following equations: 

P(S ≤ s|f) = Cs
L ∙∏Cs

fi
𝑛

i

                                            (14) 

and, 

P(s|F) = {
P(S ≤ s|f)− P(S ≤ s − 1|f)     for s ≠ smin
P(S ≤ s|f)                                      for s = smin

        (15) 

Where 𝐶𝑠
𝐿 and 𝐶𝑠

𝑓𝑖 are accumulative parameters of 𝑐𝐿 and 𝑐 𝑠
𝑓𝑖 by means of: 

C s
L = ∑ czL

L
zL ≤ s  and Cs

fi = ∑ czi
fi
𝑛

zi ≤ s
                                            (16) 
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For n faults each with 𝑖 states, and each fault with 𝑚 releated symptoms with 𝑘 symptom states, 

the size of the conditional probabilities that need to be defined when using the noisy-max model 

instead becomes 𝑛[𝑖𝑘(𝑚 − 1) + 𝑘𝑚]. Since for most symptoms, the leak probabilities can share 

same default values, reducing of the number of definitions to 𝑛𝑖𝑘(𝑚 − 1) + 𝑚. This means 

defining the CPT is no longer exponentially complicated, and for a binary fault 𝐹1 with two 

related three-state symptoms 𝑆1, 𝑆2, the number of manual inputs is decreased from 18 to 9. To 

further reduce this complexity, templates of compound probabilities and leak probabilities can be 

established, further reducing the total number of manual inputs to 3. Still, some heuristic inputs 

are needed, and future improvements will be addressed in Chapter 5. 

 

3.4 Fault Evaluation Agent 

As discussed in Chapter 2, the author favors the usage of building performance simulation (BPS) 

tools to evaluate fault impacts. To use BPS tools to predict fault impacts, a baseline model needs 

to be established for each building. Ideally, this model is either passed down from the design 

stage or created during a previous retrofit analysis. If the baseline model is not available, 

however, it is possible to create calibrated models manually or converted from building 

information models (BIM), or optimized from a meta-model as proposed by Eisenhower et al. 

[172]. This thesis assumes a baseline model is readily available and will not delve into the 

process of how to create one. 

The challenge of using BPS to evaluate fault impacts is to determine how to quantitatively 

translate symptoms caused by a fault to specific inputs inside a BPS model. This involves three 

major steps: 
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1. Identify symptoms directly caused by a diagnosed fault. These causal relationships 

are already defined in the DBN used for fault diagnostics. The fault evaluations 

agents use these casual relationships to determine which symptoms are needed for 

assessing diagnosed faults. 

2. Quantify the severity of the symptom. Since these symptoms are usually deviations 

from their typical values, this can be achieved through comparing sensor 

measurements and estimated parameters to their expected values. The fault detection 

agents already provide such symptom quantification. 

3. Map symptoms to specific inputs in BPS tools. This is the primary challenge of using 

specific BPS tools for fault evaluation. The authors select some of these mappings in 

EnergyPlus based on previous research [106], [173], [174] and knowledge. 

 

3.4.1 Symptom mapping 

The causal relationships between faults and symptoms are used previously to establish the DBN 

for diagnostics. In this section, a more concise form of algebraic representation denoting these 

relationships is used. The relationships developed in this article are based on typical faults and 

symptoms identified by previous research [39], [50], [90], [114], [147].  

Table 3-4 shows examples of some typical faults and symptoms in air handling unit (AHU) and 

variable air volume (VAV) terminal faults using qualitative influence relationships described 
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above. Symptoms quantified from the previous steps can be translated into BPS inputs. Most 

directly observed symptoms can be translated to specific BPS inputs using their raw values, such 

as AHU supply air pressure, thermostat setpoint, etc. On the other hand, for other symptoms that 

cannot be translated to BPS inputs, an indirect mapping approach needs to be adopted. Examples 

of direct and indirect mappings are shown in Table 3-5. This indirect mapping is required for 

most of the symptoms quantified by parameter estimations since the models used for the 

parameter estimation process are usually different from the first principle models used in the 

EnergyPlus model. 

This challenge of indirect mapping can be achieved by applying a common statistical model to 

the symptom and the corresponding BPS model input, then use a statistical value as an 

intermediary to translate the symptom severity to a specific BPS input. The authors then use the 

normal distribution to describe these values in terms of mean and standard deviation. In truth, 

Table 3-4 Example of typical faults in building systems 

Equipment Fault Description Relationship 

Supply Fan 

𝐹𝑠𝑓1 Belt slippage 𝐼 + (𝑆𝑠𝑓1, 𝐹𝑠𝑓1) 

𝐼 + (𝑆𝑠𝑓2, 𝐹𝑠𝑓1) 

𝐼 − (𝑆𝑠𝑎1, 𝐹𝑠𝑓1) 

𝐹𝑠𝑓2 Decrease in motor efficiency 𝐼 + (𝑆𝑠𝑓1, 𝐹𝑠𝑓1) 

𝐹𝑠𝑓3 Overall failure 𝐼 − (𝑆𝑠𝑎1, 𝐹𝑠𝑓1) 

Heating coil 𝐹ℎ𝑐1 Fouling 𝐼 − (𝑆ℎ𝑟1, 𝐹ℎ𝑐1) 
Cooling coil 𝐹𝑐𝑐1 Fouling 𝐼 − (𝑆𝑐𝑟1, 𝐹𝑐𝑐1) 

Dampers 
𝐹𝑟𝑑1 Return air damper stuck closed 𝐼 − (𝑆𝑟𝑎1, 𝐹𝑟𝑑1) 
𝐹𝑜𝑑2 Outdoor air damper stuck open 𝐼 + (𝑆𝑜𝑎1, 𝐹𝑜𝑑1) 

VAV Terminal 

𝐹𝑣ℎ𝑣1 Reheat valve stuck closed 𝐼 − (𝑆𝑣𝑠𝑎2, 𝐹𝑣ℎ𝑣1) 
𝐼 − (𝑆𝑣𝑟ℎ1, 𝐹𝑣ℎ𝑣1) 
𝐼 − (𝑆𝑧𝑡1, 𝐹𝑣ℎ𝑣1) 

𝐹𝑣𝑑1 Damper stuck open 𝐼 + (𝑆𝑣𝑠𝑎1, 𝐹𝑣𝑑1) 

Zone Level 

𝐹𝑡𝑠𝑡1 Thermostat temperature positive offset 𝐼 − (𝑆𝑧ℎ1, 𝐹𝑡𝑠𝑡1) 
𝐹𝑙𝑡1 Lighting burn out 𝐼 − (𝑆𝑧𝑙1, 𝐹𝑙𝑡1) 

𝐼 − (𝑆𝑧𝑙2, 𝐹𝑙𝑡1) 
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there might be better statistical distributions to describe different variables or parameters. 

However, such investigation warrants a separate research. 

 

3.4.2 Multi-level simulation using model reduction 

Building systems operate at different scales. For example, while a VAV terminal only affects the 

zone it conditions, some faults can propagate through the hierarchy of building systems, i.e. a 

fault in the AHU can affect all the zones it conditions. Thus, it is useful to simulate faults at 

different levels of detail. For example, it is usually redundant to use a whole building model 

when a fault is only affecting a specific thermal zone. Thus, before mapping the symptoms into 

BPS inputs, the level of simulation needs to be defined to use an appropriate model. The authors 

define three levels of simulation for fault evaluation: zone level, AHU level, and building level. 

As its name suggests, zone level simulation only uses a zone model to evaluate faults contained 

within a thermal zone. AHU level analysis is responsible for faults inside an air handling unit 

affecting all the zones it conditions; and building level faults require the highest order of 

simulation which affects the performance of a whole building, such as hot water loop faults. The 

Table 3-5 Examples of symptom mappings to EnergyPlus 

Symptom Mapping in EnergyPlus Modelling 

level 

Direct Mapping 

𝑺𝒔𝒇𝟏 Supply fan total efficiency AHU No 

𝑺𝒔𝒂𝟏 Maximum supply air flow rate AHU Yes 

𝑺𝐳𝐢𝟏 Design infiltration rate Zone No  
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specific definition of which level is required to be simulated will be defined inside the symptom-

BPS input mapping section. 

Since AFDD is a time-sensitive task, it is equally important to provide fault evaluations to the 

operators promptly. This requires short simulation time of BPS models.  

For zone-level simulation this is readily achievable, however, for AHU-level or building-level 

models, some form of model order reduction is required to achieve faster simulation time. 

There are multiple approaches to BPS model order reduction; the most common one is using 

surrogate models. This usually requires the training of a black-box model to cover the parameter 

space of interest, in this case, the parameter space contains all the potential fault inputs. 

Examples of this BPS model order reduction approach include a surrogate model developed in 

OpenStudio [175], and the use of support vector regression as a surrogate model [172]. This 

approach is usually applied in building design optimization. However, for fault evaluation the 

parameter space could be much larger than a multi-criteria design optimization, this means to 

train a machine learning model as surrogate requires an enormous amount of simulation to be 

performed beforehand. Another approach is to selectively eliminate objects in the BPS model so 

that it approximates the original model, usually called selective node elimination in model order 

reduction research. Compared to surrogate models, this approach requires much less training 

data, making it more realistic to achieve. Examples of applying selective node elimination in 

BPS include using graphic theory to simplify building geometry [176], and applying Koopman 

operator to merge similar thermal zones [177]. The model order reduction method used in this 
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research for AHU-level and building-level fault evaluation is called model-reduce-cluster, which 

is discussed in detail in the next section. 

 

3.4.3 Model-Cluster-Reduce Method for Model Reduction 

The Model-Cluster-Reduce model reduction pipeline is composed of three main steps (as 

summarized in Figure 3-13). The procedure for each step is explained as follows: 

1. The model step captures the characteristics of the original thermal zones by parameterizing 

a physics-based or statistically-driven model. This step produces a reduced number of 

parameters from the analytical model used for clustering. Besides physical parameters, 

normalized heating/cooling profile could also be used to characterize the zones as an 

abstracted parameter. The thermal parameters produced in this step should avoid using 

specific inputs to a BPS tool to make this approach more general.  

2. The cluster step uses the parameters obtained from the previous step to group thermal zones 

automatically using clustering techniques. Then the resulting centers of each cluster group 

become archetype zones needed for model reduction. 

3. The archetype zones are used to produce the reduced model with a scale factor. The scale 

factors are calculated from attributes such as floor area and volume. If the boundary 

condition of the archetype zones’ surfaces is not exterior or another archetype zone, it will 

be converted to adiabatic. 
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Figure 3-13 Schematics of the Model-Cluster-Reduce Pipeline [178] 

 

The time series of hourly heating/cooling load of each thermal zone is used in the model step as 

an abstraction of the thermal characteristics. The heating/cooling load is a superposition of all the 

heat transfer components occurring inside each thermal zone, which in theory, may be able to 

provide enough information to represent the uniqueness or affinities of this zone. In this model 

approach is used; the model parameters can be calculated by simply normalizing the 

heating/cooling load by zone floor area: 

𝑃 = 
𝑧𝑜𝑛𝑒 ℎ𝑜𝑢𝑟𝑙𝑦 ℎ𝑒𝑎𝑡𝑖𝑛𝑔/𝑐𝑜𝑜𝑙𝑖𝑛𝑔 𝑙𝑜𝑎𝑑

𝑧𝑜𝑛𝑒 𝑓𝑙𝑜𝑜𝑟 𝑎𝑟𝑒𝑎
                                   (17) 

During the clustering step, it is imperative for the clustering algorithm to use real thermal zones 

from the original model instead of arithmetic means as the centre of each cluster. This is due to 

the limitation of the next step of the pipeline -- the centre of each cluster will be used as an 

archetype zone to represent the whole group of zones. Since arithmetic centres are only based on 

reduced parameters, they cannot be converted back to BPS inputs. Only a handful of clustering 

algorithms are based on medians or centroids; examples include k-centre and Affinity 
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Propagation. Other common clustering techniques such as k-means and DBScan should be 

modified such that objects closest to the arithmetic centres become cluster centres. 

Affinity Propagation (AP) [179] is chosen since its characteristics fit the requirements in this 

research. AP performs clustering by exchanging messages between data points recursively until a 

formation of high-quality clusters emerges. Compared to other clustering algorithms such as k-

centres, AP does not require a predefined number of clusters to be classified and is better at 

handling a large number of clusters, and less prone to random initialization issues [179]. The 

original paper [179] can be referenced for more details about AP. 

Since in the previous model step normalized heating/cooling load is directly used to represent the 

thermal zone, this clustering task becomes a time series clustering problem. Euclidean distance is 

still used in the similarity calculations, which is calculated to determine the cluster formation. 

Other time series distances that can be used as similarities such as dynamic time warping and 

cross-correlation are not suitable. For detailed information about time series clustering and the 

selection of affinity function,  the original paper by Frey and Dueck [179] could be referenced. 

After the modelling and clustering step, each archetype zone is then used to represent other zones 

inside its cluster by using scale factors. The scale factor can be calculated from properties such 

as floor area, volume, and occupied floor area. The scale factor is the ratio of the value of the 

chosen property for the original zone to the value of the property for the archetype zone.  In most 

buildings where most thermal zones share the same height, floor area would be the best 

candidate to calculate the multipliers since many parameters in the model are directly connected 
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to the floor area. For instance, the scale factor would be two if the total area of zones of the 

cluster is double the area of their archetype. 

If floor area is selected for calculation, scale factor 𝜇 for archetype zone 𝛼 and its child zones 𝛽𝛼 

can be calculated by: 

μ𝛼 = 
∑𝐴𝛽𝛼
𝐴𝛼

                                   (18) 

During the model reduction process, only objects related to the archetype zones are kept. All 

interior surfaces of the archetype zones which have a boundary condition of another thermal 

zone are changed to adiabatic. Shading surfaces are kept in the reduced model. Besides non-

archetype thermal zones that need to be removed, all other objects such as schedules, equipment 

loads and HVAC components not belonging to the archetypes are removed from the model to 

reduce the model loading time. Self-shading is ignored, however, if self-shading becomes 

critical, deleted exterior surfaces can be converted to shading surfaces. 

The above-mentioned Model-Cluster-Reduce model reduction method is developed for general 

building energy model optimization and parametric simulation use. It is also available as an open 

source project on GitHub, as in Appendix D  . For more detail about this model reduction 

method and a more generalized architecture, the original article published by the author on 

Journal of Building Performance Simulation can be referenced [178]. A preliminary study was 

also published at the 3rd Asia International Building Performance Simulation Association 

Conference (ASIM 2016) [180]. 

 

3.5 Summary 

This chapter provided theoretical formulations of the proposed fault detection, diagnostics and 

evaluation framework. It started from the overall framework design to the methodologies behind 



 84 

each functional agent. The rationale behind the selection of some of the specific techniques such 

as probabilistic evidence, Dynamic Bayesian Networks, as well as the leaky noisy-max model, 

were explained. Some components of the AFDDE framework, such as constrained dual EKF and 

model-cluster-reduce model reduction method, were generalized and published as separate 

articles. The next results chapter will introduce the case studies used to demonstrate the proposed 

framework, as well as specifics of how they are implemented in zone-level and AHU-level 

studies.  
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4    Chapter: Results 

A total of four case studies composed of 24 individual fault cases were conducted to demonstrate 

the proposed AFDDE framework. One simulation-based and one measurement-based dataset 

were created for zone-level and AHU-level case studies. Due to limited sensing capabilities, fault 

evaluation could not be validated for the measurement-based case studies, since energy usage, 

cost, and thermal comfort were not directly monitored. However, fault evaluations were still 

tested and compared for the simulation-based case studies. 

Before delving into the results, the definition of several vital metrics used for evaluating the 

effectiveness of an AFDDE system will be explained. These metrics include false positive rate, 

false negative rate and fault diagnose time. Figure 4-1 provides an example of how these metrics, 

and how they affect the reliability of an AFDD system. 

A false positive is defined by two consecutive fault probabilities higher than the 0.6 thresholds 

during fault-free operation. A false negative is defined by fault probability becoming lower than 

0.6 after initial data accumulation stage during faulty operation. The 0.6 threshold for fault 

probability in this research is defined arbitrarily and is used to represent a “faulty” state in 

general. The diagnose time, measured by time step, is the amount of time required for the 

AFDDE system to correctly diagnose the fault after occurring, and in theory, a diagnose time of 

1 means the fault is instantly diagnosed after the data is processed. In many cases, evidence 

needs to be accumulated until a proper fault is diagnosed due to the nature of DBN used in this 

framework. 

Table 4-1 provides an overview of the case studies’ results. For each case study, aggregated false 

positive rates and false negative rates were reported. In general, the false positive rates and false 

negative rates were quite low, within a 5% probability. The false positive rates are lower than 
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false negative rates, which is preferable and will decrease the overall number of false alarms at 

the cost of a less sensitive AFDDE system. Still, a 0% false positive rate and false negative rate 

should be the target for all AFDDE frameworks. 

The occurrence of false positives is further mitigated by the fact that the proposed AFDDE 

system treats the diagnosed faults continuously, instead of raising alarms every time the fault 

probability exceeds a certain threshold (in this research 0.6). So, in most cases, these false alarms 

Figure 4-1 Example of the metrics used to evaluate the FDDE framework 
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operation 
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operation 

False positive 

False 

negative 



 87 

will be removed once the incorrectly predicted high fault probability moves back to fault-free 

values based on further measurements.  

Note the difference in time step used for these case studies does not significantly affect the 

outcomes, so in future applications, it is preferable to have a smaller time step setup to make the 

AFDDE system more responsive. However, in real applications, the selection of time step should 

be carefully evaluated based on the building system, network limitations and computational 

resources. Detailed outcomes of each case study will be carefully examined in the following 

sections. 

 

Table 4-1 Overview of the case study results 

Case Study Name Number of 

fault cases 

Time step False positive 

rate 

False Negative 

Rate 

Shoebox 

simulation 

5 15 minutes 2.6% 4.8% 

Measured office 4 10 minutes 1.8% 3.5% 

ASHRAE RP-1312 10 1 minute 0.4% 1.6% 

AHU simulation 5 15 minutes 0.6% 1.2% 
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4.1 Zone-level Case Studies 

Two zone-level case studies are presented in this section. The implementation of the zone-level 

AFDDE system will be discussed first, followed by the outcomes from the case studies. 

Thermal zones or rooms in buildings are affected by a large number of interconnected processes, 

such as heat transfer and mass with the exterior environment as well as the HVAC system, 

internal gains from the interior equipment, and so on. They often lack sufficient sensing 

equipment to appropriately monitor every single process. This is where the proposed parameter 

estimation scheme introduced earlier becomes useful, as the sequential dual estimation algorithm 

can be implemented inside a controller without a heavy computation toll. The reduced model 

used for this parameter estimation task is shown in Figure 4-2. It is composed of a total number 

of five parameters, and the model function is: 

𝑓 =  [
𝑇𝑖 + (𝑇𝑜𝑢𝑡 − 𝑇𝑖)𝜙1 + 𝑆𝑜𝑐𝑐𝜙2 + 𝐸𝑙𝑖𝑔ℎ𝑡𝜙3 +

𝑄𝑣𝑎𝑣(𝑇𝑣𝑎𝑣 − 𝑇𝑖)𝜙4 + 𝜙5
]                    (19) 

where 𝑇𝑜𝑢𝑡 is the outdoor temperature, 𝑆𝑜𝑐𝑐 is the binary occupancy state, 𝐸𝑙𝑢𝑥 is the illuminance 

level measured on the ceiling, 𝑄𝑣𝑎𝑣 is the VAV box supply air flow rate and 𝑇𝑣𝑎𝑣 is the supply 

air temperature.  

This makes each of the parameters related to a particular physical characteristic of the zone as 

follows: 

1. 𝜙1: 𝑟𝑒𝑙𝑎𝑡𝑒𝑑 𝑡𝑜 𝑖𝑛𝑑𝑜𝑜𝑟 − 𝑜𝑢𝑡𝑑𝑜𝑜𝑟 ℎ𝑒𝑎𝑡 𝑡𝑟𝑎𝑛𝑠𝑓𝑒𝑟 

2. 𝜙2: 𝑟𝑒𝑙𝑎𝑡𝑒𝑑 𝑡𝑜 𝑖𝑛𝑡𝑒𝑟𝑛𝑎𝑙 ℎ𝑒𝑎𝑡 𝑔𝑎𝑖𝑛 𝑐𝑢𝑎𝑠𝑒𝑑 𝑏𝑦 𝑡ℎ𝑒 𝑜𝑐𝑐𝑢𝑝𝑎𝑛𝑡 

3. 𝜙3: 𝑟𝑒𝑙𝑎𝑡𝑒𝑑 𝑡𝑜 𝑠𝑜𝑙𝑎𝑟 𝑎𝑛𝑑 𝑙𝑖𝑔ℎ𝑡𝑖𝑛𝑔 ℎ𝑒𝑎𝑡 𝑔𝑎𝑖𝑛 

4. 𝜙4: 𝑟𝑒𝑙𝑎𝑡𝑒𝑑 𝑡𝑜 ℎ𝑒𝑎𝑡 𝑔𝑎𝑖𝑛/𝑙𝑜𝑠𝑠 𝑓𝑟𝑜𝑚 𝑡ℎ𝑒 𝐻𝑉𝐴𝐶 𝑠𝑦𝑠𝑡𝑒𝑚 

5. 𝜙3: 𝑟𝑒𝑙𝑎𝑡𝑒𝑑 𝑡𝑜 𝑐𝑜𝑛𝑠𝑡𝑎𝑛𝑡 𝑖𝑛𝑡𝑒𝑟𝑛𝑎𝑙 𝑙𝑜𝑎𝑑 (𝑝ℎ𝑎𝑛𝑡𝑜𝑚 𝑙𝑜𝑎𝑑) 
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Figure 4-2 Reduced model used for zone parameter estimation 

 

The model was initiated with a two-week training data, and then used to sequentially update its 

parameters. The normal range of the parameters used for symptom generation and fault detection 

is updated by a trailing exponential weighted average with a moving window of two weeks. 

Table 4-2 further shows a list of symptoms detected and calculated inside the zone level fault 

detection agent. A total number of 10 symptoms are included in this implementation. Only four 

of these are directly observed sensor inputs, while the results are calculated from parameter 

estimation mentioned above or from empirical functions. To come with the reference ranges for 

the estimated parameters, one month of moving window is used to calculate the means and 

standard deviations during normal operations. The ranges of the parameter thresholds are 

updated recursively every two weeks. 
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Table 4-2 List of symptoms generated inside the zone fault detection agent 

Symptom Description Direct 

Observation 

Logistic Regression 

Template 

𝐒𝒕𝒔𝒕𝟏 Thermostat setpoint difference Yes High 

𝐒𝒕𝒔𝒕𝟐 Thermostat setpoint Yes High 

𝐒𝒗𝒂𝒗𝟏 Supply air temperature Yes High 

𝐒𝒗𝒂𝒗𝟐 Supply air pressure Yes High 

𝐒𝒛,𝒑𝟏 Estimated infiltration rate No Low 

𝐒𝒛,𝒑𝟐 Estimated phantom load 

parameter 

No Low 

𝐒𝒛,𝒔𝟐 Cooling Sensitivity No Low 

𝑺𝒛,𝒑𝟑 Estimated occupied load 

parameter 

No Low 

𝑺𝒛,𝒑𝟒 Estimated VAV system 

efficiency 

No Medium 

𝑺𝒛,𝒔𝟏 Heating sensitivity No Low 

 

The fault-symptom relationships defined in the zone level AFDDE system is shown in Table 4-3. 

A total number of six faults are implemented for the zone-level cases studies in this thesis. Note 

for 𝐹𝑡𝑠𝑡1, 𝐹𝑡𝑠𝑡2 𝑎𝑛𝑑 𝐹𝑧2, only one symptom is linked to the fault, making the overall structure of 

the DBN less complex. 

Table 4-3 Faults implemented at the zone level FDDE system 

Fault Description Relationship 

𝑭𝒕𝒔𝒕𝟏 Incorrect thermostat setpoint 𝐼(𝑆𝑡𝑠𝑡2, 𝐹𝑡𝑠𝑡1) 

𝑭𝒕𝒔𝒕𝟐 Thermostat sensor bias 𝐼(𝑆𝑧,𝑝4, 𝐹𝑡𝑠𝑡2) 

𝑭𝒗𝒂𝒗𝟏 VAV reheat valve stuck 𝐼(𝑆𝑣𝑎𝑣1, 𝐹𝑣𝑎𝑣1) 
𝐼(𝑆𝑡𝑠𝑡1, 𝐹𝑣𝑎𝑣1) 

𝑭𝒗𝒂𝒗𝟐 VAV damper stuck 𝐼(𝑆𝑣𝑎𝑣2, 𝐹𝑣𝑎𝑣2) 
𝑭𝒛𝟏 Unintended window opening 𝐼 + (𝑆𝑧,𝑠1, 𝐹𝑧1) 

𝐼 + (𝑆𝑧,𝑠2, 𝐹𝑧1) 

𝐼 + (𝑆𝑧,𝑝1, 𝐹𝑠1) 

𝑭𝒛𝟐 Unexpected high phantom load 𝐼 + (𝑆𝑧,𝑝2, 𝐹𝑧2) 
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4.1.1 Shoebox Model Simulation 

The first case study uses a shoebox model to simulate fault cases on a single zone level. The 

simulation was conducted in EnergyPlus version 8.5 [181] using a south-facing shoebox model 

with a 40% window to wall ratio. The model is located in Ottawa, Ontario, Canada. The 

dimension of the shoebox model is 5𝑚 × 5𝑚 × 3𝑚. All interior surfaces are assumed to be 

adiabatic. The zone is conditioned by a packaged VAV system. The lighting sensor is in the 

center of the zone on the work surface. Artificial sensor noise is also added to the simulated data 

to mimic sensor noise as Gaussian (white) noise [20][182]. The addition of the sensor noise 

could challenge the proposed method’s ability to handle uncertain data to produce reliable fault 

diagnosis. Note since the occupancy sensor provides a binary reading, no Gaussian noise is 

added to the occupancy state. 

A total number of six faults are simulated during the heating season. The fault cases are created 

by changing their corresponding model inputs. One month of normal operation is simulated first 

Figure 4-3 Dimension of the shoebox model 
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to provide training dataset, followed by two weeks of faulty operation data. The faults are 

described as follows: 

1. Unintended window opening. This fault can cause increased air infiltration inside a 

thermal zone, and lead to increased energy use to condition its temperature. In worst case 

scenarios this may also cause equipment damage due to extreme temperature and 

humidity since most HVAC systems are not designed to handle long-term window 

openings during the heating and cooling seasons. This fault is simulated by doubling the 

design infiltration rate inside the EnergyPlus model, which serves as a conservative 

estimation since in most cases infiltration area would be increased significantly. 

2. Stuck closed VAV supply air damper. It is possible to have VAV damper motor to 

malfunction, causing the supply air damper to be stuck at the closed location. This may 

lead to insufficient heating, cooling and fresh air supply. This fault is modelled by 

changing the maximum supply air flow of the VAV terminal to 10% of its design value 

after the fault occurred. 

3. Stuck closed VAV reheat valve. Similar to the previous fault, this causes low supply air 

temperature, leaving the zone potentially under-heated. This fault is monitored by the 

supply air temperature as well as the difference to the actual set point for this 

temperature. When the reheat valve is closed the reheat availability is set to zero in 

EnergyPlus. 

4. Biased thermostat temperature reading. A biased thermostat can cause under-

heating/overheating issues. In this case study, a positive bias is added, meaning the 

measured temperature is higher than the actual temperature, which could lead to 

underheating issues. A static bias of 2⁰C is added to the thermostat fault object of 
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EnergyPlus. This fault is hard to diagnose and may require feedback from the occupant to 

identify it. 

5. Unwanted phantom electricity load. While this fault does not likely have direct comfort 

related consequences unlike the previous faults, it increases unintended electricity usage 

and causes inefficiency. The symptom related to this fault is the estimated phantom load 

parameter obtained from the inverse modelling step in the fault detection agent. 

Table 4-4 summarizes the fault diagnostics results. Figure 4-4 shows a snapshot of fault 

probabilities for all fault cases; the faults start at time step 100. The diagnose time is the number 

of time steps required for the FDDE system to report a fault probability of higher than 0.6 

thresholds. Terminal fault belief is the final fault probability after the calculation stabilizes. 

Individual false negative rates are also reported. For all fault cases, the terminal fault belief 

reached maximum value – 99.9%, indicating the end-users would receive reports with a strong 

belief that these faults occurred. The two faults relying on estimated parameters – unintended 

window opening fault and unwanted phantom load fault, have the highest false negative rate and 

require a longer time to be detected. This is probably caused by the modelling errors occurred 

during the parameter estimation process. If more sensitive and reliable parameter estimation 

procedures are to be established in the future, the detection time and false negative rates will 

likely be decreased. 
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Table 4-4 Fault diagnostics results for simulation-based zone-level case study 

 Fault Name Diagnosis Time 

(Time Steps 

after fault 

occurs) 

Terminal Fault 

Belief 

False Negative 

Rate 

1 Unintended Window 

opening 

6 99.9% 4.2% 

2 VAV reheat valve stuck 

closed 

1 99.9% 0% 

3 VAV damper stuck 

closed 

5 99.9% 1.6% 

4 Static thermostat bias 2 99.9% 0% 

5 Unwanted phantom load 63 99.9% 4.8% 

 

  

Figure 4-4 Example of the FDD results for simulated zone study; the faults start at 100 time step 
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Table 4-5 demonstrates fault evaluation results for this zone-level simulation generated case 

study. Unfortunately, not all faults can be evaluated since not all symptoms can be quantified 

properly. In this case, the thermostat bias fault does not have a quantifiable symptom from the 

available measurements; and the increased phantom load could just be part of the normal 

operation. In general, the fault evaluation results fall within the same order of magnitude with the 

actual impacts, and the uncertainty analysis for the window opening fault also showed the 

median of estimated impact close to the actual impact. However, estimated thermal comfort 

impact for stuck closed VAV reheat valve resulted in an over 50% over-prediction. This can be 

explained by the fact that the thermal comfort model could cause an extra layer of modelling 

error on top of the existing energy simulation, resulting in less reliable estimates. Still, the author 

would like to argue that by quantitative assessments of faults is still superior to the operators for 

supporting maintenance decision-making. Fault evaluation will be discussed further in Chapter 5. 

Table 4-5 Fault Evaluation results for simulation-based zone-level case study 

Fault Name Energy (kWh) Comfort (PPD) Cost 

Actual* Evaluated Actual* Evaluated Actual* Evaluated 

Window open 4,780 2,276-7,966 / / $478 $228-$797 

VAV reheat valve stuck closed / / 53% 85% / / 

VAV damper stuck open 9,305 9,861 / / $930 $986 

* simulated with EnergyPlus for this case study. 
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4.1.2 Single Zone: Experiment 

The second case study uses real measurements from offices inside an actual building. The Canal 

Building is a mixed-use academic building located at Carleton University campus in Ottawa, 

Canada. These offices are conditioned by a VAV system with reheat coils as well as radiant heat 

panels for perimeter heating. Four faults are studied in this case study, three of which occurred 

during the data collection process and had caused major damage to the built environment (see 

Figure 4-5). One fault, the static thermostat bias, is introduced artificially to the measured data 

afterwards. The data is collected at 10 minutes interval by the building automation system. A 

two-month dataset is used to train the normal operating range. Measurements available within 

this dataset include indoor air temperature, thermostat set point temperature, outdoor air 

temperature, VAV supply air temperature, VAV supply air pressure, occupancy (motion sensor) 

and control signals. Most of the symptoms in the zone level AFDDE implementation are 

monitored or could be estimated using the same reduced model from the previous case study. 

Unlike previous case study, sensor noise already exists, so no additional sensor noise was added. 

Moreover, the duration of faulty operation is shorter since all faults were remedied within a 

week. 
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Figure 4-5 Image of an unintended window opening fault causing freezing pipes and water damage 

 

Table 4-6 summarizes the FDD results from this case study. It is worth noting that since these 

faults were remedied in a short time, the duration of faults is much lower than in other case 

studies. The faults in this case study last from a couple of days (Fault 2) to five days (Fault 1). 

When compared to the previous simulation-based case study, the fault negative rates and false 

positive rates are much lower, while the detection time based on estimated parameters (Fault 1 

and 4) are higher. The lower false negative and false positive rates can be explained that the 

sensor data may be more reliable than the simulated data with artificial noises. Still, the 

estimated parameters are slower to respond to the actual changes inside the zones, making the 

FDD less responsive. Especially for Fault 1 unintended window opening, the FDD system took 

62 time steps, or about 6 hours, to properly diagnose the fault. Better techniques and models used 

for parameter estimation can help remedy this issue. Fault evaluation is not performed for this 
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case study since there was no measured energy and cost impact for these individual zones to 

compare against. 

Table 4-6 Summary of the FDD results from the measured zone-level case study 

 Fault Name Diagnosis 

Time 

(Time Steps) 

Terminal Fault 

Belief 

False Negative 

Rate 

1 Window open 62 99.9% 0% 

2 VAV reheat valve stuck closed 1 99.9% 0% 

3 VAV damper stuck closed 4 99.9% 0% 

4 Static thermostat bias 26 99.9% 0.7% 

 

 

4.2 AHU-level Case Studies 

Two AHU-level case studies are presented in this section, implementation of the AHU-level 

AFDDE system will be discussed first, followed by the outcomes from the case studies. 

For the AHU level implementation, parameter estimation is also needed, but not as sophisticated 

as the zone-level counterpart since AHUs are usually well-equipped with sensors. The only 

parameters used in this application are equipment steady-state efficiency, calculated by the ratio 

between output quantity and input power. For example, to calculate the return fan efficiency, the 

ratio between return air flow rate and electrical power is used. As shown in Table 4-7, a total 

number of 12 symptoms are monitored, three of which are equipment efficiencies. Similar to 

zone-level implementation, two case studies are demonstrated for the AHU-level FDDE system.  
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Table 4-7 Symptoms created for AHU-level implementation 

Symptom Description Direct Observation Logistic Regression 

Template 

𝐒𝒄𝒄𝟏 Chilled water flow 

low 

Yes low 

𝐒𝒄𝒄𝟐 Chilled water flow 

high 

Yes low 

𝐒𝒆𝒂𝒇𝟏 Exhaust air flow low Yes Low 

𝐒𝒐𝒂𝒇𝟏 Outdoor air flow low Yes Low 

𝐒𝒓𝒂𝒇𝟏 Return air low flow 

rate 

Yes Medium 

𝐒𝒓𝒇𝟏 Return fan low speed Yes low 

𝐒𝒔𝒂𝒕𝟏 Supply air temperature 

low 

Yes Low 

𝑺𝒃𝒍𝟏 Boiler low output 

temperature 

Yes Low 

𝑺𝒃𝒍𝟐 Boiler low efficiency No Medium 

𝑺𝒄𝒍𝟏 Chiller low electric 

efficiency 

No High 

𝑺𝒓𝒇𝟐 Return fan low 

efficiency 

No High 

𝑺𝒔𝒂𝒇𝟏 Supply airflow low Yes Low 

 

The causal relationships between the faults and symptoms are shown in Table 4-8. Seven faults 

in total are added to the AHU-level FDDE system. Some of these faults have three different 

states, for example, the chilled water valve stuck fault has the states of “stuck closed”, “stuck 

open” and “fault-free”. 

Table 4-8 AHU-level fault-symptom relationships 

Fault Description Relationship 

𝑭𝒓𝒇𝟏 Return fan low efficiency 𝐼(𝑆𝑡𝑠𝑡2, 𝐹𝑡𝑠𝑡1) 

𝑭𝒄𝒄𝟏 Chilled water valve stuck 𝐼(𝑆𝑧,𝑝4, 𝐹𝑡𝑠𝑡2) 

𝑭𝒐𝒂𝟏 Outdoor air damper stuck 𝐼(𝑆𝑣𝑎𝑣1, 𝐹𝑣𝑎𝑣1) 
𝐼(𝑆𝑡𝑠𝑡1, 𝐹𝑣𝑎𝑣1) 

𝑭𝒆𝒂𝟏 Exhaust air damper stuck 𝐼(𝑆𝑣𝑎𝑣2, 𝐹𝑣𝑎𝑣2) 
𝑭𝒂𝒉𝒖𝟏 Supply air leakage 𝐼 + (𝑆𝑧,𝑠1, 𝐹𝑧1) 

𝐼 + (𝑆𝑧,𝑠2, 𝐹𝑧1) 

𝐼 + (𝑆𝑧,𝑝1, 𝐹𝑠1) 

𝑭𝒃𝒍𝟏 Boiler low air intake 𝐼 + (𝑆𝑧,𝑝2, 𝐹𝑧2) 

𝑭𝒄𝒍𝟏 Chiller low efficiency 𝐼 + (𝑆𝑧,𝑝2, 𝐹𝑧2) 

 

 

4.2.1 ASHRAE RP-1312 
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For the AHU-level measurement-based case study, published experimental data from ASHRAE 

Research Project 1312 [183] is used. RP-1312 used two identical air handling units to generate 

faulty data set for the cooling season, heating season and spring season. One air handling unit is 

used to generate faulty operation data, and the other air handling unit is used to generate fault-

free data as a control. Numerous sensors were installed and validated, making this dataset an 

ideal case study. Unfortunately, only the cooling season data and spring season data is used in 

this case study due to some measurement issues reported during the heating season. As 

mentioned in the methodology chapter, Zhao et al. [99] have previously used the same dataset to 

demonstrate the FDD results with an event-based Bayesian Network, which will be used as a 

direct comparison to the proposed method with the Dynamic Bayesian Network. Five types of 

AHU faults with various severities were used in this case study, making the total number of nine 

individual fault cases. Below is a brief description of each of the fault types: 

1. OA damper stuck close: a stuck closed outdoor air damper with two possible severities – 

fully closed and 40% open. This could lead to the lowered fresh air intake and eventually 

decrease the indoor air quality and potentially reduced free cooling. 

2. EA damper stuck close: a stuck closed exhaust air damper also with two possible 

severities – fully closed and 40% open. This could lead to the decreased fresh air intake, 

increased supply air flow and deteriorated indoor air quality. 

3. Return fan performance: a fully closed return fan and a lower performance return fan 

could cause the AHU not able to condition the whole building due to decreased air 

circulation. 

4. Closed cooling coil valve: a fully closed or stuck at 15% opening cooling coil valve can 

lead to higher supply air temperature and overheating issues in the building. 
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5. AHU leakage: air leakage along the supply air path could waste energy and not providing 

enough supply air flow rate to the building. 

Results using the proposed FDDE system based on the ASHRAE RP-1312 database is shown in 

Table 4-9. Overall the fault diagnostics metrics are better compared to the previous case studies 

in this thesis, partially due to the simplicity of fault-symptom relationships, as most of these 

faults’ symptoms are directly measured by the automation system. When compared to the results 

from another research using event-based Bayesian Network, the proposed DBN can provide 

more reliable diagnostics. Still, the AHU leakage fault cannot be adequately diagnosed due to 

limited data from this dataset since the air pressure after the economizer is not directly reported. 

The false negative rates and detection steps are also quite low, with only a 1.6% overall false 

negative rate. Unfortunately, these metrics were not reported by Zhao et al., so a direct 

comparison of the BN and DBN could not be made. Fault evaluation is not performed for this 

case study since the experiment was not connected to any real building. Thus no real energy 

impact could be made by the faults. 

  

Table 4-9 Fault diagnostics results for measurement-based AHU-level case study 

Fault Name Zhao et. al. 

(event-based 

BN) 

Terminal Fault 

Belief 

(DBN) 

False Negative 

Rate 

(DBN) 

Diagnose 

Steps 

(DBN) 

OA damper stuck close (fully) 0.99 0.99 0% 12 

OA damper stuck close (partial) 0.99 0.99 1.6% 26 

EA damper stuck close (fully) No 0.99 0% 4 

EA damper stuck close (partial) No 0.93 0.4% 13 

Return fan closed 0.99 0.99 0% 1 

Return fan low speed No 0.99 0% 1 

Cooling coil closed (fully) 0.93 0.99 0% 1 
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Cooling coil closed (partial) 1.0 0.99 0% 1 

AHU leak No No NA NA 
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4.2.2 Simulation-based Case Study 

 

Figure 4-6 overview of the building models. Left: BIM model; right: EnergyPlus model 

 

A simulation-based AHU level case study is performed in addition to the ASHRAE RP-1312 

study. The model used is a calibrated EnergyPlus model for the Canal Building on Carleton 

University campus, same building used for the measurement-based zone level case study. The 

faults were simulated during both the cooling season as well as the heating season. Akin to the 

simulation-based zone level case study, faults were simulated by altering inputs inside the 

EnergyPlus input file, such as boiler efficiency, the schedule for AHU outdoor air intake rate, 

etc. Likewise, the fault evaluation process was carried out with the same calibrated model 

following the symptom translation procedure. Below is a list of description of the faults: 

1. Boiler low air intake: this fault leads to a lower boiler efficiency for the central hot water 

system, responsible for supplying domestic hot water and heating water. The efficiency is 

decreased from 0.89 to 0.6. 

2. AHU supply fan low efficiency: this leads to higher electricity usage to meet the design 

supply flow rate of the air handling unit. The efficiency of the fan is decreased from 0.8 

to 0.5. 
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3. AHU cooling valve stuck closed: this one is analogous to ASHRAE RP-1312, the cooling 

coil valve is set to stuck closed at 20% during the cooling season. 

4. AHU OA damper stuck closed: also like ASHRAE RP-1312, the outdoor air damper is 

set to stuck closed at 20% during the cooling season. 

5. Chiller low efficiency: this fault lead to a lower chiller efficiency, causing its DOP to dip 

from 3.2 to 2.2, increasing the overall electricity usage. 

Table 4-10 summarizes the fault diagnostics results from the AHU simulation study. Overall the 

results look optimistic with very short detection steps and low false negative rates. The metrics 

are similar to the previous measurement-based case study, indicating the proposed framework 

may be quite effective for AHU-level fault detection and diagnostic tasks. As suggested earlier, 

due to the increased sensing capability in AHU and relatively simplistic parameter estimation 

and fault-symptom casual relationships for AHU-level case studies, the FDD problem is less 

complicated than its zone-level counterpart. 

Table 4-11 summarizes the fault evaluation results from this simulation study. Showing a similar 

trend from previous fault evaluation results, the outputs tend to overestimate the actual energy 

impact. Since the symptoms for all three evaluated faults are not directly observed, this could be 

the primary cause of the estimation errors. Comfort cannot be evaluated for this AHU-level case 

study since the feedback control and oversizing of AHU compensated these faults and did not 

cause an observable dip in thermal comfort on a building level. 
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Table 4-10 FDD results for the AHU-level simulation case study 

 Fault Name Terminal Fault 

Belief 

(DBN) 

False 

Negative 

Rate  

(DBN) 

Detection 

Steps 

(DBN) 

1 Boiler low air intake rate 0.99 1.2% 3 

2 AHU supply fan low efficiency 0.99 0% 1 

3 AHU cooling valve stuck closed 0.99 0% 1 

4 AHU OA damper stuck closed 0.99 0% 6 

5 Chiller low efficiency 0.99 0.8% 7 

 

Table 4-11 Fault evaluation results for the AHU-level simulation case study 

Faults 
Energy (kWh) Comfort (PPD) 

Actual* Evaluated Actual* Evaluated 

Boiler low air intake 17,660 47,838 N/A N/A 

AHU supply fan motor deterioration 39,803 48,286-51,078 N/A  N/A 

Chiller low efficiency 19,330 26,483 N/A  N/A  

* simulated with EnergyPlus 

 

4.3 Summary 

The four cases created in this study demonstrated the effectiveness of the proposed FDDE 

framework. In general, the results provide a positive outlook with very short diagnostic time, 

relatively low false negative and false positive rates. Still, some faults take longer to diagnose or 

have higher false negative rates. When comparing the zone-level and AHU-level studies, the 

proposed FDDE framework seems more useful towards the AHU system. This is probably 

because AHU systems are usually well equipped with sensors, making the tasks of extracting 

more information from the measurements more effective than zone-level tasks. For zone-level 

case studies, the performance of FDD seems to be bottlenecked by the sensitivity and accuracy 

of the parameter estimation results. Equipping building systems with more sensors or developing 
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better parameter estimation methods may improve the overall effectiveness of the FDDE 

framework. 

As for fault evaluation results, the performance was not as optimal as the fault diagnostic 

process. The fault evaluation process based on building performance simulation tends to 

overestimate the impacts caused by faults. More sensor data and better parameter estimates could 

also make calculating symptom severity more accurate. In addition, some other data-driven fault 

evaluation methods could be explored. The implications of this FDDE framework and the case 

studies will be discussed further in the next chapter.  
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5    Chapter: Discussion 

This chapter will summarize the outcomes of this research and discuss the implications and 

shortcomings of the proposed AFDDE framework. It is then followed by some of the research 

contributions to related research areas made during this study. Finally, future work including 

fundamental research questions and improvements specific to the proposed AFDDE framework 

will be discussed in the last section. 

 

5.1 Research Outcomes 

Overall, results from the case studies using the proposed AFDDE framework show some 

improvements over the past research. The false positive rates and false negative rates remained 

low. Overall these rates are below 2% for most of the fault cases, which means less than two 

false diagnose each day. The false positive and false negative rates are even lower for AHU due 

to higher sensor availability at one false alarm every two days. In addition, most of the faults 

were diagnosed within short amount of time (time steps). Some exceptions do exist, such as an 

increased phantom load from Section 4.1 which required a long time until adequately diagnosed, 

and leaking AHU fault from Section 4.2 which could not be properly diagnosed at all. 

Unfortunately, reporting of false positive rates and false negative rates is not a standard practice 

in building FDD discipline, so a comparison of similar FDD systems using the same ASHRAE 

RP-1312 could not be realized. The author recommends that these metrics become more 

commonly practised within the discipline. Potential methods of improvements for these 

individual fault cases will be discussed in the following future work section. 

Another trend discovered from the case studies is that faults with indirectly observed symptoms 

are generally harder to diagnose. For example, the unintended window opening fault from 4.1 
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and 4.1.2 has higher false positive rates and false negative rates. This is somewhat expected since 

symptoms based on estimated parameters are usually less reliable than the directly observed 

counterparts due to modelling error. Fundamental research focused on developing more reliable 

grey-box models and parameter estimation techniques will improve this situation, which will be 

addressed later. 

Although not yet formally tested in a real application, the distributed design (Section 3.1) of the 

proposed framework would allow different FDDE subtasks such as parameter estimation, 

symptom generation, fault classification and fault evaluation to be performed on different 

devices. Compared to putting all these tasks at a central location, this reduces the amount of data 

needed to be transferred by keeping high frequency calculations at the local level. This means the 

computationally-demanding fault diagnostic process can be performed on a more powerful 

server, while more time-sensitive fault detection and symptom generation work can be put on a 

local controller. This could potentially improve the applicability of the proposed framework, 

making it more tolerant to congested building automation networks or building energy 

management networks. 

As discussed in Section 2.4.3, the structure of the two-step AFDD system which involves 

generating symptom first using the fault detection agent then performing diagnostics with the 

diagnostic agent allows the potential integration of additional AFDD algorithms. The Fault, 

Symptom and Impact object allow the communication of information between different 

algorithms and even different AFDD programs to enhance information delivery. For example, an 

embedded AFDD program on a centrifugal chiller can report its fault diagnoses to the central 
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AFDDE system to evaluate its potential impact to the building, enabling potential automated 

impact mitigation by activating the back-up system. 

As demonstrated in Table 4-9, the improvement of the Dynamic Bayesian Network over the 

conventional Bayesian Network allows the AFDD system to accumulate evidence over time as 

well as cancelling out sudden false positive diagnoses. Instead of time-stamped alarms of each 

fault diagnosis, DBN could provide persistent reports on fault status, thus decreasing the overall 

number of alarms and reduce the false positives being sent to the building operators. As a result, 

the operators do not have to go through a history of fault alarms. Instead, they will be informed 

of the current potential faults and their impacts. The operators could also rank the diagnosed 

faults based on their predefined priorities, or by a quantitative metric such as energy waste and 

thermal comfort reduction. 

Several limitations still exist within the proposed AFDDE framework. The first major limitation 

is the requirement for manual configuration of the framework, including manual tweaking of the 

symptom generation, definition of fault-symptom relationships and conditional probabilities. 

While the relational information is usually transferable between different buildings, this manual 

setup process still constrains the scalability of the proposed framework. Fortunately, this setup 

step can be automated, and options to achieve such automation will be discussed. 

Another limitation of this work is its reliance on pure passive diagnosis, i.e. the FDDE tasks are 

performed passively by only accepting measurements from the building systems. To actively 

seek faults, active diagnosis can be performed by systematically changing control inputs during 

unoccupied hours and monitor system response. For example, to actively diagnose the 

performance of an AHU fan, automated tests can be run to monitor the pressure increase/power 

input ratio at different fan speeds once every two weeks. This way the FDDE system can actively 
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search for more data to complement data collected during operation and avoid idling when a 

building system is off demand. Some research has been done to perform active AFDD, but these 

works are still quite limited and not yet industrialized [184]. This active diagnosis method is still 

compatible with the proposed AFDDE framework but requires further expansion of the DBN. 

The fault evaluation results from the case studies indicate a general trend of overestimating fault 

impacts. Although overestimation is better than no estimation, it may still make the fault 

assessments less attractive to the building operators. The fault evaluation method itself, as 

discussed in Chapter 3, is still at its early stage and need to be further improved. Methods for 

improving evaluation accuracies will also be discussed in the future work section. 

 

5.2 Research Contributions 

This thesis has made several novel contributions to not only building system FDD research, but 

also other disciplines such as intelligent building controls and building performance simulations. 

This section outlines some of the major contributions from this thesis work: 

1. A distributed framework for fault detection, diagnostics and evaluation have been 

developed. This framework has been published in ASHRAE Transactions [168]. 

Functional agents such as fault detection agent and fault diagnostic agent have been 

defined and their tasks assigned. Objects such as symptoms and faults used for 

communicating between the agents have been established. Fault detection and fault 

diagnostics have been separated to allow mixed use of different fault detection and 

diagnosis algorithms. Ways to quantify symptom severity and probability allow the 

translation of this information to building performance simulation engines to predict the 

potential impact of the faults. Building operators would have access to more information 
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about the faults through quantitative assessments as proposed in this framework. This 

AFDDE framework is expandable beyond the building energy system domain, and the 

author believes it is also meaningful to other engineering systems and fault diagnosis 

problems. 

2. A novel algorithm for sequential parameter estimation and state prediction called 

constrained dual extended Kalman filter was implemented for building systems. More 

detailed formulation, application, and case studies are being published in Energy and 

Buildings (2nd review). By splitting the parameter vector and state vector into two 

nonlinear filters, it allows individual tweaking and making them more robust. Its structure 

also allows the individual filter to be shut down when parameter updates or state 

predictions are not needed. The addition of inequality constraints to the parameters also 

eliminates the instability caused by negative parameters inside an additive model. This 

constrained dual estimation algorithm is applicable not only in Building Engineering 

discipline but also in other disciplines as well. Moreover, the author hopes it provides an 

incremental improvement over the existing nonlinear filter algorithms. 

3. The usage of Dynamic Bayesian Network for fault diagnosis has been applied in other 

discipline but is the first time being tested for building systems from this work. The 

author argues that due to the temporal continuity of most of the building systems 

responses, a DBN is more suitable to describe the causal relationships between faults and 

symptoms and how faults continuously affect the system. Even though the 

implementation of DBN in this research is rudimentary – the introduction of forgetting 

factor assumes fault probability will be carried over time but is likely to decay when 

evidence is not further available. As demonstrated in Section 4.2 it already provides an 



 112 

improvement over the existing event-based Bayesian Network implementations. What 

makes the DBN truly shine is the potential of adding fault-symptom relationship across 

different time steps to better represent cyclical behaviours – self-reinforced cycles caused 

by faults, which has been previously discussed in Section 3.3. The author suspects this 

addition will further improve the performance and adaptability of the DBN for fault 

diagnostics.  

4. Conventional AFDD applications use hard evidence, or deterministic symptoms for 

decision-making. One of the innovations in this research is the adaption of soft evidence, 

or probabilistic symptoms. In this setup, deterministic symptom values (True or False) 

can be treated as a special case of a probabilistic symptom (99% True or 99% False). The 

way the conventional rule-based symptom generation methods using linear discriminant 

analysis can still be kept and applied. To make the usage of probabilistic symptoms more 

realistic, the author has also suggested the use of logistic regression to map symptom 

severity into symptom probability. Several logistic regression templates are set up for this 

task, and there is the possibility to automate the creation of logistic regression for each 

symptom using optimization. The author plans to further expand this ideal and publish an 

individual paper to advocate the usage of soft evidence for FDD applications. 

5. To reduce building performance simulation time and make fault evaluation more 

responsive to the diagnostics, a novel model reduction method based on selective zone 

elimination has also been developed. This method has been formulated and generalized in 

a publication in Journal of Building Performance Simulation [178]. For large-scale 

simulations, especially BPS models directly translated from BIM models, this model 

reduction process could potentially decrease the overall simulation time by 70%-80%, 
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significantly cutting the computation time while keeping the simulation results 

reasonably reliable. The author is currently working on integrating this model reduction 

method with the existing building optimization algorithms to significantly reduce BPS 

optimization time and hoping to make such optimization tasks more suitable to the 

general design process. 

 

5.3 Future Work 

While working on this thesis and reviewing previous research, the author realizes some 

fundamental research topics need to the addressed to help move the current building FDD 

technology move forward. The following are some of the fundamental questions the author 

would like to raise to the fellow researchers working on related topics, mainly related to how to 

decrease the cost to conduct research and improve knowledge exchange between researchers: 

1. As of now, there is little guidiance on providing an adequete building operation 

infrastructure for AFDDE. This includes minimum sensor installations for building 

systems, functional operation data tagging, and network requirements. While novel 

technologies such as wireless sensors, printable sensing and the ongoing 

establishment of new data tagging standard may tackle some aspects of this issue; 

researchers, industry practioners and stakeholders still need to work together to create 

a comprehensive guidiance to establishing future-proof infrastructures for advanced 

AFDDE, prognostics and operation management systems. 

2. Unlike other automation and artificial research disciplines, there is a lack of data 

collaboration and data aggregation efforts. Furthermore, there is an underlying lack of 

metadata formatting, which is currently being actively discussed among the 
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researchers. Some other infrastructure work, such as the standard procedure for data 

preprocessing is also lacking. All in all, if the collaboration between researchers is 

enhanced and the free flow of data is created, it will increase the speed of research 

development, allow the FDD algorithms to be robustly tested, and make the creation 

of new FDD techniques more cost effective. 

3. Research on fault evaluation and information delivery to the stakeholders is still 

lacking. As reviewed in Chapter 2, only a handful of FDD research has systematically 

discussed the implication or usage of evaluating fault impacts quantitatively to the 

building operators. Ideally by providing quantitative fault assessment will help 

building operators prioritize their work and making FDD systems more impactful. 

However, the validity of this argument is not thoroughly surveyed from the industry. 

A survey-based study would undoubtedly help the researchers better understand the 

need for such processes. Also, there is a lack of a general framework for evaluating 

faults using different models discussed in Section 2.5, the author is currently working 

on developing such framework [185] and getting feedback from the industry and will 

be part of his future work. 

4. There has been little consensus of using fault positive rate (FPR), false negative rate 

(FNR) and other metrics such as precision and recall for evaluating AFDD algorithms 

for buildings. Ideally the importance of FPR and FNR are unequal for different kinds 

of faults. For example, a critical fault related to safety requires an ideal zero FNR 

while minimizing FPR, for a less critical fault a zero FPR is preferred to reduce false 

alarms. In addition, there is little investigation of how to customize cost/loss functions 

to optimize FNR/FPR differently during AFDD model training. More discussion on 
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this topic will make AFDD research more practical and will provide a standard 

platform to compare different AFDD algorithms. 

Besides fundamental questions, there are several ways to expand upon the proposed AFDDE 

framework to further improve and test its usability. The priority is to add self-learning 

capabilities to the DBN for better fault diagnostics and self-tuning functions to logistic 

regressions for improved symptom generation. As mentioned previously, the current manual 

setup process is not very scalable, and could not be updated quickly. Instead, interactive learning 

based on operator’s feedback could be used. For example, if a building operator reported a false 

positive diagnosis, the conditional probabilities for this fault inside the DBN would be 

recalibrated recursively using previous data to reduce false positive rate. On the other hand, if a 

building operator indicated the AFDDE system failed to acknowledge a fault or a symptom, the 

AFDDE system will then first update the symptom’s logistic regression to make it more 

sensitive, then retrain the DBN to successfully diagnose this fault. Eventually, this process will 

also make the AFDDE system adapt to the priorities of the building operators since most likely 

the most critical faults will be examined for false negatives, and the most inaccurate diagnosis 

will be flagged as false positives.  

Another potential future work is to integrate some automated model calibration techniques for 

building performance simulation models to improve the applicability of fault evaluation process, 

such as meta-model fitting [172]. To further enhance the practically of the fault evaluation 

process, some simple grey-box models could be applied to evaluate the faults’ impact on first-

order system response. Examples include using data-driven simple supply air fan efficiency 

models to evaluate the impact of a lowered efficiency symptom. 
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Hopefully, this AFDDE framework could be implemented inside a real building automation 

system or building energy management system for prototyping. If a testing bed capable of 

emulating faults is available, more fault cases can be tested to expand the number of faults inside 

the existing DBN. Ideally, evidence apart from sensor measurements and estimated parameters 

could also be incorporated – information such as date, time and observations from the 

occupants/operators could also be used for fault diagnostics. And finally, this AFDDE 

framework may be incorporated beyond the energy spectrum, as it is possible to include other 

operation faults such as broken automatic doors, broken elevators, to make this system more 

comprehensive. 

To summarize, the proposed AFDDE framework showed promise but still is in its early stage. 

Numerous potential future extensions could make it even more powerful and user-friendly. Some 

fundamental questions, however, still need to be pursued by researchers to promote automated 

fault detection, diagnostics, and evaluation technology inside built environment to bring even 

more meaningful benefits to the society. 
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6    Chapter: Conclusions 

This thesis proposed a novel distributed fault detection, diagnostics and evaluation framework 

for building systems. The goal of this research was to improve upon the current fault detection 

and diagnostics methodology while providing quantitative evaluations to the building operators 

for better decision-making. Before establishing the methodology, a review of building FDD 

research over the last two decades was conducted in Chapter 2. From this review, priority 

research problems and best potential options to tackle these problems were summarized.  

Fault and symptom in this framework are based on probabilistic representation, and the severity 

of symptom is quantified for fault evaluation purpose. Three types of functioning agents, 

including algorithms employed inside them, are detailed in Chapter 3. Besides establishing the 

framework in Chapter 3, the author of this thesis also tried to generalize some of its components 

to other disciplines.  

Many of the components inside the proposed FDDE framework, such as parameter estimation 

and model reduction, have been published as independent research with publicly available code 

in Python and R. These contributions and their related articles are listed below: 

1. Establishment of a distributed FDDE framework using probabilistic description of faults 

and symptoms.  The distributed design allows the framework to be implemented inside an 

existing building automation network, or at a central server. The probabilistic description 

also enables the framework to incorporate uncertainties such as measurement error, 

modelling error and knowledge limitations. This architecture increases the reliability and 

usability of the framework overall and can be used beyond building systems. This 

framework will be published in the upcoming ASHRAE transaction titled as: 



 118 

Development of a distributed fault detection, diagnostics and evaluation system, 

ASHRAE Transactions, 2018 [168] 

2. Formulation of constrained dual Extended Kalman Filter for parameter estimation, state 

prediction and anomaly detection. The usage of dual filters increases the algorithm 

efficiency, and the inclusion of inequality constraints enhances the overall numerical 

stability. This contribution is not only useful to FDD applications, but also applicable to 

model predictive control research. An upcoming paper is under review titled Sequential 

State Prediction and Parameter Estimation with Constrained Dual Extended Kalman 

Filter for Building Zone Thermal Responses, Energy and Buildings, article under review; 

a previous conference paper has also been published as Building Fault Detection with 

Kalman Filter Based Methods, eSim 2016, recipient of the best paper award [69]. 

3. Creation of a building energy model reduction method based on selective zone 

elimination. As demonstrated from previous study, this model reduction method can 

reduce simulation time by up to 95%. It can also be used for building energy optimization 

purposes with a computation reduction by approximately 70% for a large scale building 

projects. Published articles: Building Energy Model Reduction using Model-Cluster-

Reduce Pipeline, Journal of Building Performance Simulation, December 2017 [178]; 

Building Energy Model Reduction using Principal Component Analysis and Affinity 

Propagation Clustering of Thermal Zones, ASIM 2016, recipient of the best paper award 

[180]. 

4. Usage of building performance simulation for fault evaluation and a standard procedure 

of translating symptoms to BPS inputs, related article: Using Building Performance 

Simulation for Fault Impact Evaluation, eSim 2018 [185]. This area of research of using 
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BPS for fault evaluation and fault management is still very new and will be further 

expanded in the future. Another potential method of proving systematic fault evaluation 

on building systems is through the usage of data driven approach. However, this requires 

much more data collaboration effort, which is currently being discussed actively by the 

building AFDD community. 

Implementations of the proposed AFDDE methodology and four different case studies at zone-

level and AHU-level were presented in Chapter 4. Overall the proposed implementations 

achieved both low false positive rate and low false positive rate. Although the fault evaluation 

process tends to overestimate the actual fault impacts, they still provided extra insight to assess 

different faults. In addition, the selection of different time steps did not visibly affect the 

outcomes, indicating the proposed fault detection and diagnostics methods could be very flexible 

for different applications. However, one major bottleneck came from the case studies is the 

framework’s reliance on parameter estimation results since many symptoms are not directly 

observable from the sensors. More responsive parameter estimation techniques can greatly 

reduce the amount of time steps required to properly diagnose several faults studied in Chapter 4, 

such as unintended window opening fault and unwanted phantom load. 

There are plenty of potential improvements to the proposed framework, such as taking advantage 

of machine learning to automatically configure the AFDDE system and continuously improve its 

performance by taking feedback from the operators. In addition, many fundamental research 

topics arise from this research, such as adopting a standard metadata format for building data 

among the researchers, as well as mandating minimum sensing requirements for new 

constructions and retrofits. These fundamental research topics and future work were detailed in 

Chapter 5. The author of this thesis hopes this work may become useful not only for its specific 
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application but also meaningful to engineering research at large. Little by little our work could 

help in making this world a better place. 
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Appendices 

Appendix A  Table of reviewed articles 

Topic Author Year Building 
System 

Fault Detection 
Method 

Fault Diagnostics 
Method 

Separate 
FDD? 

Actual 
Data 

Simulated 
Data 

FDD Zhao et al 2017 AHU Rules Bayesian 
Network 

Yes Yes No 

FDD Verbert et al 2017 HVAC Grey-box Model Bayesian 
Network 

Yes No Yes 

FD Every et al 2017 HVAC SVM and 
Gaussian 
Regressor 

NA Detection 
Only 

Yes No 

FD Wook  2017 Whole 
Building 

Black-box Model NA Detection 
Only 

No Yes 

FDD Yan et al 2017 AHU Grey-box Model Rules Yes No Yes 

FD Yan et al 2017 Chiller Grey-box Model NA Detection 
Only 

Yes No 

FDD Sharifi and 
Langari 

2017 Sensor Black-box Model GMM (black-box 
model) 

Yes No Yes 

FDD Yan et al 2017 AHU NA ELM No No Yes 

FDD Wang et al 2017 Chiller NA Conditional 
Bayesian 
Network 

No Yes No 

FDD Guo et al 2017 VRF NA BPNN No Yes No 

FD Horrigan et 
al 

2017 Whole 
Building 

EWMA and 
Stewards Charts 

NA Na Yes No 

FDD Chang et al 2017 HVAC 
system 

NA General Machine 
Learning 

No No Yes 

FD Chen and 
Wen 

2017 Whole 
Building 

PCA NA NA Yes No 

FD Turner et al 2017 HVAC ARX NA NA No Yes 

FDD Gao et al 2016 HVAC 
Systems 

Grey-box Model Rules Yes No Yes 

FDD Li et al 2016 Cooling 
system 

NA Classifier No Yes No 

FDD Li et al 2016 Chiller NA Support Vector 
Data Description 

No Yes No 

FDD Beghi et al 2016 Chiller PCA reconstruction-
based 

Yes Yes No 

FDD Wang et al 2016 Whole 
Building 

Grey-box model Rules Yes No No 

FDD He et al 2016 Chiller NA Bayesian 
Network 

No Yes No 

FDD Yan et al 2016 AHU NA Classification 
Tree (CART) 

No Yes No 

FDD Li et al 2016 Chiller NA Linear 
discriminant 
analysis 

No Yes No 

FDD Cotrufo 2016 Chiller PCA variable 
identification 

Yes Yes No 

FD Peña 2016 Whole 
Building 

Rules NA NA Yes No 

FDD Wang et al 2016 AHU EWMA Rules Yes Yes No 
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FD Arya et al 2016 Whole 
Building 

Black-box Model NA NA Yes No 

FDD Dey and 
Dong 

2016 AHU Rules Bayesian 
Network 

Yes Yes No 

FDD Yunguang 
Gao et al 

2016 Dehumidifie
r 

NARX Logic Yes No Yes 

FDD A. Capozzoli 
et al 

2015 Lighting 
System 

ANN No Detection 
Only 

Yes No 

FDD Christian 
Jones 

2015 HVAC 
subsystems 

NA LAPART 
Algorithm 

No Yes Yes 

FD Dawei He 2015 HVAC Grey-box Model NA Detection 
Only 

NA NA 

FD Guanjing Lin 
et al 

2015 Whole 
Building 

Grey-box Model NA Detection 
Only 

NA NA 

FDD Mulumba et 
al. 

2015 AHU ARX Model SVM Yes Yes Yes 

FDD Padilla et al. 2015 AHU PCA Active Functional 
Testing 

Yes Yes Yes 

FD M. Petit-
Pierre 

2015 Building 
Energy 

KPCA NA No Yes No 

FDD Tran et al 2015 Chiller Statistical Model Logic Yes Yes No 

FD, 
Contr

ol 

Noor 
Sulaiman et 
al. 

2015 Chilled 
Water 
System 

Fuzzy Logic NA Detection 
Only 

No Yes 

FDD Yang Zhao 
et al 

2015 Coils and 
Sensors 

Rules Bayesian 
Network 

Yes Yes Yes 

FDD Katipamula 
et al 

2015 Rooftop 
Units 

Rules Logic Yes Yes No 

FDD Bovini et al 2014 Chiller Grey-box Model Parameter to 
components 

Yes No Yes 

FDD Bruton et al 2014 AHU Rules Logic  Yes Yes No 

FD Burgas et al 2014 Building 
Energy 

PCA NA No Yes No 

FDD Baoping Cai 
et al 

2014 GSHP Bayesian 
network 

Bayesian 
Network 

Both No Yes 

FD Zhimin Du 
et al 

2014 Sensors ANN and BPNN NA No No Yes 

FD Golparvar-
Fard et al 

2014 Building 
Envelope 

First principle NA No Yes No 

FD J. Leloux et 
al 

2014 BIPV First principle NA No Yes No 

FD I. Khan et al 2014 Lighting 
System 

ANN NA No Yes No 

FDD Kocyigit et 
al 

2014 Chiller First principle Manual Yes Yes No 

FDD Lauro et al 2014 Fan Coils Peak detection fuzzy logic Yes Yes No 

FD S Li et al. 2014 AHU Statistical Model NA Detection 
Only 

Yes No 

FDD F Marino et 
al 

2014 Lighting 
System 

Peak detection fuzzy logic Yes Yes No 

FDD Mulumba et 
al 

2014 HVAC Inverse Grey-box 
Model 

Rules Yes No Yes 

FDD B 
Narayanasw
amy et al 

2014 VAV 
Terminals 

Clustering NA Detection 
Only 

Yes No 

FDD R. Sterling 
et al 

2014 AHU Grey-box and 
Qualitative 

NA No NA NA 
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FD Biao Sun et 
al 

2014 Chiller, 
Cooling 
Tower 

SPC w. Kalman 
Filter 

NA No Yes No 

FD Wijayasekar
a et al 

2014 HVAC Clustering NA No Yes No 

FDD Yan Ke et al 2014 Chiller ARX SVM Yes Yes No 

FDD Zhimin Du 
et al 

2013 HVAC NN and NPNN Subtractive 
clustering 

Yes No Yes 

FD Ploennigs 
and Chen 

2013 Whole 
Building 

ARMA Generalized 
Additive Model 

Yes Yes No 

FDD Khan et al 2013 Whole 
Building 

CART and 
Clustering 

NA Detection 
Only 

Yes No 

FD Fontugne et 
al 

2013 Whole 
Building 

Strip, Bind and 
Search 

NA Detection 
Only 

Yes No 

FD Yang et al 2013 AHU Fractal 
Correlation 
Dimension 

NA Detection 
Only 

No Yes 

FDD Magoules et 
al 

2013 Whole 
Building 

NA RDP Neural 
Network 

No No Yes 

FDD Zhao et al 2013 Chiller Rules Bayesian 
Network 

Yes Yes No 

FD Zhao et al 2013 Chiller Support Vector 
Description 

NA Detection 
Only 

Yes No 

FDD Zaheeruddin 
and 
Tudoroiu 

2012 HVAC Grey-box Model Rules Yes No Yes 

FDD Parvaresh et 
al 

2012 HVAC NA T-S fuzzy 
classifier 

No No Yes 

FD Pang et al 2012 Whole 
Building 

First principle NA No Yes No 

FDD Zhu et al 2012 Sensors NA ANN No No Yes 

FD Guo et al 2012 HVAC Support vector 
machine 

NA Detection 
Only 

No No 

FD Hu et al 2012 Chiller PCA NA Detection 
Only 

Yes No 

FDD Wang et al. 2012 AHU Grey-box Model Rules Yes Yes No 

FDD Wang et al. 2012 VAV 
Terminals 

Grey-box Model Rules Yes Yes No 

FDD Zimmerman 
et al 

2012 HVAC First principle Rules Yes No Yes 

FDD Thumati et 
al 

2011 HVAC Grey-box Model Observer Yes No Yes 

FDD Dehestani 2011 HVAC NA SVM No No Yes 

FDD Xiao et al 2011 Chiller Grey-box Model Rules Yes Yes No 

FD Yang et al 2011 Sensor Fractal 
Correlation 
Dimension 

NA NA No Yes 

FDD Wang et al 2011 VAV 
Terminals 

Grey-box Model Rules Yes Yes No 

FDD West et al 2011 HVAC NA Black-box Model No Yes No 

FDD Wang et al 2010 Sensors PCA Black-box Model No No Yes 

FD Wu and Sun 2010 HVAC PCA NA Detection 
Only 

Yes No 

FDD Sun et al 2010 Chiller Grey-box Model Rules Yes No Yes 

FDD Sakthivel et 
al 

2010 Chiller NA CART No Yes No 
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FDD Fan et al 2010 AHU NA ANN No No Yes 

FD Jacob et al 2010 Whole 
Building 

Clustering and 
Regression 

NA Detection 
Only 

No Yes 

FDD Han et al 2010 Chiller PCA SVM Yes Yes No 

FDD Najafi, 
Massieh 

2010 AHU NA Bayesian 
Network 

No Mo Yes 

FDD Zhimin Du 
et al 

2009 Sensors Signal Analysis ANN 
Classification 

Yes Mo Yes 

FD Chen and 
Lan 

2009 Chiller PCA NA Detection 
Only 

Yes No 

FDD Du et al 2009 Sensors PCA PCA No No Yes 

FDD Zhou et al 2009 Chiller Grey-box Model ANN Yes No Yes 

FDD Holcomb et 
al 

2009 Whole 
Building 

NA Black-box Model No No Yes 

FDD Tudoroiu et 
al 

2008 HVAC UKF Rules Yes No Yes 

FD Yang et al 2008 Sensors Grey-box Model Rules Yes Yes Yes 

FDD Du et al 2008 VAV 
Terminals 

PCA Joint Angle Plot Yes Mo Yes 

FDD Xu et al 2008 Sensors PCA Rules Yes No Yes 

FDD Kim et al 2008 AC Grey-box Model Rules No Yes No 

FDD Song et al 2008 HVAC Grey-box Model Rules Yes No Yes 

FDD Du et al 2007 Sensors PCA Joint Angle Plot Yes No Yes 

FD Lalot et al 2007 Heat 
Exchanger 

PCA Grey-box 
Model 

NA Detection 
Only 

Yes No 

FDD Namburu et 
al 

2007 Chiller NA Black-box Model No Yes No 

FD Lo et al 2007 AHU Fuzzy Logic NA Detection 
Only 

No Yes 

FDD Liang and 
Du 

2007 HVAC NA Support Vector 
Machine 

No No Yes 

FDD Wang and 
Xiao 

2006 Sensors PCA Rules Yes No Yes 

FD Schein et al 2006 AHU Rules NA Detection 
Only 

No Yes 

FDD Hou et al 2006 Sensors Rules ANN Yes Yes No 

FDD Wang and 
Cui 

2006 Chiller PCA Rules Yes Yes No 

FDD Zogg et al 2006 Chiller Grey-box Model Clustering Yes Yes No 

FDD Cui and 
Wang 

2005 Chiller First principle Rules Yes Yes No 

FDD Tudoroiu et 
al 

2005 Valve Frequency 
Analysis 

Rules Yes Yes No 

FDD Cho et al 2005 HVAC Grey-box Model Rules Yes Yes No 

FDD Tassou and 
Grace 

2005 Chiller Rules Rules Yes Yes No 

FDD Qin and 
Wang 

2005 HVAC PCA Rules Yes No Yes 

FDD Lee et al 2004 AHU Black-box Model Rules Yes No Yes 

FDD Wang and 
Zhang 

2004 Valve Black-box Model Rules Yes No Yes 

FD Armstrong 2004 HVAC Grey-box Model Rules Yes Yes No 
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FD Pakanen 
and 
Sundquist 

2003 AHU Grey-box Model Rules Yes Yes No 

FDD Bailey and 
Kreider 

2003 Chiller NA ANN No Yes No 

FD Song et al 2003 Whole 
Building 

First principle NA Detection 
Only 

Yes No 

FDD Yu et al 2003 Radiator First principle Rules Yes No Yes 

FDD Wang and 
Wang 

2002 HVAC Grey-box Model Rules Yes No Yes 

FDD Yu et al 2002 HVAC First principle Rules Yes No Yes 

FDD Shaw et al 2002 HVAC Grey-box Model Rules Yes Yes No 

FDD Jia 2002 Chiller First principle Rules Yes Yes No 

FDD Li and Braun 2002 HVAC Black-box Model Rules Yes Yes No 

FDD Luo 2001 HVAC Grey-box Model Rules Yes Yes No 

FDD Ahn et al 2001 Cooling 
Towers 

Grey-box Model Rules Yes 
  

FDD Kumar et al 2001 AHU Grey-box Model Rules Yes Yes No 

FDD Dexter and 
Ngo 

2001 AC First principle fuzzy logic No No Yes 

FDD Yoshida et al 2001 AHU Grey-box Model Rules Yes Yes No 

FDD Chen and 
Braun 

2001 AC Grey-box Model Rules Yes Yes No 

FD House et al 2001 AHU Rules NA Detection 
Only 

Yes No 

FDD Yoshida and 
Kumar 

1999 AHU Grey-box Model Rules Yes Yes No 

FDD Wang and 
Wang 

1999 AC Grey-box Model Rules Yes No Yes 

FDD Katipamula 
et al. 

1999 Economizer Grey-box Model Rules Yes Yes No 

FD Morisot and 
Marchio 

1999 AHU Black-box Model NA Detection 
Only 

No Yes 

FDD Dodier et al 1998 HVAC Grey-box Model Rules Yes No Yes 

FDD Piette et al 1998 HVAC Grey-box Model Rules Yes Yes No 

FDD Dexter and 
Ngo 

1997 HVAC Grey-box Model fuzzy logic Yes Yes No 

FDD Rossi and 
Braun 

1997 AC Statistical Model Rules Yes Yes No 
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Appendix B  R Code for Dynamic Bayesian Network Fault Diagnostics 

This section includes the R code for creating conditional probability table using leaky noise-max 

model, as well as a class object called DDBN (diagnostics Dynamic Bayesian Network) for 

creating DBN for fault diagnostics. 

(implementations of the DDBN class for AHU and zone level diagnostics is available upon 

request due to length) 

# By default the first term in the probability list is always normal state 

# leak term is the default probability of the noise-max node when all its parents are 

normal 

# normal probability is always the constraint 

child.leak = c(0.9, 0.1) 

# prior probabilities for parents 

parent1 = c(0.8, 0.1, 0.1) 

# conditional probabilities, note that the normal condition CP is always the constraint 

CP 

# which means for the normal|normal CP it is always p(children=normal|parent=normal) = 1 

child.parent1 = c(0.4, 0.6, 0.1, 0.9) 

 

addConstraints = function(child_leak, cpd){ 

  child_len = length(child_leak) 

  constraints = numeric(child_len) 

  constraints[1] = 1 

  return(c(constraints, cpd)) 

} 

 

## If a has levels a1,a2 and likewise for b and c then the order of values corresponds to 

the configurations 

## (a1,b1,c1), (a2,b1,c1) (a1,b2,c1), (a2,b2,c1) etc. That is, the first variable varies 

## fastest. Hence the first two elements in values will be the conditional probabilities 

of a given 

## b=b1, c=c1 

 

## Some work functions 

# calculate cumulative pd from ppd 

calculateCPD <- function(ppd){ 

  cpd = cumsum(ppd) 

  cpd = cpd/tail(cpd, n=1) 

  return(cpd) 

} 

 

# calculate ppd from cumulative pd 
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calculatePPD <- function(cpd){ 

  return(c(cpd[1], diff(cpd))) 

} 

 

# calculate noisy-max ppd by C_y^leak * PI (C_y^x) 

calculateMax <- function(leak, ppd1, ppd2){ 

  return(calculatePPD(calculateCPD(leak)*calculateCPD(ppd1)*calculateCPD(ppd2))) 

} 

 

# Compute Noisy-Max Gate Conditional probability table, starting from 

# y|b1, c1, d1; y|b2, c1, d1 ... y|b1; c1, d2, y|b2; c1, d2; y|b1, c2; d2, y|b2, c2, d2 

noisyMaxCPT <- function(leak, parents, parents_cp){ 

  # conditional probability when everything is normal, i.e. (1, 0, ..., 0) 

  normal_cp = vector("numeric", length(leak)) 

  normal_cp[1] = 1 

  # start constructing CPT, when every parent is normal 

  cptTable = leak 

  child_len = length(leak) 

  i = 0 

  # start iterating parent nodes 

  for (parent in parents){ 

    i = i+1 

    parent_len = length(parent$values) 

    # Add the first parent node, this is a special case 

    if (i==1){ 

      cptTable = c(cptTable, parents_cp[[i]]) 

    } 

    # Add nodes other than the first parent, this is a perplexing iterating case 

    else{ 

      # Start the temporary CPT for the current parent node 

      cptTable2 = NULL 

      parent_cp = parents_cp[[i]] 

      for (n in 1:(length(parent$values)-1)){ 

        # slice the parent node into CP for different states 

        start = 1+(n-1)*child_len 

        finish = n*child_len 

        # CP for the current parent state 

        cp_section = parent_cp[start:finish] 

        # iterate over all previous node combinations by 

        # slicing the CPT table 

        for (prev_section in split(cptTable, ceiling(seq_along(cptTable)/child_len))){ 

          cptTable2 = c(cptTable2, calculateMax(leak, cp_section, prev_section)) 

        } 

      } 

      # Update the new cpt table 

      cptTable = c(cptTable, cptTable2) 

    } 



 128 

  } 

  print(cptTable) 

}  
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Appendix C  Python Code for Constrained Dual EKF 

This appendix shows the Python code the author developed for constrained dual EKF. For 

unconstrained estimation, filterPy and Pyestimate provides more powerful alternatives. 

(implementations of the constrained dual EKF for zone-level parameter estimation with R-C 

model is available upon request due to length) 

import sympy 

import numpy as np 

import scipy.optimize 

import SymPy 

""" 

This is an implementation of constrained Dual Extended Kalman Filter used for combined 

state and parameter estimation 

A tolerance is defined so that if the residual is small, parameter won't be updated 

This allows for faster computation as well as more streamlined EKF tweaking 

 

Inequality constraints is optional, but recommended when sensor noise is significant, or 

state model does not provide good abstraction 

 

This class also uses SymPy to define its model function, as well as its state vector and 

parameter vector 

""" 

 

class DualExtendedKalmanFilter: 

 

    def __init__(self, function, states, parameters, inputs, measure, 

                 state_values=None, parameter_values=None, 

                 forget=1.0, P_x=None, R_v=None, P_w=None, 

                 R_n=None, R_e=None, 

                 tolerance = None, constraint=None, round=1, constrained=True): 

  # the function needs to be SymPy 

        self.FUN = function 

        self.X = states 

        self.W = parameters 

        self.U = inputs 

        self.C = measure 

        x_symbols = [item for sublist in self.X.tolist() for item in sublist] 

        w_symbols = [item for sublist in self.W.tolist() for item in sublist] 

        u_symbols = [item for sublist in self.U.tolist() for item in sublist] 

        symbols = [item for sublist in self.X.tolist() for item in sublist] 

        symbols.extend(w_symbols) 

        symbols.extend(u_symbols) 
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        self.fun = sympy.lambdify(symbols, self.FUN, 'numpy') 

        self.A = self.FUN.jacobian(self.X) 

        self.a = sympy.lambdify(list(set(symbols)-set(x_symbols)), self.A, 'numpy') 

        self.C_w = self.C*self.FUN.jacobian(self.W) 

        self.c_w = sympy.lambdify(list(set(symbols)-set(w_symbols)), self.C_w, 'numpy') 

   

  # define a bunch of matrices such as state covariance and measurement 

covariance 

  # if not defined 

        if P_x is None: 

            self.Px = np.eye(len(x_symbols))*0.1 

        else: 

            self.Px = P_x 

 

        self.lamb = forget 

 

        if state_values is None: 

            self.X_values = np.ones((len(x_symbols), 1)) * 0.0 

        else: 

            self.X_values = state_values 

 

        if parameter_values is None: 

            self.W_values = np.ones((len(w_symbols), 1)) 

        else: 

            self.W_values = parameter_values 

        self.W_initial = self.W_values 

 

        if R_v is None: 

            self.Rv = np.ones((len(x_symbols),len(x_symbols))) 

        else: 

            self.Rv = R_v 

 

        if P_w is None: 

            self.Pw = np.ones((len(w_symbols),len(w_symbols))) 

        else: 

            self.Pw = P_w 

 

        if R_n is None: 

            self.Rn = np.eye(len(x_symbols))*0.1 

        else: 

            self.Rn = R_n 

 

        if R_e is None: 

            self.Re = np.eye(len(x_symbols))*0.005 

        else: 

            self.Re = R_e 
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        if tolerance is None: 

            self.phi = np.ones((len(x_symbols),1))*0.01 

        else: 

            self.phi = tolerance 

 

        if constraint is None: 

            self.constr = np.ones((len(w_symbols), 1)) 

        else: 

            self.constr = constraint 

         

        self.round = round 

        self.constrained=constrained 

        self.updates = 0 

        self.param_updates = 0 

 

    def Predict(self, inputs, debug=False): 

        u_values = [item for sublist in inputs.T.reshape(-1,).tolist() for item in 

sublist] 

        x_values = [item for sublist in self.X_values.tolist() for item in sublist] 

        w_values = [item for sublist in self.W_values.tolist() for item in sublist] 

 

        #State prediction 

        inputs_list = [item for sublist in self.X_values.tolist() for item in sublist] 

        inputs_list.extend(w_values) 

        inputs_list.extend(u_values) 

        self.X_values = self.fun(*inputs_list) 

        self.prediction = self.X_values 

        A_values = self.a(*(w_values+u_values)) 

        self.Px = A_values * self.Px * A_values.T + self.Rv 

 

        #Parameter prediction 

        self.W_values = self.W_values 

        self.Pw = self.Pw/self.lamb 

 

        self.Cw_values = self.c_w(*(x_values + u_values)) 

        if debug: 

            print("Pw") 

            print(self.Pw) 

            print("Cw_values") 

            print(self.Cw_values) 

 

    def Update(self, measurements): 

        self.updates += 1 

        Sx = np.dot(self.C, self.Px)*self.C.T + self.Rn 

  # Calculating Kalman gain 

        if self.X.shape[0] == 1: 

            Kx = self.Px*self.C.T/Sx 



 132 

        else: 

            Kx = self.Px*self.C.T*np.linalg.inv(Sx) 

  # Updating values 

        self.z = np.round(measurements, self.round) - np.round(self.C*self.X_values, 

self.round) 

        self.X_values_old = self.X_values 

        self.X_values = self.X_values + Kx * self.z 

        self.Px = (np.eye(self.Px.shape[0]) - Kx*self.C)*self.Px 

         

        if np.less(np.absolute(self.z), self.phi).all(): 

            return 

        self.param_updates += 1 

        Sw = np.dot(self.Cw_values, self.Pw) * self.Cw_values.T + self.Re 

        if self.W.shape[0] == 1: 

            Kw = self.Pw*self.Cw_values.T/Sw 

        else: 

            try: 

                Kw = np.dot(self.Pw, self.Cw_values.T)*np.linalg.inv(Sw) 

            except: 

    # singular matrix, most likely 

                raise 

     

        self.z2 = np.matrix([[self.z[0][0]],[0],[0],[0],[0]]) 

        self.W_values = self.W_values + np.dot(Kw,self.z2) 

        self.Pw = (np.eye(self.Pw.shape[0]) - Kw*self.Cw_values)*self.Pw 

        if (self.constrained is False): 

   # False means no optimization is performed 

            return False 

         

        if (self.W_values < 0).any() or (self.W_values > self.constr).any(): 

            res = scipy.optimize.fmin_cobyla(self.targetMin, self.W_initial, 

[self.constrLow, self.constrHigh]) 

            self.W_values = res 

   # True means unequality constraints are violated, 

   # and an optimization is performed 

   # note COBYLA used here only provides local minimum 

   # COBYLA stands for: constrained optimization by linear 

approximation 

            return True 

        else: 

            return False 

 

    def targetMin(self, x): 

        result = (x-self.W_values).T*np.linalg.inv(self.Pw)*(x-self.W_values) 

        return result[0,0] 

 

    def constrLow(self, x): 
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        return x 

 

    def constrHigh(self, x): 

        return self.constr - x 
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Appendix D  Python Code for Model-Cluster-Reduce 

Available as a library on Github: https://github.com/ZixiaoShi/epymcr 

 

 

https://github.com/ZixiaoShi/epymcr
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