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Abstract 

Information and communications technologies (ICT) have a very significant role to 

play in addressing climate change globally and facilitating low carbon development. 

The role of ICT includes not only the emission reduction and energy savings in ICT 

products and services, but also enabling low carbon emissions in other industries, such 

as electric power smart grids. This thesis studies stochastic schemes in green wire

less cellular networks, mobile ad-hoc networks (MANETs) and smart grids to make 

them more efficient, effective, and reliable. We present a distributed scheme com

bining continuous user authentication and intrusion detection in high security green 

MANETs, taking security posture and energy efficiency into account. A structural 

results method is proposed to lower the computational complexity of this scheme. 

Moreover, in smart grids, highly intermittent renewable energy sources and stochas

tic power demand loads make the balance question complicated to solve. We pro

pose a distributed stochastic unit commitment scheduling scheme and a novel game-

theoretical decision-making scheme for electricity retailers in smart grids. Partially 

observable Markov decision process (POMDP) multi-armed bandit models are used 

to analyze and solve the above decision problems under environmental uncertainties. 

Finally, we consider not only energy-efficient communications but also the dynamics 

of smart grids in operating green wireless cellular networks powered by smart grids, 

which is modeled as a Stackelberg game. Simulation results are presented to show 

the effectiveness of the proposed schemes. 
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Chapter 1 

Introduction 

Increasingly rigid environmental standards and rapidly rising energy prices have led 

to an increased research interest in reducing CO2 emissions and energy expenditure 

costs. Information and communications technologies (ICT) have a very significant role 

to play in addressing climate change globally and facilitating low carbon development. 

Since the carbon footprint is dominated by electricity consumption, an obvious way 

to reduce emissions is to increase energy efficiency and decrease energy consumption. 

In addition, the role of ICT includes not only the emission reduction and energy 

savings in ICT products and services, but also enabling low carbon emissions in other 

industries, such as electric power smart grids. This thesis studies stochastic schemes 

in green wireless cellular networks, green mobile ad-hoc networks (MANETs) and 

smart grids to make them more efficient, effective, and reliable. 

In recent years, the demand for cellular data traffic has grown significantly with the 

introduction of mobile devices such as iPhone and iPad. Approximately 120,000 new 

base stations axe deployed every year to service 400 million new mobile subscribers 

around the world [1]. Energy costs of a mobile service provider are almost half of 

its annual operating expenses [2], The C02 emissions produced by wireless cellular 

networks are equivalent to those from more than 8 million cars [3]. Hence, increasing 

the energy efficiency of future wireless cellular networks will reduce environmental 
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CHAPTER 1. INTRODUCTION 2 

impact and increase operators' profits [3]. 

Unlike infrastructured wireless networks (e.g., cellular networks), mobile ad-

hoc networks (MANETs) do not rely on a fixed infrastructure for their operation. 

MANETs offer numerous advantages, such as use in situations where a fixed infras

tructure is not available or too expensive. Because of their self-organising capabil

ities, MANETs can be rapidly deployed with minimum user intervention. There

fore, MANETs can be widely used in various applications. Supporting security-

sensitive applications in hostile environments has become an important research area 

for MANETs. In MANETs, the nodes are often energy-constrained devices, since 

they are powered by batteries. Therefore, it is also important to improve the energy 

efficiency of MANETs. 

On the other hand, the power grid infrastructure is experiencing a significant shift 

from the traditional electricity grid to the smart grid. The electricity demand of con

sumers has sharply increased in recent years. Moreover, there is increasing interest 

in integrating renewable resources into the power grid, in order to decrease carbon 

emissions. In addition, demand-side management (DSM), such as dynamic pricing, 

and demand response (DR) programs should be used to improve the reliability of the 

grid by dynamically changing or shifting the electricity consumption. These new re

quirements and aging existing grids make the modernization of the grid infrastructure 

a necessity. 

1.1 Problem Statement 

In high security green MANETs, network lifetime is a major concern, since most of 

devices are powered by batteries with limited capacity. In this thesis, network lifetime 

is defined as the time until all of the chosen nodes in the network are in the low-energy 
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state. Security is another major concern for providing trusted communications in a 

potentially hostile environment. Existing methods try to improve the security perfor

mance of networks either using continuous user authentication or intrusion detection. 

However, these two kinds of methods have their limitations. Therefore, in a tactical 

environment, continuous user authentication and intrusion detection can be jointly 

used, in order to maximize the security performance of the MANETs. However, in

trusion detection and continuous user authentication may consume a large amount of 

energy, which is a serious concern for energy-constrained devices in MANETs. There

fore, it is very important to schedule the intrusion detection and user authentication 

activities at each time slot, taking system security and energy into account. The 

proposed scheme should have low computational complexity to further reduce the 

energy consumption of the networks. 

Smart grids can optimize electricity generation, transmission, and distribution, 

reduce peaks in power usage, and sense and prevent power blackouts, by incorporating 

network and information technologies with intelligent algorithms [4], Therefore, smart 

grids have the potential to significantly improve the efficiency and reliability of the 

power grid. In order to minimize greenhouse gas emissions, it is optimal to always 

use electricity generated by the renewable energy generation systems. However, most 

renewable energy sources are highly intermittent in nature and uncontrollable. It is 

a challenging task to guarantee that the power demand load and power generation 

remain balanced, which is very important for system reliability. A mismatch between 

the supply and demand could cause a deviation of zonal frequency from nominal 

value, and power outages and blackouts may occur in the severe case [5,6]. 

In smart grids, unit commitment (UC) and demand-side management (DSM) can 

be used to solve the above balance problem by adjusting the output electricity through 

scheduling power generation systems, and by controlling the electricity consumptions 
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of customers. It is very important to consider the stochastic characteristics of re

newable energy sources and the power demand loads in the UC problem in smart 

grids, which has been ignored in the current research. Appropriate prediction models 

for renewable energy and power demand used in the UC problem have the potential 

to improve the performance of the grid. Electricity retailers' procurement and price 

decisions also affect the reliability of smart grids. Therefore, retailers need to make 

effective decisions about electricity sources, the electricity amount they procure and 

the price they offer to their customers. These decisions need to be considered to

gether, since one decision can affect another. However, these decisions are considered 

independently in the current research. Overall, it is very important to take relia

bility, the pollutant emissions and operational expenditure into consideration when 

proposing solutions for the above decision problems in smart grids. 

In wireless cellular networks, one of the most important trade-offs is the trade-off 

between the energy efficiency and quality of service (QoS) for customers. For example, 

in order to minimize the service blocking probability, the base stations might have 

to be switched on all the time, which can consume a large amount of electricity. 

Therefore, it is very important for base stations to decide how many of stations need 

to be active in each cooperation cluster. In order to improve the energy efficiency 

of wireless cellular networks, new technologies such as heterogeneous networks and 

cognitive radios can be also used. 

All of the problems mentioned above can be considered as decision problems. Each 

decision problem can be formulated as one or more optimization problems. It is very 

difficult to formulate and solve decision problems when the decisions have to be made 

under environmental uncertainties. Stochastic optimization tries to find solutions for 

these kinds of decision problems. It is very important to find a reasonable trade-off 

between the realism of the optimization model and the tractability of the problem [7]. 
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In the field of stochastic optimization, the multi-armed bandit (MAB) models are 

very important, since they can be solved efficiently. MAB models can be used to 

optimally allocate one or more resources among a number of competing projects in a 

sequential manner [8]. These models are a powerful framework for solving distributed 

optimization problems. 

In this thesis, we consider partially observable Markov decision process (POMDP) 

MAB problems (a.k.a. hidden Markov model (HMM) MAB problems), for the fol

lowing reasons. Due to false acceptance (FA) and false rejection (FR) errors made 

in biometric authentication process, and false positive (FP) and false negative (FN) 

errors made in intrusion detection process, the security state of the system may not 

be observed perfectly. Therefore, we formulate the system as a partially observable 

system. In smart grids, hidden Markov models are used for modeling the intermittent 

renewable energy resources. Markov models are an effective approach to characterize 

the correlation structure of the renewable energy outputs [9-11]. Meteorological in

stability and complex system dynamics (e.g., wind turbine or solar cells malfunction) 

make it difficult to fully observe the renewable energy system state, so hidden Markov 

models are appropriate. 

When a wireless cellular network is powered by smart grids, only considering en

ergy efficiency in the cellular network may not be enough. Actually, in smart grids 

environment, consuming more energy can be better than consuming less energy in 

some circumstances. This is because large amounts of renewable energy will be in

tegrated in the future smart grids. In addition, shut-down and ramp-up of a power 

plant can be costly or sometimes not technically viable, and the electricity storage 

capacities are limited in practice [12-14]. Indeed, power generators may use negative 

prices (i.e., consumers will be paid for consuming electricity) to encourage consumers 
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to consume more energy in some situations [12,15]. Therefore, smart grids have a sig

nificant impact on the energy efficiency strategies of green wireless cellular networks, 

which has not been considered in the current research work. 

In this thesis, game theory is used to model the significant impact of smart grids 

on the energy efficiency strategies of green wireless cellular networks. Game the

ory is a very important mathematical tool for analyzing the strategic interactions 

(such as conflict and cooperation) among multiple rational decision makers [16]. In 

recent years, the applications of game theory in wireless networks have been exam

ined closely. One important game theory model used in this thesis is the Stackelberg 

game. In this kind of game, there are two different kinds of roles: leader and follower. 

The problem is to find an optimal strategy for each leader in order to maximize each 

leader's utility (i.e., the level of satisfaction), assuming that the followers maximize 

their utility given the leaders' actions. It is an appropriate model for the scenarios 

considered in this thesis: the electricity prices offered by retailers change frequently 

to reflect variations in the cost of the energy supply. The electricity retailers in smart 

grids decide the electricity prices offered to the customers first, and the customers 

then decide the amount of electricity to consume based on the electricity prices. 

1.2 Contributions and Publications 

Based on the work presented in Chapter 3, Chapter 4 and Chapter 5, several articles 

have been published, accepted or submitted. The contributions of this thesis are as 

follows: 

• A comprehensive literature review on high security green MANETs, smart grids 

and green wireless cellular networks is provided in Chapter 2. 

• We present a distributed scheme combining continuous user authentication and 
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intrusion detection in Chapter 3. We use Dempster-Shafer theory for security 

and trust data fusion in high security green MANETs, which is a novel applica

tion of this theory. The proposed scheme can improve network security and also 

lower computational complexity. The contents of this chapter are published in 

the following journal papers and conference papers: 

- S. Bu, F. R. Yu, P. X. Liu, and H. Tang, "Structural results for com

bined continuous user authentication and intrusion detection in high secu

rity mobile ad-hoc networks," IEEE Trans, on Wireless Comm., vol. 10, 

pp. 3064-3073, Sept. 2011. 

- S. Bu, F. R. Yu, P. X. Liu, , P. Mason, and H. Tang, "Distributed com

bined authentication and intrusion detection with data fusion in high se

curity mobile ad-hoc networks," IEEE Trans, on Veh. Tech., vol. 60, 

pp. 1025-1036, Mar. 2011. 

— S. Bu, F. R. Yu, P. X. Liu, and H. Tang, "A computationally efficient 

method for joint authentication and intrusion detection in mobile ad-hoc 

networks," in Proc. IEEE ICC, (Kyoto, Japan), Jun. 2011. 

— S. Bu, F. R. Yu, P. X. Liu, H. Tang, and P. Mason, "Distributed combined 

authentication and intrusion detection with data fusion in high security 

mobile ad-hoc networks," in Proc. IEEE Milcom, (San Jose, USA), Oct./ 

Nov. 2010. 

• A distributed stochastic UC scheduling scheme and a novel game-theoretical 

decision-making scheme for electricity retailers are proposed in Chapter 4. The 

proposed UC scheduling scheme can significantly reduce the cost and greenhouse 

gas emissions. Using our proposed decision-making scheme, electricity retailers 

and customers can achieve a higher profit. The contents of this chapter are 
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presented in the following journal papers and conference papers: 

— S. Bu, F. R. Yu, and P. X. Liu, "A game-theoretical decision-making 

scheme in the smart grid with demand-side management: towards a smart 

cyber-physical power infrastructure," submitted to IEEE Transactions on 

Parallel and Distributed System (TPDS) SI on Cyber-Physical Systems 

(under revision), Sept. 2011. 

— S. Bu, F. R. Yu, and P. X. Liu, "Distributed unit commitment scheduling 

in the future smart grid with intermittent renewable energy resources and 

stochastic power demands," submitted to International Journal of Green 

Energy (under revision), Oct. 2011. 

— S. Bu, F. R. Yu, and P. X. Liu, "A game-theoretical decision-making 

scheme for electricity retailers in the smart grid with demand-side man

agement," in Proc. IEEE SmartGridComm, (Brussels, Belgium), Oct. 

2011. 

— S. Bu, F. R. Yu, and P. X. Liu, "Dynamic pricing for demand-side man

agement in the smart grid," in Proc. IEEE Online Conference on Green 

Communications, Sept. 2011. 

— S. Bu, F. R. Yu, P. X. Liu, and P. Zhang, "Distributed stochastic schedul

ing in smart grid communications with intermittent renewable energy re

sources," in Proc. IEEE ICC Workshop on Smart Grid Communication, 

(Kyoto, Japan), Jun. 2011. 

— S. Bu, F. R. Yu, and P. X. Liu, "Stochastic unit commitment in smart 

grid communications," in Proc. IEEE INFOCOM Workshop on Green 

Communications and Networking, (Shanghai, China), Apr. 2011. 
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• A dynamic operation scheme for cellular base stations depending on the traf

fic, real-time electricity price and the pollutant level associated with electricity 

generation is proposed in Chapter 5. Heterogeneous networks, cognitive radios, 

and smart grids have also been combined to improve cellular network energy 

efficiency in that chapter. Research results show that smart grids have a sig

nificant impact on green wireless cellular networks. Our proposed schemes can 

signficantly reduce operational expenditure and CO2 emissions in green wireless 

cellular networks. The contents of this chapter are presented in the following 

journal papers, conference paper and book chapter: 

— S. Bu, F. R. Yu, Y. Cai, and P. X. Liu, "When the smart grid meets 

energy-efficient communications: Green wireless cellular networks pow

ered by the smart grid," IEEE Transactions on Wireless Communications 

(accepted), Mar. 2012. 

- S. Bu, F. R. Yu, and P. X. Liu, "Energy-efficient cognitive heterogeneous 

wireless networks in the smart grid environment," submitted to IEEE 

Transactions on Vehicular Technology, Mar. 2012. 

— S. Bu, F. R. Yu, Y. Cai, and P. X. Liu, "Energy-efficient cellular networks 

with CoMP communications and smart grid," to be presented in IEEE 

ICC-GCN, (Ottawa, Canada), Jun. 2012. 

- S. Bu, F. R. Yu and P. X. Liu, "Green wireless cellular networks in the 

smart grid environment," in Green Communications and Networking (F. R. 

Yu, X. Zhang, and V. C. M. Leung, eds.), CRC Press, 2012. 
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1.3 Thesis Organization 

The rest of this thesis is organized as follows. In Chapter 2, a comprehensive litera

ture review of high security green MANETs, smart grids and green wireless cellular 

networks is provided. Research findings in these three areas are described in Chapters 

3, 4 and 5, respectively. Finally, Chapter 6 draws the conclusions and discusses future 

work. 



Chapter 2 

Overview of Green Wireless Networks and 

Smart Grids 

In high security green MANETs, user authentication is critical in preventing non-

authorized users from accessing or modifying network resources. Intrusion detection 

is also important in high security green MANETs to effectively identify malicious 

activities and so that the MANETs may respond appropriately. In a tactical envi

ronment, continuous user authentication and intrusion detection might need to be 

considered jointly to enable the performance of the MANETs to reach an acceptable 

level. Network lifetime also needs to be considered, since most of the network devices 

are powered by batteries with limited capacity. 

In smart grids, one major challenge is how to increase the reliability of the grid. 

Most renewable energy sources are highly intermittent in nature and often uncontrol

lable, which induce significant fluctuations on the supply side of the power grid. The 

use of smart meters and smart appliances in smart grids can cause uncertainties on 

the demand side [17]. Therefore it is a challenging task to guarantee that the power 

demand load and power generation remain balanced, which is very important for sys

tem reliability. Two important approaches, unit commitment (UC) and demand-side 

management (DSM), try to solve the problem by scheduling power generation systems 

and controlling the electricity consumption of the user side, respectively. 

11 
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Another important type of wireless network considered in this thesis are wireless 

cellular networks. Three important methods (renewable energy resources, energy-

aware cooperative base station (BS) power management, and cognitive heterogeneous 

networks) are effective at making cellular networks energy efficient, as they reduce 

the electricity consumption of the cellular network while maintaining an acceptable 

level of network performance. 

In the rest of this chapter, we will give an overview of these two kinds of green 

wireless networks, and of smart grids. 

2.1 High Security Green MANETs 

In this section, two important classes of approaches to MANET security (continuous 

user authentication and intrusion detection) and their related work are presented. 

2.1.1 Biometric-Based Continuous User Authentication 

Most authentication systems do not need to re-authenticate the users for continuous 

access to the protected resources. However, in hostile environments where the chances 

of a node falling into hostile hands are high, user authentication is needed not only 

for the initial login, but also to verify the presence of the authentic user continuously, 

in order to reduce the vulnerability of the system [18]. The frequency depends on the 

situation severity and the resource constraints of the network [18]. 

User authentication can be performed by using one or more types of validation fac

tors: knowledge factors, possession factors and biometric factors. Knowledge factors, 

such as passwords, and possession factors, such as tokens, are very easy to imple

ment but can make it difficult to distinguish an authentic user from an impostor if 

there is no direct connection between a user and a password or a token. Biometrics 
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technology, such as the recognition of fingerprints, irises, faces, retinas, etc. provides 

possible solutions to the continuous user authentication problem in MANETs [19], 

since it has direct connection with user identity. Using this technology, individuals 

can be automatically and continuously identified or verified by their physiological or 

behavioral characteristics without user interruption [19,20]. 

Biometric systems include two kinds of operation models: identification and au

thentication. In the proposed system, the biometric systems operate in authentication 

mode (one-to-one match process) to address a common security concern: positive ver

ification (the user is whoever the user claims to be). Based on a comparison of the 

matching score between the input sample and the enrolled template with a deci

sion threshold, each biometric system outputs a binary decision: accept or reject. 

In most real-world implementations of biometric systems, biometric templates are 

usually stored in a location remote to the biometric sensors [21]. 

In biometric authentication processes, two kinds of errors can be made: false ac

ceptance (FA) and false rejection (FR). FAs result in security breaches, since unautho

rized persons are admitted to access the system/network. FRs result in convenience 

problems, since genuinely enrolled identities are denied access to the system/network 

and maybe some further checks need to be done. The frequency of false acceptance 

errors and of false rejection errors are called false acceptance rate (FAR) and false 

rejection rate (FRR), respectively. The FAR can be used to measure the security char

acteristics of the biometric systems, since a low FAR implies a low possibility that 

an intruder is allowed to access the system/network. In tactical MANETs, failure in 

user authentication might result in serious consequences. 

Some research has been done in continuous biometric-based user authentication. 

Muncaster et al. [22] used dynamic Bayesian networks for authentication. Sim et 

al. [18] presented the theory, architecture, implementation, and performance of a 
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multimodal biometrics verification system, and also proposed new metrics against 

which they benchmark their system. Azzini et al. [23] presented a biometric method 

for continuous user authentication using a fuzzy controller. Altinok et al. [24] pro

posed a multimodal system that performs continuous authentication by integrating 

information temporally and across modalities. Klosterman et al. [25] presented a 

novel biometric-enhanced authentication system, which increases desktop security by 

using a trusted camera, message authentication codes, and continuous authentication. 

2.1.2 Intrusion Detection Systems 

Intrusion detection is a process of monitoring computer networks and systems for vi

olations of security. Intrusion detection can be automatically performed by intrusion 

detection systems (IDSs). Two main technologies of identifying intrusion detection 

in IDSs are: misuse detection and anomaly detection [26]. Misuse detection is the 

most common signature-based technique, where incoming/outgoing traffic is com

pared against the possible attack signatures/patterns stored in a database. If the 

system matches the data with an attack pattern, the IDS regards it as an attack and 

then raises an alarm. The main drawback of misuse detection is that it cannot detect 

new forms of attacks. Anomaly detection is a behavior-based method, which uses 

statistical analysis to find changes from baseline behavior. This technology is weaker 

than misuse detection, but has the benefit of catching the attacks without signature 

existence [26]. 

Multiple algorithms have been applied to model attack signatures or normal be

havior patterns of systems. Three common algorithms are naive Bayes, artificial 

neural network (ANN), and decision tree (DT) [27]. A naive Bayes classifier is based 

on a probabilistic model to assign the most likely class to a given instance. ANN 

is a pattern recognition technique, with the capacity to adaptively model user or 
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system behavior. DT, a useful machine learning technique, is used to organize the 

attack signatures into a tree structure. Most of the IDSs only use one of the above 

algorithms. 

IDSs can be categorized as follows [28]: (i) Network-based intrusion detection, 

which runs at the gateway of a network and examines all incoming packets, (ii) 

Router-based intrusion detection, which is installed on the routers to prevent intruders 

from entering the network, (iii) Host-based intrusion detection, which receives the 

necessary audit data from the host's operating system and analyzes the generated 

events to keep the local node secure. For MANETs, host-based IDSs are suitable 

since no centralized gateway or router exists in the network [26]. 

IDSs can make two kinds of errors: false positive (FP) and false negative (FN). 

FNs result in security breaches, since intrusions are not detected, and therefore no 

alert is raised. The false negative rate (FNR) can be used to measure the secure 

characteristics of the IDSs, since a low FNR implies a low possibility that intrusion 

occurs without detection. 

Some research has been done in host-based IDSs. Hu et al. [29] proposed a data 

pre-processing method to improve a hidden Markov model (HMM) training for host-

based anomaly intrusion detection. Jacoby et al. [30] presented a mobile battery-based 

intrusion detection (B-BID) method to correlate attack activities with device power 

consumption patterns. Chari et al. [31] presented their experiences with building 

BlueBox, a policy-driven host-based intrusion detection system. Leu et al. [32] pro

posed a host-based real time intrusion detection system (HRIDS), where cooperative 

attacks submitted by users simultaneously can be discovered by using data mining 

and forensic techniques. Liu et al. [33] proposed a game-theoretical model to reduce 

the resource consumption of a host-based intrusion detection system (HIDS) with

out sacrificing the detection accuracy, by dynamically adjusting the objects a HIDS 
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monitors and the monitoring time. Khreich et al. [34] presented a multiple-HMM 

approach to improve anomaly detection, where each HMM is trained using a different 

number of hidden states capturing different temporal structures of the data, and the 

responses are then combined in the receiver operating characteristics (ROC) space 

according to the maximum realizable ROC (MRROC) technique. 

2.1.3 Combined Continuous User Authentication and Intru

sion Detection 

Continuous user authentication and intrusion detection can be considered jointly to 

further improve the performance of high security green MANETs. Some research 

has been done in combining intrusion detection and continuous authentication in 

MANETs [35]. The framework proposed in [35] is shown to be effective as it com

bines an important prevention-based security approach and a detection-based ap

proach. However, the scheme proposed in [35] is a centralized scheme, in which the 

whole network is formulated as a single partially observable Markov decision process 

(POMDP). Therefore, the scheme is more suitable for a single node rather than a 

network with distributed nodes. Since the state space of the POMDP in [35] grows 

exponentially with the number of biometric sensors and IDSs, solving the POMDP 

can be computationally intractable [8]. Therefore, it is difficult to implement the 

scheme proposed in [35] for a MANET with distributed nodes. 

2.2 Smart Grids 

In this section, two efficient methods to improve the reliability of smart grids, UC 

and DSM, are described. The related work is also presented. The major smart grid 

standards supporting DSM are also described. Following this, we give an overview of 
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the decision-making of electricity retailers in the electricity market, which also affects 

the reliability of smart grids. It is crucial to have two-way communication systems in 

smart grids. Therefore, in this section, we introduce network architecture for smart 

grids, and major requirements for smart grid communication infrastructures. 

2.2.1 Unit Commitment 

UC scheduling of power generation systems is an important issue in smart grids 

to effectively coordinate energy demand and generation in order to minimize cost 

and greenhouse gas emissions, and to avoid blackouts in the event that the natural 

phenomena necessary to generate renewable energy do not occur [36]. 

Many efforts have been made to develop efficient and robust UC algorithms for the 

traditional power grid by researchers. Ongsakul et al. [37] proposed enhanced adap

tive Lagrangian relaxation for UC. Pappala et al. [38] proposed a variable-dimension 

optimization approach to address the high dimensionality issues in solving the UC 

problem and implemented the proposed approach in particle swarm optimization al

gorithm. Simopoulos et al. [39] proposed an enhanced simulated annealing algorithm 

for solving the UC problem. Chung et al. [40] developed an advanced quantum-

inspired evolutionary UC algorithm by developing a new priority-list-based initializa

tion method and improved search strategies to improve the algorithm for large-scale 

UC problems. In their work, they did not take renewable energy into account during 

the planning process. The fluctuation of renewable energy sources makes it difficult 

to optimize the usage of renewable energy. Therefore, a large level of penetration of 

renewable energy will present many challenges to the unit commitment operation in 

smart grids. 

There is some work related to UC scheduling in renewable energy generation. 
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Wang et al. [41] proposed a security-constrained stochastic UC formulation that ac

counts for wind-power volatility together with an efficient Benders decomposition 

solution technique. Tuohy et al. [42] reported a detailed closed-loop stochastic UC 

formulation. Pappala et al. [43] used ANN models to compute forecasts and confi

dence intervals for the total aggregated power for a set of distributed wind generators. 

Xie et al. [44] studied model predictive dispatch of wind generation, where the future 

wind generation is described by an autoregressive moving average (ARMA) model. 

Methaprayoon et al. [45] used ANN models to forecast wind power, and integrated 

the forecast results into UC scheduling. Constantinescu et al. [46] presented a com

putational framework for integrating a numerical weather prediction (NWP) model 

to perform stochastic unit commitment/economic dispatch studies with wind-power 

adoption. Bialek et al. [47] proposed risk-limiting dispatch, where the scheduling with 

known demand and uncertain supply is treated as a multi-stage decision process with 

recourse. 

Although some work has been done about UC in smart grids, most previous 

work uses the current observed power output from renewable energy resources to 

make scheduling decisions for subsequent energy generation. Moreover, most existing 

work assumes the independence of successive wind speeds or solar radiation levels 

when they use various probability distribution functions to predict the magnitude 

of the wind speed or solar radiation [48]. In addition, most previous work does 

not predict the electricity demand or even assumes that it is known in the UC. 

These assumptions may not be realistic in practice. Therefore, appropriate prediction 

models of renewable energy and power demand are needed in the UC in the future 

smart grid with the large adoption of renewable energy. 

In order to effectively model renewable energy, the successive-time state transi

tion probabilities need to be known [9,10]. Weibull, Rayleigh, lognormal or Gamma 
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probability distribution functions (PDFs) are often used to predict the magnitude of 

the wind speed or solar radiation [49-53]. However, these theoretical PDFs assume 

independence of successive wind speeds or solar radiation levels [48], which may not 

be realistic in practice. Finite-state Markov models have been widely accepted in 

the literature as an effective approach to characterize the correlation structure of the 

renewable energy outputs [9-11]. Considering Markov models may enable substan

tial performance improvement over the schemes with memoryless models. Moreover, 

it is generally assumed that the renewable energy system state is known perfectly 

in previous work. However, meteorological instability and complex system dynam

ics (e.g., wind turbine or solar cells malfunction) make it difficult to fully observe 

the system state. Therefore, HMMs are more efficient in modeling renewable energy 

systems [54,55]. 

2.2.2 Demand-Side Management and Supporting Standards 

in Smart Grids 

2.2.2.1 Demand-Side Management 

DSM, an important mechanism for improving the reliability of smart grids, is a set 

of programs implemented by utility companies that allow customers a greater role in 

dynamically changing or shifting the electricity consumption [56]. DSM can help util

ities operate more efficiently, reduce emission of greenhouse gases, and also decrease 

the cost for electricity consumers. DSM programs include demand response (DR) pro

grams, energy efficiency programs, and conservation programs. DR programs transfer 

customer load during periods of high demand to off-peak periods and can reduce crit

ical peak load or daily peak demand. DR programs can be divided into three kinds of 

major programs: time-based DR programs (e.g., smart pricing), incentive-based DR 
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Figure 2.1: Smart electricity pricing models in smart grids. 

programs, and load shifting and control programs. Different kinds of programs can be 

implemented together in real systems to further improve demand management per

formance. Recently, smart pricing programs (e.g., real-time pricing) have attracted 

much attention as one of the most important DSM strategies to encourage users to 

consume electricity more wisely and efficiently [57]. 

Several smart pricing models have been proposed in smart grids to reduce the 

users' electricity costs and the peak-to-average ratio (PAR) in the load demand. 

Inclining block rates (IBRs), critical-peak pricing (CPP) and real-time pricing (RTP) 

are three important ones. In the IBR model, the electricity price increases to a higher 

value when the total residential load is beyond a certain threshold [58]. This pricing 

model has been adopted by some utility companies, such as British Columbia Hydro 

Company in Canada. In CPP, the price is decided in advance based on the demand 

hours. For example, peak price, mid-peak price and off-peak price are used by Ontario 

Hydro Company in Ottawa, Canada [59]. In RTP, the exact price value is calculated 

in real-time, and announced only at the beginning of each time period. Different 

smart electricity pricing models in smart grids are illustrated in Fig. 2.1. 

Among the various classes of DSM programs, RTP models have the potential 

to lead to economic and environmental advantages. The pricing schemes used to 
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Figure 2.2: Pricing schemes to develop RTP models in smart grids. 

develop RTP models in smart grids can be divided into two categories based on 

the economic environment. In the non-competitive environment, schemes include 

auction-based, optimization-based, and demand/supply-based. In the competitive 

environment, schemes are divided based on whether the competition is between users 

or between retailers. The schemes for RTP models in smart grids are illustrated in 

Fig. 2.2. 

There is some work in the literature about RTP in smart grids. Holland et al. [60] 

discussed how real-time pricing can potentially reduce the emission levels of SO2, 

NOx, and C02 in the United States. Mohsenian-Rad et al. [58] proposed a compu

tationally feasible and automated optimization-based residential load control scheme 

in a retail electricity market, combining RTP with IBRs, and they also considered 

the real-time price prediction on the user side. Samadi et al. [57] proposed a RTP 

algorithm, which can maximize the aggregate utility of all users in the system and 

minimize the cost imposed to the energy provider while keeping the total power con

sumption below the generating capacity. Mohsenian-Rad et al. [61] proposed a smart 

pricing tariff such that the interactions among the users automatically lead to an op

timal aggregate load profile at the equilibrium of an energy consumption scheduling 
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game. 

2.2.2.2 Smart Grid Standards Supporting Demand-Side Management 

In this subsection, we will describe the important smart grid standards that are 

relevant to DSM [62]. 

Open automated demand response (OpenADR) provides an open standardized DR 

interface and communication data models that allow utilities to communicate stan

dard DR signals, including price, reliability and event signals, to trigger customers' 

pre-programmed energy management strategies. DR signals can be sent directly to 

electric customers using extensible Markup Language (XML) and existing communi

cation systems such as the Internet. In its early phases, OpenADR has been developed 

by Lawrence Berkeley National Laboratory. The specification was released in Apr. 

2009. An OpenADR Alliance was formed in Oct. 2010 to accelerate the development, 

adoption and compliance of OpenADR standards throughout the energy industry and 

to provide a common language for smart meters. It has low cost and can improve 

the reliability, robustness and cost-effectiveness of DR in commercial buildings. With 

OpenADR, utilities can offer electricity pricing programs based on automated DR, 

which can reduce peak power use [63]. 

ZigBee/Home Plug Smart Energy Profile 2.0 (SEP 2.0) can be used to transmit 

data between smart meters and devices in the home over a variety of networks, in

cluding ZigBee, Home Plug power line, and Wi-Fi. It enables wireless communication 

between utility companies and household devices, and improves energy efficiency by 

allowing consumers to manage their energy consumption with near real-time informa

tion. SEP 2.0 is a significant update of the existing Smart Energy Profile 1.0, which 

only supports ZigBee. However, these two versions are not compatible. 

BACnet is designed for building automation and control networks. It provides a 
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mechanism for building automation devices to exchange information, no matter which 

kind of building service they perform. BACnet defines a number of data link layers, 

such as token-passing and point-to-point data link layer, a number of services used for 

communication between building devices, and a number of objects acted upon by the 

services. BACnet can be used for very small systems to multi-building operations. It 

is also a standard protocol supported by different vendors and user communities. 

ANSI C12 Metering includes ANSI C12.18, C12.19, C12.21 and C12.22. C12.19 

specifies the data structure (tables) for metering. C12.18, C12.21 and C12.22 specify 

how to transmit meter data over a local optical port, telephone modems and a generic 

wide-area network, respectively. C12.18 and C12.21 are widely used in commercial 

and industrial meters, but they are too expensive for meter reading of residential 

meters. C12.22 provides a mechanism for exchanging the meter data between two 

nodes without considering the underlying transport. These C12 standards are mature 

and well-accepted by most of the metering vendors in multiple industries. However, 

it is complicated to achieve interoperability on the customer side. 

LONWorks (ANSI/EIA/CEA 709) is a general purpose local area networking pro

tocol. This standard includes four parts: EIA 709.1-B (the control network protocol), 

IEC 709.2 (power line carrier physical layer), EIA 709.3 (twisted pair physical layer) 

and EIA 709.4 (fiber optic physical layer). The protocol can be operated at different 

rates based on the used media. It is widely used for various applications, including 

electric meters, home automation and building automation. However, it is only a "de 

facto" standard and its object model is not structured. 

2.2.3 The Decision-Making of Electricity Retailers 

In an electricity market, retailers procure electricity from various electricity sources 

(e.g., the pool, electricity derivatives, and self-production units), and then sell it 
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to customers [64]. These electricity sources have different characteristics, and these 

characteristics might change over time. For example, the pool price is uncertain and 

volatile, and the costs of the other electricity source options are generally higher 

than the expected pool price [64,65]. In smart grids, renewable energy sources are 

also integrated into the power grid. Therefore, there is a trade-off between different 

electricity sources. On the other hand, the electricity demand of the customers might 

vary with time. Therefore, retailers need to make effective decisions about electricity 

sources, the electricity amount they procure and the price to offer to the customers. 

There is some work in the literature related to retail electric power operations. 

Triki et al. [66] discussed the RTP with an adjustable customer base line. Carrion et 

al. [67] presented a stochastic programming methodology to determine the optimal 

retail price based on fixed pricing and the amounts of power procured from the pool 

and forward contracts. Karandikar et al. [68] used a capital asset pricing model to 

determine the electricity prices for retailers. Celebi et al. [69] developed a computable 

equilibrium model to estimate the time-of-use (TOU) rates based on the costs of 

different power generation. Yusta et al. [70] discussed how different price strategies 

affect the retailers' profit. Gabriel et al. [71] analyzed a set of strategies available to 

the retailers to determine the forward loads. Gabriel et al. [72] proposed a stochastic 

optimization model to determine the optimal forward loads and retail price. 

Most of the existing work mainly focuses on one or two decisions, price decision, 

electricity source decisions or the electricity amount they procure decisions, which 

need to be made by retailers. These strategies are mainly for the retailers in the 

traditional power grid. To the best of our knowledge, no work has been done for 

making optimal decisions about electricity sources and the amount that retailers 

should procure and the price to offer to the customers in smart grids, especially when 

RTP DSM is used. It is also very important to analyze how the retailer interacts with 
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2.2.4 Smart Grid Communication Infrastructures 

With a communication infrastructure, smart meters and sensor networks can provide 

real-time energy consumption and network status. Smart grids can use these com

munication systems to control intelligent appliances on the electricity users' side. A 

network operation center can optimize electricity generation and distribution, based 

on customers' electricity consumption data and online market pricing [73]. There

fore, the communication systems enable saving energy, increasing system reliability 

and operation transparency, and reducing expense [73]. 

In smart grids, the two-way communication system usually consists of a high-speed 

backbone and low-speed access networks. For the backbone, fiber optics, microwave 

radios, and cellular networks are good candidates. For the access networks, power 

line communications, twisted-pair lines, and wireless systems may be used. 

2.2.4.1 Network Architecture for Smart Grids 

Smart grid communications can be divided based on the areas that the network 

serves: local area networks, neighbor hood/field area networks, and wide area networks 

[62,74,75], 

Local Area Networks 

Local area networks include home area networks (HANs), building area networks 

(BANs) and industrial area networks (IANs). Power consumption devices and the 

connected smart meter can establish such a network, and the power consumption 

can be measured and collected by the smart meter. The main standards for local 
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area networks include ZigBee, Wi-Fi, Home Plug, and X10. ZigBee (IEEE 802.15.4) 

is designed for industrial and home automation or security applications. Its power 

requirement and cost are low, and its scalability is good. However, the data rates are 

low and the transmission range is limited. Wi-Fi (IEEE 802.11) became a standard 

for laptops and subsequently phones. However, when using it in utilities, Wi-Fi's 

power consumption is an issue that needs to be considered carefully. Home Plug is 

a broadband over power line (BPL) system. It has QoS features and connectivity 

to home wiring. However, Its standardization level is low. X10 is a popular power 

line carrier system for home automation. The implementation costs are low if devices 

already use power lines. However, it is difficult to be used to support other kinds of 

traffic, such as Internet protocols. 

Neighborhood Area Networks or Field Area Networks 

Each neighborhood area network (NAN) is established among smart meters in HANs 

using short-range communication technologies. Similarly, each field area network 

(FAN) is composed of BANs or IANs. The main communication protocols include 

WiMAX, wired Ethernet, and power line communication (PLC) including broadband 

over power line (BPL) and narrowband PLC. WiMAX does not require expensive 

wired infrastructures. However, WiMAX has yet to be deployed at scale, which 

means some risks when applied to utilities. Wired Ethernet (IEEE 802.3) can be 

used to connect customers' sites to WAN or other networks. The cost is relatively 

low. However, it is only a local area network technology. BPL makes use of existing 

power lines, which removes the need to build new infrastructure (especially expensive 

in rural areas). Narrowband PLC is an international standard. However, PLC is 

expensive to use, and depends on current on the power lines. 
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Wide Area Networks 

Fiber optics, microwave radios, and cellular networks are the main candidates for 

backhaul networks. Fiber optics provides high scalability and bandwidth, but is 

expensive. A major advantage of using public cellular networks for smart grids are 

the reduction of the costs (by not having to build a new network and by leveraging 

the expertise of the telecom world). However, since public cellular networks are not 

specialized in machine-to-machine area, some requirements in utilities may not be 

met by cellular networks. 

2.2.4.2 Major Requirements for Smart Grid Communication Infrastruc

tures 

In order to design a new communication infrastructure to support smart grids, a lot 

of effort has to be put in understanding its requirements. In the following, we present 

the major smart grid communication requirements. 

Security 

In smart grids, large amounts of data, which are relevant for billing purposes and grid 

control, are considered critical for power utilities [76]. Therefore, securely communi

cating this data is very important. For smart grids, cyber security needs to address 

deliberate attacks, and non-deliberate attacks, such as equipment failures, user er

rors and natural disasters, etc. Cyber security has become a critical and challenging 

issue in smart grids, especially as smart grids become more interconnected. Efficient 

security mechanisms need to be developed to avoid cyber attacks. 
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System Reliability, Robustness and Availability 

The communication infrastructures in smart grids need to be highly reliable, since the 

supporting power systems have high reliability requirements. Availability of commu

nication infrastructures will have a significant impact on smart grids' performance. 

The deployment of modern information and communication technology will signifi

cantly improve the system reliability and robustness [77]. Therefore, a hybrid commu

nication technology mixed with wired and wireless solutions will be used to strength 

system reliability, robustness and availability, also taking installation costs into con

sideration [78]. 

Scalability 

In smart grids, a large number of devices, such as smart meters, smart sensors and 

smart data collectors etc., need to join the communication network. Even though the 

commands and data packets related to each device are usually short, the total data 

volume transmitted in the network can be significant [79]. Therefore, smart grids 

need to well deal with the scalability. 

Quality-of-Service (QoS) 

In smart grids, communication between electricity suppliers and electricity users is 

critical. In smart grids, online sensor/meter reading data and power system control 

signals need to be transmitted in a real-time manner [73]. Therefore, the communi

cation infrastructures should have efficient bandwidth and low latency. Performance 

degradation, such as delay, jitter or outage might compromise the system stability. 

The following methods have been proposed to satisfy the QoS requirement in smart 
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grids: a QoS routing protocol [78], forecasting load variations [80], multi-hop routing 

using PLC [81], and smart monitoring using sensors [82]. 

Interoperability 

Without a framework of interoperable standards for communications, it would be 

very difficult to make the smart grid system a reality. Since the potential standards 

landscape is very large and complex, interoperable standards adoption is challenging. 

Many utilities and regulatory groups are collectively trying to address interoperabil

ity issues through workgroups such as the GridWise Architecture Council and Open 

Smart Grid (Subcommittee of the Utility Communications Architecture International 

Users Group) as well as through policy action from NIST. In June 2009, National In

stitute of Standards and Technology (NIST) announced an interoperability project 

via IEEE P2030, which seeks to define interoperability of energy technology and infor

mation technology operations with electric power systems and end-user applications 

and loads. 

2.3 Green Wireless Cellular Networks 

In this section, three important energy-efficient solutions and the related work are 

presented. Four different trade-offs are also described, since they have a significant 

impact on the energy-efficient solutions. 

2.3.1 Energy-Efficient Solutions 

Three important energy-efficient solutions for cellular networks are as follows: renew

able energy resources, energy-aware cooperative BS power management and cognitive 
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heterogeneous networks. 

2.3.1.1 Renewable Energy Resources 

Powering BSs with renewable energy resources, especially in off-grid sites, could re

duce greenhouse gas emissions and expenditures for cellular companies. Renewable 

energy sources, such as wind and solar power, are environment-friendly, since they 

do not produce greenhouse gases in the course of energy generation. They can also 

reduce the amount of electricity taken from the power grid. In off-grid sites, where ex

pensive diesel powered generators are generally used, renewable energy resources can 

be a viable option to reduce the overall network expenditure [83]. Moreover, using air 

cooling and cold climates to cool the electronic devices in the BSs can further reduce 

the electricity consumption [84]. Therefore, a number of solutions, such as the Nokia 

Siemens Networks Flexi Multiradio base station and the Huawei green base station, 

are offered by BS equipment manufactures to reduce electricity consumption and sup

port off-grid BSs with renewable energy resources [85,86]. However, the renewable 

energy sources cannot be the sole electricity source for a BS, since BSs require high 

reliability, and any power shortage will disturb the network's service provision [87]. 

2.3.1.2 Energy-Aware Cooperative BS Power Management 

The traffic load in a cellular network can have significant spatial and temporal fluctu

ations due to a number of factors such as user mobility and activities [88]. Therefore, 

some cells might be under low traffic load, while others may be under heavy traffic 

load. Since operating a BS consumes a considerable amount of electricity, selectively 

switching off some BSs or some of the resources of an active BS under low load condi

tions can save a substantial amount of energy. When some cells are switched off or in a 

sleep mode, the radio coverage and service provision for these cells can be guaranteed 



CHAPTER 2. OVERVIEW OF GREEN WIRELESS NETWORKS ... 31 

by the remaining active cells. Network-level power management is required where 

multiple BSs coordinate together. Cell zooming is an important technique through 

which BSs can adjust their cell sizes according to the network or traffic situation, and 

therefore reduce the energy consumption of the whole network [88]. 

There are a few studies on saving energy using energy-efficient approaches in the 

operation of base stations. Marsan et al. [89] and Chiaraviglio et al. [90] analyzed the 

dynamic energy-efficient management scheme as the traffic varies over time. Zhou 

et al. [91] proposed BS energy saving algorithms, which can dynamically minimize 

the number of the active BSs with respect to spatial-time traffic variation. Jardosh 

et al. [92] proposed the adoption of resource on-demand strategies to power on or 

off WLAN access points (APs) dynamically based on the volume and the location 

of users' demand. Cao et al. [93] analyzed the energy saving performance of coordi

nated multipoint (CoMP) transmission and wireless relaying with an average outage 

constraint. 

2.3.1.3 Cognitive Heterogeneous Networks 

The deployment of heterogeneous networks based on smaller cells is an important 

technique to increase the energy efficiency of wireless cellular networks [83]. In recent 

years, the demand for cellular data traffic has grown significantly with the introduc

tion of mobile devices. Macrocells have been used to provide large area coverage and 

to better handle user mobility in cellular networks. However, they are not efficient 

in providing high data rates. Recently, femtocells have been deployed to provide 

higher data rates and also enhance in-building coverage. Due to their small coverage 

area, femtocells require much less transmission power than macrocells, and therefore 

their BSs are much more energy efficient in providing broadband coverage [83]. How

ever, a large number of femtocell BSs may increase the handoff rates of mobile users 
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among adjacent cells, and also degrade the energy efficiency of the whole network [87]. 

Therefore, a deployment of BSs with different cell sizes is desirable in energy-efficient 

networks. 

Cognitive radio will play an important role in improving energy efficiency for future 

wireless cellular networks [94]. Cognitive radio technology was originally proposed 

to improve spectrum efficiency [95]. Cognitive radio is used to collect information 

on the spectrum usage and to try to access the unused frequency bands intelligently. 

However, spectrum efficiency does not mean energy efficiency, and Shannon's capacity 

formula shows the trade-off between the bandwidth and power [96]. Therefore, in 

order to reduce power, the spectrum should be managed optimally and dynamically 

[94]. Holland et al. [97] mentioned that up to 50% of power can be saved if the 

operator dynamically manages its spectrum. However, cognitive radios are still in 

their infancy when it comes to improve energy efficiency for cellular networks. 

There is some research on energy efficiency in heterogeneous networks or cognitive 

radio networks. Ashraf et al. [98] proposed an energy saving procedure to completely 

switch off the femtocell base station's radio transmission and associated processing, 

when it is not involved in an active call. Hou et al. [99] analyzed the power con

sumption of a combined cellular and femtocell wireless network architecture and its 

QoS support levels. In order to achieve energy efficiency in cognitive radio network, 

Zhang et al. [100] used the framework of POMDP to study the cooperative sensing 

scheduling (CSS) problem and parameter design problem. Hasan et al. [101] pre

sented a solution to an energy-efficient resource allocation problem for maximizing 

the cognitive radio link capacity, by taking into account the availability of sub-bands 

and total allowed inference limit to the adjacent primary user (PU) bands. Ko et 

al. [102] studied the issues of resource sharing and access control in two-tier orthog

onal frequency-division multiple access (OFDMA) femtocell networks. Lasaulce et 
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al. [103] analyzed the effect of hierarchy in energy-efficient power control games both 

on the individual user and overall network performance in wireless networks. Treust 

et al. [104] studied energy-efficient distributed power control in cognitive radio net

works and used a repeated game to formulate the optimal power control problem. 

Buzzi et al. [105] proposed a noncooperative power control game for maximum en

ergy efficiency with a fairness constraint on the maximum received powers secondary 

users (SUs). 

2.3.2 Key Trade-offs in the Wireless Cellular Networks 

The following four key trade-offs need to be considered when designing energy-efficient 

solutions for cellular networks [106]. 

The trade-off between deployment efficiency and energy efficiency can be used to 

balance the deployment cost, throughput, and energy consumption in the network as 

a whole [106]. Deployment efficiency, defined as system throughout per unit of deploy

ment cost, is an important measure of network performance for mobile operators [106]. 

These two metrics often lead to opposite design criteria for network planning. For 

example, in order to save expenditures on base station equipment and maintenance, 

network planning engineers favor making individual cell coverage as wide as possible. 

However, radio resource management engineers prefer the deployment of small cells 

in order to minimize energy radiation. 

The trade-off between spectrum efficiency and energy efficiency can be used to 

balance the achievable rate for a given bandwidth and energy consumption of the 

network [106]. Spectrum efficiency, a measure of the system throughput per unit of 

bandwidth, is normally used as optimization objective for wireless networks [106]. 

Spectrum efficiency and energy efficiency are sometimes in conflict. Therefore, it is 

important to investigate how to balance these two important metrics. 
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The trade-off between bandwidth and power can be used to balance the bandwidth 

utilized and the power needed for transmission for a given data transmission rate [106]. 

In wireless communications, bandwidth and power are two most important resources, 

however, they are very limited. The fundamental bandwidth-power relation shows 

that in order to increase energy efficiency at a given data transmission rate, the 

transmit power must decrease, and therefore the signal bandwidth needs to undergo 

a corresponding increase. 

The trade-off between delay and power can be used to balance the average end-

to-end service delay and average power consumed in transmission [106]. Delay, also 

known as service latency, is used to measure QoS and user experience in the network. 

2.4 Conclusion 

This chapter provides a comprehensive survey of high security green MANETs, smart 

grids and green wireless cellular networks. 

In high security green MANETs, the proposed algorithms and schemes tried to 

improve the security performance of the MANETs either using biometric user au

thentication or intrusion detection systems. Since each class of security approach has 

its limitations, there is a need to consider these two methods jointly to further im

prove the security performance of high security green MANETs, also taking network 

lifetime into account. 

In smart grids, the proposed schemes for the UC problem either use the current 

observed power output from renewable energy resources to make scheduling decisions 

for subsequent energy generation, or do not predict the electricity demand or even 

assume that it is known in the UC process. These assumptions may not be realistic in 

practice. Therefore, there is a need to propose a stochastic UC scheduling scheme for 
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smart grids considering the intermittent characteristics of renewable energy resources 

and stochastic power demand loads. In the decision-making schemes for electricity 

retailers, the existing work mainly focuses on a subset of the decisions made by 

retailers, and the strategies are mainly for retailers in the traditional power grid. 

Therefore, there is a need to research the full retailer decision process, especially 

when RTP DSM is used. 

In considering the energy efficiency of wireless cellular networks, there is a need to 

also consider smart grids, since smart grids have a significant impact. However, this 

important perspective has been ignored in the energy efficiency research on wireless 

cellular networks. 



Chapter 3 

Distributed Combined User 

Authentication and Intrusion Detection in 

High Security Green Mobile Ad-Hoc 

Networks 

3.1 Introduction 

One important issue considered in this chapter is how to combine continuous user 

authentication and intrusion detection systems (IDSs) in a distributed manner in high 

security green mobile ad-hoc networks (MANETs). Continuous user authentication is 

an important prevention-based approach to protect high security MANETs. IDSs are 

also important in MANETs to effectively identify malicious activities. Considering 

these two approaches jointly is effective in optimal security design taking into account 

system security requirements and resource constraints in MANETs. 

The highlights of the research contribution in this chapter are as follows: 

• User authentication or IDSs axe scheduled in a distributed manner consider

ing both the security situations and resources (e.g., node energy) in MANETs. 

Since a biometric authentication process require a large amount of computation, 

the energy consumption is significant. Moreover, due to the dynamic wireless 

36 
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channels in MANETs, the energy consumption for data transmissions is chang

ing dynamically (e.g., because of power control). Therefore, in the proposed 

scheme, energy consumption is also considered in order to improve the network 

lifetime. The proposed scheme does not require centralized controllers, and it 

is more generic and flexible than a centralized scheme in MANETs. 

• Multimodal biometrics are deployed to alleviate the shortcomings of unimodal 

biometric systems. Since each device in the network has measurement and esti

mation limitations, more than one device can be chosen, and their observations 

can be fused to increase observation accuracy. Dempster-Shafer theory [107] is 

used for data fusion. 

• The distributed continuous user authentication and intrusion detection schedul

ing problem is formulated as a partially observable Markov decision process 

(POMDP) multi-armed bandit problem. 

• We first present a value iteration-based solution for obtaining the scheduling 

policy. For a large network with a variety of nodes, the value iteration-based 

solution can become computationally intractable [8]. We then present a struc

tural results method for solving the scheduling problem in a large network. We 

show that, under reasonable conditions on MANETs, structural results can be 

derived for the combined continuous user authentication and intrusion detec

tion problem, which are trivial to implement and make the solution useful in 

practice. 

• Simulation results are presented to show the effectiveness and the performance 

of the proposed scheme. 

The work presented in this chapter has resulted in two journal papers [108,109] 
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and two conference papers [110, 111]. Possible future work in this area is provided in 

Chapter 6. 

3.2 Distributed Combined User Authentication 

and Intrusion Detection with Data Fusion 

This section studies distributed, combined user authentication and intrusion detection 

with data fusion in high security green MANETs. This section is organized as follows. 

Section 3.2.1 describes the system model. Section 3.2.2 shows how to use Dempster-

Shafer theory for the fusion of IDSs and biometric sensors. The integrated system is 

formulated in Section 3.2.3. Section 3.2.4 shows some simulation results. 

3.2.1 System Model 

Assume that a MANET has a continuous biometric-based authentication system with 

N — W biosensors and W IDSs, which have the ability to detect intrusions. The IDSs 

are also modeled as sensors bringing the total number of sensors to N. Without loss 

of generality, we assume that some nodes have one or more biosensors, and some do 

not have any biosensor due to the heterogeneity of network nodes in the MANET. 

Similarly, some nodes are equipped with the IDS, and some are not equipped with 

the IDS. The total number of network nodes in the MANET is not directly related to 

the number of sensors. An example framework for the MANET with biosensors and 

IDSs is illustrated in Fig. 3.1. 

The system can perform two kinds of operations: intrusion detection and user au

thentication. The IDSs can continuously monitor the system. Authentication may be 
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f w/o \ 

Figure 3.1: An example framework for a MANET with biosensors and IDSs. 

executed at every time instant as well. However, intrusion detection and authentica

tion may consume a large amount of energy, which is a concern for energy-constrained 

devices in MANETs. Moreover, performing authentication and intrusion detection 

may lead to security information leakage to an adversary monitoring communications 

and network behavior. Therefore, it is critical for the system to optimally schedule 

the intrusion detection and authentication activities for each time slot, taking system 

security and energy into account. 

In the proposed scheme, since each sensor (biosensor or IDS) has measurement 

and estimation limitation, more than one biosensor and IDS (assume L devices) are 

chosen for detecting the security states of the system. Each sensor monitors its local 

environment, not other sensors'. Then, their observations can be fused to increase 

observation accuracy using Dempster-Shafer theory. The number of sensors chosen is 

determined by the required level of network performance. 

In the proposed scheme, a Markov model is used. Let the state of an arbitrary 

A node equipped with IDS 

A node equipped with 
two biosensors 

A node equipped with 
one biosensor 
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sensor n,n G {1,2,..., N}, be x^(t) at time t, which includes the sensor security and 

energy states e(n'(i)]. Each state represents the security condition and the 

residual battery energy level of sensor n at time t. For example, security state space 

I can include two security levels, namely {safe, compromised). The residual battery 

energy of each sensor can be divided into h discrete levels. Therefore, the residual 

energy state space S includes the energy states {ei,..., e/t} [112]. For example, the 

residual energy state space S can include two energy levels, namely {High, Low}. 

We consider that the time axis is divided into slots with equal duration, which 

corresponds to the time interval between two continuous user authentications. The 

chosen length of each time slot depends on the security requirement and energy states 

of the system. For example, the time interval for the system used in a tactic environ

ment could be shorter than that used in a safer environment. 

Let x^\ 4n) and e^ denote the state of sensor n, its security state, and its 

residual energy state, respectively, at discrete time k = 0,1, The states and 

ej^ evolve based on /-state and £-state Markov chains with transition probability 

matrix U^ and V(n\ respectively, if sensor n is used at time k, which are described 

as follows: 

c/(n) = > where4? = p(4+}i = ji4n) = «) • (3i1) 

^  =  { ^ f ) i j e £  ' Where = P (H+l = j \ 4^ = «) " (3-2) 

The states of other idle sensors are unchanged, i.e., = s^ and ej^ = , if 

sensor n is idle at time k. Hence, the state of sensor n transitions with probability 

matrix T(n^ = \U{n) ® 0"^], where ® denotes the Kronecker product. For example, 

if there are two security states and two energy states, the state transition probability 
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Figure 3.2: An example of Markov chain for a single node's state transition. 

matrix of each sensor is a 4 * 4 matrix, whose Markov chain is illustrated in Fig. 3.2. 

Security-related and energy-related costs are considered in our scheme, since trans

mitted biometric information may be detected by adversaries1, and energy is certainly 

consumed when a sensor is used. For example, when cryptographically encoded data 

(i.e., using public key infrastructure) are sent from biometric sensors to other parts 

of the biometric systems, an adversary can perform a replay attack: the adversary 

intercepts the transmitted encrypted data when a genuine user is interacting with the 

system. The adversary then sends the captured data to the desired biometric parts 

whenever he wants to break into the system [113]. 

Let a*. 6 {1,..., N} denote one chosen sensor at time k. Its corresponding infor

mation leakage cost at time k is defined as cs (^s^n \ . which is a function of the 

security state of the chosen sensor and action at that time. The corresponding energy 

'Even if this information is encrypted, the fact that it is being transmitted conveys information 
to an adversary. 

t22 
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(Com pro 
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(Compromised, 
High) 
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cost at time k is defined as ce (e^k\ a^j, which is a function of the energy state of the 

chosen sensor and action at that time. If sensor n is used at time k, an instantaneous 

c o s t  P k c  ( x ^ \  n ^  i s  a c c r u e d ,  w h e r e  c  ̂ x =  ( 1  —  A ) c s  ^ s j , n \  n j  +  A c e  n j ,  

where A € (0,1) is the weight factor for these two kinds of costs, which can be set dif

ferently in different applications. For example, in a battlefield MANET, the weight 

factor A can be set to a value close to 0, which reflects the fact that information 

leakage is more important than energy loss in the battlefield network. By contrast, 

in a civilian MANET, A can be set to a larger value, which reflects the fact that 

energy loss is more important than information leakage in the civilian network. (3 

(0 < 8 < 1) denotes the discount factor, which is needed to make the infinite sum 

converge mathematically in (3.4) [114,115]. The discount factor can model the fact 

that future cost is worth less than immediate cost because the future is less certain. 

In the proposed scheme, the total instantaneous cost Ck at time k is determined as 

f o l l o w s :  d e f i n e  a  s e t  S L  C  { 1 , . . . ,  N } ,  \ S L \  =  L .  

L 

Ck = f3k x ^ c (4n), n) , n G SL. (3.3) 
71=1 

The total expected discounted cost over an infinite-time horizon is given by 

(3.4) J„ = E 
_fc=0 

The optimization objective is to find the optimal stationary policy /i* = arg minM6r? Jtl 

to minimize the cost in (3.4). 
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3.2.2 Data Fusion of Biometric Sensors and IDSs 

In the proposed scheme, L sensors are chosen for authentication and intrusion detec

tion at each time slot to observe the security state of the network (How to optimally 

schedule the L sensors is presented in Section 3.2.3). In order to obtain the security 

state of the network, these observation values are combined and a decision about the 

security state of the network is made. However, since there is some probability that 

a given sensor might either be in a compromised state, or have made an inaccurate 

assessment, it is possible that this sensor has contributed an unreliable observation. 

It can be quite difficult to ascertain which observers are compromised. Therefore, 

choosing an appropriate fusion method is critical for the proposed scheme. 

Existing fusion methods can be classified as follows based on the output infor

mation level of the base classifiers [116]: Type I classifiers output single class labels 

(SCL). Majority voting and behavior-knowledge space are two most representative 

methods for fusing SCL classifiers. Majority voting can operate under the assump

tion that most of the observing nodes are trustworthy. Type II classifiers output class 

rankings. Two major fusion methods of type II classifiers' outputs are based on either 

a class set reduction (CSR) or a class set reordering (CSRR). CSR methods try to 

find the minimal reduced class set, in which the true class is still represented. CSRR 

methods try to increase the true class ranking as high as possible. Type III classi

fiers produce so-called soft outputs, which are real values in the range [0,1], Fusion 

methods for type III classifiers try to reduce the uncertain level and maximize suit

able measurements of evidence. Fusion methods include Bayesian fusion methods, 

fuzzy integrals, Dempster-Shafer combination, fuzzy templates, product of experts 

and artificial neural networks. 

The Dempster-Shafer evidence theory was originated by Arthur Dempster and 

later revised by Glenn Shafer. Its essential idea is that an observer can obtain degrees 
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of belief about a proposition from a related proposition's subjective probabilities. The 

motivation for selecting Dempster-Shafer theory to solve the fusion problem in our 

proposed scheme is as follows [107]: 

• It has a relatively high degree of theoretical development for handling uncer

tainty or ignorance. 

• It provides a convenient numerical procedure for combining disparate data ob

tained from multiple sources. 

• It is widely used in various applications. 

In a Dempster-Shafer reasoning system, a set of mutually exclusive and exhaustive 

possibilities are enumerated in the frame of discernment, denoted by Q [117]. In this 

section, two security states for each node, {secure, compromised}, are used to demon

strate how to use Dempster-Shafer theory in the fusion of biometric sensors and IDSs. 

Note that the theory can be applied for nodes with more than two security states. In 

the proposed scheme, the frame of discernment consists of two possibilities concern

ing the security state of an arbitrary node a, namely, Q = {secure, compromised}, 

which represents that node a has two security states: secure state and compromised 

state. Any hypothesis H refers to a subset of 0 for which the neighboring biometric 

sensors and IDSs can present evidence. The set of all possible subsets of fi, including 

itself and the null set, is called a power set and designated as 2n [117]. For Q in the 

proposed scheme, the power set has three focal elements, which are the three non-null 

subsets: hypothesis H = {secure}, hypothesis H = {compromised}, and hypothesis 

U = Q, which means that the observed sensor a is either in the secure state or the 

compromised state. Each biometric sensor and IDS contributes its observation by 

assigning its beliefs over 
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If a sensor is trustworthy, then the sensor always provides accurate observation 

data. Any chosen node could be untrustworthy due to its current compromised 

state or inaccurate detection. The chosen node n is trustworthy for an arbitrary 

observed node a at the time slot k + 1 when it is in the secure state, and detects 

accurately. The trustworthy probability tp^l of node n at time k + 1 is equal to 

P = secure^ x P > where y'j^h is the observation of a's security 

state obtained from node n .  In our scheme, P  ( y ^ i  = secure = secure^ and 

P (jJk+i = compromised^^ = compromised^ are equal to 1 — FAR and 1 — FRR, 

respectively. FAR and FRR are the frequency of false acceptance errors and of false 

rejection errors for node n, respectively. Otherwise, node n is not trustworthy with 

probability 1 — tp^v Suppose that node n states that node a is secure. If node n 

is trustworthy, then its claim is accurate. If n is not trustworthy, its claim is not 

necessarily inaccurate. 

Basic probability assignment reflects the evidence's strength of support [117]. For 

example, for node n, the basic probability number mn(H) is defined as the portion 

of total belief assigned to hypothesis H [117]. When n's observation data f°r 

the security state of node a at time k + 1 is equal to secure, its basic probability 

assignment can be calculated as follows [117]: 

m n  ( H )  =  P ( * \  

m n  ( H )  =  p ( <  

m n  ( U )  =  p ( <  (3.5) 

If node n claims that node a is compromised, its basic probability assignment can be 
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calculated as follows [117]: 

m„ (H) = P = securej x P = compromised|sj^x = secure^ , 

mn (H) = P = secure^ x P = compromised\s= compromised^ , 

mn (U) = p (4"'i = compromised^ . (3-6) 

In the remainder of this section, two biometric sensors b and c are used to demon

strate how to apply Dempster-Shafer theory in combining the belief mb of sensor b 

and the belief mc of sensor c in the hypotheses. When these two biometric sensors 

have the same accuracy estimations or they are in situations where their probability 

assignments over the frame of discernment can quantitatively reflect the ignorance of 

each other's observations, the equally trusting approach is used in Dempster-Shafer 

evidence combination [117]. The combined belief of sensors b and c can be calculated 

as follows [117]: 

m b  ( H )  ©  m c  ( H )  =  [ m b  ( H )  m c  ( H )  +  m b  ( H )  m c  ( U )  +  m b  ( U )  m c  ( H )  ] ,  

m b  ( H )  ©  m c  ( H )  =  [ m b  ( H )  m c  ( H )  +  m b  ( H )  m c  ( U )  +  m b  ( U )  m c  ( ^ ) ] ,  

mb (U) © mc (U) = ^mb (U) mc (U), (3.7) 

where 

K  =  m b ( H )  m c ( H )  +  m b ( H )  m c ( U )  +  m b ( U )  m c ( U )  +  m b ( U )  m c ( H )  +  

mb (U) mc (H) + mb (H) mc (H) + mb (H) mc (U). (3.8) 

If these biometric sensors observe with different accuracy, the weighted Dempster-

Shafer evidence combining rule is used in Dempster-Shafer evidence combination 
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[107]. Based on the historical performances of the sensors in similar situations, their 

corresponding correctness rates are used as the references to decide how much the 

sensors' current estimations should be trusted from their current observation. Let 

wb and wc be the corresponding estimation correctness rates in history for b and c, 

respectively. Then, the combined belief of biometric sensors b and c can be calculated 

as follows [107]: 

m b  ( H )  ©  m c  ( H )  =  [ w b m b  ( H )  w c m c  ( H )  +  w b m b  ( H )  w c m c  ( U )  

+wbmb (U) wcmc (H) ], 

m b  ( H )  ©  m c  ( H )  =  [ w b m b  ( H )  w c m c  ( H )  +  w b m b  ( H )  w c m c  ( U )  

+wbmb (U) wcmc (H) ], 

m b { U ) ® m c { U )  =  ^ w b m b  ( U )  w c m c  ( U ) ,  (3.9) 

where 

K = 1 - wawb [ma (H) mb (H) + ma (H) mb (H)] . (3.10) 

If more than two sensors are chosen at each time slot, the evidence can be com

puted by combining any pair of arguments and then combining the results with the 

remaining arguments. Since inaccurate detection is the main characteristic of un

trustworthy sensors, only detection errors are considered in the proposed scheme. 

3.2.3 Formulation of the Distributed User Authentication 

and Intrusion Detection Scheduling Problem 

In this section, we formulate the distributed authentication and intrusion detection 

scheduling problem as a POMDP multi-armed bandit problem [8,114]. 
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3.2.3.1 Information State Formulation 

The decision about which sensors are chosen should not totally depend on the cur

rent observation values, since the sensors' states are only partially observable. There

fore, all the actions and observations in the history should be counted as a basis for 

decision-making under environmental uncertainties. To this end, information state is 

developed to derive sufficient statistical information for the past history, including all 

the actions and observations. The information state of a sensor refers to a probabil

ity distribution over the sensor's states. The entire probability space (the set of all 

possible probability distributions) is referred to as the information space. 

For an arbitrary sensor n, the information state at time slot k is denoted as 7rj^: 

4"' = (4n)(«)) ,« = 

where 7rj^(i) = P  ( x ^  —  i \ Y k , A k - i j  , and = 1. (3-H) 

In the above equation, Y f .  = ^/jao\ • • •, an<^ -Afc-i = (ao, • • •, «fc-i) denote the 

observation and action (sensor selection) history, respectively, at time k. l^n is an 

Cn-dimensional column vector of ones. 

(n) 
If sensor n is chosen at time k, a new observation yk^L is obtained at time k + I. 

Furthermore, an essential part of information state is that it can be updated after 

each corresponding action in order to incorporate one additional step of information 

into the history. Specifically, the information state at that time can be recur

sively updated by the hidden Markov model (HMM) state filter known as the forward 

algorithm with the new observation [8]: 
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where B<n) denotes the observation probability matrix of node n, which denotes the 

probabilities of the observation acquired when the sensor n is picked at time 

k + 1 given each state of the Markov chain. When L nodes are used, the observation 

probability matrix is obtained by using the above Dempster-Shafer evidence combin

ing rules. Since the other N — L sensors are not used at time k, their information 

states remain unchanged at time fc + 1. 

The above POMDP multi-armed bandit problem can be re-expressed as a fully ob

servable multi-armed bandit problem in terms of the information state, which means 

optimal sensors can be chosen based on the information state [115]. This is because 

although the state of each sensor is not totally observable, its information state space 

is totally observable. Generally, we need to solve vV-POMDP with large computa

tional complexity. However, it is proved that an indexable property exists that can 

dramatically simplify the computation and implementation of the optimal policy, 

meaning that the optimal policy can be found according to the Gittins indices [115] 

of the sensors. Sensors' Gittins indices 7^ (7rin">) (n =1,..., TV) are used to choose 

the appropriate sensors at time k [115]. Therefore, the optimal policy at time k is 

that the L sensors with the largest Gittins indices at that time should be selected. 

The above problem can be transformed to compute the Gittins index of each sensor. 

A finite-dimensional value iteration algorithm proposed in [8] is used to compute the 

Gittins index for each sensor. 

3.2.3.2 Distributed Scheduling Process 

To reduce the computational complexity of the proposed scheme, the distributed 

multimodal biometrics authentication and intrusion detection scheduling process can 

be divided into off-line and on-line parts. 

a). Off-line Computation of Gittins Index 
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As with any dynamic programming formulation, the computation of the Gittins 

index for each sensor can be done off-line. For an arbitrary sensor n, a set of vectors 

A^ at each iteration k are computed in advance based on the following parameters: 

state transition probability matrix T^n\ observation probability matrix B'yTl\ reward 

vector R!n\ initial information state 7r(
0

n\ horizon length H, and discount factor (3. 

b). Real-time Sensor Selection over Horizon H 

At time k, each sensor stores the sensors current Gittins indices into an N-

dimensional vector. The real-time sensor selection includes the following steps: 

1. Select L sensors with the highest Gittins indices at time k. For these L sensors, 

perform steps 1 to 5. 

(n) 
2. Get new sensor observations at time k + 1. 

3. Update the information states of the L chosen sensors using the corresponding 

HMM filters. 

4. Compute the Gittins index 7^ (V1 ̂ for each of these L sensors only. 

5. Broadcast the new Gittins indices to the other sensors. 

6. On receiving the messages, all the sensors update their Gittins indices. Go to 

step 1. 

3.2.3.3 Discussion of Computational Complexity and Communication 

Overhead 

In the proposed scheme, the optimal policy can be found by a Gittins index rule, 

which means that the scheduling problem only needs to solve the individual POMDPs 

for each sensor. Therefore, the computational complexity of the proposed scheme is 

dramatically decreased. For the on-line real time scheduling of different sensors, each 
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sensor just looks up the pre-built index table to find the index value corresponding 

to the current state. A look-up table can be designed with little computational 

complexity. In addition, several computationally efficient algorithms can be found 

in [118] to further reduce the computational complexity of the proposed scheme. For 

example, based on Lovejoy's suboptimal algorithm, the value function can be upper 

and lower bounded, and efficient suboptimal solutions can be developed [119]. 

In the proposed scheme, communication overhead is mainly due to multicasting 

the following two types of messages in the real-time scheduling process: 

• INTIAL-SENSOR-INDICES (ISIND), 8 bytes, which is sent at the beginning of 

the authentication and intrusion detection process, so that each sensor knows 

the others' Gittins indices. 

• SENSOR-INDICES (SIND), 8 bytes, which is sent at the beginning of each time 

slot by the L nodes active in the previous time slot. 

Any network layer multicast algorithm for ad-hoc networks can be used in the scheme. 

The proposed scheme's total communication overhead is proportional to 8N x (N — 

1) bytes, plus 8L x (N — 1) bytes per time slot. Overall, the proposed scheme's 

communication overhead is similar to that of the centralized scheme, as they are both 

b o u n d e d  b y  O ( L N ) .  

3.2.4 Simulation Results and Discussions 

In this section, we use computer simulations to evaluate the performance of the pro

posed scheme with and without using data fusion. We consider the following simula

tion scenario. A MANET is equipped with two biosensors for continuous authentica

tion, iris sensor and fingerprint sensor. Each sensor includes two security states, safe 

and compromised, and two energy states, high and low, which means that there are 
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4 states for each sensor. The iris sensor is the more expensive, and also provides the 

more accurate authentication. The fingerprint sensor provides intermediate security 

authentication, and has intermediate energy cost. There is an IDS in the MANET, 

which uses the least energy, and has the least accuracy in detecting the security state. 

The following defined matrices are based on the above assumptions. 

The security state transition matrices of the iris sensor, fingerprint sensor and 

IDS, when they are active, are defined as follows: 
/ \ / \ 

l / M  =  
0.95 0.05 

^0.30 0.70j 

, = 

0.80 0.20 

0.10 0.90 

( \ 
0.98 0.02 

0.02 0.98, 
/ 

Prom these state transition matrices, we can see the probability of changing from one 

state to another. For example, the iris sensor could be compromised with probability 

0.05, and retrieved back to the safe state with probability 0.30. The corresponding 

energy state transition matrices are defined as: 
( \ ( \ 

0.98 0.02 
!/(!) 

0.96 0.04 

0 1 

, f ( 2 )  

V 0 1 / 

, = 

/ \ 
0.99 0.01 

V 
0 1 

/ 
Which means that when the battery residual energy is low, it cannot transition back 

to the high-energy level. The observation matrices for the security state and energy 

state are respectively defined as: 
( \ 

0.97 0.03 
B{

s
l )  

{ \ 
0.90 0.10 

0.03 0.97 

, B, (2) 

/ \ 
0.90 0.10 

0.10 0.90 

B?]  = 

/ \ 
0.80 0.20 

0.20 0.80 

Be = 

0.10 0.90 

The cost matrices are defined as: C( 1) = (3,8,25,27), C(2) = (2,7,20,26), C(3) = 

(1,4, 27, 31). Since there is more potential for information leakage when a node is in 
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the compromised state than in the safe state, the information leakage cost of selecting 

a safe node is lower than that of selecting a compromised node2. When the network 

is compromised, an extra cost Cnet is applied into the total cost. In our simulation, 

Cnet is set to 30 based on the nodes' cost matrices, although different values could be 

chosen without affecting the results of our comparisons. 

It is a non-trivial task to setup transition matrices and cost matrices for the pro

posed scheme. We assume that most nodes' properties can be made known when con

structing these matrices, which should be realistic particularly for tactical MANETs 

where initial device management and planning is an a priori requirement. By "node 

properties" we mean the information and states that are used as inputs to the tran

sition and cost matrices. However, in a dynamic environment, where heterogeneous 

nodes may join the network, it may not be realistic to assume knowledge of all nodes' 

properties. In these circumstances, we should be able to predict and learn the nodes' 

properties from the history of observations and actions. 

We used 'pomdp-solve', a program in C++ from [120], to compute the set of vec

tors Ah required for the algorithm in [8] . In pomdp-solve, we chose the incremental 

pruning algorithm developed in the artificial intelligence community by Cassandra et 

al. [118], since it is one of the fastest algorithms for solving POMDPs [8]. We imple

mented the computation of the Gittins indices in Matlab. All simulations are run and 

policy vectors computed on a computer equipped with Windows 7, Intel Core 2 Duo 

P8400 CPU (2.26Ghz), 4GB memory. In the simulations, the initial state for each 

node is high-energy and secure. We adopt the hybrid Manhattan and RWP mobility 

model [121] to simulate the nodes moving. Block Rayleigh flat-fading wireless channel 

model [122] is used. 

2For example, a compromised node could intentionally introduce collisions in a cryptographic 
protocol. 
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3.2.4.1 Performance Improvement 

We run simulations to compare the cost of three approaches: the proposed scheme 

with data fusion, the proposed scheme without data fusion and an existing scheme 

that does not consider optimal scheduling (that is, a scheme that makes selections 

randomly). Each cost value is the averaged result of 10000 simulations. Fig. 3.3 illus

trates the average cost for the first 100 steps (i.e., time slots) of the simulation. Fig. 

3.4 illustrates the relative information leakage, which is defined as the information 

leakage of the selected nodes divided by the information leakage when the nodes are 

in the worst state. The results show that the proposed scheme with data fusion and 

the proposed scheme without data fusion have lower cost and less information leakage 

than the existing scheme. Thus through optimal node selection, the system can be 

more secure and energy-efficient. From these figures, we can observe that data fusion 

can improve performance. The reason why the fusion scheme has better performance 

is that data fusion using Dempster-Shafer theory increases the observation accuracy 

by combining the observations from multiple sensors. 

Various transition probabilities are also used in the simulations to evaluate the 

dynamic stability of the proposed scheme. Fig. 3.5 shows the average cost of these 

three schemes when the first component in the security transition probability matrix 

varies from 0.7 to 1.0, where high transition probability means that the system is 

more secure. The results still show that the proposed scheme with data fusion has 

the lowest cost among these three schemes. From Fig. 3.5, we can also see that the 

cost decreases when the system becomes more secure. This is because the information 

leakage is smaller when the system becomes more secure, therefore the cost is smaller. 

When the security transition probability reaches 1, the proposed schemes lose their 

advantages since all of the nodes always stay in the secure states - that is, there is no 

added value in trying to optimize security in an infallible network. Fig. 3.6 shows the 
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Figure 3.3: Cost comparison among the proposed scheme with data fusion, the 
proposed scheme without data fusion and the existing scheme. 
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Figure 3.4: Information leakage comparison among three schemes. 
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Figure 3.5: Cost comparison among three schemes under different transition prob
abilities. 

average information leakage within the first 40 steps when the first component in the 

security transition probability matrix of the IDS varies from 0.65 to 0.95 and all other 

probability values remain constant. The results show the information leakage of the 

proposed schemes remain low and stable. The reason for this is that the proposed 

schemes avoid choosing the compromised nodes, and therefore decrease information 

leakage and network compromise probability. 

Different numbers of nodes are also used in the simulations to verify the scalability 

of the proposed scheme. Fig. 3.7 shows the average cost within the first 100 steps 

of the simulations of networks of different sizes. In these simulations, we use the 

same three kinds of nodes mentioned earlier. The results show that the proposed 

scheme with data fusion has the lowest cost compared to the existing scheme and 

the proposed scheme without data fusion. The results also show that the cost of the 

proposed schemes and existing scheme decreases when the number of available nodes 

in the network increases from 3 to 18. The reason is that there are more nodes that 
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Figure 3.6: Information leakage comparison among three schemes under different 
transition probabilities. 

can be selected for authentication and intrusion detection, so compromised nodes or 

low-energy nodes can be avoided. When the number of nodes increases to certain 

level, where most of nodes are in secure states, the average cost of the proposed 

schemes approaches the same low value. 

3.2.4.2 Network Compromise Probability Improvement 

In these simulations, we investigate the network compromise probability of the pro

posed scheme. In our simulations, the network is compromised when all of the chosen 

nodes are in the compromised states. For easy comparison of the network compromise 

probability in these three schemes, the energy transition probability of each node is 

set to 1, so that the network dies from being compromised rather than energy exhaus

tion. Fig. 3.8 shows the average network compromised probability within the first 

40 steps when the first component in the security transition probability matrix of the 

IDS varies from 0.65 to 0.95 and all other probability values remain constant. The 
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Figure 3.7: Cost comparison among three schemes with varying nodes in the net
work. 

results show the network compromise probability of two proposed schemes keep low 

and stable. When the security transition probability is low, meaning that the IDS is 

easily compromised, the proposed schemes outperform the existing scheme by an even 

greater amount than the case when the IDS is more secure. The reason is that the 

proposed schemes avoid choosing the compromised nodes, and therefore decreasing 

the probability of the whole network becoming compromised. 

3.2.4.3 Network Lifetime Improvement and the Optimal Policy 

Network lifetime performance has been evaluated for the proposed scheme, which 

is illustrated in Fig. 3.9. Network lifetime is defined as the number of time slots 

until all of the chosen nodes in the network are in the low-energy state. In order 

to simplify our scheme, data fusion is not applied to the energy state of the nodes. 

For easy comparison of the network lifetime in different schemes, each node's security 

transition probability is set to 1, so that the network dies from energy exhaustion in 
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Figure 3.8: Network compromise comparison among three schemes under different 
transition probabilities. 

all cases rather than becoming compromised. 

We first check the performance when different energy transition probabilities are 

used. In the simulations, the first element in energy state transition probability matrix 

of the IDS varies from 0.65 to 0.9, and all other probability values remain constant. 

Fig. 3.9 shows the proposed scheme has longer network lifetime than the existing 

scheme, since the proposed scheme selects the nodes based on their energy states, 

and only selects the expensive energy-consuming sensors when necessary. Hence, in 

the proposed scheme, the energy can be used more efficiently. In addition, as we can 

see from Fig. 3.9, the average network lifetime in the existing scheme is increased 

when the energy transition probability is increased. The reason is that, when the 

energy transition probability is increased, it is more likely that the system stays in 

high energy state. The results also show that the network lifetime of the proposed 

scheme remains high and stable. The network lifetime is also compared in Fig. 3.10, 

showing that the network lifetime increases with the total number of nodes, and 
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Figure 3.9: Network lifetime comparison between the proposed scheme and the 
existing scheme under different energy transition probabilities. 

the proposed scheme show significant improvement over the existing scheme. The 

proposed scheme provides longer network lifetime through optimal scheduling. 

Fig. 3.11 shows an example of the policy for optimal scheduling in the proposed 

scheme without data fusion. We can see that different sensors, iris, fingerprint, or 

IDS, are scheduled dynamically as the simulation runs to minimize the information 

leakage and maximize MANET's network lifetime. 

3.3 Structural Results for Combined Continuous 

User Authentication and Intrusion Detection 

In this section, we present a structural results method to calculate the Gittins index 

of each node in a large network with a variety of nodes, in order to further reduce 

computational complexity. 
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Figure 3.10: Network average lifetime with varying number of nodes. 
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Figure 3.11: An example of the policy derived from the proposed scheme without 
data fusion. (Action = 1: The iris sensor is selected; Action = 2: The fingerprint 
sensor is selected; Action = 3: The IDS is selected) 
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3.3.1 Monotone Gittins Index in the Structural Results 

Method 

We show that, under reasonable conditions on the cost vector C, state transition prob

ability matrix T and observation probability matrix B of each node in MANETs, the 

Gittins index in our problem can be monotone increasing in the information state 

(with respect to the monotone likelihood ratio (MLR) ordering [8]). This means 

that if the information states of these N sensors at a given time instant are MLR 

comparable, the optimal policy is to pick the authentication sensor or the intrusion 

detection system with the smallest information state with respect to the MLR order

ing. Namely, the sensor with the higher probability of being in the better state has a 

higher possibility of being chosen at that time slot, if the information states are MLR 

comparable. The definition of MLR ordering is described as follows. 

Definition 3.3.1 MLR Ordering. 

Assume that each sensor includes the same number of security and energy levels. 

Namely, Xi,..., Xn are equal to X. 

1. Let 7ri and be two information state vectors. Then, 7Ti is less than 7r2 with 

r e s p e c t  t o  t h e  M L R  o r d e r i n g  -  d e n o t e d  a s  i r x  < r  7 r 2  i f  7 r 1 ( i ) 7 r 2 ( j )  >  7 r 2 ( i ) 7 r i ( j i ) ,  i  <  

j,i,j G {1, • • • For example, 7Ti = [0.3 0.2 0.5] and 7r2 = [0.1 0.2 0.7[, then 

TTl <r 7r2-

2. A function / (•) is MLR increasing if for all 7Ti, 7t2 G ^ (information state space), 

71"i <r 7r2 implies / (Hi) < f (7r2). 

3. Let 7r'2\ ..., 7r(iV) denote the information states of N sensors. Then they 

are said to be MLR comparable if for any n, n G {1,..., iV}, either 7r^ <r 7r^ 

o r  7 r ' n '  > r  7 r ^ .  
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4- Given MLR comparable information states of these N sensors, denote the small

est information state (with respect to MLR ordering) as min-^1),..., 71-^} with 

index argminfTr^,..., 71^}. 

In the following, we present the conditions on the parameters C, T and B of an 

arbitrary sensor, where its Gittins index 7(71-) is monotone in information state 7r with 

respect to the MLR ordering. 

Theorem 1 Consider the following assumptions for each sensor: 

Assumption 1 Costs satisfy C(i) < C(i + 1). 

Assumption 2 State transition probability matrix T is totally positive of order 2 

(TP2), i.e., all its second order minors are non-negative. That is, determinants 

> 0 for i2 >h,j2 >ji-

Assumption 3 Symbol probabilities satisfy (bijrn)m€M <r (bi+\,m)meM for i = 

1 ,  •  •  • ,  X  —  1 .  

Then the Gittins index 7(71") of each sensor is MLR increasing. Therefore, if the 

information states of the N sensors are MLR comparable, then the optimal policy fi* 

is to pick the sensor with the smallest information state with respect to MLR ordering 

a t  e a c h  t i m e  s l o t ,  n a m e l y ,  . . . ,  =  a r g m i n  7 n  £  { 1 ,  •  •  •  ?  N } .  

The above theorem says that if the information states of the sensors are MLR com

parable, then the optimal policy is a greedy policy. We give the following examples to 

explain the optimal policies in different scenarios. In a battlefield MANET, assume 

tiiji 



CHAPTER 3. DISTRIBUTED COMBINED USER AUTHENTICATION ... 64 

that information leakage is far more important than energy loss. In this case, we 

can consider two states, {secure, compromised}, for each sensor, and all information 

states are MLR comparable. The optimal policy in this case is to choose the sensor 

with a higher probability of being in the secure state at each time slot. Similarly, in 

a civilian MANET, where energy loss is more important than information leakage, 

we can consider two states, {high-energy, low-energy}, for each sensor, and all infor

mation states are MLR comparable. The optimal policy in this case is to choose the 

sensor with a higher probability of being the high-energy state at each time slot. In 

Simulation Results and Discussions, we have some simulation results in Figs. 6 and 

9 about battlefield MANETs and civilian MANETs. 

In the following, we show that, under reasonable conditions on the matrices of 

each node in MANETs, the distributed continuous user authentication and intrusion 

detection system meets the above three assumptions. Assumption 1 shows that for 

an arbitrary sensor, the cost in state % is less than or equal to that in state % -1-1. 

In the distributed continuous user authentication and intrusion detection scheduling 

problem, the cost vector of each sensor always meets this assumption, since there is 

more information leakage when a chosen node is in a more dangerous state than when 

it is in a safer state. Therefore, the cost of selecting a node in the more secure and 

higher energy state is lower than that of selecting a more compromised and lower 

energy node. 

Assumption 2 holds in the following situation. Due to continuity arguments, if 

the state of a sensor is 1 < i < X at time k, then at time k + 1, it is reasonable to 

assume that it is either still in state Xi, or, with a lower probability, in the neighboring 

states xi+i or x^i. Therefore, in our proposed scheme, each sensor can be modeled as 

a X-state Markov chain with diagonally dominant tridiagonal transition probability 

matrix T, where ty = 0 for j > i + 2 and j < i — 2. The following matrix is an 
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example of a diagonally dominant tridiagonal matrix. 

According to [123], a necessary and sufficient condition for tridiagonal matrix T to 

meet Assumption 2 is that i,j+i > 

Several common observation probability models for MANETs that satisfy As

sumption 3 are listed as follows: 

1. Each sensor measures the target in quantized Gaussian noise. 

2. Observation probabilities die geometrically fast with the error between the re

ported observation y and the real state x. 

3. The value the sensor reports is never more than one discrete value away from 

the true value. Therefore, B matrix is the following X x X tridiagonal matrix: 

/ \ 
0.9 0.1 0 0 

0.1 0.8 0.1 0 

0 0.1 0.8 0.1 

\^ 0 0 0.1 0.9j 

( \ 
Pi 1 - Pi 0 0 

P2 ^ 0 

0 0 1 — P4 P4 

\ ' /  
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In the following, we assume that, in our proposed scheme, vector C, matrix T, 

and matrix B of each sensor meet all of the three assumptions in Theorem 1. The 

Gittins index 7(71-) is monotone increasing. Therefore, if the information states of the 

N sensors are MLR comparable, the optimal policy is to pick the authentication or 

intrusion detection sensor with the smallest information state with respect to MLR 

ordering. 

3.3.2 Approximations to the Gittins Index 

When there are only 2 states for the N sensors, namely {(secure, high-energy), (com

promised, low .energy)}, their information states are always MLR comparable, and the 

optimal policy will be the same as above. For more states than 2, when the informa

tion states are MLR comparable, the optimal policy can be used directly. However, 

since for > 3, MLR is a partial ordering, the N information states 71"^,..., 71"^ 

are not necessarily MLR comparable at each time instant. When the trajectories of 

the information states are not MLR comparable, the following approximations can 

be used, by projecting the non-MLR comparable information state onto the nearest 

MLR comparable state. 

In the proposed scheme, each sensor starts from the (secure, high-energy) state, 

which means that the information state equal to (1, 0, ..., 0), where all elements 

equal to zero, except the first. Therefore, the information states of all N sensors 

are identical. Assume at time instant k, the information states of all N sensors 

are MLR comparable. Let cr(l),..., cr(N) denote the permutation of (1,..., N), so 

that 7r£^ <r 7r£^ <r <r 7T^^. From the above theorem, the optimal action 

is cik = cr(l). But at the time k + 1, the updated information state 7r^ may not 

be MLR comparable with the other N — 1 information states. When the updated 

information state is not MLR comparable with the other information states, it can be 
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projected to the nearest information state, denoted n, in the simplex *1/ that is MLR 

comparable with the other N — 1 information states. That is, at time k+ 1, we solve 

the following N optimization problems: 

G (tt^) = min ||7f — II subject to n <r 

G = min ||tt — ^+1II subject to 

<r 7f <r 771 = 2, . . . , N — 1 

G (tt^) = min ||7f — || subject to n^N^<T ft. (3.13) 

Here, ||.|| denotes some norm, and the 2-norm is used in our simulation. In the equa

tions, G and 7tn denote the minimum value and minimum solution for each equation, 

respectively. Finally, set ir^ = arg min7rn G(itn). The above N problems are straight

forwardly shown to be convex optimization problems and can be solved efficiently in 

real time. Thus, all the information states at time k + 1 are now MLR comparable, 

and the optimal action a,k+i is choosing the node with the smallest information state 

with respect to MLR ordering. 

3.3.3 Computational Complexity and Communication Over

head 

In the centralized scheme [35], the whole network is formulated as a single POMDP, 

and a centralized controller is needed to schedule authentication and intrusion detec

tion in the whole network. Since the state space of the POMDP in the centralized 

scheme in [35] grows exponentially with the number of scheduled sensors, solving 

the POMDP can be computationally intractable [8]. By contrast, in the proposed 

scheme, the optimal policy can be found by a Gittins index rule, which means that 
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the scheduling problem only needs to solve the individual POMDPs for each sen

sor. Therefore, the computational complexity of the proposed distributed scheme 

is dramatically decreased. The computational complexity can be further reduced in 

the structural results. The corresponding simulation results about computational 

complexity will be presented in Subsection 3.3.4.1. 

There are some trade-offs within the proposed scheme. For example, in the real

time sensor selection process, each sensor can broadcast the new Gittins index to the 

other sensors only in certain time slots in order to further decrease the communication 

overhead. However, the cost becomes higher since the other sensors have to make 

decision based on out-of-date Gittins indices. In the extreme case, if sensors do not 

broadcast their Gittins indices to the other sensors at all, sensors have to be chosen 

randomly at each time slot. The results in Fig. 3.13 show that the average cost of 

this random scheme is higher than that in the proposed scheme. 

3.3.4 Simulation Results and Discussions 

In this section, we use computer simulations to compare the performance of the 

centralized scheme and the proposed distributed scheme, and the performance of the 

two methods (the value iteration algorithm and the structural results method) used 

in the proposed scheme. Examples of the state transition probability matrices of the 
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iris sensor, fingerprint sensor and IDS, when they are active, are defined as follows: 

T(1) = ((0.912,0.088,0.0,0.0), (0.025,0.950,0.025,0.0), 

(0.0,0.044,0.912,0.044), (0.0,0.0,0.05,0.95)), 

r(2) = ((0.784,0.216,0.0,0.0), (0.1,0.8,0.1,0.0), 

(0.0,0.059,0.882,0.059), (0.0,0.0,0.1,0.9)), 

T(3) = ((0.9702, 0.0298, 0.0, 0.0), (0.01, 0.98, 0.01, 0.0), 

(0.0,0.0149,0.9702,0.0149), (0.0,0.0,0.02,0.98)). 

The observation probability matrix of each node is identical to its state transition 

probability matrix. The cost vectors are defined as: C^ = (3,8,20,40), C^ = 

(2,7,22,45), = (1,4,25,50). These specific values are used in all simulations. 

In the simulations presented in Table 4.1, these matricies were modified to create a 

variety of similar node types. Since there is more potential for information leakage 

when a node is in the compromised state than in the secure state, the information 

leakage cost of selecting a secure node is lower than that of selecting a compromised 

node3. The above matrices vary in different applications. For example, the cost value 

of a sensor in a more compromised state needs to be set much higher than that in 

a more secure state especially in a battlefield network, so a more secure sensor can 

be chosen at each time slot. However, in a civilian network, especially for a energy-

concerned network, the cost value of a sensor in a lower energy state needs to be set 

much higher than that in a higher energy state, so a higher energy sensor can be 

chosen at each time slot. 

3For example, a compromised node could intentionally introduce collisions in a cryptographic 
protocol. 
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3.3.4.1 Computational Efficiency Comparison 

Simulations are performed to compare the computational efficiency in the centralized 

scheme [35] and the proposed distributed scheme. Table 3.1 shows the computation 

time spent in the centralized scheme and the proposed distributed scheme in the off

line and on-line parts, as the total number of node types in the MANET varies from 2 

to 50. For the value iteration algorithm, the on-line computation time is of the same 

level as that of the structural results method. The table also shows that the off-line 

time is the dominant part for the value iteration algorithm. The computation time 

dramatically increase when the number of node types changes from 2 to 4: from 0.03 

seconds to more than 8 hours. In the structural results method, a quicksort algorithm 

with MLR ordering is used to sort the sensors by current information states. Each 

value is the averaged result of 1000 simulations. The off-line computation time for 

the structural results method is always equal to 0, since the method is only used for 

on-line sensor scheduling. The computation time of the structural results method 

slightly increase with the increasing type of the nodes in the network. This shows 

that the structural results are practically useful in real MANETs. 

3.3.4.2 Policies Derived from the Structural Results 

Fig. 3.12 shows an example of the policy for optimal scheduling in the proposed 

scheme using the structural results method. In this example, there are three sensors, 

one iris, one fingerprint, and one IDS. From Fig. 3.12, we can see that authentication 

and IDS are scheduled dynamically as the simulation runs to minimize the information 

leakage and maximize the network lifetime in the MANET. 

We also investigate how the initial states of the sensors affect the MLR non-

comparable percentage between the chosen sensor and the idle sensors using the 

structural results method, which affects whether or not the structural results method 
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Table 3.1: The computation time in the centralized scheme and the proposed dis
tributed scheme. 

Scheme Method 2 node 
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4 node 
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20 node 
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50 node 
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0 0 0 0 
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Figure 3.12: An example policy derived from the structural results method (1: Iris; 
2: Fingerprint; 3: IDS). 
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Table 3.2: Percentage of states not MLR comparable in the first 100 steps. 

7T(n) 
"O ei e2 e3 e4 = V4 

Percentage of states not 
MLR comparable 

36.36 99.50 49.01 1.4000e-004 63.25 

can be directly used in that time slot. Each value is the averaged result of 1000 

simulations. Table 3.2 shows the percentage of sensor choices in the first 100 steps 

where the updated information state of the chosen sensor is not MLR comparable, 

for different choices of initial sensor state. The table shows that the percentage of 

choices leading to non-MLR-comparable states is near to 0 when the sensors start in 

the fourth state, since the sensors have a high probability of remaining in the fourth 

state. 

3.3.4.3 Performance Comparison 

We perform simulations to compare the performance of the centralized scheme, the 

random choice scheme and the proposed distributed scheme, and the performance 

of the two methods used in the proposed scheme. Fig. 3.13 illustrates the average 

cost for the first 100 steps of the simulation. Each cost value is the averaged result 

of 1000 simulations. The figure shows that the average cost of this random scheme 

is the highest among the three schemes. The figure also shows that the average 

cost from the proposed distributed scheme is higher than that from the centralized 

scheme, since the nodes in the centralized scheme can make better decisions as they 

have complete information. Since the nodes all start from (secure, high-energy), the 

average costs using of different schemes all begin at a low level, and diverge as over 

time as the network changes states. The results show that the average cost from 

the value iteration algorithm and that from the structural results method are very 
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close to each other. Fig. 3.14 illustrates the relative information leakage, which is 

defined as the information leakage of the selected node divided by the information 

leakage when the node is in the worst state. The same observation is true with the 

information leakage in Fig. 3.14. This shows the effectiveness of these two methods, 

both of which can provide optimal policies that minimize the information leakage and 

maximize the network lifetime. The reasons why the result from the value iteration 

algorithm is not exactly the same as that from the structural results method are as 

follows: 

1. For the value iteration algorithm, the finite-horizon Gittins index approximation 

c a n  b e  m a d e  a r b i t r a r i l y  a c c u r a t e  b y  c h o o s i n g  a  s u f f i c i e n t l y  l a r g e  h o r i z o n  H ,  

which is a trade-off between performance and computation time. 

2. For the structural results method, the updated information state of the chosen 

sensor has to project to the nearest MLR comparable information state when 

the updated information state is not MLR comparable to those of the other 

sensors, therefore some errors are generated. Nevertheless, the errors are small, 

which make the results from the structural results method very close to those 

from the value iteration algorithm. 

Figs. 3.13 and 3.14 also show that the results from the two methods are quite different 

in the early steps. The reason is that the sensors all start in the first, state, which 

means their information states are (1, 0, 0, 0). Therefore, they are identical, and one 

of the sensors is chosen randomly in the structural results method. However, for the 

value iteration algorithm, the sensor that can minimize the total expected discounted 

cost is chosen at each time slot. After about 10 steps, the results are very close in 

these two methods. 
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Figure 3.13: Average cost comparison of the centralized scheme, the random choice 
scheme, and the proposed distributed scheme. 

0.4 

Structural Results 

Value Iteration Algorithm 0.32 

O) 

0.24 

0.08 

0 
100 20 40 80 0 60 

Step 

Figure 3.14: Average information leakage comparison between the two methods. 
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Different numbers of nodes are also used in the simulations to verify the scalability 

of the proposed scheme using each method in the battlefield network and civilian 

network. Fig. 3.15 and Fig. 3.16 show the average cost and the average information 

leakage within the first 100 steps of the simulation of networks of different sizes. In 

these simulations, we use the same three types of nodes mentioned earlier. The figures 

show that the average information leakage in the battlefield network is much smaller 

than that in the civilian network, since the more secure sensors in the battlefield 

network are the optimal choices rather than the higher-energy ones in the civilian 

network. The figures show that the average cost and the average information leakage 

results for the value iteration algorithm and the structural results method in the 

battlefield network are similar. The results also show that the average cost and 

the average information leakage decrease when the number of available nodes in the 

network increases from 3 to 18. The reason is that there are more nodes that can be 

selected for authentication and intrusion detection, so compromised and low-energy 

nodes can be avoided. 

Various state transition probabilities are also used in the simulations to evaluate 

the dynamic stability of the proposed scheme using each method. Fig. 3.17 shows the 

average cost using these two methods as the first component in the state transition 

probability matrix varies from 0.7 to 1.0, where high state transition probability 

means that the system is more secure. The results show that the average costs using 

these two methods are similar. From Fig. 3.17, we can observe that the cost decreases 

when the system becomes more secure. This is because the information leakage is 

smaller when the system becomes more secure, therefore the cost is smaller. When 

the state transition probability reaches 1, the average cost of the two methods is 

quite different. The reason is that when the state transition probability reaches one, 

the information states do not change, and therefore a sensor is randomly chosen at 
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Figure 3.15: Average cost comparison between the two methods with different 
numbers of nodes. 
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Figure 3.16: Average information leakage comparison between civilian network and 
battlefield network with different numbers of nodes. 
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Figure 3.17: Average cost comparison between the two methods with different state 
transition probabilities. 

each time slot. Fig. 3.18 shows the average information leakage within the first 100 

steps when the first component in the state transition probability matrix of the IDS 

varies from 0.7 to 1.0 and all other probability values remain constant. The average 

information leakage using these two methods are still close. The results show that 

information leakage remains stable for the first four probabilities, and decreases when 

the system becomes more secure. The reason for this is that the proposed schemes 

avoid choosing the compromised nodes. When the state transition probability further 

increases, the average information leakage decreases. 

3.3.4.4 Network Lifetime Comparison 

Network lifetime performance has been evaluated for the proposed scheme using each 

method, which is illustrated in Fig. 3.19. The results show that the network lifetime 

increases with the total number of nodes. The average network lifetime is much higher 
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Figure 3.18: Average information leakage comparison between the two methods 
with different state transition probabilities. 

in the civilian network compared to that of the battlefield network, since the higher-

energy sensor is chosen at each time slot, with the trade-off being greater information 

leakage. In the battlefield network, the results using the value iteration algorithm 

and the structural results method are very close. 

3.4 Conclusion 

Combining continuous authentication and intrusion detection can be an effective ap

proach to improve the security performance in high security green MANETs. We 

presented a distributed scheme combining authentication and intrusion detection. In 

the proposed scheme, the most suitable biosensors for authentication or IDSs are 

dynamically selected based on the current security posture and energy states in dif

ferent applications. To improve upon this concept, Dempster-Shafer theory was used 
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Figure 3.19: Network average lifetime comparison between civilian network and 
battlefield network with different numbers of network nodes. 

for IDS and sensor fusion, when more than one device is used at each time slot. 

The problem was formulated as a stochastic multi-armed bandit problem, and its 

optimal policy can be chosen using Gittins indices. We presented a value-iteration 

algorithm and a structural results method for calculating the Gittins indices of the 

sensors. Simulation results were presented to show that the proposed scheme can 

improve network security and increase network lifetime. The system performance of 

the structural results method is very similar to that of the value iteration algorithm, 

but with much lower computational complexity. 



Chapter 4 

Stochastic Scheduling and 

Decision-Making Schemes in Smart Grids 

4.1 Introduction 

In this chapter, two important issues in smart grids are considered: the unit commit

ment (UC) scheduling problem in Section 4.2, and the decision-making problem for 

electricity retailers in Section 4.3. UC scheduling of power generation systems is an 

important issue in smart grids to effectively coordinate energy demand and genera

tion in order to minimize cost and greenhouse gas emissions, and to avoid blackouts 

in the event that the natural phenomena necessary to generate renewable energy do 

not occur [36]. In a retail electricity market, retailers need to procure electricity from 

various sources with different characteristics and then sell it to customers. The elec

tricity demand of the customers might vary with time. Therefore, retailers need to 

make effective decisions about electricity sources, the electricity amount they procure 

and the price to offer to the customers. 

The highlights of the research contribution in Section 4.2 are as follows: 

• Hidden Maxkov models are used for modeling the intermittent renewable en

ergy resources. Markov models are an effective approach to characterize the 

80 
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correlation structure of the renewable energy outputs [9-11]. Meteorological 

instability and complex system dynamics (e.g., wind turbine or solar cells mal

function) make it difficult to fully observe the renewable energy system state, so 

hidden Markov models are appropriate. A Markov-modulated Poisson process 

(MMPP) model is used to predict the stochastic power demand loads. 

• The unit commitment scheduling problem is formulated as a partially observ

able Markov decision process (POMDP) multi-armed bandit system [8,114], 

which is a powerful stochastic control modeling framework and has been success

fully used in distributed project selection [114,124] and sensor scheduling [123], 

among others. Based on this formulation, a fully distributed and scalable unit 

commitment scheduling scheme can be derived. 

• A value iteration method is presented to solve the problem. This method works 

well for a smart grid with a small number of power generation units. However, 

for a large grid with a variety of units, the value iteration method can become 

computationally intractable. Therefore, a structural results method is also pre

sented for this problem. The structural results method is easy to implement, 

which makes the solution practical for the future smart grid with intermittent 

renewable energy resources and stochastic power demands. 

• Simulation results are presented to show the effectiveness of the proposed 

scheme. It is shown the proposed scheme can significantly reduce the cost and 

greenhouse gas emissions compared to the schemes that do not consider hid

den Markov models for intermittent renewable energy resources and stochastic 

power demands. 

The highlights of the research contribution in Section 4.3 are as follows: 
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• We use various utility functions based on concepts from microeconomics to 

model the electricity customers' preferences and electricity consumption pat

terns. 

• A real-time demand response scheme is used by the customers to adjust their 

electricity demand to maximize their individual utility. 

• We model and analyze the interactions between the retailer and electricity cus

tomers as a four-stage Stackelberg game [125]. The first three stages of the game 

analyze how the retailers should make decisions on which electricity sources to 

procure electricity from, how much electricity to procure, and what would be 

the optimal retail price to offer to the customers, in order to maximize profit. 

The fourth stage of the game shows how customers dynamically adjust their 

electricity demand with the offered retail price to maximize individual utility. 

• Simulation results show the retailer and customers can achieve a higher profit 

and higher utility using our proposed decision-making scheme and how the 

system parameters affect the procurement and price decisions. 

The work presented in this chapter has resulted in two journal papers [126,127] 

(under revision) and four conference papers [128-131]. Possible future work in this 

area is provided in Chapter 6. 

4.2 Distributed Unit Commitment Scheduling 

In this section, a distributed stochastic UC scheduling scheme is proposed in smart 

grids with intermittent renewable energy resources and stochastic power demand 

loads. This section is organized as follows. Section 4.2.1 introduces the system mod

els. Section 4.2.2 describes the formulation and solutions to the scheduling problem. 
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Section 4.2.3 presents the simulation results. 

4.2.1 System Models 

In the future, solar panels, wind turbines and traditional fossil fuel power generators 

are integrated into smart grids. Wind turbines and solar panels might be located far 

from demand points or each other in order to improve the reliability and to lower 

variability of the system [132]. Since both power resources highly depend on weather 

conditions, it is possible that power fluctuations occur. Therefore, fossil fuel power 

generators are also used in order to mitigate or even cancel out the fluctuations. Real

time pricing DSM is used in smart grids, since it is an effective tool to influence the 

electricity consumption behavior of customers and also reflects variations in the cost of 

the energy supply. Two kinds of energy users exist in smart grids: traditional energy 

users, and opportunistic energy users, who introduce uncertainties on the demand 

side. 

The relationships between supply side management and unit commitment, as well 

as demand-side management and unit commitment are illustrated in Fig. 4.1. Both 

the status of the generators and the status of the demand side determine which units 

will be committed. In turn, unit commitment affects demand, which produces a 

feedback loop, and is different from the traditional one-way effect that the demand 

side has on unit commitment. The power generation units need to be integrated 

together using smart grid communications in order to serve the stochastic demand 

loads while satisfying economic, reliability and environmental criteria. Therefore, it is 

critical to optimally schedule these units, considering stochastic demand loads, costs, 

reliability and pollutant emissions. 
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Figure 4.1: The relationships between supply side management, demand-side man
agement and unit commitment. 

4.2.1.1 Renewable Energy Model 

In this section, wind power and solar power mean the electric power generated by 

wind turbines or solar panels rather than the input wind power or solar radiation 

power. Wind turbine and solar panel may mean an individual energy generation unit 

or a cluster of such units as a farm, depending on the context under consideration. 
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Wind Power Model 

The energy produced by a wind turbine per unit time when it is available is as 

follows [133]: 

0, V < Vcutin 

Pv, = ' 
FV , l^cutin — V ̂  yjPmax / P 

(4.1) 

Pmax; \J Pmax / P V <Z Vcutout 

O7 V cutout — V. 

In the above equation, v^un and v(Mtout are wind speeds at which the turbine starts 

to generate power, and the turbine must be turned away from the wind to protect 

the blades, respectively. Pmax represents the maximal power the wind turbine can 

produce. F = 1 /2C>pnR2, where £ is the efficiency of the turbine, p represents the air 

density which is roughly 1.23 kg per cubic meter at sea level [134]. 

Solar Power Model 

For each photovoltaic solar cell, the amount of generated current Ic depends on the 

intensity of solar radiation 6. Given by a diode model, the relationship between its 

voltage Vc and current Ic can be described as follows [135]: 

W )  =  ( D 0  +  D , T c ) e  -  /„(•) - { V c  ~ I c R s ) , (4.2) 
tt-sk 

where D0 and Dx are constant coefficients, Tc is the temperature of the solar cell, 

70(-) is a function of diode saturated current, and Rs and Rsh are series and shunt 

resistances, respectively. 
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4.2.1.2 Power Generation Unit State Model 

Assume that there are GW  wind turbines, GS  solar panels and GF fossil fuel power 

generation units in smart grids, for N units total. Assume that the time axis is 

divided into equal time slots, which correspond to the time intervals between two 

scheduling decisions. 

Let the state of a generator n, n G {1,2,..., N}, be sk at time slot k. Each state 

represents the power supply level of generator n. The power supply of each genera

tor can be divided into L discrete levels. Therefore, the power supply state space § 

includes all the power supply states {s1?..., s^}. The state of generator n evolves ac

cording to a L-state first order Markov chain with state transition probability matrix 

j(re), which is described as follows: 

j(Tl) = ( S i f ) i  j& ' Where S i f  = P (Sfc+1 = JlSfcn) = *) •  

Since meteorological instability and complex system dynamics (e.g., wind turbine 

or solar cells malfunction) make it difficult to fully observe the system state [54,55], 

hidden Markov models are used to describe intermittent renewable energy units. The 

observation of selected generator n's power level state is denoted as at time 

slot k, which belongs to a finite set Msn, and |Msn| denotes the number of possible 

observations of the generator n's power generation level state. If generator n is picked 

at time k, and the system state sj^ equals to i, the probability of observation m will 

be obtained from generator n is denoted as: 

bt (ak = n, vir = m) = P ('U-' = = i,at  = nj , (4.3) 
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Figure 4.2: An example of 3-state Markov-modulated Poisson process (MMPP). 

where i G S, and m € Msn. Define the observation matrix of generator n as: 

Bln) (v^k =rnj = diag[bi(ak,m),.. .,bL(ak,m)\. (4.4) 

4.2.1.3 Power Demand Model 

A MMPP is used to model the stochastic power demands. MMPPs have been ex

tensively used for modeling the processes in various applications, such as communi

cations [136,137]. MMPP can qualitatively model the time-varying arrival rate and 

capture some of the important correlations between the inter-arrival times while still 

remain analytically tractable [136]. 

The MMPP for modeling power demands consists of a Q-state Markov chain. Let 

the state of the demand arrival rate be dg, dq € D = {D\, Z)2,.. •, DQ}, where Q is 

the number of demand state levels. The arrival power demand resides in state dq for 

a mean time of \/rq with rate dq. An example of 3-state MMPP is presented in Fig. 

4.2. 

In the proposed scheme, the MMPP is specified by the infinitesimal generator 

matrix GM as follows [138]: 
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/ \ 
r i rx 

-r 2 r2 

GM = (4.5) 

- TQ -  1 rg_i 

Since matrix GM models a continuous-time Markov chain, uniformization [139] is 

used to obtain the equivalent discrete-time transition probability matrix T for the 

stochastic power demand as follows [10]: 

where V > ming(|[GM]q^q\) (i.e., V is greater than or equal to the absolute value 

of the minimum diagonal element in GM) and I denotes an identity matrix. The 

observation probability matrix Bt of the hidden Markov chain for power demand state 

can be obtained based on the conditional probability function of the actual demand 

states and observation states. B^ denotes the probabilities of the observation 

acquired when generator n is picked at time £+1 given each state of the Markov chain. 

Matrix can be computed based on matrix B^71' and matrix Bt, B'n} = B^ Cg> Bt, 

where Cg> denotes the Kronecker product. Matrix U^ can be computed based on 

matrix and matrix T, U^ = J^ <8> T. 
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4.2.1.4 Cost Model 

In order to make a good trade-off among electricity cost, customer interruption, and 

green gas emissions, we define utility cost, customer interruption cost (CIC) and 

pollutant emission cost (PEC) in the cost function as follows. 

At time slot k, let unit n be selected, based on the history information Y^n\ The 

instantaneous cost C , nj incurred at time k is as follows [140,141]: 

C (4B), n) = w„ Irc<"> (4">) +wc (4"') +wP PEC<?> (4">), (4.7) 

utility interruption pollution 

where wy, wc and wp are the weights associated with UCIC^ and PECj?\ 

respectively. The wight factors indicate the relative importance of each cost, which 

can be set differently in different scenarios. For example, in most developing countries, 

pollutant emission are not considered. In this case, wp will be set to 0. = 

, d^j, which includes the state of generation unit n and the demand state at 

time k. The state space of xis Xn. 

Utility cost UC^ includes the average costs associated with the required invest

ments and operations of the chosen generator n during time slot k, when a renewable 

energy generator is chosen. If a fuel generator is chosen, the utility cost for purchas

ing power at time k can be calculated as: UC^ = pk x (p(pk), where pk 

is the power purchased at time k, and tp(pk) is the power price. Function ip(-) is 

an increasing, differentiable convex function, which reflects that each unit of addi

tional power needed to satisfy increasing demand becomes more expensive to obtain 

and make available to the consumers. Therefore, UC^ is an increasing, 

differentiable convex function. 

Customer interruption cost CIC^ is directly related to the type of customers 
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and the duration of interruptions (i.e. the length of time slot k ) ,  which is defined as 

follows: 

C/C<n) = 

( 

F(A), A > 0, 

0, A < 0, 

where A equals to the power demand subtracting to the power generated from gener

a t o r  n  a t  t i m e  s l o t  k .  F ( A )  =  X ] f = i  f z ( & z ) ,  w h e r e  A  =  A H  t - A 2 .  F u n c t i o n  f z ( - )  

is the CIC in customer sector z, and Z is the number of customer sectors. Function 

fz(-) can be obtained through surveying different customer groups [142]. 

With the increasing concerns about environmental protection, stricter regulations 

on pollutant emissions have been introduced, often including financial penalties asso

ciated with emissions (e.g., carbon credits), as well as non-financial costs associated 

with environmental damage, which is represented as financial penalties as well in our 

model. There are no pollutant emissions for renewable energy generation units. The 

amount power generators must pay depends on fuel consumptions pk, which can be 

calculated as follows [140]: 

PEC£n) = a + e x pk + 7 x p2
k, (4.8) 

where a, e, and 7 are the coefficients approximating the generator emission charac

teristics. 

In the proposed scheme, the number of scheduled units at each time slot is de

termined by the renewable energy generation situation and the total power demand 

loads. Assume that G generation units are chosen at each time slot. Define a set 

SG C {1,..., N}, |SGI = G. Therefore, the total expected discounted cost over an 
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infinite-time horizon is given by: 

where (5 (0 < /3 < 1) is the discounted factor, which models the fact future cost is 

worth less than immediate cost, because the future is less certain. The objective is to 

find the optimal stationary policy /i* = argminMe?? J^ to minimize the cost in (4.9). 

4.2.2 Formulation and Solutions to Stochastic Unit Schedul

ing Problem 

The above scheduling problem is formulated as a POMDP multi-armed bandit prob

lem [8,114], which is a powerful stochastic control modeling framework that has been 

successfully used in distributed project selection [114,124] and sensor scheduling [123], 

among other areas. Based on this formulation, a fully distributed and scalable unit 

commitment scheduling scheme can be derived. In addition, a value iteration method 

and a structural results method are presented as follows as possible solutions to this 

problem. 

4.2.2.1 Value Iteration Method 

A value iteration method can be used to compute the Gittins index. Define two 

positive real numbers M(n> and for an arbitrary generation unit n as 

where R ( - )  is the corresponding reward column vector of cost vector C(-). For simpli

fication, the superscript n in M^ and M^ is omitted in the following calculation. 

(4.9) 

max 
iexn 

(4.10) 
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The Gittins index of unit n can be defined as: 

7(n>(7r<n>) 4 min{M : V[n\-K{n\ M) = M}, (4.11) 

where M denotes the parameterized retirement reward, and (n^n\ M) satisfies 

the functional Bellman's recursion. The H-th order approximation of V(n%> , M) 

i s  o b t a i n e d  u s i n g  t h e  f o l l o w i n g  v a l u e  i t e r a t i o n  a l g o r i t h m  p  =  1 , . . . ,  H :  

)7T(ri) + V^\{ir{n), M) = max {m, R'(n)7 
> 

> . (4.12) 

Here, Vh ( f l " M )  i s  t h e  v a l u e  f u n c t i o n  o f  a n  / / - h o r i z o n  d y n a m i c  p r o g r a m m i n g  r e 

cursion. Let 7^ (71-^) denote the approximation Gittins index computed via the 

value iteration algorithm as follows: 

7^)(7rCn)) 4 min |a/ : V^\-n{n\M) = ilf} . (4.13) 

The finite-horizon Gittins index approximation 7^ (7r^) of the above equation can 

be made arbitrarily accurate by choosing a sufficiently large horizon H. However, the 

value iteration recursion is not a directly practical solution methodology, since each 

iteration v}n^ (7r^n\ M) needs to be computed over an uncountable set. 

For any finite horizon, the value function of a POMDP is piecewise linear and 

converges [8,143]. Therefore, an elementary coordinate transformation is introduced 

to transform Vp^ M) to the value function of a standard POMDP. Each corre

sponding POMDP includes 2(|X„| -I- 1) states, (|Mn| + 1) observation states, and two 

actions {continue, retire}. The near-optimal Gittins index 7^ (7r^) for an arbitrary 
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generation unit n is given by the finite-dimensional representation [8]: 

7<?V»>) = Mi : max A • H 

( M j / M )  7 f ' " »  

( 1  -  M j / M )  T f W  

Mj = 0 V ,(4.14) 

where 7r (n) 
7T 
(n) 

, and 

Mi 

In the equation, A 

MX1:„( 3)x (n) 
_ 2 I a<"> 

, where A^^ll), Aijfc(3) € n | 
*U(1) Ai,»(2) AU<3) M*) 

Aiifc(2), Aj!fc(4) 6 K. The 2(|Xn|+l)-dimensional vectors A^h belong to pre-computable 

finite set of vectors A#\ Given the finite-dimensional representation of the Git-

tins index, several linear programming-based algorithms, such as Sondik's algorithm, 

Monahan's algorithm, Cheng's algorithm, and the Witness algorithm, can be used to 

compute vectors A#'. 

However, the value iteration-based solution for computing the Gittins index only 

works for smart grids with a small number of generation units. For a large smart grid 

with a variety of generation units and associated power demand, the value iteration-

based solution can become computationally intractable [8]. 

4.2.2.2 Structural Results 

This subsection shows that for each generation unit and associated power demand 

in smart grids, with reasonable conditions on the cost vector C, the state transition 

probability matrix U and the observation probability matrix B, the Gittins index 

can be monotone increasing in the information state (with respect to the monotone 
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likelihood ratio (MLR) ordering [8]). This means that if the information states of these 

N units and associated power demand at a given time instant are MLR comparable, 

the optimal policy is to pick the generation unit with the smallest information state 

with respect to the MLR ordering. 

The following presents the conditions on the parameters C, U and B of an ar

bitrary generation unit and associated power demand, where its Gittins index 7(71-) 

is monotone in information state tc with respect to the MLR ordering. Assume that 

each generation unit and associated power demand includes the same states. Namely, 

Xi,... ,Xjv are equal to X, and Mi,..., Mat are equal to M. 

Theorem 2 Consider the following assumptions for each generation unit and asso

ciated with power demand: 

Assumption 4 Costs satisfy C(i) < C{i + 1). 

Assumption 5 State transition probability matrix U is totally positive of order 2 

(TP2), i.e., all its second order minors are non-negative. That is, determinants 

Uhj 1 Uhh 

u t 2 j l  u h j 2  

> 0 for i2 > i\,ji > i\. 

Assumption 6 Symbol probabilities satisfy (6i,m)meM <r (&i+i,m)meM for i = 

1, • • •, |X| — 1. 

Then the Gittins index of each unit is MLR increasing. Therefore, if the 

information states of the N units combined with power demand are MLR comparable, 

then the optimal policy jj.* is to pick the unit with the smallest information state 

with respect to MLR ordering at each time slot, namely, a^ = ji* = 

a r g m i n  ̂ 7 r ,  n G  { 1 , . . . ,  N}. 
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When the structural results method is used to solve the above scheduling problem, 

off-line computation of Gittins index is not needed. Instead, only the information state 

of the chosen unit and associated power demand is calculated at each time slot, and is 

compared to other information states with respect to MLR ordering. The structural 

results method dramatically decreases the computation time, especially when there 

are a variety of units in smart grids. 

4.2.2.3 Constraints 

In the above, the scheduling problem is solved without considering constraints, such 

as security and transmission constraints. The requested power may overload critical 

transmission lines if the resulting schedule ignores these requirements. Therefore, the 

proposed scheme for unit commitment scheduling needs to consider various constrains 

during the scheduling process, such as transmission constraints, generator constraints 

and reserve constraints. Appropriate generation units are scheduled using the follow

ing algorithm. 
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Algorithm 1: Unit commitment scheduling 

1: Initialization. 

2: Get each Gittins index of each generation unit at time k 

3: Repeat: 

4: Check each unit in the order of the increasing Gittins index 

to see if it meets the constraints 

5: If yes, schedule the unit j = j + 1; 

6: Until G units have been scheduled (j = G). 

4.2.3 Simulation Results and Discussions 

In this section, computer simulations are used to evaluate the performance of the 

proposed scheme. The following simulation scenarios are considered. There are wind 

turbine generators (WTGs), solar power systems farm (SPSFs), and conventional 

fossil-fuel generation systems (FFGS) in smart grids. For WTGs and SPSFs, 100 kW 

generators are used to meet the power demand. For example, one of the options can 

be a Northwind 100 with rated electrical power of 100 kW at the wind speed 15 m/s. 

Its cut-in wind speed is 4 m/s and the shut-down speed is 25 m/s. Each generator 

system includes two power supply level states {high, low}, and there are two demand 

load states {peak, off-peak}. The state transition probability matrices for wind speed 

and cloud coverage have the following common characteristics [10,144,145]: 

1. The highest probability occurs on the diagonal of the matrix. Thus, if the 

current average hourly wind speed or cloud coverage is known, the next hourly 
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wind speed or cloud coverage will have as higher probability to remain in the 

same state. 

2. All of the transition probabilities are around the diagonal. This means that 

transitions to a more distant state are scarce. 

The wind speed state transition probability matrix, taken from [144], was cal

culated from the average frequency of transitions of real wind speed data gathered 

at Tangiers, Morocco. The state transition probability matrix of cloud coverage is 

defined following to [10,146]. Therefore, the power supply level state transition prob

ability matrices of the WTG, SPSF and FFGS are as follows: 
/ \ / \ / 

J™ = 
0.756 0.244 

0.279 0.721 

J( 2) 
0.850 0.150 

7 

\ 
1.000 0.000 

0.000 1.000 
/ 

0.150 0.850 
\ / 

The above probability matrices might be different depending on the locations of the 

generators and the associated weather conditions. Power demand loads are deter

mined by two Poisson processes, one for peak hours and another for off-peak hours, 

where the inter-arrival times between two requests are exponentially distributed with 

a mean of 1 hour and 12 hours, respectively [147]. Assume the demand in each re

quest is 100 kWh/h. The corresponding power demand load state transition matrix 

is defined as: 
( \ 

0.700 0.300 

0.400 0.600 
\ / 

These demand load state transition matrices might be different depending on the 

power demand of these generators. Their observation matrics are defined as: 
/ \ 

0.900 0.100 
where n = 1,2, 3. Bin) = Bt 

0.100 0.900 
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The price of electricity differs for peak rate 9.9 cents/kWh and off-peak rate 

5.1 cents/kWh (from www.hydroottawa.com) and that of solar power is 80.2 

cents/kWh (from fit.powerauthority.on.ca) in Ottawa, Canada. The price of 

wind power is set to 20.5 cents/kWh. The cost matrices are as follows 

in $/h: C(l) = (20.5,25.5,890.5,1.7), C(2) = (80.2,85.2,950.2,6.7), C(3) = 

(309.9,314.9,1075.1,26.1), which is the total cost in each state calculated using the 

cost model in subsection 4.2.1.4. The data shows that customer interruption cost 

has the most significant impact on the total cost. It means that renewable energy 

is a good option when the generated power can meet the power demand, since re

newable energy can minimize greenhouse gas emissions. When the generated power 

from renewable energy is not enough, the FFGSs have to be scheduled in order to 

avoid blackouts. Cost matrices can be adjusted for different scenarios. For example, 

in most developing countries, pollutant emission costs are not considered. 

In the simulation results, each cost element includes utility cost, customer inter

ruption cost and pollutant emission cost, and each cost value is the averaged result 

of 1000 simulations. 

4.2.3.1 Performance Improvement 

Simulations are run to compare the costs of the proposed scheme, with and without 

considering the dynamic power demand loads, and an existing scheme in [148] that 

does not consider (hidden) Markov models for modeling renewable energy resources. 

Fig. 4.3 illustrates the total costs in dollars for the first 20 simulated hours (though 

the same process can be used to simulate days and years). The results show that 

the proposed scheme has a lower cost than the existing scheme. In the proposed 

scheme, considering the dynamic power demand load leads to a lower cost than not 

considering it. Since the state of a renewable energy resource is not fully observable 

http://www.hydroottawa.com
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Figure 4.3: Total costs of the different schemes. 

due to meteorological instability and complex system dynamics, a scheduler can make 

wrong decisions when hidden Markov models are not used. In our POMDP-based 

scheme, wrong decisions can be minimized by optimally scheduling these units, thus 

decreasing the total costs. The figure also shows that these three schemes perform 

similarly in the early stages, since the units and associated power demand are in a 

(high, peak) state, where the scheduling does not make a significant difference. 

Various transition probabilities are also used in the simulations to evaluate the 

dynamic stability of the proposed scheme. Fig. 4.4 shows the average cost of these 

three schemes when the first component in the generation transition probability ma

trix varies from 0.7 to 1.0. The results still show that the proposed scheme has the 

lowest cost among these three schemes. Fig. 4.4 also shows that the average cost 

decreases as the probability of each generator staying in the high state increases. 

When the generation transition probability reaches 1, the average costs of these three 

—A— Existing scheme 
—6— Proposed scheme w/o considering the dynamic power demand loads 
—*— Proposed scheme considering the dynamic power demand loads 
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Figure 4.4: Average costs of three schemes under different transition probabilities. 

schemes are very close, because all of the generator units stay in the high state, which 

means blackouts do not occur. 

Different numbers of units are also used in the simulations to verify the scalability 

of the proposed scheme. Fig. 4.5 shows the average cost within the first 20 hours 

of the simulations of smart grids of different sizes. The same three kinds of units 

mentioned earlier axe used in these simulations. The results show that the proposed 

scheme has the lowest cost compared to the existing scheme and the proposed scheme 

without considering the demand loads. The results also show that the cost of the 

proposed schemes and existing scheme decreases when the number of available units 

in smart grids increases from 3 to 18. The reason is that there are more units that 

can be selected, so low-energy units can be avoided when demand is high. 

—A— Existing scheme 
—-e— Proposed scheme w/o considering the dynamic power demand loads 
—*— Proposed scheme considering the power demand loads 
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Figure 4.5: Average costs of three schemes with varying units in smart grids. 

4.2.3.2 Pollutant Emission Improvement 

Different values of pollutant emission costs are also used in the simulations to analyze 

how they affect the total costs and CO2 emissions in smart grids, since reducing 

pollutant emissions is the main motivation for employing renewable energy generation. 

The results are illustrated in Fig. 4.6, which shows that the total costs increase 

with the pollutant emission cost. When the pollutant emission cost is $0/kWh, only 

conventional generation systems are scheduled in the system. The higher the pollutant 

emission cost, the greater the chance that renewable energy generators are scheduled. 

The levels of emissions resulting from the units are also compared in our simulation. 

The C02 emission is set with 0.6999 kg/kWh [149]. The results are shown in Fig. 

4.7. The figure shows that CO2 emissions increase with the reduction of the pollutant 

emission costs. 
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Figure 4.6: Total costs versus hours with various pollutant emission cost levels. 
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Figure 4.7: C02 emissions versus hours with various pollutant emission cost levels. 
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Table 4.1: The computation time of the two methods in the proposed distributed 
scheme. 

Method 2 unit 
types 

4 unit 
types 

20 unit 
types 

50 unit 
types 

Structural results (off-line) 0 0 0 0 

Structural results (on-line) 0.0427s 0.0576s 0.2337s 0.5960s 

Value iteration algorithm (off-line) 0.03s 8hlm22s unfeasible unfeasible 

Value iteration algorithm (on-line) 0.0379s 0.0531s - -

4.2.3.3 Comparisons of Computational Efficiency and Performance 

Simulations are performed to compare the computational efficiency in the proposed 

scheme using the two different methods. Table 4.1 shows the computation time spent 

in the proposed scheme in the off-line and on-line parts, as the total number of unit 

types in smart grids varies from 2 to 50. For the value iteration algorithm, the on-line 

computation time is of the same level as that of the structural results method. The 

table also shows that the off-line time is the dominant part for the value iteration 

algorithm. The computation time dramatically increase when the number of unit 

types changes from 2 to 4: from 0.03 seconds to more than 8 hours. In the structural 

results method, a quicksort algorithm with MLR ordering is used to sort the units by 

current information states. The off-line computation time for the structural results 

method is always equal to 0, since the method is only used for on-line unit scheduling. 

The computation time of the structural results method slightly increase with the 

increasing type of the units in smart grids. This shows that the structural results are 

useful in practice in smart grids. 

Simulations are also performed to compare the performance of the two methods. 

Fig. 4.8 shows that the total costs using the value iteration algorithm and those using 

the structural results method are very close to each other. 
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Figure 4.8: Total costs of the two methods in the proposed scheme. 

4.3 A Game-Theoretical Decision-Making Scheme 

for Electricity Retailers 

In this section, we propose a novel game-theoretical decision-making scheme for elec

tricity retailers with real-time DSM in smart grids. This section is organized as 

follows. We model the interactions between the retailer and the customers as a four-

stage Stackelberg game in Section 4.3.1. The Stackelberg game is analyzed through 

backward induction in Section 4.3.2. Simulation results are presented and discussed 

in Section 4.3.3. 

In smart grids, an advanced metering infrastructure (AMI) and smart meters are 

needed to provide two-way real-time communications between retailers and customers. 

4.3.1 System Model 
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There are two major types of information flows in the network: control data is ex

changed between the retailers and the customers, and monitoring and metering data 

is transmitted from the customers to the retailers. 

In order to make efficient decisions, each retailer needs to learn customers' prefer

ences and electricity consumption patterns. Therefore, each retailer can be equipped 

with several software tools: a database, a data-mining engine and a decision-making 

tool. A database stores the historical electricity consumption value of each customer. 

The data-mining engine is used to forecast the future consumption of each customer 

through his/her historical consumption data. The decision-making tool helps retail

ers to make market decisions. Various incentive programs can also be used by the 

retailers to encourage customers to provide their accurate electricity demand values 

and their electricity preferences in advance. 

4.3.1.1 Real-Time Electricity Demand Model for Customers 

In an electricity market, different electricity consumers require different levels of elec

tricity, and might feel different level of satisfaction with the same price and amount 

of consumed electricity. In addition, a customer's satisfaction with the same level 

of electricity consumption can vary with time. The dynamic behaviors of customers 

can be accurately modeled by utility functions [150], A utility function u : X —> 1Z 

represents a preference relation -< on X iff for every x, y <E X, u(x) < u(y) implies 

x ~< y (y is preferred to x); u{x) = u(y) implies x ~ y (x and y are equally preferred). 

The utility of a customer can be modeled by a quadratic function with the following 

two requirements [57]: First, it is a concave function of the electricity consumption. 

Second, the corresponding electricity demand function of each customer needs to be 

linear, in order to simplify the analysis of pricing. Therefore, the net utility function 
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of an arbitrary user i is defined as follows [57]: 

Ct' 
U t { p , d i )  =  X A  -  - j d j  -  p d i :  (4.15) 

where X{ is a parameter that may vary among customers and at different times of the 

day, di denotes the electricity consumption level of customer i, at is a pre-determined 

parameter, and p is the price provided by the retailer. 

Real-time pricing DSM is used by retailers, since it is an effective tool to guide 

and influence the electricity consumption behavior of customers [151]. Each customer 

adjusts his/her electricity consumption level in response to real-time electricity prices 

offered by the retailers to maximize its utility. The electricity consumption level of 

each customer can be calculated based on his/her utility function. We differentiate 

Ui(p,di) with respect to di to attain his/her consumption function. Therefore, The 

electricity consumption function T>t(p) of customer i can be expressed as follows: 

If there are |X| users served by a retailer, where |X| is the cardinality of customer set 

X, the total electricity demand is as follows: 

In smart grids, bi-directional communications between a retailer and its customers 

make it possible to implement this real-time demand response. 

-r. ^ X * - P  V i ( p) = 
Oti 

(4.16) 

(4.17) 
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4.3.1.2 Electricity Supply Sources for Retailers 

There are various electricity supply sources in an electricity market. Retailers need 

to make decisions about which kinds of electricity sources and how much electricity 

they procure. Electricity sources are divided into two types: Option I: cheaper but 

uncertain, and Option II: more expensive but certain. Without loss of generality, 

the cost of electricity from the energy sources is modeled by a linear function of the 

procured electricity. In Option I, the cost function can be defined as: 

where x denotes the electricity procured by the retailer and Cm is the price for a unit 

of electricity. We assume that only x(3 electricity received by the retailer, where 0 

(0 < /3 < 1) is realization factor. This cost function can be used for modeling various 

electricity sources, such as self-production microgrids. In smart grids, various methods 

(such as electricity storage) have been used in the renewable energy generation or 

wholesale sides to increase the value of realization factor /3. The cost function of 

Option II can be defined as: 

where x denotes the electricity procured by the retailer, and Cg is the price for a unit 

of electricity. The above two cost functions are quite general and can be extended to 

the situations where the actual usage follows other empirical distribution functions. 

4.3.1.3 A Four-stage Stackelberg Game Model 

Each electricity retailer needs to make decisions about how much electricity to pro

cure, from which sources, and what price to offer to customers in order to maximize 

C(x) = Cmx, (4.18) 

C ( X )  — CgX, (4.19) 
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Retailer 

Users 

Stage I: Determine the 
amount of electricity to 

procure from Option I (Em) 

Stage II: Determine the 
amount of electricity to 

procure from Option II (Eg) 

Stage III: Determine real-time 
price to the electricity users 

Stage IV: Real-time demand 
response by the users (D) 

Figure 4.9: A four-stage Stackelberg game proposed for modeling the interactions 
between a retailer and its customers. 

its profit. The customers adjust their electricity demands with the price offered by the 

retailer. We model and analyze the interactions between a retailer and its customers 

as a four-stage Stackelberg game illustrated in Fig. 4.9 as follows: 

• Stage I: The electricity retailer, as the Stackelberg leader, first decides the 

amount of electricity Em procured from electricity source Option I with real

ization factor f5. 

• Stage II: The retailer then decides the amount of electricity Eg  procured from 

electricity source Option II, based on the received electricity level in stage I. 

• Stage III: The retailer decides the real-time price p to offer to the customers 

based on the total electricity supply. 

• Stage IV: The customers, who are the followers in the Stackelberg game, adjust 

their individual electricity demand to maximize their individual utility. 

It is optimal for the retailer to procure electricity first from electricity source 

Option I and then from electricity source Option II to maximize its profit. Therefore, 
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the retailer should procure additional electricity from Option II, only if the electricity 

from Option I is not sufficient. This Stackelberg game model can be easily adjusted 

for different situations. We assume that the realization factor f3 follows a uniform 

distribution in [0, 1]. However, the main engineering insights are still held with 

arbitrary distributions of realization factor /3. 

In the following, we will analyze this four-stage Stackelberg game, and show how 

various system parameters affect the decisions. 

4.3.2 Four-Stage Stackelberg Game Analysis 

A common solution concept for a multi-stage Stackelberg game is the subgame perfect 

equilibrium (SPE) [152]. Backward induction, which captures the sequential depen

dence of the decisions in the stages of the game, is a general method to determine the 

SPE [152,153]. We first analyze how the customers adjust their individual electricity 

demand to maximize their utility based on the price offered by the retailer in stage 

IV. Then we analyze how the retailer makes real-time price decisions in stage III. We 

finally analyze the retailer's procurement decisions in stage II and in stage I. 

4.3.2.1 Real-Time Electricity Demand in Stage IV 

In this stage, customers determine their electricity demands given the unit price p 

announced by the retailer in stage III, which has been explained in Subsection 4.3.1.1. 

We assume that the retailer knows individual customers' consumption patterns and 

preferences. 
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4.3.2.2 Optimal Real-Time Pricing Strategy in Stage III 

The retailer can only satisfy the electricity demand up to its supply. Therefore, the 

retailer's profit can be calculated as follows: 

n( E m , P , E g , p )  =  min ^ p ^ 2 V i ( p ) , p ( E m / 3  + - {EmCm + EgCg). (4.20) 

In this stage, the retailer needs to determine the optimal price to offer the customers, 

considering the total demand in (4.17) and the total electricity supply received in 

stages I and II, in order to maximize the profit. Therefore, the largest possible profit 

in stage III can be calculated as follows: 

K i n { E m , / 3 , E g )  = m a x K ( E m ,  f 3 ,  E g , p ) .  (4.21) 
p> o 

Maximizing the retailer's profit is the same as maximizing its revenue, since the 

a m o u n t s  o f  e l e c t r i c i t y  E m  a n d  E g  a r e  g i v e n  a n d  t h e r e f o r e  t h e  t o t a l  c o s t  C m E m  +  C g E g  

is already fixed in this stage. Therefore, the optimal price should meet the following 

requirement: 

max min ( p  V i { p ) , p { E m l 3  +  E g )  ) . (4.22) 
p~° \ 7^ / 

Let us define D { p )  = pYhei ̂ 09) an<i S(p) = p(Em(3 + Eg). There are three pos

sible relationships between D(p) and S{p), depending on the total electricity supply 

Emf3 + Eg. Three possible choices of S(p) are described as Sj(p)(j = 1,2,3). The 

relationships are as follows: 

1 .  S y ( p )  does not have intersection with D ( p ) ,  which is called an excessive supply 

regime. 

2. S 2 ( p )  has only one intersection with D ( p ) ,  where D ( p )  has a non-negative slope. 
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This is also called an excessive supply regime. 

3. S ' i ( p )  has only one intersection with D ( p ) ,  where D ( p )  has a negative slope. 

This is called a conservative supply regime. 

In the excessive supply regime, maxp>omin( S ( p ) ,  D ( p ) )  = maxp>0-D(p). In this 

regime, the total elect supply is higher than the total electricity demand at the optimal 

price. In the conservative supply regime, the revenue of the retailer is maximized at 

t h e  u n i q u e  i n t e r s e c t i o n  p o i n t  o f  D ( p )  a n d  S ( p ) .  

Theorem 3 The optimal electricity price and the corresponding maximum profit of 

the retailer in Stage III can be summarized in Table 4-2. 

Proof 1 Taking the second derivative of D(p), we get 

d 2 D ( p )  

dp2 
= -2p < 0. (4.23) 

Therefore, D(p) is a concave function over p, and is maximized when p = S(p) 

is linearly increasing function over p. 

When EmP + Eg < j, S(p) intersects with D(p). min( D ( p ) ,  S ( p ) )  i s  m a x i m i z e d  

at the intersection point, where price p = F~En^~Es _ 

When ^ < Em/3 + Eg < F, S(p) intersects with D(p). min{ D ( p ) ,  S ( p ) )  i s  m a x i 

mized at the maximum value of D(p), where price p = 

When Em(3 + Eg > F, S(p) does not intersect with D(p). min( D ( p ) ,  S ( p ) )  i s  

maximized at the maximum value of D(p), where price p = 

4.3.2.3 Optimal Electricity Procurement Strategy in Stage II 

In this stage, the retailer decides the amount of electricity Eg procured from Option 

II given the amount of electricity Em(3 obtained in stage I to maximize its profit, 
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Table 4.2: Optimal price decision and maximum profit of the retailer in Stage III. 

Total Amount of 
Electricity Obtained 
in Stages I&II 

Optimal Price p * 
(E m ,  P ,  E g )  

Maximum Profit 
Rni(E m ,  ( 3 ,  E g )  

Excessive Supply: 
+ Eg > Ir 

vES = 
f  2 G R f f A E ^ f r E g )  = 

Jq — EgCg — EmPm 

Conservative Supply: 
Em(3 + Eg < 

CS F-EmP-E<, 
V ~ G R f f l i E m ,  d ,  E g )  =  

{F-Em0-Eq){ErnP+Eq)  
Conservative Supply: 
Em(3 + Eg < 

CS F-EmP-E<, 
V ~ G 

G 

Eg Cg EmCm 

which can be described as follows: 

Rii( E m ,  P )  =  m a x R n i ( E m ,  p ,  E g ) .  (4.24) 
Eg> 0 

The above problem can be decomposed into two following subproblems based on the 

two supply regimes in Table 4.2. The first subproblem is to choose Eg such that the 

total electricity supply falls into the excessive supply regime in stage III, which can 

be described as follows: 

R f j S ( E m , 0 ) ^  max R f S { E m , p , E g ) .  (4.25) 
EG>max{~-EM(3Y0} 

The second subproblem is to choose Eg such that the total electricity supply falls into 

the conservative supply regime in stage III, which can be described as follows: 

R f f ( E m , p )  =  max Rf^E^ j3, Eg). (4.26) 
0<£9<f-£m/3 . 

Theorem 4 The optimal amount of electricity to procure and the corresponding max

imum profit of the retailer in stage II can be summarized in Table 4-3. 
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Table 4.3: Optimal amount of electricity to procure and maximum profit in Stage 
II. 

Given Em(3 After Stage I Optimal Amount of 
Electricity E* Pro
cured from Option II 

Maximum Profit Rn(Em, ft) 

(CSl) Em0 < pCSl _ F-GCg-2ErnP 
C j g  2  r f C S X t p  q \  _ _  F 2  .  \Em, P) — 4Q + 4 

+ CgEmP — EmCm 

(CS2) f] ECS2 = 0 R f f 2 ( E m ,  0 )  =  
EmCjn 

(ES3) Em(3 > f E*S3 = 0 R f j S 3 ( E m ,  / 3 )  =  g  —  E m C m  

Proof 2 Rffj in (4-25) linearly decreases with Eg. Therefore, Rffj is maximized at 

the lower bound of the set (i.e., E* = max{|^ — Emf3,Q}). 

If Emj3 > the obtained electricity from Option I at the first stage is already in 

the excessive supply regime. Therefore, it is optimal to not procure any electricity at 

this stage. 

If 0 < Emf3 < the optimal profit in (4-26) is always greater than or equal to 

that in (4-25), and it is enough to only consider the conservative supply regime. Since 

Cg, (4.27) 
dRffijEm, (3, Eg) = F - 2Emp - 2Eg 

dEg G 

d2R(fis
I(Em,p,Eg) 2 

dE? - ~G (428) 

p GO 
Therefore, R^j is a concave function over Eg. If 0 < Emf3 < —^—a, the optimal F-GC, 

2 

amount of electricity procured from Option II is E* — F~G Ca-2E™P _ j j  f -gc3  9 

.J  — n 2' Emf3 < E* = 0. 

Table 4.3 includes case CSl, case CS2, and case ES3 with different value sections 

of Em/3. The first two cases involve solving subproblem (4.26) in the conservative 

supply regime. The third case corresponds to the solution of subproblem (4.25) in 
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the excessive supply regime. Although the procurement decisions of the retailer in 

cases CS2 and ES3 are the same, these two cases are listed separately since the 

retailer's profit in these two cases are different. 

4.3.2.4 Optimal Procurement Strategy in Stage I 

In this stage, the retailer needs to decide optimal amount of electricity Em to procure 

from Option I in order to maximize its expected profit by taking realization factor (3 

into account, which can be described as follows: 

= max R n ( E m ) ,  (4.29) 
Em> 0 

where R u ( E m )  is the expected profit of the retailer in stage II. This above problem 

can be decomposed into the following three cases, based on the value of Em. 

In the first case (corresponds to case CSl in Table 4.3), Em is less than or equal 

to —^—a-, therefore Em3 is always less than or equal to —j-3- for any value (3. The 

expected profit of the retailer can be calculated as follows: 

_ F ^ , g c i _ F C !L C !L_  
— ^ 2 2 ^rn)Em, (4.30) 

which is a linear function of Em. If Cm > -f, the expected profit linearly decreases 
/*> 

with Em. If Cm < -f, the expected profit linearly increases with Em. 

In the second case, E m  is within the set (F <^c'3, ^]. Therefore, E m f 3  can be in 

either case CSl or CS2 in Table 4.3, depending on the value of (3. The expected profit 
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of the retailer can be calculated as follows: 

R j i { E m) = E F-acQ]\R^T
sl(Em, i3)\ + E ,F-acq [R^p{Em, 3)\ 

^ «• ' 2Em ' 2Ern ' ' 
( F - G C „ f  F  E l  

24GEm 2G ' ™ 3G' ' ' 

The expected profit function in this case is a concave function, since its second-order 

derivative 

a 2 R h ( E m )  ( F  —  G C g Y  2 

dEl ~ 12GEi ~ 3G (4'32) 

as Em > 

In the third case, Em is greater than y. Therefore, Emi3 can be in any of the three 

cases in Table 4.3, depending on the value of f3. The expected profit of the retailer 

can be calculated as follows: 

R ] i ( E m )  =  E  ,  F-GC \RCsl(Em, /3)\ + E ,F - G C q  ^ ^ R f P i E m ,  f 3 ) ]  
PfclU' 2 E m  1 Pfcl 2 E m  ' 2 E m >  

+ E K \ ^ A R n \ E ™ P ) \  

+ 3FGCl - G2C:< F' 

-  —Ssr ' -+i g ~e"c-  (4-33) 

The expected profit function in this case is a decreasing function, since the first-order 

derivative 
a  R ) , { E m )  3 F * C , - 3 F G C ]  +  C ? C 1  

—SET- M, •  ( 3 '  

as Em > Therefore, the expected profit function achieves maximum value when 
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The expected profit of the retailer can be summarized as follows: 

Rn(Em) 

Rh(Em), 0 <Em< £=££*• 

R]j{Em), < Em < f (4-35) 

R~jl{Em)i Em > 

Since the maximum value of the expected profit in the second case is always 

greater than the maximum profit in the third case, there is no need to consider the 

third case. This means that the retailer is either in case CSl or case CS2 in stage II, 

and in the conservative supply regime in Stage III. 

Theorem 5 The optimal procurement strategy of the retailer and its corresponding 

maximum expected profit in stage I can be summarized in Table 4-4-

Proof 3 Table 4-4 includes two cases with different values of Cm and Cg. 

When Cm > the expected profit Rn(Em) reaches its maximum when Em = 0, 

which means that it is optimal for the retailer not to procure any electricity from 

Option I in this stage. In this situation, the retailer's maximal expected profit Rf 

only depends on the price of Option II. 
/-t j 

When Crn < -f, the highest expected profit Rj can be calculated as follows: 

Ri = max(max{R1
I I(E r n)) ,max(R^ I(Em))).  (4.36) 

Since R}I(Em) is an increasing linear function over Em, max(R\I(Em)) is achieved 

when Em is equal to . For R2
n(Em), the optimal amount E^* is the solution to 
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Table 4.4: Optimal procurement strategy and maximum expected profit in Stage I. 

Optimal Amount of 
Electricity to Procure 
E*m 

Maximum Expected 
Profit Rj 

High Electricity Price of 
Option I: Cm > 

E*m = 0 pH _ F2 , GCj FC^ 
-"7 4G 4 2 

Low Electricity Price of Op
tion I: Cm < 

rp* JPL* 
m Rf in (4.38) 

the following equation: 

(GCg - F)3 F  _ 2 ^  
24 GEl 2G 3G ^ > 

. p GrC Di r p GC r 
if E^ lies in the interval of[—^-s-, !"]• Otherwise, E£ equals —^£ or depending 

on the value of the corresponding maximum expected profit. Therefore, the retailer's 

maximum expected profit Rf can be calculated as follows: 

L  ( F  -  G C g f  .  F  L .  E i > y . E %  
R' ~ 24GEt +{2G~ Cm)E 3G ' (4'38) 

We summarize the retailer's equilibrium decisions from stage I to stage III and 

the equilibrium electricity demand of the customers in Table 4.5. Several interesting 

observations about Table 4.5 are described as follows. 

Observation 4.3.1 The optimal pricing p* is a non-increasing function in realiza

tion factor f3. 

S~1 

When price C m  >  - f ,  optimal price p *  is constant and independent of realization 

factor f3. When Cm < and 0 < 2£t.g, optimal price p* is also constant and 

p GC 
independent of realization factor {3. When Cm < -f and (3 > 2e1-3 ' °ptimal price 

decreases with the increase of realization factor (3. 
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Table 4.5: The retailer's and electricity customers' equilibrium behaviors. 

High Price Cm > Low Price: Cm < 

Optimal Amount to 
Procure from Option I 
E*m 

0 E f £  solution to (4.37) 

Realization Factor 0 0 < / 3 < l  8 > F~G,C' P ^ 2 

Optimal Amount to 
Procure from Option 
II E*g 

F-GC, 
2 

F-GCg T?L* G 
2 TO tJ 0 

Optimal Pricing p* F+GCq 
2 G 

F+GCq 
2 G 

F - f l E f c  
G 

Highest Expected 
Profit R{ 

r?H _ F2 , GCjl Z 
•"-/ 4G 4 2 Rf in (4.38) Rf in (4.38) 

Customer z's Utility ( 2 G X i — F — G C q ) 2  

8 G 2 A I  

(2 G X i - F - G C q ) 2  

8 G2a; 
(GXi-F+pEZ,*)2 

2 G*ai 

Observation 4.3.2 The retailer will procure electricity from Option I only if price 

Cm is lower than a threshold. Furthermore, the retailer will procure electricity from 

Option II only if the obtained electricity from Option I is below a threshold. 

Observation 4.3.3 The retailer's highest expected profit always benefits from the 

a v a i l a b i l i t y  o f  O p t i o n  I  w h e n  i t s  e l e c t r i c i t y  p r i c e  i s  l o w ,  i . e .  C m  <  - f .  

4.3.2.5 The Retailer's Realization Profit 

The retailer's profit, for a given realization factor /?, is defined as realization profit. 

When the price provided by Option I is low (i.e., Cm < ^-), the retailer's realization 

profit can be obtained base on the value of /3. When the price of electricity Option I 

C TJ 
is high (i.e., C m  > - £ • ) ,  the realization profit equals its expected profit R y  in Table 

4.5, since no electricity will be procured from Option I. 

Theorem 6 The retailer's realization profit is a strictly increasing function in real

ization factor [3 in the low cost regime. 
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j? QC 
Proof 4 When f3 is less than or equal to 2e l'S > ^ie rea^za^on profit can be calculated 

as follows: 

R F F ' W  = ̂  + ^ +c> P e*  • <4-39' 

which is linearly increasing with j5. When ft is greater than 9 F t . g ,  t h e  r e a l i z a t i o n  Z£/m 

profit can be calculated as follows: 

- (£"^2 - E%Cm, (4.40) 

which is increasing with 0, since the first-order derivative of the profit function is: 

d R f f 2 ( 0 )  F E %  2 {E^f(3 

dp G G 
> 0, (4.41) 

as E% < f. 

4.3.3 Simulation Results and Discussions 

In this section, we present simulation results to show the effectiveness of the proposed 

game-theoretical decision-making scheme and how the system parameters affect the 

decisions. In the simulations, there is one retailer serving electricity to ten customers. 

The parameters of the utility functions for these customers are set as follows: X,- = 

1 (i g {1,2}), Xi = 2 (i e {3,4,5}), Xi = 3 (i G {6,7,8}), X{ = 4 (i e {9,10}), and 

Qi (i e [1,10]) = 2.5. 

We first vary the price of electricity in Option I and Option II, and study how this 

affects the decisions of the retailer in stage I. Fig. 4.10 shows that for a given price Cg 

in Option II, the optimal amount E^ is constant at the beginning and then decreases 

c as price C m  in Option I becomes higher, and drops to zero when C m  >  - f .  Fig. 4.10 

also shows that for a given price Cm, the optimal amount E*n is non-decreasing with 
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C = 0.5 
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0.4 0.5 0.6 0.7 0.2 0.3 
Price C m 

Figure 4.10: The optimal amount of electricity procured from electricity source 
Option I with the changes of prices Cm and Cg. 

the increase of price C g ,  in which case procuring electricity from Option I becomes 

more attractive. 

Next, we study how the decisions of the retailer in stage II are affected by price 

Cg in Option II, and price Cm and realization factor /3 in Option I. When price Cm is 

greater than or equal to half of price Cy, the optimal amount to procure from Option 

II only depends on price Cg. Therefore, we only simulate the situation when price 

Cm is less than half of price Cg, corresponding to the low electricity price of Option I 

in Table III (denoted by "L"). Fig. 4.11 shows that the optimal amount E* procured 

from Option II decreases with the increase of realization factor f3. The reason for this 

is that a higher value /3 means more electricity is obtained from Option I, therefore 

there is a less need to procure electricity from Option II. The figure also shows that 

the optimal amount E* increases with the increase of price Cm or the decrease of 

price Cg, in which case procuring electricity from Option II becomes more attractive. 

We also investigate how the retailer's decisions in stage III change with price 
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-e_ L:(Cg, Cm) = (0.5,0.24) 

-A— L:(Cg, CJ = (0.5,0.1) 

a. 

0.2 0.4 0.6 
Realization Factor f 

0.8 

P 

Figure 4.11: The optimal amount of electricity procured from Option II with the 
c h a n g e s  o f  p r i c e  C g ,  p r i c e  C m ,  a n d  r e a l i z a t i o n  f a c t o r  / ?  w h e n  C m  <  - f .  

Cg, price Cm, and realization factor f3. When price Crn is greater than or equal 

to half of the price Cg, optimal price only depends on price Cg. Fig. 4.12 shows 

the simulation results when price Cm is less than half of the price Cg. The figure 

shows that optimal price p* is a constant (i.e., ) at the beginning, since the 

total amount of electricity obtained is —^This constant increases with price Cg. 

When /3 is larger than a threshold 2El*s , optimal price p* decreases with the increase 

of the realization factor (3. The threshold decreases with the increase of price Cg or 

the decrease of price Cm. 

We then study how the retailer's procurement decisions with/without considering 

Option I affect its highest expected profit Rj with the change of price Cm. When 

Cm > -rf, expected profit does not depend on price Cm. Fig. 4.13 shows that when 

Cm < using our proposed decision-making scheme, the retailer achieves a higher 

expected profit than when only considering Option II. Fig. 4.13 shows the proposed 

decision-making scheme leads to a 1200% increase in profit when Cm = 0.2. The 
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hi—L:(Cg, Cm) = (1.0,0.1) 

L:(Cg, Cm) = (0.5,0.24) 

^-L:(Cg,Cm) = (0.5,0.1) 
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Figure 4.12: The optimal price offered to customers with the changes of price C g ,  
p r i c e  C m ,  a n d  r e a l i z a t i o n  f a c t o r  f 3  w h e n  C m  <  - f .  

figure shows that the highest expected profit decreases with the increase of price Cm. 

When price Cm equals half of price Cg, the retailer decides not to procure electricity 

from this option, and then the expected profit becomes the same as the profit without 

considering Option I. 

We study how each user's utility is affected by price Cg, price Cm, realization 

c factor f3 and its characteristic parameters. When price Cm > each user's utility is 

constant with the increase of realization factor. Fig. 4.14 shows that for a user, the 

utility is constant at the beginning with the increase of realization factor (1 when price 

Cm < ^2- The constant value decreases with price Cg (i.e., the increase of optimal 

price p* offered to the user). When 0 is larger than opL*s (decreasing with the value 

of price Cg), the user's utility increases, since optimal price p* offered by the retailer 

decreases with the increase of the realization factor (3. The crossing situation shows 

that realization factor has more influence on users' utility when price Cm is lower, 

and therefore a greater amount of electricity is procured from Option I. The figure 
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Figure 4.13: The highest expected profit with/without considering Option I with 
the change of price Cm when Cm < -jf • 

also shows that a user's utility also increases with the characteristic parameter Xi in 

its utility function. 

We also investigate how the variation of realization factor /3 with time affects the 

optimal price p* offered by the retailer when price Cm is less than half of price Cg. Fig. 

4.15 and Fig. 4.16 show that even though the realization factor changes frequently 

over time, the corresponding optimal price is not necessarily changing. This result 

shows that the retailer does not need to change the price offered to the users at 

every moment, which makes it possible for the proposed decision-making scheme to 

be implemented in the real-world applications. Fig. 4.15 shows that the optimal price 

only changes in 12 out 50 time slots, with cost Cm = 0.98, and cost Cg = 2.0. The 

reason is that since cost Cm is higher, the retailer does not procure large amount of 

electricity from Option I. As a result, the variability of /3 has very small impact on 

the optimal price. Fig. 4.16 corresponds to the case where Cm = 0.70, and Cg = 2.0. 

As price Cm is lower in Fig. 4.16, the retailer procures more electricity from Option 

-©— Cg = 2.0, with electricity Option I 

-A— C = 2.0, w/o electricity Option I 
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Figure 4.14: The utility of customer i with the change of realization factor f3 when 

I, and the impact of ft on price is higher. Fig. 4.16 shows that the price changes in 

28 out of 50 time slots. 

We also check how optimal realization profit is affected by price Cg, price Cm and 

realization factor /?. Fig. 4.17 shows that the realization profit increases with [3, if 

price Cm is less than half of price Cg. The crossing feature of the two increasing 

curves shows the realization factor /3 has a larger impact on the realization profit 

when price Cm is low. When Option I is not considered in the procurement, the 

realization profit of the retailer is constant with the change of realization factor /?. 

The figure also shows that using our proposed decision-making scheme, the retailer 

can achieve a higher realized profit than when only considering Option II when f3 is 

higher than a certain level. 

We finally investigate how the realization factor (3 and prices Cg and Cm affect the 

realization utility of each user. Fig. 4.18 shows that the realization utility of a user is 

constant at the beginning, and then increases with ft since the optimal price offered 
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by the retailer starts to decrease. A lower Cm provides a higher realization utility 

when the realized factor is high. The figure also shows the proposed decision-making 

scheme leads to a 430% increase in the user's realization utility when Cg = 2.0 and 

Cm = 0.5, compared to the scheme that does not consider Option I. 

4.4 Conclusion 

In this chapter, we have considered two important issues in smart grids: the UC 

scheduling problem, and the decision-making problem of electricity retailers. We have 

proposed a distributed stochastic UC scheduling scheme and a novel game-theoretical 

decision-making scheme for electricity retailers. In the UC scheduling scheme, the 

most suitable generation units are dynamically scheduled based on the intermittent 

renewable energy power generation situations, stochastic power demand loads, util

ity costs, reliability and pollution emissions of the generation units. Hidden Markov 

c g 
= 2.0, C =05 

m 

- % 
= 2.0, C =0.9 

m 

o> 
O

 n = 2.0, w/o electricity Option 1 

-* * * *—*—* * —* * * * * * * * *— 
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models and a Markov-modulated Poisson process were used in modeling renewable 

energy resources and the power demand loads, respectively. The UC scheduling prob

lem was formulated as a POMDP multi-armed bandit problem, and its optimal policy 

can be chosen using Gittins indices. A value iteration method and a structural results 

method were presented as possible solutions to the problem. In the game-theoretical 

decision-making scheme, the interaction between a retailer and its customers has been 

modeled as a four-stage Stackelberg game. The first three stages of the game analyze 

how the retailer should make optimal procurement and price decisions in order to 

maximize its profit. The fourth stage of the game shows how customers dynamically 

adjust their electricity demands with the price offered by the retailer to maximize 

their individual utility. Backward induction is used to determine the SPE of the four-

stage Stackelberg game, since it captures the sequential dependence of the decisions 

in the stages of the game. Simulation results show that the proposed UC schedul

ing scheme can decrease the cost and greenhouse gas emissions. Using the proposed 
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decision-making scheme, the retailer and customers can achieve a higher profit and 

higher utility, respectively. 



Chapter 5 

Dynamic Operations of Green Wireless 

Cellular Networks Powered by Smart 

Grids 

5.1 Introduction 

In cellular networks, a base station consumes more than 90% of its peak energy 

even when there is little or no traffic [3]. To improve energy efficiency, base stations 

can dynamically coordinate, switching off redundant base stations during periods of 

low traffic. The deployment of heterogeneous networks based on smaller cells is an 

important technique to increase the energy efficiency of wireless cellular networks [83]. 

Cognitive radio will play an important role in improving energy efficiency for the 

future wireless cellular networks [94]. These two important techniques are combined 

to improve the energy efficiency of cellular networks. Since BSs are power hungry 

elements, absorbing them in smart grids can significantly increase power efficiency 

[83]. Therefore, smart grids are also considered in our proposed schemes in order to 

realize a "green" cellular network. 

The highlights of the research contribution in Section 5.2 are as follows: 

129 
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• The dynamic operation of cellular base stations depends on the traffic, real

time price provided by smart grids, and the pollutant level associated with the 

generation of the electricity. 

• Coordinated multipoint (CoMP) communication is used to ensure acceptable 

service quality in the cells whose base stations have been shut down to save 

energy. 

• The active base stations decide on which retailers to procure electricity from and 

how much electricity to procure considering the pollutant level of each retailer 

and the price offered by the retailer. 

• We formulate the system as a Stackelberg game, which has two levels: a cellular 

network level and a smart grid level. The close-form solutions to the proposed 

scheme are given. 

The highlights of the research contribution in Section 5.3 are as follows: 

• Real-time pricing demand-side management (DSM) is used in smart grids. 

Therefore, multiple retailers provide the real-time electricity prices to the het

erogeneous network, and the femtocell base stations (FBSs) and the macro base 

station (MBS) adjust the amount of electricity they consume by performing 

energy-efficient power allocation. We assume that the electricity cost for each 

retailer includes the electricity procurement cost, and other costs, such as CO-2 

tax fees if the procured electricity is produced by non-renewable energy gener

ators. We use a homogeneous Bertrand game with asymmetric costs to model 

price decisions made by the electricity retailers. 

• Femtocells and macrocells share spectrums, and the cross-tier interference 

greatly restrict the network performance. To mitigate the interference effect 
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and guarantee the quality of service (QoS), an interference price is proposed to 

allow the MBS to protect itself by charging the femtocell users. 

• We formulate the problems of electricity price decision, energy-efficient power 

allocation and interference price in smart grids and the heterogeneous network 

as a three-level Stackelberg game. Stackelberg game has been successfully used 

in relay selection and power allocation problems in cooperative communication 

networks [154], among other areas. A backward induction method is used to 

analyze this Stackelberg game. Then an iteration algorithm is proposed to 

obtain the Stackelberg equilibrium solution. 

Simulation results show that smart grids have an significant impact on green wire

less cellular networks, and our proposed schemes can significantly reduce operational 

expenditure and C02 emissions in green wireless cellular networks. 

The work presented in this chapter has resulted in two journal papers [155,156] 

(one accepted and another submitted), one conference paper [157] and one book 

chapter [158]. Possible future work in this area is provided in Chapter 6. 

5.2 Dynamic Base Station Operations in Cellular 

Networks with CoMP Communications 

In this section, we will discuss how the dynamic operation of cellular base stations 

based on the traffic arrival rate, real-time price provided by smart grids, and pollutant 

levels of electricity retailers can reduce operational expenditure and CO2 emissions in 

green wireless cellular networks. This section is organized as follows. We describe the 

system models in Section 5.2.1. The problem is formulated as a two-level Stackelberg 

game in Section 5.2.2. The proposed game is analyzed in Section 5.2.3. Simulation 
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Figure 5.1: A cellular network powered by smart grids. 

results are presented and discussed in Section 5.2.4. 

5.2.1 System Models 

We consider a cellular network powered by smart grids, as shown in Fig. 5.1. In this 

section, we first introduce CoMP communication. We then present service blocking 

probability model. Finally, we present the electricity consumption model for base 

stations. 

5.2.1.1 CoMP Communications 

In cellular networks, interference exists between inter-cells, which affects spectral 

efficiency, especially in urban cellular systems. CoMP, which is originally proposed 

to overcome this limitation, has been selected as a key technology for LTE-A [159]. 

CoMP can significantly improve average spectral efficiency and also increase the cell 

edge and average data rates. 

In our system, redundant base stations are turned off when the traffic is low, 

the real-time price is too high, or the pollutant level of the electricity retailer is 
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Figure 5.2: Coverage extension and energy saving with CoMP. 

too high. CoMP is used among the active base stations to guarantee the coverage 

requirements [159]. In the downlink, the neighboring active base stations transmit 

cooperatively, and thus their coverage increases. In the uplink, multiple active base 

stations receive in coordination, which effectively reduces the requirement of received 

signal power at each individual base station. Base station coverage extension using 

CoMP is illustrated in Fig. 5.2. Together, CoMP can provide coverage for mobile 

users in nearby cells whose base station has been shut down during low activity period, 

and ensure the service blocking probability is within certain acceptable level. 

In order to achieve the theoretical maximum capacity, all of the base stations in the 

network should cooperate with each other in each transmission or reception process. 

However, the introduced complexity is not acceptable in real systems. Therefore, 

standards have specified the maximal number of BSs that may cooperate with each 

other [160]. We assume that there are i BSs in each CoMP cooperation cluster. All 

the possible combinations of the BSs in the cluster are denoted as the coordination 

set 0, whose cardinality is 2\ The base stations in the cluster can be switched on in 
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any combination, where each combination set # is an element of set 0. 

134 

5.2.1.2 Service Blocking Probability Model in the Cellular Network 

For an arbitrary element ^ 6 ©, the uplink sum-capacity for the cluster C(FY) can 

be calculated as follows [161]: 

where I|^| denotes a |\&| x |*3>| identity matrix, P denotes the transmission power of 

each user terminal, H G denotes the channel matrix. The number of channels 

available in the cluster m can then be calculated as follows: 

where B denotes the bandwidth allocated for each CoMP cluster, Bq denotes the 

effective bandwidth required for a service. We assume that traffic characteristics, the 

desired packet-level QoS (e.g., packet delay and loss) guarantees, and the scheduling 

can together be represented by this effective bandwidth. Techniques for computing 

this effective bandwidth for different QoS requirements and traffic characteristics can 

be found in [162,163]. Therefore, the service blocking probability in the cluster Vb 

can be calculated according to Erlang-B formula [164]: 

where E = A//j. Here, A denotes the traffic arrival rate in the cluster, and N denotes 

the average service rate. We define the relationship between the service blocking 

CW=log 2 det (Iw + PHHt), (5.1) 

m 
BC{^>) 

Bo 
(5.2) 

(5.3) 
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probability and a combination set as: Vb — where is constructed by 

combining (5.1), (5.2), and (5.3). 

5.2.1.3 Electricity Consumption Model for Base Stations 

The energy consumption of each active cellular base station Pbs includes three parts: 

electricity consumption due to the transmission power, signal processing, and back-

hauling, which can be denoted as follows [165]: 

PBS = &P\x + bPap + CP^H, (5-4) 

where Ptx, Psp, Pbh denote the radiated power per base station, the signal processing 

power per base station, and the power due to backhauling per base station, respec

tively. a, b and c denote the scale factor associated with the corresponding power 

type, such as cooling and battery backup. 

The transmit power of each base station depends on the path loss in the propaga

tion channel. Therefore, the average transmit power per base station can be denoted 

as follows [165]: 

log(Ptx) = log Pmin — log K + 01og(D/2), (5.5) 

where Pmin denotes minimum receiving power required by user terminal, K is a 

parameter accounting for effects including BS antenna settings, carrier frequency and 

propagation environment, (j> is the path loss exponent, and D denotes the inter site 

distance. 

The energy consumption due to signal processing operations is partly determined 

by the employed air interface as well as the amount of cooperation between base sta

tions. The uplink channel estimation operation consumes around 10% of the overall 

signal processing power [165]. The amount of power increases linearly with due 
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to the increase in the number of estimated links. Around 3% of signal processing 

power is spent on uplink and downlink MIMO processing [165]. Assuming an MMSE 

filter operation, the total MIMO processing within each CoMP cooperation cluster re

quires *I>3 operations [165]. Therefore, the average MIMO processing per base station 

only increases quadratically with and the energy consumption due to the signal 

processing for each base station can be calculated as follows [165]: 

PAP = PsP (0.87 + 0.1|^| + 0.03|*|2), (5.6) 

where psp denotes a base line signal processing power per base station. 

Backhaul is modeled as a collection of wireless micro wave links, matching the 

state-of-the-art in most cellular networks. Each link has a capacity of 100 Mbit per 

second and spends 50W power. Thus for a given average backhaul requirement cbh 

per base station, the backhaul power can be calculated [165]: 

50Cbh ^ 
PBH = (5.7) 

Substituting (5.5), (5.6) and (5.7) into (5.4), we can obtain: 

PBS = APMIXT )0 + &M0-87 + 0.11*] + 0-03|3f) + (5.8) 

Namely, 

PBS = U + V\V\+W\V\2, (5.9) 

with U = aPm™(^ + 0.87bpsp + V = 0.1bpS p ,  and W = 0.03bpsp. 
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5.2.2 Problem Formulation 

Each retailer in smart grids provides the real-time price to the base stations in each 

cluster, and then each cluster will decide how many base stations need to be turned on, 

and how much electricity needs to be procured from each retailer in order to provide 

enough electricity for all of the active base stations in the cluster. The system is 

illustrated in Fig. 5.1. Each retailer and each cluster of base stations make decisions 

to maximize respective utility. 

We employ a Stackelberg game-theoretical scheme to jointly consider the utility 

of the retailers and base stations in the cluster. Our proposed Stackelberg game can 

be considered a generalized Stackelberg game in which there are multiple leaders and 

one or more followers. According to the behaviors of the base stations in each cluster 

and those of the retailers, the proposed Stackelberg game is divided into two levels: 

a cellular network level game and a smart grid level game. The base stations in one 

cluster, as a Stackelberg follower, play a cellular network level game. On the other 

hand, each retailer, as a Stackelberg leader, plays a smart grid level game. The prices 

and the information about how much electricity to procure need to be exchanged 

between the retailers and the base stations in the cluster. The proposed two-level 

game-theoretical approach can be implemented in a distributed manner. 

5.2.2.1 Cellular Network Level Game 

The base stations in a cluster aim to obtain the lowest service blocking probability 

with the least possible costs. There is a trade-off between the blocking probability and 

the costs for the base stations. Therefore, it is very important for the base stations to 

decide how many base stations will be active in a cluster, and how much electricity 

is procured from each retailer in order to maximize utility. 

With the increasing concerns about environmental protection, stricter regulations 
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on pollutant emissions have been introduced, often including financial penalties asso

ciated with emissions (e.g., carbon credits), as well as non-financial costs associated 

with environmental damage, which is represented as financial penalties as well in our 

model. The appropriately designed pollutant emission costs make it possible for the 

base stations to procure electricity from retailers with renewable energy, thus reducing 

C02 emissions. We assume this cost is passed to the electricity users. 

Therefore, the net utility function of all base stations in the cluster can be defined 

as: 

Us = mn) ~ - ]T2nte„), (5"10) 
n£M n£j\T 

where £ is a weight, F{Vb) is the utility function of the base stations with regards 

to the service blocking probability Vb, N {N = {1,..., N}) denotes the retailer set, 

pn denotes the price provided by Retailer n, qn denotes the amount of electricity 

procured from Retailer n and the function In() denotes the total pollutant emission 

cost incurred by the base stations when they procure electricity from Retailer n. 

The utility of the base station with regards to the service blocking probability is 

very high as long as the blocking probability is below a threshold value, and very low 

when the blocking probability passes the threshold. Therefore, the utility function 

F{Vb) can be calculated as follows: 

HVb) = Uconst - pexp {{Vb - SPth + Gbk)Kbk), (5.11) 

where Pth denotes the blocking probability threshold value, Uconst, P, <5, Gbk and Kbk 

are parameters for defining the utility functions for users, which might change with 

people and time. 

The emissions of a generating unit can be described by a quadratic function of the 

amount of electricity generated [166-168]. Therefore, we use the following function 
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to model the pollutant emission cost for the base stations when procuring an amount 

of electricity qn from Retailer n: 

^n(,Qn) = &nQn PnQni (5.12) 

where an > 0, 3n > 0, and an and i3n depends on the pollutant level of Retailer n. 

Therefore, the optimization problem for the base stations in the cluster can be 

formulated as: 

maxUs = £(Uconst - pexp ({Vh - SPth + Gbk)Khk)) - pnqn 
,9n nex 

^ ^ (anQn + finQn)-! 
neA/" 

S.t. 

= U\V\ + V\y\2 + W\V\3. (5.13) 
ngA/" 

5.2.2.2 Smart Grid Level Game 

We assume that each retailer is independent and acts selfishly, and aims to gain as 

much extra profit as possible. Retailer n's utility function can be defined as: 

^n = (Pn Cn)Qni 

where cn denotes the cost of electricity for Retailer n. The optimization problem for 

Retailer n is 

max 14 = (pn - cn)qn,Vn. (5.15) 
Pn 

The choice of the optimal price for each retailer is affected by the other retailers' 

prices and its own pollutant level, since the retailers compete to get selected by the 

base stations. If a certain retailer asks such a high price that makes it less beneficial 
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than the other retailers to the base stations, then the base stations will procure less 

from that retailer. On the other hand, if the provided price is too low, the profit of 

that retailer will be unnecessarily low. 

5.2.3 Analysis of the Proposed Two-Level Game 

For a Stackelberg game, existence and uniqueness of a Stackelberg equilibrium are 

two desirable properties. If we know there exists exactly one equilibrium, we can 

predict the equilibrium strategy of the players and resulting performance of the system 

[16,169]. In this section, we first obtain the close-form solutions to the proposed game. 

Then, we prove that the solutions are the Stackelberg equilibrium for the proposed 

game. Finally, we prove that the Stackelberg equilibrium of the proposed game is 

unique. 

5.2.3.1 Analysis of the Cellular Network Level Game 

For an arbitrary combination set *1/, we can represent the Lagrangian for (5.13) as 

follows: 

Lbs(Qn,  V) = Us + 1/  ( Y, Vn - U\*\ -  mi 2  -  wm3) , (5.16) 
VneAf J 

where v is the Lagrangian multiplier. Set the derivative d,Lbs = 0, which yields the 

system of equations: 

dLbs 

dqx 

dLbs 

dqN 

dLbs 

du 

= -pi - 2aiqi - ft + v = 0, (5.17) 

—Pn — 2qat(?7V — 0N + v = 0, (5.18) 

^g n - t / | ^ | -F |# | 2 -  VK| t f | 3  = 0.  (5 .19)  
neA/" 
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Therefore, for set the optimal quantity of electricity q*lA, procured from Retailer 

n can be obtained as follows: 

* _ 1 — 2 anX 1 (1 — 2anX)Pn fij 
q"•* + i^XPi + iaiX 

. w + w + i f f f  ( 5 2 0 )  

2a„X 

where X = YlneM 2a~' an<^ n- J £ -A/". Among all elements of the coordination set 

0, the optimal combination set is an element that maximizes the net utility of 

the base stations in the cluster. For set the optimal quantity of electricity q*l<S/. 

procured from Retailer n can be calculated as follows: 

* 1 — 2 anX 1 (1 2 anX)(3n y—y /3j 
Qn>*' ~ 4a2

nX Pn ^ 4anajXPj 4a\X ^ 4anajX n J n j ^ n  j 

, C/|**| + V|tf*|2 + w\t>*\3 

(5.21) 
2 anX 

Property 1 The optimal amount of electricity q*n procured from Retailer n de

creases with its price pn, when other retailers' prices are fixed. 

Proof 5 Taking the first-order derivative of q^m*, we have 

dq*#. 1 - 2anX 

dpn 4 a2
nX 

d<,** • 

(5.22) 

Since X > 0, and 1 — 2anX < 0, is less than 0. Therefore, q* ^t is decreasing 

with pn. 
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5.2.3.2 Analysis of the Smart Grid Level Game 

Substituting (5.21) into (5.15), we have 

maxZ4 = (pn - cn)q*n (5.23) 
Pn 

Taking the derivative of Un to pn and equating it to zero, we have 

dl4n » i n /r O/i \ 
dt;= « " • * • + { p - "  c j " % r = ° -  (  4 )  

Therefore, the prices can be denoted as follows: 

Qi (ffi — Ci 
Pl + 2(1 - 2QlX) ^ Qj J 2 

+5(1^0 (g |) + W*"1 + v|*"'2 + "'I*'!®) = (5-25> 

CtN (x^Pi\ a *  f y M  
2(1 -  2aNX) OLj J PN 2(1 -  2aNX) atj J 

+/?JV - CN + —aN rt/l^*|+V|\EF*|2 
+ W^|^*|3) = 0.(5.26) 

2  1  —  2 a ^ f X  

Solving the above equations of pn, we denote the solutions as p*n. 

Property 2 The utility function Un of Retailer n is concave in its own price pn, when 

the other retailers' prices are fixed and its optimal amount of electricity provided can 

be calculated in (5.21). 
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Proof 6 Taking the derivatives oflAn to pn results in 

dUn , , , 
dpn ~ (in^' dpn 

1 — 2anX ^ 1 (1 — 2 anX)((3n — c„) (3j 

2alX Pn ^AanajXPj 4alX ^ 4ana,-X 

+ F1^*|2 + ^1^ 
2anX 

* 1 3  

(5.27) 

and, 

d2Un 1 - 2a„X 
dpn

2 2a2x • 
(5.28) 

Since 1 — 2anX < 0 and X > 0, we have < 0. Therefore, Un is concave with 
Opn 

respect to pn. 

5.2.3.3 Existence of Stackelberg Equilibrium for the Proposed Two-Level 

Game 

In this subsection, we will prove that the solutions q* and p* (n G Af) are the 

Stackelberg equilibrium for the proposed game. 

Definition 5.2.1 q%E and p„E are the Stackelberg Equilibirum of the proposed two-

level game if for every Retailer n, when pn is fixed 

Us ({^P}) = supWs({gn}), (5.29) 

and when qn is fixed 

Un (PnE) = SUPUn{pn). (5.30) 
Pn 

In the following, we prove that the solution q* ^ in (5.21) is the global optimum that 

maximizes the base stations' utility Us. Namely, we verify that q* in (5.21) meets 
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Karush-Kuhn-Tucer (KKT) conditions. Based on (5.16), we get 

S7 — Pn fin ^ — 0, (5.31) 

and 

V Lbs(?n,^*) 2an < 0. (5.32) 

Therefore, q* ^ in (5.21) is the global optimum that maximizes the base station's 

utility Us [170]. 9* ^, satisfies (5.29) and is the Stackelberg equilibrium q„E. Due to 

the concavity of Un, Retailer n can always find its optimal price p*n. Together, we 

construct the following theorem: 

Theorem 7 The pair 0f q*n <1(, and {p*n} is the Stackelberg equilibrium for the proposed 

two-level game, where the Stackelberg equilibrium is defined in (5.29) and (5.30). 

5.2.3.4 Uniqueness of the Stackelberg Equilibrium for the Proposed Two-

We can show that the Stackelberg equilibrium of the proposed game is unique. 

Namely, we can prove that smart grid level game has the unique Nash equilibrium. 

The Nash equilibrium gives the set of prices such that none of the retailers can in

crease its individual utility by choosing a different price given the prices offered by 

the other retailers. 

Because the retailers are independent and rational, and have the goal of maximiz

ing their profits, the best response functions can be defined and used to obtain the 

solution of the pricing problem in smart grid level game. When the price strategies 

p n offered by the retailers other than Retailer n are given, the best response function 

Level Game 
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Bn(P_ n )  of  Reta i le r  n can be defined as follows: 

= argmaxWn(pn,p_n). (5.33) 
Pn 

Therefore, substituting (5.21) into (5.24), the best response function Bn(p_ n )  of  Re

tailer n is as follows: 

-2(rojfe^)+y" (5'34) 

where 

•TY- F PJ \ CN F3N 

n - 2{2anX —2~ 

+ ^ (U\**\ + V\V*\2 + W|^*|3) . (5.35) 
2anX — 1 

In the following, we will show that an arbitrary Retailer n's best response function 

Bn(p_n) is a standard function. 

Definition 5.2.2 A function Bn(p_n) is standard if for all p_n > 0, the following 

properties are satisfied [171]: 

• Positivity: Bn(p_ n) > 0. 

• Monotonicity: If p_n > p'_n, then Bn(p_n) > Bn(p'_n). 

• Scalability: For all ui > 1, uBn(p_ n) > Bn{uip_n). 

Proposition 5.2.1 An arbitrary Retailer n's best response function Bn(p_n) is stan

dard. 

1) Positivity. 
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In (5.34), 

Bn( P-n) = 
2(2anX -  1) 

Since an  > 0, 2anX — 1 > 0, ctj  > 0 and pj > 0, the first item of the RHS of the 

above equation is greater than 0. Since Yn > 0, the best response function Bn(p_n) 

is positive. 

2) Monotonicity. 

Suppose p_n and p'_n are different price vectors, and the vector inequlity p. -n — 

p ' _ n  m e a n s  t h a t  p j  >  p ' j ,  V j  €  { 1  , . . . , N } , j  n .  I f  B n ( \ p u  . . .  , p j , . . .  , p N } )  >  

Bn{\pi, • • • ,Pj, • • • then monotonicity can be shown to hold. Therefore, the 

problem reduces to provide <9S"jp ~n'> >: 0. Taking the derivitive of the best response 

function Bn{p_n) to Pj, we obtain 

dBn{ p_n) 

dpj 2a.j{2anX — 1) 
> 0. (5.36) 

3) Scalability. 

Based on (5.34), we can obtain 

te) 
(5.38) 

Based on (5.37) and (5.38), we can obtain 

uBn{p_ n )  - Bn(up_ n )  = (u~ 1 ) Y n  >  0. (5.39) 

Therefore, for all ui > 1, u>BTl(p_ n) > Bn{up_n). 
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Theorem 8 The pair of q*n^, and {p*} is the unique Stackelberg equilibrium for the 

proposed two-level game, where the Stackelberg equilibrium is defined in (5.29) and 

Proof 7 Since an arbitrary Retailer n's best response function Bn(p_n) is standard, 

smart grid level game has the unique Nash equilibrium [172]. Therefore, the proposed 

game has the unique Stackelberg equilibrium. 

5.2.3.5 Model for Multiple Base Station Clusters 

In this subsection, we consider the extension of the proposed game to the situation 

where S independent clusters of base stations are served by several retailers, where 

s G S,S = |<S|. We assume that each retailer in smart grids asks a uniform price no 

matter which cluster of base stations they supply with electricity. Therefore, Retailer 

n's utility function will be modified, following from (5.14): 

where denotes the total electricity procured by these clusters of base stations 

from Retailer n. 

When there are multiple clusters of base stations in the network, the proposed 

scheme is still applicable: the cellular-network level game for each cluster of base 

stations is essentially the same as the single cluster case. The only change is in smart 

grid level game, where the corresponding best response function can be calculated 

based on the following function instead of (5.24): 

(5.30). 

(5.40) 

(5.41) 
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The previous methods of analysis still apply in this situation. 

5.2.4 Simulation Results and Discussions 

In this section, we use computer simulations to evaluate the performance of the pro

posed dynamic base station operation scheme (DBSOS). In DBSOS, according to 

Subsection 5.2.3.3, we derive the optimal solution for the cellular network to decide 

how many base stations will be active in a cluster, and how much electricity is pro

cured from each retailer in order to maximize utility. We also derive the optimal 

solution for retailers to decide the electricity price. In the simulations, we assume 

that there are three base stations in a cluster. These base stations can procure elec

tricity from two retailers. We set the parameters as follows: a = 7.35, b = 2.9, c = 1, 

psp = 58 W, 101og(PTOin)= -120, K = 0.0001, <f> = 4.0, D = 800 m, cbh = 109 bps [165], 

We set A and /x as 1.1 and 1/180, respectively. We choose Pth = 0.1 [173,174], C\ 

— 0.3 cents/kWh, Ci = 0.4 cents/kWh, — 0.1 centsjkWh, a.\ = 2 x 10~2 and 

a2 = 5 x 10~2. Parameter A is varied in Fig. 5.4, and a.\ is varied in Fig. 5.7, Fig. 

5.8 and Fig. 5.10. We compare the proposed DBSOS with the traditional method, 

which does not consider the dynamics of smart grid and all of the base stations are 

active, in terms of operational expenditure and COi emissions. 

We first investigate how different coordinations among active base stations in 

DBSOS with CoMP affect the service blocking probability in the cluster and the total 

amount of electricity consumed. Fig. 5.3 shows that the service blocking probability 

starts at 1.0 when there are no active base stations in the cluster, gradually decreases, 

and finally reaches to 0.0 when three active base stations coordinate. Each base 

station consumes approximately 5 x 104 W electricity when it is active. The figure 

also shows that the amount of electricity consumed increases with the number of 

active base stations in the cluster. In this scenario, if one base station in the cluster 
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Figure 5.3: Service blocking probability and amount of electricity consumed as the 
combination of the base stations in a cluster varies, A = 1.1 and /i = 1/180. 
The numbers on the x axis represent the indices of different elements of the 
cooperation set ©. In base station cooperation sets 2, 3, 4, there is one active 
base station. In cooperation sets 5, 6 and 7, there are two active base stations. 
In cooperation set 8, all three base stations are active. 

is shut down, the service blocking probability is still less than the threshold 0.1. 

The two active base stations in the cluster can extend their coverage using CoMP 

transmissions and receptions. 

Fig. 5.4 shows that using the traditional method, these three base stations spend 

a constant amount of money to procure a constant amount of electricity, and there

fore produce constant amount of CO2, even though the traffic arrival rate A varies. 

The figure also shows that for DBSOS, the number of base stations that need to be 

activated depends on the traffic arrival rate. For example, when the traffic arrival 

rate is less than 0.8, one active base station is enough to meet the service blocking 

probability requirement. CO2 emissions depend on how many base stations that are 

active during that period. DBSOS has a much better performance compared to the 
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Figure 5.4: Compare the traditional method with the proposed DBSOS with CoMP, 
in terms of electricity cost and C02 emission as the traffic arrival rate A varies. 

traditional method in terms of electricity costs and CO2 emissions, especially when 

the traffic arrival rate is low. For example, DBSOS leads to a decrease 66.7 % in 

electricity costs and CO2 emissions when the traffic arrival rate is between 0.2 and 

0.8 compared to the traditional method. 

We compare the traditional method, DBSOS with CoMP, and DBSOS with CoMP 

and demand response (i.e., in smart grids). This comparison is in terms of the 

operational expenditure of the base stations and the service blocking probability 

when negative electricity price is sometimes offered in smart grids. The electricity 

price is set to 0.0464 %/kWh, the average negative electricity price is set to -0.2356 

$/kWh [12,14, 15]. Negative price is offered 5% of the time, and the value can 

increase with the higher amount of renewable energy integrated into smart grids. 

Fig. 5.5 shows that the traditional method has the highest operational expenditure. 

Compared to DBSOS with CoMP, DBSOS with CoMP in smart grids decreases the 
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Figure 5.5: Total operational expenditure of base stations. 

operational expenditure by 27.06%, even though the negative price is offered only 

rarely. The reason for this is that in the BSSOS with CoMP in smart grids, the 

operation of the base stations depends not only on the service blocking probability, 

but also on the price of offered by smart grids. Therefore, all of the base stations 

might be turned on when the electricity price is low or negative. 

We check how the utility of Retailer 1 and Retailer 2 is affected by the electricity 

price offered by Retailer 1 in the proposed game. Fig. 5.6 shows that utility function 

of Retailer 1 is concave in price pi, and utility of Retailer 2 increases with price 

pi- For each price offered by Retailer 1, Retailer 2 offers a price based on the best 

response strategy to maximize its own utility. The amount of electricity procured 

from Retailer 1 decreases with the increase of the price offered by Retailer 1, and the 

amount of electricity procured from Retailer 2 correspondingly increases. 

We also study how the pollutant emission levels of Retailer 1 and Retailer 2 affect 

the optimal amount of electricity and the optimal prices at the Stackelberg equilibrium 
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Figure 5.6: Utility of Retailer 1 and Retailer 2 as the price offered by Retailer 1 
varies. 

in the proposed two-level game. Fig. 5.7 shows that the optimal prices offered by 

Retailer 1 and Retailer 2 increase with the increase of Retailer l's pollutant level. 

The retailer with a lower pollutant level can offer a higher price. Fig. 5.8 shows 

that the optimal amount of electricity procured from Retailer 1 decreases and that 

from Retailer 2 increases with the increase of Retailer l's pollutant level, and the 

total amount of electricity procured from both retailers is constant. The figure also 

shows that higher amount of electricity is procured from the retailer with the lower 

pollutant level. The crossing situation in these two figures show that retailers offer 

the same optimal price and electricity is procured equally from these two retailers 

when they have the same pollutant level. 

We investigate how the number of retailers affects the utility of the base stations 

in the cluster in the proposed game. Fig. 5.9 shows that the utility increases with 

the increase of the number of retailers and parameter £. As the number of retailers 

i 

- - - Retailer 1 

Retailer 2 
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Figure 5.7: Optimal prices offered by Retailer 1 and Retailer 2 as the pollutant 
parameter of Retailer 1 (ai) varies. 
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Figure 5.8: Optimal amount of electricity to procure from Retailer 1 and Retailer 
2 as the pollutant parameter of Retailer 1 (ai) varies. 
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Figure 5.9: Utility of the optimal base station combination element as the 
number of retailers varies. 

increases, the competition among them becomes more severe, so the average price 

decreases. We finally compare the proposed scheme with or without considering 

the pollutant levels of retailers in terms of C02 emissions. The scheme without 

considering the retailers' pollutant level means that the base stations only procure 

electricity from the retailer offering the lowest price. Fig. 5.10 shows that using 

the proposed scheme, CO2 emissions increase as the pollutant level of Retailer 1 

increases. For the method without considering the pollutant levels, CO2 emissions 

are constant before the crossing point where two retailers have the same pollutant 

level, and linearly increase when Retailer 1 has a higher pollutant level than Retailer 

2. This figure shows that our proposed scheme can further decrease the cost and CO2 

emissions when the pollutant levels of retailers are considered. 
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Figure 5.10: Compare these two schemes in terms of C02 emissions as the pollutant 
parameter of Retailer 1 (ai) varies. 

5.3 Dynamic Energy-Efficient Resource Alloca

tion in Cognitive Heterogeneous Wireless Net

works 

In this section, heterogeneous networks, cognitive radios and smart grids have been 

combined to improve the energy-efficiency of cellular networks. This section is orga

nized as follows. We describe the system models in Section 5.3.1. The problem is 

formulated as a three-level Stackelberg game in Section 5.3.2. The proposed game is 

analyzed in Section 5.3.3. Simulation results are presented and discussed in Section 

5.3.4. 

-A— Proposed Scheme Without Pollution Concern 

-©— Proposed Scheme 
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Figure 5.11: Heterogeneous networks powered by smart grids. 

5.3.1 System Models 

We consider a wireless heterogeneous network with cognitive radios and femtocells, 

which is powered by smart grids, as shown in Fig. 5.11. In this section, we first 

introduce our wireless heterogeneous network model. Then, we present an electricity 

consumption model for this heterogeneous network. Finally, we describe the complete 

system model. 

5.3.1.1 Wireless Heterogeneous Network Model 

We consider that in each service region there is one central MBS and multiple FBSs, 

each of which is connected to the MBS over a broadband connection, such as cable 

modem or digital subscriber line (DSL) [175]. In each femtoceli, the FBS provides 
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service for several users. We assume that the MBS is aware of spectrum access by 

the femtocells, and the FBSs can monitor the surrounding radio channel environment 

and are allowed the randomly access to the sub-bands. The system is operated in a 

time-slotted manner. In each time slot, the spectrum resource licensed to the MBS is 

divided into multiple subchannels. The macro users (MUs) use orthogonal frequency-

division multiple access (OFDMA) technology to access to the MBS. We assume 

there is one scheduled active user during each signaling slot in each femtocell, which 

is commonly assumed in the literature due to the opportunistic scheduling operation 

in practice [176]. 

We assume that MBS and femtocells share spectrum in the network, as is often the 

case in real networks [177]. Each sub-band of the MBS is allocated to one MU, and 

several nearby femtocells also use this sub-band. Since the femtocells share spectrum 

with the MBS, the cross-tier interference will greatly restrict the network performance. 

To mitigate the interference effect and guarantee the QoS, an interference price is 

proposed to allow the MBS to protect itself by charging the femtocell users. The 

femtocells will adaptively adjust the transmission power or change their access of 

sub-bands based on the channel condition and the interference price offered by the 

MBS. In the scenario we consider, the femtocells are deployed sparsely, so that the 

mutual interference between the femtocells is negligible. This is because the channel 

power gain drops sharply with the increase of the distance between femtocells due 

to path loss. Since femtocells are usually deployed indoors, the penetration loss is 

also significant. Therefore, it is reasonable to assume that the interference between 

femtocells can be ignored when the femtocells are sparsely deployed. 



CHAPTER 5. DYNAMIC OPERATIONS OF GREEN WIRELESS ... 158 

5.3.1.2 Electricity Consumption Model for Base Stations in Heteroge

neous Networks 

During the past decades, energy efficiency, which is commonly defined as informa

tion bits per unit transmit energy, has been studied from the information-theoretic 

perspective for various scenarios [178]. For energy-efficient communications, both 

transmit power and other parts of energy consumption need to be taken into con

sideration. Moreover, this additional energy consumption changes the fundamental 

trade-off between energy efficiency and data rate [179]. We consider that for energy-

efficient communications, it is desirable to maximize transmission rate and also take 

the electricity cost into account [101]. The energy-efficient metric used for each BS 

is its weighted transmission rate minus the weighted electricity cost. The electricity 

cost of the BS equals to the amount of consumed electricity times the real-time price 

offered by the chosen retailer in smart grids. 

For each BS, total electricity consumption Ptotai can be denoted as [180] 

Ptotal = — + N POyn + Pstai (5.42) 

where Pt denotes the total transmit power, rj denotes the power amplifier (PA) ef

ficiency, NPDyn denotes the dynamic power consumption, N denotes the total BS 

antenna number, and Psta denotes the static power, which is independent of transmit 

power, the number of active transmit antennas and bandwidth. 

5.3.1.3 Complete System Model 

We assume that there are R electricity retailers in smart grids, one MBS and K 

femtocells in the system. Each sub-band is allocated to one MU, and the nearby K 

femtocells also use the same sub-band as MU. Therefore, there is interference between 
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these k  femtocells and the MU. We only demonstrate the situation of one sub-band, 

since we mainly focus on how the decisions in smart grids, the MBS and FBSs affect 

each other. The model can be easily extended to multiple sub-bands situations. 

The system performs as follows: each electricity retailer in smart grids offers a 

real-time electricity price to the MBS and FBSs. The MBS performs energy-efficient 

power allocation and procures electricity from the retailer offering the lowest price. 

The MBS also imposes a unified price on received interference from femtocell users in 

the network. Each femtocell updates its power allocation strategy, and also chooses 

the electricity retailer with the lowest offered price to procure electricity to maximize 

its net utility based on the interference price and the electricity price. We assume 

that each chosen retailer can provide enough electricity for the MBS and the FBSs. 

5.3.2 Problem Formulation 

In this section, we formulate the above problem as a three-stage Stackelberg game, 

jointly considering the utility maximization of the retailers in smart grids and the 

MBS and the FBSs in the heterogeneous network, as shown in Fig. 5.12. In stage 

I, each retailer in smart grids, as a leader in the Stackelberg game, offers a real-time 

electricity price xr to the MBS and also FBSs. In Stage II, the MBS, as a follower 

in Stage I, first decides which retailer it procure electricity from, and the amount of 

the electricity consumed qm (i.e., performs the energy-efficient power allocation pm) 

based on the electricity prices offered by the retailers. Following this, the cognitive 

MBS acts as a leader in Stage II, and offers an interference price y to the FBSs. In 

Stage III, each FBS decides on the retailer to procure electricity and the amount of 

the electricity it consumes by performing energy-efficient power allocation. 
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Figure 5.12: Three stage Stackelberg game. 

5.3.2.1 Smart Grid Level Game 

We assume that the electricity cost for each retailer includes the electricity procure

ment cost, and other costs, such as C02 tax fees if the procured electricity is produced 

by non-renewable energy generators. We assume that the electricity cost for each elec

tricity retailer is different from each other. Each retailer aims to gain as much profit 

as possible. Therefore, for an arbitrary Retailer r, its net utility function Ur can be 

defined as: 

lAr = (Xr Cr) "I" ^ ^ Qk^rk^ > (5.43) 

where xr denotes the real-time electricity price, cr denotes the electricity cost, qm and 

qk denotes the amount of electricity needed by the MBS and by FBS k respectively. 

srm = 1 and srk = 1 denote that MBS m and FBS k procure electricity from Retailer 

r respectively. The optimization problem for Retailer r can be defined as: 

t^r —- max / (xr Cr) if -|- BmvPrn) Srm + + BkvP^Sri^j ^, (5.44) 
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where Pmf and Pkf denote the additional power consumed by MBS m  and FBS k  

respectively, and pm and pk denote the transmit power consumed by MBS m and 

femtocell BS k respectively, and Bmv and Bkv denote 1 over the PA efficiency of MBS 

m and FBS k respectively. 

5.3.2.2 MBS Level Game 

For base stations, it is desirable to maximize the transmission rate with a given 

amount of energy cost. The MBS tries to achieve this by performing energy-efficient 

power allocation. The base station also needs to limit the interference from femtocells 

by offering the interference price. Therefore, the net utility function of the MBS can 

be calculated as: 

Um = W log2 ( 1 + — p̂ m | _ a ( y* Xt [p _|_ Bmvpm) srm J 
v  * m  +  e f c = 1 0 l / v  \ 7 ^ 1  j  

+/3y sOnPkj , (5.45) 

where W denotes the transmission bandwidth of each subchannel, prn denotes the 

transmit power of the MBS on the subchannel, hm denotes the channel gain from 

MBS to MU m including the path-loss and the smart scale fading process, am is 

the additive Gaussian white noise (AGWN) with zero mean and unit variation, gkm 

denotes the channel gain between femtocell k and MU m including the path-loss and 

the small scale fading process, and pk denotes the transmit power for femtocell k, 

and y denotes the interference price, fl and a denote a weight, which represents 

the trade-off between the transmission rate, energy cost and interference revenue. 

Equation (5.45) means that the MBS gains interference revenue from femtocells with 

the trade-off of decreasing the transmission rate. The optimization problem for the 
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MBS can be formulated as: 

Kn = max >oiWlog2(1+ 2 • v^"1 2 Srm,Pm>0, y >0 ^  ^  ^  +  Q j ^ P f c  ̂  

£* i^Pmf "t" BmvPm) Srm^ "I" Py ' 9kmPk^ (5.46) 

5.3.2.3 FBS Level Game 

The FBSs need to choose which retailer they procure electricity from, and also can 

adaptively allocate transmission power to maximize its individual net utility based on 

the interference prices provided by the MBS and also electricity prices offered by the 

retailers in smart grids. Therefore, the net utility function for an arbitrary Femtocell 

k can be defined as: 

U k  =  W  log2 ^1 + - V k  X r  ( P * f  + B k v P k )  S r k ^ ~ AhVolmPk, (5-47) 

where hk denotes the channel gain between Femtocell k and FSU including the path-

loss and the smart scale fading process, ak denotes the effect of an interference from 

the MBS and the AGWN. and Afe denote a weight, which represent the trade-off 

between the transmission rate, energy cost and interference cost. The optimization 

problem for an arbitrary femtocell k can be formulated as: 

= max I W log2 ( 1 + k 
2  ̂ t^k 1  ( P k f  ~ t ~  B k v P k )  ^ k U Q k m P k  ̂  •  

$rk I \ &lc 1 v K - \r=i / 

(5,48) 



CHAPTER 5. DYNAMIC OPERATIONS OF GREEN WIRELESS . . .  1 6 3  

5.3.3 Analysis of the Proposed Three-Level Game 

In this section, we will analyze the proposed three-level game, and obtain the Stack-

elberg equilibrium of this game. Based on the above analysis, we know that each 

stage's strategy will affect other stages' strategies. Therefore, we use a backward 

induction method to analyze the proposed game. 

5.3.3.1 Analysis of Power Allocation Game for FBSs 

In order to maximize its net utility, each FBS will choose a proper retailer to procure 

electricity, and also adjust its individual power allocation strategy based on the in

terference price offered by the MBS and the electricity prices offered by the retailers 

in smart grids. 

For an arbitrary FBS k  ( k  €  { I , . . . ,  K } ) ,  taking the derivative of Uk with respect 

to Pk and equating it to zero, we have 

= (IrXrBkvSr') ~XtygL=°- (5'49)  

and 
_ - w h j  

dp*2 ("k + PkH)'ln 2 

Therefore, the optimal power allocation strategy of an arbitrary FBS k can be denoted 

as: 

Pk = 

where 

W a 

-  W E f =i x r B k v s r k )  + Ak y g t m )  In 2 K .  

+ 

(5.51) 

[•]+ ^max(-,0). (5.52) 

For an arbitrary FBS A:, the retailer offering lowest price will be chosen, which defines 
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as sr.fc = 1. Therefore, the optimal power allocation stratgy of FBS k is: 

Pk = 
W 

( H k X r r  B k v  +  Akyg2
km) In 2 h2

k 

+ 

(5.53) 

5.3.3.2 Analysis of the MBS Level Game 

In order to maximize its net utility, the MBS chooses a proper retailer to procure 

electricity from, and adjusts its individual power allocation strategy and offers an 

interference price to the FBSs based on the energy-efficient power allocation response 

of the FBSs. When the response strategy of each FBS is given based on the above 

subsection, substituting (5.53) into (5.45), we have 

Um = W log2 

/ \ 

1 + 
Pmh2

m 

°rn + EjLl 9k w % 
(mk x r i b k v + x k y g l m ) \ n 2  h | 

r 
-a ̂ 2 xr (Pmf + Bmvpm) ST 

r=1 

k 

+Py  J  
\k=l 

w 
_(n kx r rB k v  + Akyglm) 2 h 2

k  

+N 

(5.54) 

The net utility function Um is a function of transmit power pm and interference price y. 

In order to maximize the net utility function Urn, we can use the decomposition theory 

[181] and decompose the optimization problem into two sub optimization problems: 

fix interference price y and allocate the power pm to maximize Um, and then find the 

optimal interference price. 

We let 
k 

Im ~ 17rn + ̂  ] 9kr, 

fc=1 

w <71 

(HkXrfBky + A kyg lm)  l n  2  K.  

+ 

(5.55) 
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Taking the derivative of Um with respect to pm and equating it to zero, we have 

Whl dU„ 
dPm (,1m "t" 

r 
a = 0. (5.56) 

. r=l 

Therefore, the optimal power allocation strategy of MBS m is as follows: 

P*m = 
W 

1 zrBmvsrm) In 2 ^m. 
(5.57) 

For MBS TO, the retailer with lowest electricity price will be chosen, which defines as 

sr*m = 1- Therefore, the p*m can be calculated as: 

Pr, 
W 

otxr*_ 13 in n In 2 /i™ 

+ 

(5.58) 

Due to the piecewise nature of price y, we introduce the indicator function for 

Vk = 
i ,  y  <  

7 t ^ - ^ r 'kBkv 
Xk<ilrn 

(5.59) 

0, otherwise. 

Therefore, we can rewrite (5.54) as 

m m ( y )  — w m l i y )  m - r r t i i y )  • >  (5.60) 
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where U.rn\ (y) and ^m2(y) can be described as follows: 

\ 

U m l ( y )  =  ^ l o g 2  
^ v m t f r n  

,(5.61) 
2 , 2 T/ ( w CT? \ 

<7m Ẑ k-l 9km k ^ (nkxT. Bkv+\kyg'f.m) In 2 J J 

( K ( W a2 

V(^r;B t„ + A i T O iJ ln2 "  fcf  

R 

Q! ^ ' Xr (.Pmf -BmfPm) Srm- (5.62) 
r=l 

Since Um is a piecewise function of y, it can not get the derivation directly to solve 

y. However, when given Vk, function Um is a continue differentiable function. We let 

Lk (k € {1,...,#}) ̂  

Lk = , '2 ' (5.63) 
Xk9kr 

w h l  R 2 |n 2 l^k^r j* &kv 

km 

We need to sort all Lfc in the order of ascending, and without loss generality, let that 

Li < • • • < Lk- Hence, we will get K intervals [0, Li),..., (Lk-i, LK)• 

Function Umi(y) is a concave function of y except that at most K non-differentiable 

points at {L1;..., LK}. We then study the function property of U.r,a{y). When 

0 < y < Li (Vjk = 1 for all k), we take the first derivative of Um-ziy) with respect to 

y, and we have 

dUm2(y) _ (y* 2 ( W/ikxrlBkv 
dV km \{VkXr-kBkv + Xkyglm)2\n2 h\))' 

Since the second derivative of Wm2(?/) with respect to y 

^5# = -e (z 2W£*x^y% ) <0, (5.65) dv (»kXr'k Bkv + akygkrnrln 2 / 
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aUj^y) is monotonic decreasing. We know that 

iim^M = /3('vsLf - & ) )  > °- <5-66) 
y->° dy \^x \nkxrlBkv In 2 h2

kJ J 

When y —>• Lx, we have two cases: (1) dUr^y^ > 0. (2) — <  0 .  F o r  t h e  

first case, dUr^y"> > 0, U.mi{y) is a monotonic increasing function of y at interval 

(0, LI). For the second case dUr^) < 0, Umi(y) first increases with y, and then 

decreases with y. Therefore, Wm2(y) is a concave function about y within the interval. 

The above method can be used for other intervals. Therefore, function Um2(y) is a 

concave function about y except at most K non-differentiable points at {Li,..., L^}. 

Because function Umi{y) and function lAm2(y) are concave functions, functionUm{y) is 

a concave function except at most K non-differentiable points at {Li,..., Lk} [182], 

Therefore, Um(y) could be maximized by solving for y. Many optimization methods, 

such as a binary search algorithm and a gradient based algorithm [182], can be used 

to solve for y in each interval. 

5.3.3.3 Analysis of the Homogeneous Bertrand Game for Electricity Re

tailers in Smart Grids 

The retailers use the electricity price as their strategic variable in maximizing the 

individual profit. The gain of an arbitrary Retailer r depends on not only the elec

tricity price it offers xr, and its cost cr, but also on the electricity prices offered by 

other retailers x_r, since the electricity users procure electricity from the retailer with 

lowest offered price. This price decision problem can be modeled by a homogeneous 

Bertrand game, since all of the retailers provide electricity, and electricity is a com

modity, and so the scenario is homogeneous. The set of the players is 1Z = {1,..., R}. 
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The strategy set is xr, and Ur is the payoff function of Retailer r. The Nash equilib

rium gives the set of prices such that no retailer can increase its individual net utility 

by choosing a different price, given the prices offered by the other retailers. Without 

loss of generality, let that costs C\ < c2 • • • < cr. We assume in a Bertrand market, 

any retailer with zero demand in Nash equilibrium at any price greater or equal to 

its cost offers a price equal to cost, since the lower price, the better chance of being 

chosen. 

We illustrate the best response function for electricity Retailerl and Retailer 2 in 

Fig. 5.13 in the case of a duopoly, where ci < c2. The best response of electricity 

Retailer 1 is the best price offered to maximize its total revenue, given the price 

offered by the Retailer 2. In this case, the Nash equilibrium is x* = (c2 — S, c2). The 

reason is that if Retailer 2 sets its price to c2, Retailer 1 has an incentive to lower its 

price by a small amount 5, and thereby capture the whole market at a price above 

its cost. Pricing lower than its own cost is not optimal, since it would entail negative 

profits. This conclusion can extend to multiple retailers, since we assume that the 

retailer offering the lowest price receives the market's total electricity demand. 

Property 3 The Nash equilibrium, of the homogeneous Bertrand game with multiple 

retailers is as follows [183]: 

x* = {xl ,c 2 ,c 3 , .  • •  , cr}, (5.67) 

where x\ denotes retailer 1 's price strategy at the Nash equilibrium, which can be 

calculated as follows: 

x* = arg max U™(xi), (5.68) 
C\<X\<C2 

where Uf4(xi) denotes Retailer 1's utility when the retailer supplies the whole market 
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Figure 5.13: Best response functions for homogeneous Bertrand duopoly. 

(i.e. monopoly), and it is described as follows: 

( x i )  =  ( x i  -  e x )  [  P m f  +  B ,  

k 

w 

+  I  P k f  +  B k n  
fc=l 

ot,x\Bmv In 2 h?m 

W 
{likXiBkv + Akyglm) In 2 h\ 

. (5.69) 

Due to the piecewise nature of Uf1 with respect to Xi, we introduce the indicator 

function: 

D k  

x l  <  n k b k v  

0, otherwise. 

(5.70) 

1, Xi < whj^ 
OtlmBmv ̂  2 

(5.71) 

0, otherwise. 

Therefore, 
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- (*i c ^ ( P ™ f  + B™ Dm( aXlBmv in 2 h i )  

+1(PtI+Bk"Dt L Ĵxky9L ) i n 2 " | ) ) )  < " 2 >  

We let 

Whl \ 2 
a f l n 2  ~  k v d k m  

Ek = ^ , (5.73) 
/^fc &kv 

w h 2  

^ = T R 1 o- (5J4) q l m b m v  In 2 

We need to sort all E X , . . . , E K  and E m  in ascending order. Without loss gen

erality, let that Ei <•••< Ek < Em. Hence, we will have K + 1 intervals 

(0, Ei), [Ei, E2),..., [Ek, Em). 

When 0 < xx < E\, we take the first derivative of U.\ with respect to xi and we 

have 

dui n , ^ n ^ ̂  / A g\mo\ \ 
m f  +  2 ^  F k f ~  2 ^  ~ T 2  U 2  +  " P "  I  2 _ >  - p -

fc=l fc=i nx n™ \k=1 / 5a:! 

£. w  fl ^2™ ^ W Bk v ( f j ,kBk v c i  +  Ak y 9 k m )  
I 1 4. \ ^ y (5 75s) 
ax? In 2 ^ (nkXiBkv + Afcy^m)2ln2 

The second derivative is 

q2ux __ 2 w e i  ^ 2 ( 1 ~ ^ ) ^ b l v w ( c i f i k b k v  +  x k y g 2
k m )  

dxi2  ax\ In  2  +  A f c?/^m ) 3 ln2 

2 

The first term in (5.76) is less than 0. When < 1, the second term is less than 0. 

This condition can usually be satisfied in the network since FBSs are usually deployed 



dUl(Xl^ > 0, U \ ( x i )  is a monotonic increasing function of x \  at interval (0, E l ) .  For 

t h e  s e c o n d  c a s e  d u ^ x ^  <  0 ,  U i ( x x )  f i r s t  i n c r e a s e s  w i t h  x t ,  a n d  t h e n  d e c r e a s e s  w i t h  x \ .  

CHAPTER 5. DYNAMIC OPERATIONS OF GREEN WIRELESS ... 171 

indoors, and therefore do not produce significant interference with MUs. Therefore, 

the above second derivative is less than 0, which means that ^ is monotonic de

creasing. 

lim = +oo > 0. (5.77) 
*1~*0 ox 1 

When x\ -» E\, we have two cases: (1) dUQ^ 0. (2) < 0. For the first case, 

u j j x  
dx\ 

d x i  

Therefore, Ui(xi) is a concave function about X\ within the interval. Using the same 

method of analysis on the other intervals, we can obtain that when xi < Em, function 

Ui{xi) is a concave function about X\ except with at most K + 1 non-differentiable 

points at {Ey,..., £*, Em}. Therefore, the Nash equilibrium can be calculated. 

5.3.3.4 The Proposed Iteration Algorithm to Obtain the Stackelberg 

Equilibrium 

Given the backward induction to solve the three-stage Stackelberg game in the above 

subsection, we propose an iteration algorithm as follows to obtain the Stackelberg 

equilibrium. 
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Algorithm 1. An Iteration Algorithm to Obtain the Stackelberg Equilibrium 

1. Initialization: For each electricity Retailer r, randomly 

given an electricity price xr 

2. Repeat the iteration 

(a). The MBS decides on the interference price y and chooses which 

retailers to procure electricity from and how much electricity to procure 

(b). Each FBS performs its energy-efficient power allocation 

(c). Retailers update the prices: x r [ t ]  =  £?r(x_r[i — 1]). 

(d). Until ||x[t] - x[* - l]||/||x[t - 1]|| < e 

3. End iteration 

Br() is the best response function of Retailer r. The best response of electricity 

Retailer r at iteration t is the best price offered to maximize its total revenue, given the 

prices offered by the other retailers x_r at iteration t — 1. In the proposed algorithm, 

for each iteration, the MBS can decide its electricity demand and the interference 

price offered to the FBSs based on the updated electricity prices. The FBSs then 

performance energy-efficient power allocations. The algorithm will continue until 

the electricity prices converge. The proposed algorithm can obtain the Stackelberg 

equilibrium when the prices converge, which will be shown in the simulation section. 

In practice, the proposed iteration algorithm to obtain the three-stage Stackelberg 

equilibrium can be implemented as follows: 

1. The electricity retailers in smart grids first randomly offer electricity prices and 
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broadcast the information. 

2. The MBS receives the price information, and then obtains the channel state 

information from the FBS and MSUs. 

3. The MBS decides on the interference price and which retailer to procure elec

tricity from, and how much electricity to procure 

4. Each FBS perform its energy-efficient power allocation. 

5. The electricity retailers then update the prices and repeat steps 2, 3 and 4 until 

the prices converge. 

5.3.4 Simulation Results and Discussions 

In this section, we use computer simulations to evaluate the performance of the pro

posed scheme. In the simulations, we assume that the coverage radius of the macrocell 

is 1000 m, and the MUs are randomly located in the macrocell. Each femtocell has a 

coverage radius of 20 m, and is randomly located near the edge of the macrocell. The 

path loss between FSU and MBS is 15.3 + 37.6 log10(<inrn + Low). and the path loss 

between FBS and FSU is 46.86 + 20 log10(dn + Liw), where dnm is the distance be

tween MBS and FSU, dn is the distance between FBS and FSU, the penetration loss 

of exterior wall Lmu and the peneration loss of interior wall Liw are set to 20 dB and 

10 dB, respectively [184]. The small scale fading parameters are the same as those 

in [185]. The other parameters of the MBS are set as follows: W = 5, Pdyn = 83VF, 

Psta = 45.5W, 77 = 0.38, N = 2 [180]. The other parameters of each FBS are set as 

follows: NPdyn + Psta = 8.2W [98]. The general parameters are set as follows: Hk = 

1, Afc = 1, a = 0.5, 0 = 10. We assume that there are 50 sub-channels in each BS. 

We first analyze how each FBS's utility is affected by its energy-efficient power 
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allocation decision and the interference price offered by the MBS. We also investigate 

how each FBS makes its power allocation decision based on the interference price of

fered by the MBS and the lowest price among those offered by the electricity retailers 

in smart grids. Fig. 5.14 shows that the utility function of the FBS is a concave 

function, which matches the proof in subsection 5.3.3.1. Therefore, there exists an 

optimal transmit power for the FBS in order to maximize its net utility. The utility 

increases with the increase of the transmit power at the beginning due to the corre

sponding increase of transmission rate. However, when the transmit power reaches 

a certain level, the utility starts to decrease, since the gain on transmission rate can 

not balance the electricity cost and interference cost. The figure also shows that a 

higher interference price leads to a lower utility, since the same level of interference 

has a higher interference cost. Fig. 5.15 shows that each FBS tries to decrease its 

interference cost by adaptively adjusting its transmission power to a lower value as 

the interference price offered by the MBS increases. The figure also shows that for the 

same interference price, lower optimal electricity price leads to a higher transmission 

power, due to the lower electricity cost. 

We also study how the interference price offered by the MBS affects its utility, and 

how the interference price combined with the optimal price offered by the electricity 

retailers in smart grids affects its power allocation strategy. Fig. 5.16 demonstrates 

that there are two non-differentiable points at Li and L2, which matches the proof in 

Subsection 5.3.3.2. The figure shows that at the beginning, the utility of the MBS is 

a concave function of the interference price offered by the MBS, and finally reaches a 

stable level when the interference price is higher than a certain level. The reason for 

that is because FBSs adjust their transmission powers to zero to avoid the expensive 

interference cost, when the interference price is too high. The shape of this figure can 

vary with the values of the parameters. However, in all situations, there exists a sole 
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Figure 5.14: Utility function of one FBS versus its power allocation. 
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Figure 5.15: Power allocation of the FBS with respect to the interference price 
offered by the MBS. 
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Figure 5.16: Utility function of the MBS with respect to the interference price 
offered by itself. 

optimal interference price in order to maximize the MBS's net utility. Fig 5.17 shows 

that the MBS's transmit power increases correspondingly with the interference price 

offered by the MBS, since the interference from the FBSs decreases with the increase 

of the interference price. The lower optimal electricity price motivates the MBS to 

increase its transmit power, due to the lower electricity cost. 

We analyze how the electricity prices influence the FBSs' and the MBS's strategies 

in the proposed game. Fig. 5.18 shows that as the lowest price offered by the retail

ers increases, the base stations decrease their electricity consumption by performing 

energy-efficient power allocation. The change of the electricity price has a more signif

icant impact on the MBS, since the MBS consumes much more electricity than each 

FBS does. The exact shape of the curve in the figure changes with the parameters, 

but this insight remains the same. Fig. 5.19 presents that in a monopoly situation, 

the utility of the retailer is a concave function with respect to its offered electricity 
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Figure 5.17: Power allocation of the MBS with respect to its interference price. 

price, which matches the proof in Subsection 5.3.3.3. The shape of the figure might 

vary with different sets of parameters. However, there exists a sole optimal electric

ity price value in all of the situations. The higher the cost, the lower the profit for 

the electricity retailer, even though the revenue is the same. Fig. 5.20 demonstrates 

the results using the proposed algorithm to obtain the Stackelberg equilibrium. The 

figure shows that using the proposed algorithm, the strategies of the FBSs and the 

MBS can converge after the third iteration due to the convergence of the prices offered 

by the electricity retailers. Therefore, the Stackelberg equilibrium can be calculated 

using the proposed algorithm. For the electricity retailers, the Nash equilibrium is 

that Retailer 2 sets the electricity price to its cost, and the price offered by Retailer 

1 is very close to Retailer 2's cost, which matches the proof in Subsection 5.3.3.3. 

Finally, we compare the performance of the proposed scheme with the existing 

scheme proposed in [186] in terms of the total electricity cost and CO2 emissions. In 

the existing scheme, each BS tries to maximize its capacity under power constraints, 
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Figure 5.21: Total electricity cost with respect to the lowest price offered by the 
retailers. 

without considering the electricity price. Fig. 5.21 shows that the total electricity 

cost increases with the lowest price offered by the retailers. In the existing scheme, 

the BSs produce a constant amount of CO2 emissions with the increasing of the 

lowest price offered by the retailers, as illustrated in Fig. 5.22. The reason for this is 

that in the existing scheme, the amount of electricity procured by the BSs does not 

vary with the electricity price. In the proposed scheme, as the lowest price increases, 

the BSs decrease their electricity consumption by performing energy-efficient power 

allocation. Fig. 5.21 and Fig. 5.22 also show that the proposed scheme significantly 

decreases the total electricity cost and the total CO2 emissions when the electricity 

price is relatively high. For example, when x* = 22 cents/kWh, the proposed scheme 

leads to a 11.89% decrease in electricity cost and CO2 emissions compared to the 

existing scheme. 
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Figure 5.22: Total CO2 emissions with respect to the lowest price offered by the 
retailers. 

5.4 Conclusion 

In this chapter, we have discussed two important methods of improving the energy-

efficiency of cellular networks. The first method is the dynamic operation of cellular 

base stations based on the traffic arrival rate, real-time price provided by smart grids, 

and pollutant levels of electricity retailers. CoMP is used to extend the coverage 

of the active BSs, and thus the service quality of mobile users can still be ensured. 

In the second method, heterogeneous networks, cognitive radios and smart grids are 

combined to improve the energy-efficiency of the cellular networks. The MBS and 

FBSs adjust the amount of electricity they consume by performing energy-efficient 

power allocation. To mitigate the interference effect, and guarantee the QoS, an 

interference price has been proposed to allow the MBS to protect itself by charging 

the femtocell users. The system's decision problem has been modeled as a Stackelberg 

game. A backward induction method was used to analyze the proposed Stackelberg 
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game. Simulation results have shown that smart grids have significant impacts on 

green wireless cellular networks, and the proposed scheme can significantly reduce 

operational expenditure and CO2 emissions in green wireless cellular networks. 



Chapter 6 

Conclusions and Future Work 

In this chapter, we draw conclusions and discuss possible extensions of the work 

presented in Chapter 3, Chapter 4 and Chapter 5. 

6.1 Thesis Conclusions 

• A comprehensive survey of high security green mobile ad-hoc networks 

(MANETs), smart grids and green wireless cellular networks has been provided 

in Chapter 2. In high security green MANETs, since continuous user authen

tication and intrusion detection systems (IDSs) have their limitations, jointly 

considering these two methods can be used to further improve the security per

formance of the green MANETs. In smart grids, renewable energy resources are 

intermittent, and power demand loads can be stochastic. Therefore, it is nec

essary to consider these two characteristics when scheduling power generation 

systems. In the electricity market, electricity retailers need to make a series of 

decisions. Therefore, it is necessary to research the full decision process of elec

tricity retailers, since each decision is not independent from the others. Since 

cellular networks are power hungry elements, smart grids can have a significant 

impact on energy-efficiency of wireless cellular networks. 

183 
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• A distributed scheme combining continuous user authentication and intrusion 

detection in high security green MANETs has been proposed in Chapter 3. 

We used a stochastic optimization method (a partially observable Markov de

cision process (POMDP) multi-armed bandit problem) to study the scheduling 

problem considering the security posture and energy states of the nodes. The 

problem's optimal policy can be chosen using Gittins indices. A value-iteration 

algorithm and a structural results method were used to calculate the Gittins 

indices of the nodes. When more than one device was used at each time slot, 

Dempster-Shafer theory was used for IDS and sensor fusion. The proposed 

scheme improves network security and network lifetime. Compared to the value 

iteration algorithm, the structural results method can further reduce computa

tional complexity. 

• A distributed stochastic unit commitment (UC) scheduling scheme and a novel 

game-theoretical decision-making scheme for electricity retailers have been pro

posed in Chapter 4. In the proposed UC scheduling scheme, the most suitable 

generation units are dynamically scheduled based on the intermittent renew

able energy power generation situations, stochastic power demand loads, util

ity costs, reliability and pollution emissions of the generation units. Hidden 

Markov models and a Markov-modulated Poisson process were used in model

ing renewable energy resources and the power demand loads, respectively. The 

UC scheduling problem was studied using a stochastic optimization method 

(a POMDP multi-armed bandit problem). In the game-theoretical decision

making scheme, the interaction between a retailer and its customers has been 

studied using a stochastic optimization method (a four stage Stackelberg game). 

Backward induction is used to determine the subgame perfect equilibrium (SPE) 

of the four-stage Stackelberg game. The proposed UC scheduling scheme can 
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decrease the total cost and green gas emissions. The retailer and customers can 

achieve a higher profit using the proposed decision-making scheme. 

• Two important methods of improving the energy-effiency of wireless cellular 

networks have been discussed in Chapter 5. The first method is the dynamic 

operation of cellular base stations based on the traffic arrival rate, real-time 

price provided by smart grids, and pollutant levels of electricity retailers. Co

ordinated multipoint (CoMP) is used to extend the coverage of the active base 

stations (BSs), and thus the service quality for the mobile users can still be 

ensured. In the second method, heterogeneous networks, cognitive radios and 

smart grids axe combined to improve the energy-efficiency of the cellular net

works. The macro base station (MBS) and femtocell base stations (FBSs) adjust 

the amount of electricity they consume by performing energy-efficient power al

location. To mitigate the interference effect, and guarantee the quality of service 

(QoS), an interference price has been proposed to allow the MBS to protect it

self by charging the femtocell users. In these two methods, the system's decision 

problem has been studied using a stochastic optimization method (a Stackel-

berg game). A backward induction method was used to analyze the proposed 

Stackelberg game. The results show that smart grid has a significant impact on 

energy-efficiency of wireless cellular networks. The proposed scheme can signif

icantly reduce operational expenditure and CO2 emissions in wireless cellular 

networks. 

6.2 Future Work 

Possible extensions of the work presented in Chapter 3 through Chapter 5 are de

scribed as follows: 
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1. In the proposed scheme in Chapter 3, only energy posture and security states of 

the nodes are considered when making the scheduling decisions. Other nodes' 

state, such as mobility and wireless channels, can be considered in future work, 

since they have impacts on the scheduling process. 

2. In the proposed UC scheduling scheme in Chapter 4, pricing can be considered 

in the proposed framework. The impact of pricing on the UC problem can be 

evaluated and the optimal price assignment strategy can be pursued in future 

work. In addition, it would be interesting to study the trade-off between system 

complexity and model accuracy. 

3. In the proposed decision-making scheme in Chapter 4, the interaction between 

the retailer and the customers has been studied. In our future work, competition 

among the retailers can be added to the proposed scheme. The scheme can 

be extended to situations where complete information about customers' utility 

and preferences cannot be obtained. In such a situation, the system needs to 

be modeled as a dynamic game with incomplete information. 

4. In the proposed scheme in Chapter 5, we assume that perfect channel state infor

mation is known. However, in practice, it is difficult to have perfect knowledge 

of a dynamic channel. In our future work, we can consider imperfect chan

nel state information in energy-efficient resource allocation for heterogeneous 

cognitive radio networks. 
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