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ABSTRACT
Peer-to-Peer (P2P) file sharing protocols and Mobile Ad Hoc networks
(MANETS) are both very important areas of research nowadays because of the constantly
escalating demands from consumers to go mobile and the need to share contents between
users. Because earlier P2P file sharing protocols designed for wireline networks did not
perform adequately in MANETs [1], two new P2P file sharing protocols (MPP and
ORION) were especially designed for the MANET environment. Both of MPP and
ORION use either aggressive or reactive flooding techniques for their path selection and
recovery. The aggressive techniques guarantees using the best path available in the
network for file transfer but they require frequent network-wide flooding to find a new
path each time a path failure happens, on the other hand, the reactive techniques do not
require frequent flooding of the network but they run into the problem of not choosing
the best available path because no mechanism exists to reorder the available paths after
node movements. In this thesis we present a new extension to the ORION protocol
(ORION+) that uses a new technique (Reactive flooding with unicast messaging) for its
path selection and recovery. ORION+ avoids the need for frequent flooding associated
with the aggressive technique by introducing a new unicast messaging mechanism to the
reactive flooding technique by which it can probe its set of available paths for their
response time and use the best one for the file transfer. Our new technique is based on
unicast messaging which proves to be scalable and economic in terms of its bandwidth
usage as per the results of our simulations.
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Chapter 1 Introduction
Mobile hosts and wireless networking hardware are becoming widely available,
and extensive work has been done recently in integrating these elements into traditional
networks such as the Internet. Often times, however, mobile users will want to
communicate in situations in which no fixed wired infrastructure such as this is available,
either because it may not be economically practical or physically possible to provide the
necessary infrastructure or because the expediency of the situation does not permit its
installation. For example, a class of students may need to interact during a lecture, friends
or business associates may run into each other in an airport terminal and wish to share
files, or a group of emergency rescue workers may need to be quickly deployed after an
earthquake or flood. In such situations, a collection of mobile hosts with wireless network
interfaces may form a temporary network without the aid of any established infrastructure
or centralized administration. This type of wireless network is known as an ad hoc
network [2],

A Mobile Ad Hoc Network (MANET) is a temporary self-organizing network of
wireless mobile nodes without the support of any existing infrastructure that may be
readily available on the conventional networks. They are usually used to provide quick
connectivity between cooperating nodes in certain situations like battlefields, conferences
and disaster relief environments. As the hardware development of today’s mobile nodes
is rapidly moving forward, they are becoming more powerful and are able to run
applications that were originally designed for the desktop computers. One of the most
important types of desktop applications today is the Peer-to-Peer File-Sharing type of
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applications. Like most of the popular desktop applications, Peer-to-Peer File-Sharing
applications need to be adjusted to run on mobile nodes. Many Peer-to-Peer File-Sharing
protocols already exist, but they were mainly designed for the conventional wireline
networks and they lack any support for MANETs or wireless connectivity. Recently,
some good work has been done in this field to adapt the Peer-to-Peer File-Sharing
applications for running on mobile nodes. Two main protocols were developed in this
area; they are the ORION protocol [1] and the MPP protocol [3] [9].

The ORION file-sharing protocol consists of two phases, the “File Search” phase
and the “File Transfer” phase. During the “File Search” phase, a node searching for a file
floods a QUERY message that contains some information about the file it is looking for
throughout the P2P overlay network. A neighboring node that have the required file will
respond to the searching node with a REPLY message containing the routing information
that tells the searching node how to get to it. After receiving at least one REPLY message
from responding nodes, the searching node can begin the “File Transfer” phase by
sending a FILE_REQ message to the first node that responded with a REPLY message.
After receiving a FILE_REQ message, the node that have the requested file can begin
sending it to the requesting node.

During the “Query” phase, routes extracted from the REPLY messages are
ordered on a first-come first-serve basis without considering the link quality of each
route. While it is generally safe to assume that nodes with better link quality will be faster
to send back a REPLY message and therefore be at the top of the list, however the link
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quality of each route may change over the course of the “File Transfer” phase because of
node movement or a drop in the battery level resulting in weaker links being used while
better ones are not even tested. The current ORION protocol allows the requesting node
to switch to an alternative route only if the current route being used is down and not if
there is a better route that can provide the same file.

In this thesis, we introduce an extension to the ORION protocol called ORION+.
The main purpose of this extension is to test periodically all available routes acquired
during the file search phase of the ORION protocol and select the best route among them
to reduce the download time and provide a better overall user experience. We also
present our simulation results that prove such improvement on the protocol can be
achieved with a very low cost.
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Chapter 2 Mobile Ad hoc Networks (MANETs)
Mobile ad hoc networks are usually autonomous systems of mobile hosts (also
serving as routers) connected by wireless links. In MANETS, mobile nodes communicate
with each other using multi-hop wireless links. There is no stationary infrastructure; for
instance, there are no base stations. Each node in the network also acts as a router,
forwarding data packets for other nodes. A central challenge in the design of ad hoc
networks is the development of dynamic routing protocols that can efficiently find routes
between two communicating nodes [4] [5] [6].

2.1 Characteristics of MANETs
•

Mobile
The nodes are free to move around resulting in a dynamic network topology.

•

Wireless
MANET uses shared wireless medium (radio, 802.11, infrared, etc.) to transmit
and receive data.

•

Self-organizing, distributed, and infrastructure-less
They are self-organizing in nature. There is no centralized control, which implies
that network management will have to be distributed across various nodes.
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•

Multi-hop
A message from source node to destination node goes through multiple nodes
because of limited transmission radius. Every node acts as a router and forwards
packets from other nodes to facilitate multi-hop routing.

•

Scarce resources
The wireless links have limited bandwidth and they are also error prone. In
addition, the mobile nodes have limited battery and processing power. So, energy
is a scare resource.

•

Temporary and rapidly deployable
These networks are temporary in nature. There is no base station. Whenever the
nodes are within their transmission radius, they form an ad hoc network. Hence,
they are rapidly deployable.

•

Neighborhood awareness
Host connections in MANETs are based on geographical distance.

2.2 Routing in MANETs
Regarding MANETs, we distinguish two basic routing categories, i.e., proactive
and reactive routing approaches. Proactive protocols periodically maintain the routing
information so that any node can use existing routes to reach destinations at any time.

17
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This is the rule in fixed networks, but in mobile ad hoc networks this would require a
very frequent update of routing information for all nodes, which implies a lot of
overhead. Reactive protocols, on the other hand, obtain the necessary routing information
only when a route is needed between two nodes; the route is maintained only when the
route is active. This is why reactive protocols are called “on-demand” protocols. Reactive
protocols imply lower overhead than proactive ones, but they suffer from route setup
delays when a communication flow is to start. To illustrate on the functionality of
MANET routing protocols, we next introduce briefly two protocols from each routing
category [7] [8] [9] [10].

2.2.1 Reactive (On-Demand) Routing
In reactive routing schemes, the route between two nodes in the network is
determined on-demand only. They do not need to exchange control data in absence of
data traffic. Only in case a reactive routing protocol wants to set up a route to another
node, it floods a route request through the network. In case of success, a response
message is sent back either from the destination or an intermediate node, which knows
the route to the destination by a formerly made route request. Examples of reactive
routing schemes are the Ad-hoc On-Demand Distance Vector Routing (AODV) and the
Dynamic Source Routing (DSR).

18
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2.2.1.1 AODV
Route Requests (RREQs) and Route Replies (RREPs) are the two message types
defined by AODV. When a route to a new destination is needed, the node uses a
broadcast RREQ to find a route to the destination (Figure 2.1). A route can be determined
when the request reaches either the destination itself or an intermediate node with a fresh
route to the destination. The route is made available by unicasting a RREP back to the
source of the RREQ (Figure 2.2). Since each node receiving the request keeps track of a
route back to the source of the request, the RREP Reply can be unicast back from the
destination to the source, or from any intermediate node that is able to satisfy the request
back to the source [5].

A hello message is a local advertisement for the continued presence of the node.
Neighbors that are using routes through the broadcasting node will continue to mark the
routes as valid. If hello messages from a particular node stop coming, the neighbor can
assume that the node has moved away. When that happens, the neighbor will mark the
link to the node as broken and may trigger a notification to some of its neighbors telling
that the link is broken.

In AODV, each router maintains route table entries with the destination IP
address, destination sequence number, hop count, next hop ID and lifetime. This
information must be kept even for ephemeral routes, such as those created to temporarily
keep track of reverse paths towards nodes originating the RREQs [11].
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RREQ

RREQ

Source

Destination

Figure 2.1 Propagation of Route Request (RREQ) Packet

RREP

Source

RREP
RREP

Destination

Figure 2.2 Path of Route reply (RREP) packet

2.2.1.2 DSR
DSR is based on the idea of source routing where intermediate nodes are not
required to keep routing information to route packets from a source to a destination.
Instead, each data packet must carry the complete routing information. Nodes in DSR are
required to maintain source-route caches of known routes to other nodes in the network.
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Source-route caches are used to send own data packets or to respond to other nodes route
requests.

When a source node wants to send a data packet to a destination node that it does
not have a route to, it must initiate a route discovery process. During the route discovery,
the source node floods the network with a RREQ message that contains the destination
node address, the source node address and a unique identification number (Figure 2.3).
Intermediate nodes receiving the RREQ for the first time will either cast a RREP back to
the source if they have a cached route to the required destination (Figure 2.4) or they will
append their own addresses to the list of nodes traversed so far by the message and
rebroadcast it to their own neighbors otherwise.

DSR does not require symmetric links to operate. When the RREQ message
reaches the destination or an intermediate node with a cached route to the destination, if
symmetric links are supported, the route carried by the RREQ will be just reversed and
used as the source route from the destination node to the source node to route the RREP
message, on the other hand, if symmetric links are not supported, the destination node
will have to do its own route discovery to the source node and piggyback the extracted
source route on the new RREQ message.

In DSR, nodes are allowed to cache in source routes learned from overheard
RREP packets. When link failure happens at an intermediate node and data cannot be
forwarded to the next hop, a RERR packet is unicasted to the source node in order to
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inform it about the link failure. After receiving the RERR, the source node must discard
the erroneous route and either use another cached route to the same destination if it have
one, or initiate a new route discovery process to get a new route.

1 ,2 ,5
1.2.5.7

RREQ
RREQ
1 , 4 ,6

RREQ

Destination

Source

Figure 2.3 Building route record during route discovery

RREP

RREP

Source

Destination
RREP
1 ,4 ,6

1 ,4 ,6

1 , 4 ,6
Figure 2.4 Propagation of route reply with route record
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2.2.2 Proactive Routing Protocols
The main characteristic of a proactive routing protocol is to maintain consistent,
up-to-date routing information among all nodes in the network. For this purpose, each
node must maintain one or more tables to store routing information. Thus the route
establishment can take place very fast. The disadvantage of this class of routing protocols
is the necessity for periodic updates of the network topology. They generate additional
traffic, which wastes network bandwidth and battery power.

Proactive routing protocols share a common feature, that is, background routing
information exchange regardless of communication requests. The protocols can provide
low-latency route access, which is a very desirable property especially for applications
using real-time traffic. Many proactive routing protocols have been proposed for
efficiency and scalability. Examples of proactive routing protocols are Optimized Link
State Routing Protocol (OLSR), and Destination-Sequenced Distance-Vector Routing
(DSDV) [3].

2.2.2.1 OLSR
Optimized Link State Routing Protocol (OLSR) is a LS protocol. It periodically
exchanges topology information with other nodes in the network. The protocol uses
Multipoint Relays (MPRs) to reduce the number of broadcast packet retransmissions and
also the size of the LS update packets, leading to efficient flooding of control messages in
the network.
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OLSR nodes periodically broadcast HELLO messages to all of their immediate
neighbors to exchange neighborhood information (i.e., list of neighbors) and to compute
the MPR set. From neighbor lists, nodes can figure out the nodes that are two hops away
and computes the minimum set of one-hop relay points required to reach all two-hop
neighbors. Such set is the MPR set. Figure 2.5 illustrates the MPR set of node A (nodes
B, D and F), here we can see that node A can reach all its two hop neighbors via its MPR
set. Each node informs its neighbors about its MPR set in the HELLO message. Upon
receiving such a HELLO, each node records the nodes (called MPR selectors) that select
it as one of their MPRs. In routing information dissemination, OLSR differs from pure
LS protocols in two aspects. First, by construction, only the MPR nodes of node A need
to forward the link state updates issued by A. Second, the link state update of node A is
reduced in size since it includes only the neighbors that select node A as one of their
MPR nodes. In this way, partial topology information is propagated, that is, say; node A
can be reached only from its MPR selectors. OLSR computes the shortest path to an
arbitrary destination using the topology map consisting of all of its neighbors and of the
MPRs of all other nodes. OLSR is particularly suited for dense networks. When the
network is sparse, every neighbor of a node becomes a multipoint relay. The OLSR then
reduces to a pure LS protocol [12].
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Figure 2.5 Only MPRs of node A (B, D and F) need to retransmit to reach all 2-hop neighbors

2.2.2.2 DSDV
DSDV is a hop-counting distance vector protocol requiring each node to
periodically broadcast routing updates. In DSDV, each node maintains a routing table
that has an entry for each destination in the network. The attributes for each destination
are the next hop ID, hop count metric and a sequence number, which is originated by the
destination node. DSDV uses both periodic and triggered routing updates. Triggered
routing updates are used in addition to the periodic updates in order to propagate the
routing information as quickly as possible whenever there is any topological change. The
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update packets include the destinations accessible from each node and the number of
hops required to reach each destination along with the sequence number associated with
each route.

Upon receiving a route update packet, each node compares it to the existing
information regarding the route. Routes with old sequence numbers are simply discarded.
In case of routes with equal sequence numbers, the recently advertised route replaces the
old one if it has a better hop count metric. The metric is then incremented by one, since
the incoming packet will require one more hop to reach the destination. Newly recorded
routes are immediately advertised to the neighbors.

When a link to a next hop is broken, any route through that next hop is
immediately assigned an infinite value with a new sequence number. When a node
receives an infinite count and has an equal or greater sequence number with a finite
metric, a route update broadcast is triggered. Thus, real routes propagated from the newly
located destination will quickly replace the routes with infinite value.

DSDV also employs a mechanism to damp out fluctuations in route table updates.
In an environment where many independent nodes transmit routing information
asynchronously fluctuations could arise. For example, a node could receive two routes to
the same destination with the same sequence number, but say the one with the worse
metric always arrives first. This could lead to continuous outbursts of route updates.
DSDV solves this problem by using "settling time" data. Specifically, time duration until
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the route becomes stable (termed settling time) is predicted, and the settling time is
allowed before advertising any new route information to the network. In other words, the
settling time is used to decide how long to wait before advertising new routes. Delaying
the advertisement of unstable routes, fluctuations in the routing tables are prevented and
thus the number of route updates is reduced.

The protocol has a number of drawbacks. Optimal values for the parameters like
maximum settling time for a particular destination are difficult to determine. This might
lead to route fluctuations and spurious advertisements resulting in waste of bandwidth.
DSDV uses both periodic and triggered routing updates, which could also cause
excessive communication overhead. In addition, in DSDV a node has to wait until it
receives the next route update originated by the destination before it can update its
routing table entry for that destination. Finally, DSDV does not support multi-path
routing [4].
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Chapter 3 P2P Networks
Peer-to-peer networks (P2P) have become a very popular medium of content
distribution over the Internet in the past few years. In such networks, computer resources
and services are exchanged directly between systems. Beginning with the popular
Napster phenomenon in the late 1990s, the popularity of P2P has dramatically increased
the volume of data transferred between Internet users. Recent studies concluded that the
file sharing activity on P2P networks accounts for up to 60% of the Internet traffic on any
given service provider network. Figure 3.1 shows the difference between the P2P
application level network and the actual physical connections provided by intermediate
routers.

P2P logical
” Topology

gjrtSifc.
ag

JiJEiit.

AflKSk

Physical
Topology

Figure 3.1 Physical topology vs. Logical topology in P2P overlay networks

P2P Networks provide an alternative mechanism to client/server paradigms for
sharing resources. Existing P2P systems have been driving a major paradigm shift in the
era of distributed computing. Many factors have fostered the recent explosive growth of
such networks: low cost attributed to the fact that P2P networks may not require any
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high-performance centralized servers, high availability of large numbers of computing
and storage resources and increased network connectivity.

3.1 Classification of P2P Networks
The nodes in P2P networks are termed as “servents” (or peers) since they act both
as a client and as a server to the network at the same time. Content retrieval in P2P
networks usually involves a content search phase and a content downloading phase. First,
the initiator node searches for the desired content in the network. Then, after having
discovered a servent sharing the requested content, it establishes a direct connection and
transfers the resource from the provider.

Peer-to-peer networks can be broadly classified into two categories:
1. Centralized networks such as Napster.
2. Decentralized networks such as Gnutella.
In the former approach, there must be a central server that maintains file indexes
to resources shared on the network and facilitates content search. In the decentralized
approach, the entities directly discover each other by exchanging broadcast messages or
by other mechanisms without involving any central server [13] [10]. Another form of P2P
networks that do not fall in any of the above categories is the BitTorrent P2P system [14]
[15]. BitTorent nodes do not use any central server to search for content as in the
centralized networks, neither they communicate randomly with neighboring nodes as in
the decentralized networks. Because of the wide spread usage of the BitTorrent system
nowadays, we are going to introduce it in section 3.1.3 as a special case of P2P systems.
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3.1.1 Centralized Networks
Such networks make use of a centralized indexing server that stores information
about sharable files of each node in the P2P network. Figure 3.2 depicts the design of
such networks and the steps involved in resource sharing. They are as the following:

Step 1: Each peer sends its location information on connecting to the network
Step 2: When client 1 intends to download a resource; it sends a search request
to the central server
Step 3: The central server returns information about the peer (Client 2) sharing
the resource
Step 4: Client 1 then connects directly with Client 2 and downloads the file

File Download
Client 1
Client

Client 2
File

Query

Reply

Client

Central
Server
Client
Client

Figure 3.2 Centralized P2P network configuration
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This architecture offers very good performance in terms of the response
time to search requests. However, such architectures may not scale well since the central
server becomes a potential bottleneck. Further, due to the existence of a central server,
these schemes are not robust to attacks - an attack on the central server can bring down
the entire network. Napster is a very popular P2P network that uses centralized indexing.
Napster collapsed due to litigations over potential copyright infringements.

Example: File Sharing with Napster
Napster, the famous MP3 file-sharing program, was launched in 1999. It had a
revolutionary impact on the Internet due to its unique design, i.e. after the initial
centralized Napster search; clients connected to each other and exchanged data directly
from one system’s disk to another. Figure 3.3 illustrates this process.

3. Server searches
database. Finds
song.mp3 on User
B’s machine

2. User A
searches for
song.mp3

User A

www.napster.com

Central Server

1. Construct database
• Users connect to the napster server
Server builds up a list of available
songs and locations

File List:
User B: song.mp3
User D: another.mp3

User D

UserC
4. Server informs User A
of the location of
song.mp3
5. User A connects toUser B
and downloads song.mp3

(another.mn31

User B
(song.mp3)

Figure 3.3 The Napster scenario for providing a distributed file system for music files
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Users first connect to the main Naptser server and register themselves to join the
network. The main server then obtains a list of all MP3’s that the users are willing to
share and adds them to the list of songs in its central database. When a user (User A)
performs a search for a certain file, Napster searches its central database on the main
server and then returns to the user, the address of the peer that has a copy of the file.
(User A) then connects directly to the peer that has a copy of the file (User B) and
downloads it directly without any further intervention from the main server unless
communication is interrupted (because the peer has logged off for example).

Napster is P2P because the Napster peers bypass DNS and because once the
Napster server resolves the IP address of the PCs hosting a particular song, it shifts
control of the file transfers to the nodes.

3.1.2 Decentralized (Pure P2P) Networks
Decentralized networks adopt a distributed architecture for searching content
shared by peers. Each peer discovers and establishes connections with a variable number
of servents to exchange content. Peers discover each other in the P2P network using
broadcast messages. When a certain node in the P2P network wants to search for a file, it
broadcasts a search request for that file to the nodes directly connected to it. Each of
these nodes in turn broadcasts the request to its neighbors, until the message reaches a
peer who possesses the content or has traversed a maximum number of hops. Here, every
peer is involved in handling and forwarding request messages, thus behaving both as a
client and as a server at the same time. Gnutella is an example of a pure P2P network.
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Example: File Sharing with Gnutella
Gnutella is a ‘true’ P2P system because it does not rely on central control for
lookup, organization or communication. A brief scenario is given in Figure 3.4.

GnuCache
User B

(For joining
the Network)

1. Use 3rd party
to discover
ANY node
on the
Gnutella
Network

Servent

2. User A
joins the
network

UserC
Servent
3. User A
searches for files

User A

User D

Servent

Servent
4. User A downloads file
from user D directly

Figure 3.4 Gnutella decentralized P2P approach

There are several ways of joining a Gnutella network. The one given in Figure 3.4
uses a GnuCache as a lookup server for a list of Gnutella nodes but one could easily use
other methods like Newsgroups or web sites to get lists of nodes currently online, so the
GnuCache is not a single point of failure for the Gnutella system. Nodes join the network
by connecting initially to any online Gnutella node. This can be any node in the network
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so it is generally easy to join in a decentralized fashion. After connecting to the Gnutella
network, it is easy to discover other nodes through the first node. Gnutella nodes typically
connect to 3 nodes and then search by broadcasting their search request to all connected
neighbors. Each node repeats this search request to its neighbors and so on. In the
example presented in Figure 3.4, User D has the required file so User A connects directly
to User D and downloads the file using this point-to-point connection.

3.1.3 BitTorrent P2P System
BitTorrent is a P2P file distribution system that was designed for wireline
networks. It enforces cooperation between nodes interested in downloading a certain file
by making them exchange parts of the file with each other so that it is no longer the sole
responsibility of a central serve to upload the whole file to all interested nodes. By doing
so, the system achieves much faster downloading time and also makes use of the
uploading capacity of each interested peer to support the distribution of the file. In
addition to enforcing cooperation between downloading parties, BitTorrent also enables
simultaneous Multi-Source downloading. In this scheme cooperating nodes are able to
download from many sources simultaneously and hence cutting down further on the
required downloading time.

For the BitTorent system to work, four different elements must exist. They are the
following:
1) A *.torrent file
2) A web page to publish the *.torrent file on
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3) A tracker server to act as a rendezvous point so the nodes interested in a certain
file can find each other
4) Nodes interested in downloading a file (Running a BitTorrent client)

In order to publish a file using BitTorrent, The file publisher will have to create a
*.torrent file for each file he/she want to publish and post it on a web page. The *.torrent
file contains all the necessary information about the shared file like its name, length,
hashing information and the URL of the tracker server responsible for maintaining the
information (keeping track) of which nodes are currently in the process of downloading
the file or have a complete copy of the file. Trackers only help the nodes interested in
downloading a certain file to find each other and do not take part in the downloading
process (data exchange) in any way. After a certain node interested in downloading a
certain file gets the *.torrent file of the file that it wants to download from the web page
where the *.torent file is posted, it must contact the tracker server to obtain a list on nodes
currently taking part in downloading the shared file. Tracker servers categorize nodes
interested in a certain file to be either Seeds or Lechers. Seed nodes have a complete copy
of the shared file while Lechers only have a subset of the total parts of the file. There
ought to be at least one seed in the group of nodes returned by the tracker server to make
sure that the group as a whole is not missing any part of the shared file. After getting the
list of nodes (seeds and lechers) currently downloading the file from the tracker server,
the BitTorrent client of the newly joining node must start the downloading process by
contacting the corresponding BitTorrent clients of the other nodes currently downloading
the file and start exchanging parts of the file with them (after getting the first part for
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free). BitTorrent does not use any central authority to coordinate the downloading
process; each node is responsible to maximize its downloading rate by uploading only to
cooperating nodes.

3.2 P2P Networking
P2P networking refers to a new distributed networking paradigm that employs
application level overlay connections between participating nodes for the purpose of
resource sharing between end systems. P2P systems were originally designed to run on
stationary desktop computers connected to each other by the Internet over wireline
physical connections for the purpose of file sharing. Due to the rapid advancement of
wireless mobile computing devices in terms of processing, memory and battery power,
there has been a growing demand to port the P2P file sharing applications to the wireless
and MANET worlds.

The signaling traffic in P2P networks consists mainly of network maintenance
and content requests and responses. In pure P2P networks, network maintenance in this
context means that the participants initiate at regular intervals “keep-alive” or
neighborhood discovery messages to find the neighbors. Nodes receiving a neighborhood
discovery message or a keep-alive request, reply with a keep-alive response. Thus every
node knows at least a number of active participants in the overlay network, which are at
least two hops in the overlay network away. To these nodes the node can connect if one
of its direct neighbors fails.
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Further on, active peers issue in random intervals, determined by the user, content
requests, to find the location of demanded content. As no knowledge about the topology
of the network or the location of the content is available in pure P2P networks, these
requests have to be flooded through the network. In contrast, in centralized P2P networks
these requests are processed by the central server. Responses, i.e. keep-alive responses or
content responses are mainly routed through the network on the same path the fastest
query was transferred through the network.

In pure P2P networks, to be able to take part in the overlay P2P network, a new
peer has to know at least one IP address of a node already participating in the network.
Otherwise a new node cannot participate, as it is not able to establish any new
connections in the overlay network. For the addresses of currently active nodes, a new
node may either rely on cached addresses of nodes, which were active in a previous
session, or it may contact a bootstrap server. The bootstrap server is a well known host
with a stable IP-address, which may itself participate in the overlay network, or which
simply caches the IP addresses of nodes which used the bootstrap server to enter the
network in a kind of FIFO memory. As nodes which just connected to the network are
assumed to stay connected further on, the bootstrap server can thus provide IP addresses
of active nodes with a high probability without actively participating in the overlay
network [16].
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3.3 P2P vs. MANETs [17]
P2P networks and MANETs have several aspects in common since they are both
based on the same idea, which is to provide connectivity in a completely decentralized
manner. Yet they are also different because they were designed differently for different
purposes, P2P was designed to facilitate file sharing in wireline networks and MANETs
were designed to establish network connectivity for mobile wireless nodes. In this section
we briefly outline the main similarities and differences between P2P and MANETs.

3.3.1 Differences between P2P and MANETs
P2P and MANETs were initially designed to serve different purposes. MANETs
were designed to provide network level connectivity to a specific end-host with a unique
IP address. In contrast, P2P provide application level connectivity to an end-host that has
a specific file or service. In MANETs, only one end-host is sought to establish a
connection with, while in P2P, any end-host having the required file or service is a
candidate to establish the connection with. So the connections provided by MANETs and
P2P can be classified as host-driven and data-driven respectively.

Since P2P was initially designed for wireline networks, nodes are usually not
mobile and they can exist anywhere around the globe. MANET nodes on the other hand
are mobile and they must coexist within a relatively small geographical area so they can
communicate with each other using wireless links.
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The wireline physical infrastructure in P2P networks provide more reliable links
with orders of magnitude less in bit error rate than its wireless counterpart in MANETs.
Packet losses in P2P are mainly caused by buffer overflows in intermediate routers as a
result of network congestion, whereas in MANETs they are often caused by link breaks
due to node movements or by bad channel conditions

The routing in P2P systems is classified as “content-driven” since the connection
establishment criterion is based on the availability of a certain required content. Any node
offering the sought content is a candidate for the connection. On the other hand, routing
in MANETs is classified as “user-driven” since the connection establishment criterion is
a specific (with no substitute) IP address of a known user or end-system.

3.3.2 Similarities between P2P and MANETs
P2P and MANETs both exhibit a constantly changing topology. In P2P, the
changes in its application layer topology are caused by end-users frequently logging on
and off the system. It is also caused by dynamic IP address assignment by DHCP servers
to end-users. On the other hand, changes in the MANETs network layer topology are
mainly caused by node mobility.

Both P2P and MANETs depend on flooding to achieve routing functionalities. In
P2P, the application layer topology is usually flooded to search for requested files or
services, whereas in MANETs, the network layer topology is flooded to find the route to
a specific end-host.
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3.4 P2P over MANETs
As we have seen in the previous section, P2P and MANETs are two relatively
new networking technologies aimed to provide connections between end systems in a
completely decentralized manner. However they differ in their “raison d'etre” and their
implementation layer in the protocol stack. P2P systems were developed for the wireline
networks; they create a logical infrastructure to provide services. On the other hand,
MANETs create a physical infrastructure to provide connectivity in wireless
environments. In order to run P2P applications on infrastructureless mobile nodes, we
need to use a MANET routing protocol to provide network level connectivity. Mixing
P2P with MANETs will degrade the performance of P2P systems because of the added
limitations of MANETs such as frequent physical link breaks due to node mobility,
limited bandwidth of the wireless links, limited battery and limited processing power of
the mobile nodes.

Although that using P2P over MANETs does not usually result in the greatest
performance, yet it is a very valuable tool for obtaining desired content and resources in
the completely decentralized MANET environment. Compared to the wireline networks
where search engines can be used on the Internet to search for content online, no such
service yet exist for MANETs. Most of the times MANET users do not know the IP
address of a specific host they want to communicate with, instead they might just know
the kind of service or resource they are looking for. P2P applications can play an
intermediary role between the mobile users and the MANET routing protocols and act as
a search engine in the distributed MANET environment.
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Chapter 4 File Sharing in P2P over MANETs
Earlier P2P File-Sharing systems such as Napster and Gnutella were mainly
designed for the wireline networks. They assume stable network connections and are not
affected by any mismatch between the physical network topology and the logical P2P
topology. The reason for this is that the length of the route or how many hops there are in
between, does not usually affect the reliability of the wireline connections. As a result of
the above assumption, wireline P2P systems were not designed to account for node
mobility. The only cause for a dynamic topology in wireline P2P systems is when nodes
join or leave the overlay network. Because link quality typically do not change over the
course of file downloading in wireline systems, it is automatically assumed that path
failures only occur as a result of nodes leaving the overlay P2P network. At such
occasions, the requesting node either resumes the downloading process from another peer
or starts a new file search process to get a new path to another node that can supply the
same requested file. On the other hand, in the wireless MANET environment, it is far
more important to have the P2P connections between any two end hosts taking part in a
file-transfer activity to follow the best physical topology with as less nodes in between as
possible and as good connections as possible.

Due to the above-mentioned reasons, a specific need was created for a special
kind of P2P file-sharing protocol that can address the special characteristics of the
MANETs. Two pioneering protocols have been developed in this area to fulfill this need;
they are the ORION protocol [1] developed at the university of Dortmund in Germany
and the MPP protocol [3], [9] developed at the Technical University of Munich in
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Germany. In the next two sections we are going to introduce both protocols in detail and
then we will introduce our extension to the ORION protocol (ORION+) that provides
better performance to the mobile nodes of the MANETs by making the best use of the
available file transfer routes given by ORION.

4.1 The MPP P2P File Sharing Protocol [3] [9]
MPP is a P2P overlay networking system that was designed specifically for
MANETs. It facilitates end-to-end communications between mobile nodes for the
purpose of file sharing. MPP splits the communication protocol stack in two sections,
one for handling data traffic and the other one for handling routing messages. The
architecture of the 2-sided protocol stack used by MPP is illustrated in figure 4.1.

Application (MPP)

Application (MPP)

Presentation
Session (HTTP)

Transport (TCP)
Network (IP)

EDSR

Link

Link

Physical

Physical

Data

Routing

Figure 4.1 Layered structure of MPP
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The MPP protocol uses existing technologies (HTTP, TCP and IP) for the data
transfer part and it introduces a cross layering mechanism for establishing the P2P
overlay network and to handle the query and response messages during the file search
process (the routing part). The cross layering interaction in MPP takes place between the
P2P application layer (MPP) and the networking layer routing protocol (EDSR). By
making the application layer aware of available network layer routes that can be used for
file transfer; the protocol is able to use the overlay connection that corresponds to the best
physical links available. The MPP protocol consists of thee components: The MPP
application layer component, The EDSR network layer routing protocol component, and
the MPCP interlayer communication protocol component. The following is a brief
introduction to the three main components of the MPP protocol.

4.1.1 The MPP application layer protocol
The MPP application layer protocol is responsible for handling the file search
messages (QUERY and REPLY) by forwarding and receiving them via the MPCP
interlayer communication protocol (using the routing part of the MPP protocol stack). It
is also responsible for handling the actual file transfer (using the data part of the MPP
protocol stack). For file transfer, MPP uses the HTTP protocol on top of TCP because
HTTP is simple to implement, well tested and the content range header of HTTP allows
the application layer to resume downloading seamlessly in case of path failures.
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4.1.2 The EDSR network layer protocol
The EDSR (Extended DSR) network layer routing protocol is based on the DSR
routing protocol for MANETs. It was developed especially to work with the MPP
protocol and it allows for finding end hosts based on other criteria than their IP addresses.
It introduces three new message types used for file searching. They are the Search
Request (SREQ), File Reply (FREP) and Hash Request (HREQ).

The SREQ message is based on the RREQ message of the DSR protocol, it
specifies additional search criteria other than just the end system IP address. Such search
criteria include the requested file type (audio, video, doc) and a search string to describe
the requested file. Similar to the RREQ of the DSR protocol, the SREQ message carries
an up-to-date list of IP addresses of all the intermediate nodes it have visited so far. The
complete source route from the node having the requested file to the requesting node can
be determined by reversing the list of IP addresses carried with the SREQ message as in
the DSR protocol.

The FREP message is also based on the RREP message of the DSR protocol. It
can only be created by a node having the requested file specified in the SREQ message
and it includes all the necessary information about the requested file (name, size, 128 bit
hash value as a fingerprint of the file) and how to establish a connection with the node
providing it.
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Finally, the HREQ message is a special version of the SREQ message. It
includes only the size and a 128-bit hash value of the requested file as the search
criterion. This message is only helpful to search for new hosts after link failures happen.

4.1.3 The MPCP interlayer communication protocol
The MPCP interlayer communication protocol is the communication channel
between the MPP application layer protocol and the EDSR network layer routing
protocol. It is responsible for registering the MPP application with the EDSR routing
protocol and it also communicates all file search messages between MPP and EDSR
during the file search process.

4.1.4 Protocol Operation
On startup, the MPP application layer protocol of mobile nodes wishing to take
part in the P2P overlay network must register with their corresponding EDSR network
layer routing protocol via MPCP. Upon registration, EDSR will be able to exchange file
search messages with MPP via MPCP. When a user initializes a search request by
sending a text string describing the requested file to EDSR via MPCP, EDSR will
transform the text string into a SREQ message and flood it through the network just like
the RREQ in the DSR protocol. EDSR nodes receiving the flooded SREQ message will
send it to their corresponding MPP protocol if such one is registered and then they will
carry on flooding it to their neighbors. Only registered MPP application layer protocols
having the requested file specified in the SREQ are allowed to respond with a FREP
message to the requesting node using the source route carried with the SREQ to reach it.
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Since the FREP message has all the necessary information about the requested file and
how to reach the node having it, upon receiving the FREP message at the requesting
node, it can communicate with the source node of the FREP and start downloading the
file from it using the data transfer part of the MPP protocol stack. Figure 4.2 shows the
process of searching and transferring files within the mobile P2P network as a message
sequence chart.

Node A
MPP

Node B
EDSR

EDSR

MPP

Register
Acknowledge
Search data

Search request
Search data
File reply

Data Avail.

Data Avail.
MPP file request

Data

Figure 4.2 Message sequence chart for data search and download in MPP
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4.1.5 Recovery from link failures
MPP uses two different path recovery modes in order to resume file downloads
after a link failure. They are the Static Downloading mode and the Dynamic
Downloading mode. We are going to introduce them here in detail.

4.1.5.1 Static Downloading
In the static downloading mode, after issuing a file search request, the requesting
node caches all the received FREP messages so that it can use their corresponding paths
to resolve path failures when they happen. If the current path being used by the
requesting node fails, another one will be ready to take its place to resume the file
download immediately. When the requesting node runs out of cached FREPs and the
requested file is not yet downloaded, a new file search must be generated (this time using
a HREQ message instead of a SREQ since the hash value of the requested file is already
known) by the requesting node to discover new source nodes to download the file from.

4.1.5.2 Dynamic Downloading
In the dynamic downloading mode, after issuing a file search request, the
requesting node only uses the path of the first FREP it receives and discards later arriving
FREPs. Every time a path failure happens, new HREQ message must be flooded
throughout the network to get a fresh path.
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4.2 The ORION P2P File Sharing Protocol
The main advantage of the ORION (Optimized Routing Independent Overlay
Network) P2P file sharing protocol over the regular file sharing protocols designed for
wireline networks is that the established overlay network closely matches the underlying
physical network topology. This match between the logical overlay network and the
underlying physical connections is of great importance in the case of MANETs due to the
known limitations of wireless communication environments. To achieve this match, the
protocol combines the application layer query processing with the network layer route
discovery process. The ORION protocol employs a File-Depository that is maintained by
each node running the protocol, this depository contains all the files that the node is
willing to share with other peers in the ORION P2P network. It also employs a ResponseRouting table and a File-Routing table at each node taking part in the file-sharing
network. The Response and File routing tables are used to route control and data packets
between the nodes running the ORION protocol. The protocol runs in two phases, the
“File-Search” phase and the “File-Transfer” phase. Before explaining the two phases of
ORION in detail, we first introduce here the different message types used by it.
ORION Messages
■ QUERY: Contains a query string that have one or more keywords describing
the requested file
■ RESPONSE: Contains unique identifiers of one or more files matching the
keywords of the query message
■ DATA_REQUEST: sent by the requesting node to request transmission of a
single part of the requested file
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■ DATA_REPLY: Contains the requested part of the file sent back to the
requesting node
■ ROUTE_ERROR: Used to inform the requesting node that the path used
by its current next-hop is broken. An alternative nexthop must be used or a re-query must be started if no
other next-hops are remained

4.2.1 The ORION File Search Phase [1]
In ORION, each sharable file in a file-depository is associated with a unique file
identifier. During the File-Search phase, a requesting node will flood a link-layer
QUERY message throughout the network. Flooded Query messages typically include a
query string that contains one or more keywords describing the requested file. Upon
receiving a QUERY message at the application layer, a node should first respond with a
RESPONSE message containing one or more unique identifiers of local files matching
the QUERY keywords if it has such files, and then carries on flooding the network with
the received QUERY message.

To eliminate multiple processing of ORION messages by the mobile nodes, each
ORION message (including QUERY) must contain a SRC field and a SEQ field to
uniquely identify each packet. The SRC field contains a unique identifier of the node that
generated the message and the SEQ field contains a sequence number that is uniquely
increasing for each node.
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To illustrate the operation of the File-Search phase we consider a network of four
nodes as in Figure 4.3 where the small rectangles beside each node represent the local file
depository of that node. Assuming that node “A” issues a QUERY message for files 1,2,3
and 4. The QUERY message will be distributed to all the neighbors of node “A” using
link-layer flooding; in this case, only node “B”. Node “B” then will check it’s local file
depository to see if it can respond to the QUERY message and finds out that it can send
only a partial RESPONSE message back to node “A” for files 1 and 2 (Figure 4.4). Node
“B” will also carry on forwarding the QUERY message to its own neighbors.

A

Response-Routing table and a File-Routing table will also be created at node ”B” to route
subsequent ORION messages. The Response-Routing table will have node “A” as the
next hop in the reverse path for all the requested files 1 - 4 while a File-Routing table
will be created for files 3 and 4 upon receiving a corresponding RESPONSE message for
them in reply to the forwarded QUERY message.

Local
Files:
1,2,3

O
Local
Files:

Local
Files:
2,3,4

Figure 4.3 Node A floods a QUERY message for files 1 ,2 ,3 and 4
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File Routing
Table:

Local
Files:
1,2,3

Local
Files:

Local
Files:
2,3,4

Figure 4.4 Node B sends RESPONSE message with identifiers of local files

When node “C” receives the QUERY message forwarded to it from “B”, it will
find out that it can send a RESPONSE message back to node “B” in regard to files 1,2
and 3 (Figure 4.5). It will also set up a Response-Routing table for files 1, 2 and 3 and
have node “B” as the next hop in the reverse path direction. When node “B” receives the
RESPONSE message from “C”, it will inspect it and find that file 3 is still unknown to it,
so it will forward a reduced RESPONSE message to node “A” containing only file 3 and
it will also have node “C” as the next hop for file 3 in its own file-routing table. Since
node “C” is only connected to “B”, it cannot propagate the QUERY message any further.
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File Routing
Table:

File Routing
Table:
3: C

1,2,3

Local
Files:

Local
Files:
1,2,3

Local
Files:
2,3,4

Figure 4.5 Node C sends RESPONSE message back to node B

Similar to node “C”, node “D” will receive the QUERY message from node “B”
and finds out that it can send a RESPONSE message regarding files 2, 3 and 4 back to
node “B” (Figure 4.6). It will also set up a Response-Routing table for files 2, 3 and 4 and
have node “B” as the next hop in the reverse path direction to node “A”. When node “B”
receives the RESPONSE message for files 2, 3 and 4 from node “D”, it will inspect it and
find that it is only missing file 4, so it will forward a reduced RESPONSE message to
node “A” containing only file “4”. Node “B” will also put node “D” as the best next hop
for file 4 and second-best next hop for file 3 (after node “C”) in its own file-routing table.
Similar to node “C” since node “D” is only connected to “B”, it cannot propagate the
QUERY message any further.
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File Routing
Table:
1: B
2: B
3: B
4: B

File Routing
Tab’
3: C
4: E

Local
Files:

Local
Files:
1,2,3

Local
Files:
2,3,4

Figure 4.6 Node D sends RESPONSE message back to node B
4.2.2 The ORION File-Transfer phase [1]
The ORION protocol breaks down each sharable file into data chunks equal to the
MTU size of the physical link connecting the mobile nodes together, so that each part of
the file can be requested and received in a single DATA_REQUEST - DATA_REPLY
messaging operation. The file transfer phase works as the following, for each part of a
requested file, the requesting node will have to send a DATA_REQUEST message for
that part along the path determined by the file routing tables starting from the requesting
node until it arrives at a node that have the requested file. When a certain node that has
the requested file receives the DATA_REQUEST message for a specific part of that file,
it will reply with a DATA_REPLY message that contains the requested part of that file.
The DATA_REPLY message will be routed back to the requesting node along the
reverse path determined by the reverse routing tables from the node having the requested
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file to the node requesting the file. This operation must be repeated until all parts of the
requested file are received.

To further illustrate the operation of the file-transfer phase, consider the network
presented in Figure 4.3. After running the File-Search phase by node “A” for files 1,2,3
and 4, Now if node “A” wants to get file 3, it will send a DATA_REQUEST message for
the first part of the file to its best next-hop for that file as determined by its file-routing
table (node “B”). After receiving the DATA_REQUEST message, and since node “B”
does not have the requested file, it will forward the message to its best next-hop for that
file as determined by its own file-routing table (node “C”, since it was the first to respond
to node “B” regarding file 3). When node “C” receives the DATA_REQUEST message,
and since it has the requested file, it will send back a DATA_REPLY message containing
the requested part of the file along the reverse path to the requesting node as determined
by its response routing table (node “B”). After receiving the DATA_REPLY message at
node “B”, it will forward it towards the requesting node along the reverse path as
determined

by

its

response

routing

table

(node

“A”).

This

sequence

of

DATA_REQUEST and DATA_REPLY must be repeated until all parts of the requested
file are received by the requesting node.

4.2.3 Route maintenance during the File Transfer phase [1]
In the above illustration of how the file transfer phase is handled, we assumed a
problem-free operation of the protocol. In other words, we did not take into consideration
what would happen if the link between a node and its best next-hop becomes unavailable
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due to node mobility or bad channel conditions. In this section we will show how the
ORION protocol can handle such situations. The ORION protocol uses link-layer
feedback as a way to ensure connectivity and correct reception of messages between
mobile nodes (e.g.; RTS/CTS/ACK of the 802.11 MAC protocol). If a certain attempt to
forward a DATA_REQUEST message fails, the corresponding entry in the file-routing
table will be deleted and the next-best entry in the table will be used instead. If no more
entries remain in the file-routing table for a certain file, a ROUTE_ERROR message will
be sent along the reverse path direction to the requesting node. The ROUTE_ERROR
message could be dropped by an intermediate node if that node can locally recover from
the link failure by using an alternative route to forward the DATA_REQUEST message.
If local recovery by an intermediate node is not possible, the ROUTE_ERROR message
will eventually reach to the requesting node, upon receiving the ROUTE_ERROR
message, the requesting node will decide either to initiate a new file-search phase to
refresh its file-routing tables or to abandon the file downloading process altogether. The
second run of the file search phase is called a Re-Query and it is a special case of the file
search phase where the QUERY message flooded through the network contains only the
unique file identifier of the requested file as the search criteria instead of a keyword to
describe the file.

To illustrate more on this point lets consider again the network given by Figure
4.3, after running the previous File-Search phase for files 1,2,3 and 4 by node “A”,
suppose that the wireless link between nodes “B” and “C” suffers a failure. In this case,
when node “A” sends a DATA_REQUEST message for a certain part of file 3, this
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message will arrive at node “B” as in the previous problem-free scenario, but at this time,
when node “B” tries to forward this DATA_REQUEST message to its best next-hop
node for this file as given by its file routing table (node “C”), it will get an error from the
link layer because of the broken link between the two nodes. At this point, node “B” will
know that the link is no longer there, so it will delete node “C” as its best next-hop for
file 3 and node “D” will become the new best next-hop. Now node “B” will try to
forward the same DATA_REQUEST message to the now best next-hop for file 3 (node
“D”). If the link between nodes “B” and “D” is still up, node “D” will receive the
DATA_REQUEST message and respond to it with a DATA_REPLY message as in the
problem-free scenario discussed before, otherwise, if the link between nodes “B” and “D”
suffers a failure too just like the link between nodes “B” and “C”, then another link layer
error will result after the attempt to forward the DATA_REQUEST message to node “D”.
If the later case happened and node “B” is left with no next hops in its file routing table
for file 3, it will send a ROUTE_ERROR message back to the requesting node (node
“A”) along the reverse path. Upon receiving the ROUTE_ERROR message, the
requesting node may choose to abandon the file transfer altogether or issue a new re
query phase to refresh the file routing tables.

4.2.4 Packet Scheduling and Loss recovery [1]
ORION implements a packet-scheduling algorithm that prevents it from waiting
indefinitely for lost or delayed data packets. Since that each shared file on the ORION
system is split into many parts that are requested sequentially by the requesting nodes
until all parts are received, to avoid the wait if one part of a requested file is lost or
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delayed, the ORION protocol sends out the DATA_REQUEST messages in a round
robin fashion without having to wait for DATA_REPLYs for each part before sending a
DATA_REQUEST for the following one. The time interval between any two sequential
DATA_REQUESTs equals the average time between sending out a DATA_REQUEST
and receiving its corresponding DATA_REPLY message. This way there is enough time
allowed for each DATA_REPLY message to arrive at the requesting node before
requesting it for a second time if it does not arrive.

4.3 Current Path Selection and Recovery Mechanisms Used by MPP
and ORION
A common denominator between all P2P applications (except BitTorrent) is that
they usually run in two stages, the file search (query) stage and the file download stage.
The purpose of the file search stage is to acquire a set of possible paths over which a
certain file can be downloaded. We refer to the way by which a requesting node deals
with the set of available paths acquired by the file search stage as the “Path Selection and
Recovery” mechanism. Because of the constantly changing topology of the MANETs
P2P systems, path selection and recovery mechanisms are used by the requesting nodes to
decide which path they are going to use first to download a certain file and how to
recover from path failures when they happen. Until now, existing P2P file sharing
protocols for MANETs (MPP and ORION) have followed only two techniques for path
selection and recovery, they can be referred to as the “aggressive” and the “reactive”
techniques. We are going to discuss these two techniques next in detail.
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4.3.1 Aggressive Path Selection and Recovery
In the aggressive technique (used by the MPP protocol in its Dynamic
downloading mode), only the first path acquired by the file search process is used for file
transfer, all subsequently arriving paths are discarded. In a case of path failure, a
network-wide re-flooding must be done to get a new path. This technique follows the
assumption that the first path acquired by the file search process will almost always have
the best connection to the requested file. Although that this technique always uses the
best path available in the network to retrieve the requested file, it usually requires
frequent network-wide flooding because a re-flooding is required each time the used path
fails. Existing research [18] have shown that flooding messages on today’s wireless
networks (using 802.11 standard MAC layer) have a halting effect on the network
because nodes overhearing a transmission attempt must refrain from sending any
messages until the channel is clear. This waiting process could potentially take a long
time if the transmission is taking place over slow physical links making the halting effect
on neighboring nodes even greater.

4.3.2 Reactive Path Selection and Recovery
In the reactive technique (used by ORION and MPP in its static downloading
mode), paths acquired by the file search process are cached in at the requesting node and
are ordered on a first-come-first-serve basis according to the arrival time of their
corresponding reply messages. They are then used one by one on a sequential basis
starting with the first path to be acquired. A network-wide re-flooding to get fresh paths
is only required after all cached paths are broken. While the reactive technique uses less
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frequent network-wide flooding because usually there is more than one path available to
be used for file transfer, the requesting node will usually have to deal with slow paths and
wait for them to break before it can move one step down the list of available paths and try
the next one. This sequential behavior of path selection is there because the requesting
node has no way of ordering the set of available paths other than by means of the arrival
time of their corresponding reply messages. The main problem with this sequential
behavior of the reactive technique is that due to node mobility, the quality of the acquired
paths changes over time, and by the time a certain path is to be used, it is usually broken
or has a weak connection.

4.4 ORION vs. MPP
Since the two P2P protocols (ORION and MPP) were developed for the MANET
environment, they share a lot of common attributes; the most important ones are the
optimization of the used physical links and the usage of similar path selection and
recovery mechanisms. However, there are also some key design differences between
them. First, MPP is a cross-layer solution; it depends on the close interaction between the
application layer and the network layer to help it achieve the best physical path available.
On the other hand, ORION is not a cross-layer solution and it maintains standard
interfaces between different layers. Second, MPP is strongly coupled with the DSR
network layer routing protocol for MANETs; it requires that all mobile nodes wishing to
participate in the overlay P2P network to be running the DSR protocol. On the other
hand, ORION does not require a specific network layer routing protocol to work with
because it was strictly implemented as an application layer solution. In this thesis, we
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introduce a new addition to the reactive path selection and recovery mechanism that is
currently being used by both of MPP and ORION. Because of the limited nature of MPP
since it only works with the DSR network layer protocol, we have decided to work with
the reactive path selection and recovery mechanism in the ORION platform to provide a
more general solution that can work with any kind of MANET network layer protocol. In
the next chapter, we will introduce a new extension of the ORION protocol (ORION+)
that aims at improving the currently used (reactive) path selection and recovery
mechanism by means of added application level unicast messaging. Since the static
downloading mode of MPP uses a similar path recovery mechanism as ORION
(reactive), it can also benefit from the proposed mechanism.
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Chapter 5 The ORION+ Extension
P2P File sharing applications are usually used to download large files, they
usually run as background processes and they do not need any user input once they are
started, so users just need to initiate the downloading process and wait for the P2P
application to finish its work. Due to the fact that MANET nodes are always on the go, it
is always the case that the quality of the paths gained by the file search phase will
fluctuate over time until they eventually break down as a result of node mobility. Because
P2P applications are meant to be independent most of the time, it is important for such
applications to make intelligent decisions about which paths to use for their file transfer
especially in the limited resources environment of MANETs. Until now, only two
extreme path selection and recovery mechanisms (the aggressive and the reactive
techniques presented in chapter 4) have been used by the MANETs P2P file sharing
applications. While the aggressive technique is always able to select the best path
available in the network, it requires frequent network-wide flooding each time a path
failure happens. The reactive technique, on the other hand does not require frequent
network-wide flooding but at the same time it does not make any guarantees about the
quality of its chosen paths. Figure 5.1 illustrates the tradeoff between path quality and
control overhead in the aggressive and the reactive path selection and recovery
mechanisms

As we have discussed in section 4.3.2, the problem with the reactive recovery
mechanism is that because of the random node mobility in MANETs, the list of paths
available to the requesting node at the beginning of the file downloading stage will not be
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kept in order over the course of the file transfer. In order to achieve better path selection
decisions while still avoiding the frequent network-wide flooding associated with the
aggressive technique, we have added a new functionality to the reactive path selection
and recovery mechanism to rearrange on a periodic basis the set of available paths
according to their increasing response time. Rearranging the set of available paths allows
for intelligent switching between file transfer paths so that the one with the least response
time is always used. As a result, no unnecessary waiting for a weak path to break is
required if a better one is available. Since only those paths already known (acquired by
the file search process) to the requesting node are being reordered periodically, unicast
probing messages are used, as it will be explained in sections 5.2 and 5.3. We categorize
our new path selection and recovery technique as “reactive with unicast probing
messages” and it is the main added functionality in our new extension of the ORION
protocol (ORION+). Figure 5.1 illustrates the relative position of our new path selection
and recovery mechanism used in ORION+ (Reactive with unicast messaging) with
respect to the old ones (aggressive and reactive).

Reactive

Aggressive

Reactive
+Unicast Messaging

• MPP (Static
downloading)
•

ORION+

• MPP (Dynamic
downloading)

• ORION
(1)

(2)
Better Path quality and higher control overhead

Figure 5.1 Tradeoff between different Path selection and recovery mechanisms
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5.1 Possible Improvements for the ORION protocol
In our effort to improve the ORION protocol, some ideas were researched but
later on excluded due to different reasons; here we are going to discuss those ideas and
outline the reasons why they were excluded.

5.1.1 BitTorrent alike downloading
BitTorrent is a popular file-sharing protocol for today’s wireline Internet users. It
requires the existence of a tracker server at a fixed address, which cannot be achieved in
MANETS due to their dynamic nature. BitTorrent also takes advantage of the
asymmetrical allocation of the available bandwidth for each Internet subscriber. Usually
the portion of the available bandwidth assigned to carry downloading traffic is much
greater than the one assigned for uploading traffic. BitTorrent exploits this feature to
achieve multisource downloading by allowing nodes to fill up their downloading
bandwidth from many sources. Since the downloading bandwidth is typically larger than
the uploading one, many nodes will be required to take part in uploading to a certain node
to fill up its downloading bandwidth. This technique is possible in wireline networks
because of two reasons. First, In wireline networks, there exists an asymmetric bandwidth
allocation where end users usually have dedicated bandwidth as determined by their
service level agreement; this bandwidth is considered “wasted” if not used within a
certain timeframe. On the other hand, not only that there is no distinction between
uploading and downloading bandwidth in wireless networks (using 802.11 MAC layer),
but the available bandwidth is also shareable by more than one node. Second, The
existence of dedicated bandwidth in wireline networks allows for the requesting node to
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set up multiple circuit switched connections with other source nodes to download the
requested file simultaneously from them. On the other hand, with the RTS/CTS/ACK
reservation style used in today’s wireless networks, only one connection is allowed to be
established at a time (if no time multiplexing is used). In order to achieve multisource
downloading as in wireline networks, multiradio antennas will have to be used to avoid
interference, which they are not currently adopted in large by today’s wireless networks.

5.1.2 Periodic rebroadcasting to discover new sources
While periodic rebroadcasts to discover new sources will always result in finding
the best available source to download a certain file from, this technique is excluded to
avoid the halting effect that periodic flooding will introduce to the network especially
over slow links as discussed in section 4.3.1.

5.2 The ORION+ Approach
As we have explained earlier in the previous chapter, the file routing tables
constructed by the file search phase usually contain many redundant routes to different
mobile nodes having the same requested file. The routes in those tables are ordered
according to the arrival time of their corresponding RESPONSE messages. The node
from which the first RESPONSE message was received in reply to a specific file QUERY
message will be stored as the best next-hop in the file routing table of that file. As
following RESPONSE messages arrive, the nodes from which they came will be stored at
the file-routing table as the next-best next hops and they will be ordered according to the
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arrival time of their corresponding RESPONSE messages on a first-come first-serve
basis.

The problem with the above approach is that the ORION protocol is unaware of
any dynamic change that may happen in the path quality of all the next-best routes, so it
does not switch to a better path if one is available and it does not delete stalled routes
until they are tried first after a link failure.

Our solution to this problem is based on periodically propagating a unicast
LINK_QUALITY_REQ message from the requesting node of a certain file to all its nexthops

for

that

file

as

given

by

its

file-routing

table.

Upon

receiving

a

LINK_QUALITY_REQ message, if a node does not have the file that is the subject of
the message, it will have to forward it to all of its next hop nodes for that file as given by
its file-routing table. On the other hand, if the node receiving the LINK_QUALITY_REQ
message does have the file that is the subject of the message, it must send back a unicast
LINK_QUALITY_REPLY message along the reverse path to the requesting node that
initiated the LINK_QUAL]TY_REQ message. Intermediate nodes along all the paths
between the requesting node and all possible suppliers of the requested file will evaluate
the received LINK_QUALrrY_REPLY messages and order the next-hop entries of their
file-routing tables accordingly. If no LINK_QUALITY_REPLY message is received for
any of the next-hop entries or if a link layer error occurred when trying to send the
unicast LINK_QUALITY_REQ, the corresponding next-hop will be deleted from the
file-routing table.
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Based on an average human walking speed of approximately 1 m/s, the frequency
of the LINK_QUALITY_REQ messages is chosen to be every five seconds to allow for a
possible change in node connectivity.

To illustrate our approach in handling the next-hop entries of the ORION file
routing tables, consider the network represented in Figure 5.2

File

File

Next Hop

Next Hop

LEGEND:
Good Quality Link
Poor Quality Link

File

Next Hop

Figure 5.2 File routing tables after node A initiated a file search for file “X”

Here we have a six nodes network where only three nodes (“C”, “E” and “F”)
have a certain file “X”. To show the different link qualities in this example, we have used
thick lines to represent good quality links and thin lines to represent poor quality links.
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Suppose that node “A” wants to get the file “X” and that it has started a file search phase
looking for nodes having this file. The resulting file-routing tables constructed by the filesearch phase are as shown in figure 5.2. Here we can see that because the bandwidth of
the connection between nodes “B” and “C” is better than the bandwidth of the connection
between nodes “B” and “E”, node “C” is quicker to reply with a RESPONSE message to
the QUERY forwarded to it by node “B”. Hence, node “C” will be stored as the best
next-hop for file “X” in the file-routing table of node “B”. The second-best next-hop will
be node “E” since it is slower to send its RESPONSE message to node “B” because of
the poor link quality between it and node “B”. Similarly, because of the poor link quality
between nodes “A” and “D”, node “B” will send it’s RESPONSE message to node “A”
quicker than the RESPONSE message arriving from node “D”, hence node “B” will be
stored as the best next-hop in the File Routing table for file “X” at node “A”.

Now suppose that the link quality between nodes “B” and “C” becomes poor
because of node movement or a drop in the battery power for example while the link
quality between nodes “B” and “E” gets better because of similar reasons (Figure 5.3).
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File

File

Next Hop

Next Hop

File

Next Hop

LEGEND:
Good Quality Link
Poor Quality Link
Figure 5.3 Network after change in link quality

Under the current ORION protocol, this change will not be noticed and the
DATA_REQUEST messages sent by node “A” for file “X” will continue to be forwarded
to node “C” instead of node “E” which is now offering a better connection (Figure 5.4).
Unless the link between nodes “B” and “C” fails completely, the system will not try out
the other routes that it already have for the requested file.
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X
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Figure 5.4 File routing tables are not changed after change in the link quality

5.3 The ORION+ Implementation details
In our approach to handle the file routing tables of the ORION protocol, we
define two new message types for ORION, the “LINK_QUALrrY_REQ” and the
“LINK_QUALrrY_REPLY”. The

LINK_QUALITY_REQ

message is generated

periodically for each file being currently downloaded, it can only be generated by the
requesting node (the node that originally initiated the file-search phase) and it must carry
the node identification of that node as well as the identification of the requested file that it
seeks to update its entries in the file-routing table. The LINK_QUALITY_REPLY
message is sent in response to LINK_QUALITY_REQ and it can only be generated by
nodes that have the file specified in the LINK_QUALITY_REQ message. The file-
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routing tables must also be modified to include two new time values (TS1 (Time Stamp
1) and TS2 (Time Stamp 2)) for each next-hop entry. The first time-value (TS1) is set to
the current time when a node generating or forwarding a LINK_QUALITY_REQ
message sends out that message to a specific next-hop. The second time-value (TS2) is
set to the current time when a node receives a LINK_QUALITY_REPLY from one of the
next-hops that it has previously sent a LINK_QUALITY_REQ to. The response time for
each next-hop (TS2-TS1) represents the link quality and is used as the basis for ordering
the available next-hops so the best one can always be used.
LINK_QUALITY_REQ

to

a

certain

next-hop

or

Failure to forward
failure

to

receive

LINK_QUALITY_REPLY from a certain next-hop is treated exactly like the failure to
forward FILE_REQ or receive FILE_REPLY messages in ORION. This helps to delete
staled routes from the file-routing tables before they have to be tried after a link failure.

The purpose of the LINK_QUALITY_REQ and the LINK_QUALITY_REP
probing messages is to measure the response time or the roundtrip time between sending
out a LINK_QUALITY_REQ and receiving the corresponding LrNK_QUALITY_REP
for each available path. This roundtrip time is represented by the value (TS2 - TS1) and
it is the basis for choosing which path is to be used first to download the requested file.
While other metrics are also available to measure the quality of the available paths like
hop-count and signal-strength. We have decided not to use them for the following
reasons:
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For the hop-count metric
The hop-count metric can be misleading at times if an intermediate hop is weekly
connected or badly congested. At such cases it would not be a good representative of
actual path quality.

For the signal-strength metric
While the signal-strength metric will always represent correctly the actual path
quality, we have decided not to use it to preserve the application level nature of the
ORION protocol since getting the signal-strength information will require cross layering
with the physical layer to get the required information. Also since the signal strength
metric is measured on a hop-by-hop basis, it would require state maintenance as well as
modifications at intermediate nodes that are not necessarily running the ORION protocol.

We have chosen the roundtrip time metric as a representative of path quality
because it preserves the application layer nature of ORION, a good representative of
actual link quality and it does not need any state maintenance or modifications at
intermediate nodes since it is evaluated on an end-to-end basis. While many averaging
techniques (that takes into account previous measurements) could be used to calculate an
average for the roundtrip time, we have decided to use only the most recent measurement
obtained as a representative of the current path quality. The reason for this is that because
of the constantly changing physical topology in MANETs, earlier measurements of
roundtrip time could be misleading.
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Figure 5.5 shows how the ORION+ technique can be used to correctly re-organize
the file-routing tables after link qualities of different next-hops change. Node “A” as the
requesting node of file “X” must periodically generate a LINK_QUALITY_REQ and
forward it to each next-hop for that file as given by its file-routing table. The TS1 field
for each next-hop must be set to the current time as the LINK_QUALITY_REQ is being
sent out.

File Next Hop TS1 TS2
X
l:fC ~ s \T1 bc - 2 :\E JTI be —

File Next Hop TS1 TS2
X
1. B
T I ab —
2: D
T I ad —
LEGEND:
Good Quality Link
Poor Quality Link

File Next Hop TS1 TS2
X
1: F
T I df —
--2: -

Figure 5.5 Propagation of the LINK_QUALITY_REQ message to all available next-hops for file
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After receiving the LINK_QUALITY_REQ, nodes “C”, “E” and “F” must reply
with a LINK_QUALITY_REPLY message to each node from which they have received a
LINK_QUALITY_REQ. Upon receiving LINK_QUALITY_REPLY at intermediate
nodes, these nodes must set the TS2 field of the next-hop from which the
LINK_QUALITY_REPLY came from to the current time and forward the message along
the reverse path to the requesting node. Having TS2 and TS1 now known, the response
time is computed by each node and the file-routing tables are re-arranged accordingly if
needed as in Figure 5.6

File Next Hop TS1

File Next Hop TS1

TS2

TS2

File Next Hop TS1

TS2

LEGEND:
Good Quality Link
Poor Quality Link

Figure 5.6 LINK_QUALITY_REPLY is sent in reply to LINK_QUALITY_REQ
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5.4 Advantages and Disadvantages of the ORION+ approach
5.4.1 Advantages
■

Re-ordering of the available routes that already exist in the file
routing tables so the best ones can always be used

■

Extra control messages (LINK_QUALrrY_REQ and
LENK_QUALITY_EEPLY) are unicasted to the next hop neighbors as

given by the file-routing tables, So no expensive flooding is needed to
learn about better routes that already exist in the network

■

Stalled routes are discovered in the process, this saves time by
avoiding having to try those routes if a link failure in the primary
route happens.

5.4.2 Disadvantages
The ORION+ approach could only be useful if two conditions are satisfied. The
first condition is the availability of more than one path that could be used to download the
requested file. The second condition is the occurrence of a change in the quality of the
available paths. If any of those two conditions are not satisfied, the operation of ORION+
will be no different than that of ORION except with the extra unicast messaging
overhead. To illustrate more on the two special cases that could happen if any of the
above conditions are not met, we are going to discuss them here in more detail.
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5.4.2.1 The existence of only one source node in the network
Because each node is allowed to reply only once to any new QUERY message it
receives if it had the requested file, the requesting node will eventually have a number of
available paths that equals the number of the source nodes in the network. Accordingly,
in the special case when only one source node exists in the network, the requesting node
will have only one path available for it to get its requested file. Under this special case,
the probing messages of ORION+ will not be able to provide any enhanced performance
since there are no alternative paths to choose from. To illustrate more on this special
case, consider figure 5.7 that shows a six nodes network with the file routing tables that
resulted after node “A” have issued a file-search for file “X” which happens to exist only
at node “C”. Here we can see that node “A” have only one available path (A - B - C)
over which it can get this file.

File
X

File
X

Next Hop
1: C

Next Hop
1: B

Figure 5.7 File routing tables after node A initiated a file search for file “X”
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Now assume that the link quality between nodes “B” and “C” becomes poor
because of node mobility or lower battery power as in figure 5.8. Because there is only
one path existing in the network for the requested file “X”, the ORION+ probing
messages will be of no use since there are no alternative paths available. However,
although that the ORION+ approach is unable to improve the file downloading
performance in this special case, it does not produce considerable overhead since it only
uses unicast probing messages.

File

File

Next Hop

Next Hop

Figure 5.8 No possible improvement if the requested file is only available once

5.4.2.2 No change in the quality of the available paths
If no changes happen to the quality of the available paths (due to stable battery
power levels or under no mobility conditions), the probing messages of ORION+ will
continue to provide the same response time for each path and no reordering will happen.
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Chapter 6 Simulation and Results
To measure the performance of our ORION+ protocol extension against the
original ORION protocol, we have used the NS-2 simulator to do some simulation
experiments similar to those that were done on ORION. NS-2 is a discrete event driven
network simulator initially developed by the University of California at Berkley. We
have performed all our simulations using the ns-2 version 2.29 with the ad hoc network
extension from Carnegie Melon University monarch project. We have kept most of our
simulation parameters in-line with those used to measure the performance of the Original
ORION protocol so we can compare our results against those published for ORION.

6.1 Simulation Model
The ORION+ implementation resides in the application layer of ns-2. Since it has
been proved by [2] that both of the main reactive routing protocols (AODV and DSR)
performed similarly with ORION, we have decided to use AODV as the network layer
protocol of choice for our simulation. In order to get meaningful results from our
simulation, we needed to make the link quality between wireless nodes to vary depending
on the physical distance between them. Unfortunately the standard ns-2 simulator does
not provide this functionality, in the standard ns-2 implementation, each node have a
transmission range and nodes can only communicate to each other if they are within the
transmission range of each other. Moreover, the link quality between mobile nodes does
not depend on the distance between them, the link either exist if the nodes are within the
transmission range of each other or does not exist if they are not within each other’s
transmission range. To overcome this problem, we have used the OAR multi-rate MAC
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layer extension provided by the RICE Networks Group (RNG) of RICE University.
Combining the Multi-Rate MAC with the transmission range provided by ns-2, now the
quality of the link between any two mobile nodes will depend on the physical distance
between them until it goes away completely when the nodes go out of the transmission
range of each other.
The used simulation parameters are as follows

Parameter

Set Value

Wireless node transmission range

115 m

Number of nodes

50 and 100

Number of files

10

Frequency of LINK_QUALITY_REQ

5s

File sizes

2 KB, 50 KB, 500 KB, 1MB, 3 MB,
10 MB, 50 MB and 100 MB

Simulation area

1000 m x 1000 m

Mobility model

Random waypoint

Maximum speed

4 m/s

Rest (Pause) time

5s

MAC protocol

IEEE 802.11 (with OAR Multi-Rate
extension)

Physical layer radio propagation

Two-way ground

Transmission power

17.6125 mW
Table 1 Simulation Parameters
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6.2 Simulation Setup
In our simulation we used two network sizes (50 and 100 nodes) occupying the
same simulation area (1000 m2) to represent high and low node densities. The mobility of
the nodes is according to the random waypoint mobility model. In this mobility model,
the speed of the mobile nodes is chosen uniformly at random from [0, SmaxL when a
device reaches a randomly chosen destination, it pauses for a fixed amount of time Thoid
before it continues to move to the next randomly selected destination with a new
randomly selected speed. All simulation parameters are set according to Table (1). Each
scenario was repeated 100 times with randomly generated node movement scenarios. We
used 10 sharable files for both of the 50 and 100 node scenarios. We used file sizes from
2 KB up to 100 MB to represent a wide range of file sizes that could be shared on the
system. Each sharable file is replicated two times at the beginning of each simulation run
and nodes are required to download all the 10 files from each other. We have calculated
95% confidence intervals and indicated them on each performance curve. To simulate the
division of files into pieces by the ORION protocol, we have used arrays to represent
sharable files, so they can be requested one element at a time until the whole array (file)
is transferred. In the following section we present our simulation results regarding to the
following three metrics:
1. File transfer time
2. Percentage of successful files transferred
3. Transmitted data volume
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6.2.1 Transfer Time
Transfer time refers to the duration of time it takes from the beginning of the file
transfer phase until the whole file is successfully downloaded. Figures 6.1 to 6.8 show the
simulation results for the 50 nodes scenario and Figures 6.9 to 6.16 show the simulation
results for the 100 nodes scenario for different file sizes. As we increase the file size, we
can see that the original ORION protocol incurs larger transfer times than ORION+ due
to the fact that it is reactive in nature. For low mobility, the transfer times goes up for
both of ORION and ORION+ because when all remaining available paths are weakly
connected, they take longer time to completely break and during that time they provide
slower connection. Despite that, ORION+ is able to achieve lower transfer times
compared to ORION because of its better path selection mechanism while better quality
paths exist in the network. When increasing the speed of the mobile nodes and forcing
them to run out of next hops in their file routing tables and hence generating file search
phases more often, the entries at the file routing tables become more relevant causing the
transfer time to go down but of course global searches must be done more often. The
higher time-delay to transfer the same file sizes in high node density (100 nodes scenario)
suggests that longer routes are being used to transfer the files.

In Figures 6.1 and 6.2, we see that the delay performance of both of ORION and
ORION+ is the same. Because of the very small file sizes (2 KB and 50 KB), the whole
file is always downloaded before it is time to send out the ORION+ probing messages. In
Figure 6.3 (500 KB file size), for low mobility, the whole file is successfully downloaded
before there is a need to reflood the network (usage of weekly connected paths result in
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higher transfer delay). For high mobility, a reflooding is needed to get new paths (usage
of fresh paths decreases the overall transfer delay). In Figure 6.4, we see that the whole
file can be successfully downloaded with no need for reflooding only under very low
mobility (max speed less than 1 m/sec), for higher max speeds, a reflooding is always
required to get new paths. For file sizes 3 MB and larger (Figures 6.5 - 6.8), a reflooding
is always required since all paths are broken before the whole file is successfully
downloaded.

T ransfer Delay Vs Node Mobility
for 50 N odes and 2 KB file size
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I
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Max Speed (m/s)
+ — Orion —

Or i on +

Figure 6.1 Transfer Delay vs. Node Mobility for 50 nodes and 2 KB file size
(Results are displayed with their 95% Cl)
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T ransfer Delay Vs Node Mobility
for 50 N odes and 50 K6 file size
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Figure 6.2 Transfer Delay vs. Node Mobility for 50 nodes and 50 KB file size
(Results are displayed with their 95% Cl)
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Figure 6.3 Transfer Delay vs. Node Mobility for 50 nodes and 500 KB file size
(Results are displayed with their 95% Cl)
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T ran sfer Delay Vs Node Mobility
for 50 N od es and 1 MB file size
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Figure 6.4 Transfer Delay vs. Node Mobility for 50 nodes and 1 MB file size
(Results are displayed with their 95% Cl)

T ransfer Delay Vs Node Mobility
for 50 Node and 3 MB file size
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Figure 6.5 Transfer Delay vs. Node Mobility for 50 nodes and 3 MB file size
(Results are displayed with their 95% Cl)
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T ran sfer Delay Vs N ode Mobility
for 50 Node and 10 MB file size
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Figure 6.6 Transfer Delay vs. Node Mobility for 50 nodes and 10 MB file size
(Results are displayed with their 95% Cl)
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Figure 6.7 Transfer Delay vs. Node Mobility for 50 nodes and 50 MB file size
(Results are displayed with their 95% Cl)
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Transfer Delay Vs Node Mobility
for 50 Node and 100 MB file size

0

1

2

3

4

Max Speed (mis)
—♦— Orion —• — Orion +

Figure 6.8 Transfer Delay vs. Node Mobility for 50 nodes and 100 MB file size
(Results are displayed with their 95% Cl)

For the high node density scenario (100 nodes network), because of the longer
paths used, we see that the transfer times are higher than the 50 nodes scenario. In
Figures 6.9 and 6.10, we see that the transfer delay performance of ORION and ORION+
is almost the same because of the small file sizes. In Figure 6.11 (500 KB), for low
mobility (less than 2 m/s max speed), the file is successfully downloaded before there is a
need to reflood the network (usage of weekly connected paths result in higher transfer
delay). For high mobility, a reflooding is always needed to get new paths (usage of fresh
paths decreases the overall transfer delay). In Figure 6.12, we see that the whole file can
only be downloaded successfully with no need for reflooding under very low mobility
(max speed less than 1 m/sec), for higher max speeds, a reflooding is always required to
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get new paths. For file sizes 3 MB and larger (Figures 6.13 - 6.16), a reflooding is always
required since all paths are broken before the whole file is successfully downloaded.

T ransfer Delay Vs Node Mobility
for 100 N odes and 2KB file size
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Figure 6.9 Transfer Delay vs. Node Mobility for 100 nodes and 2 KB file size
(Results are displayed with their 95% Cl)
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T ran sfer Delay Vs Node Mobility
for 100 N o des and 50 KB file size
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Figure 6.10 Transfer Delay vs. Node Mobility for 100 nodes and 50 KB file size
(Results are displayed with their 95% Cl)
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Figure 6.11 Transfer Delay vs. Node Mobility for 100 nodes and 500 KB file size
(Results are displayed with their 95% Cl)
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Transfer Delay Vs Node Mobility
for 100 Nodes and 1 MB file size
40
35
30

I " -I —

25

^

20
15
10
5

0
0

3

2

1

4

Max Speed (m/s)
♦ — Orion

Orion +

Figure 6.12 Transfer Delay vs. Node Mobility for 100 nodes and 1 MB file size
(Results are displayed with their 95% Cl)
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Figure 6.13 Transfer Delay vs. Node Mobility for 100 nodes and 3 MB file size
(Results are displayed with their 95% Cl)
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T ransfer Delay Vs Node Mobility
for 100 Node 10 MB file size
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Figure 6.14 Transfer Delay vs. Node Mobility for 100 nodes and 10 MB file size
(Results are displayed with their 95% Cl)

T ransfer Delay Vs Node Mobility
for 100 N ode 50 MB file size

0)
£

Max Speed (m/s)
+ — Orion —■— Orion +

Figure 6.15 Transfer Delay vs. Node Mobility for 100 nodes and 50 MB file size
(Results are displayed with their 95% Cl)
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T ran sfer Delay Vs Node Mobility
for 100 N ode 100 MB file size
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Figure 6.16 Transfer Delay vs. Node Mobility for 100 nodes and 100 MB file size
(Results are displayed with their 95% Cl)

6.2.2 Successful file transfer
Successful file transfer is a very important attribute from the end-user’s point of
view because unless the whole file is downloaded successfully, it cannot be used by the
user. As it was defined in [2], the download for ORION is considered “failed” if the
requesting node runs out of alternative paths after a single re-query. Figures 6.17 to 6.24
show the simulation results for the 50 nodes scenario and Figures 6.25 to 6.32 show the
simulation results for the 100 nodes scenario for different file sizes. Here we can see that
ORION+ is able to complete the download process of more files before it runs out of next
hops. This is mainly attributed to the better choice of routes while they exist instead of
using a specific route until it breaks. We also see that due to the better connectivity of
the 100 nodes scenario, ORION+ was able to achieve greater percentage of successful
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transfers compared to the 50 nodes scenario. We can see that both of ORION and
ORION+ are always able to achieve successful downloading for small file sizes (2 KB
and 50 KB) before they run out of alternative routes. As we increase the file size, we can
see that both of ORION and ORION+ run out of alternative paths more quickly
especially at high mobility conditions. Under no mobility conditions, the success rate for
both of ORION and ORION+ are the same due to the same connectivity condition for
both. For large files, more than one re-query is always required to complete the
download.

In Figures 6.17 and 6.18, because of the very small file sizes, both of ORION and
ORION+ are able to successfully download all the files. Under no mobility, only the
subset of reachable files could be downloaded. For the 500 KB file size (Figure 6.19), we
see that ORION+ is able to maintain higher percentage of successful file transfers under
high mobility compared with ORION. The percentage of successful file transfers slowly
decreases for both of ORION and ORION+ when increasing the file sizes (Figures 6.20 6.24) since the set of available paths are unable to complete the file transfers before all
paths are broken. In the 100 nodes scenario (Figures 6.25 - 6.32), we see that because of
better network connectivity, both of ORION and ORION+ were able to achieve higher
percentage of successful file transfers than the 50 nodes scenario for the same file sizes.
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Figure 6.17 Successful Transfer vs. Node Mobility for 50 nodes and 2 KB file size
(Results are displayed with their 95% Cl)
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Figure 6.18 Successful Transfer vs. Node Mobility for 50 nodes and 50 KB file size
(Results are displayed with their 95% Cl)
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for 50 Node and 500 KB file size
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Figure 6.19 Successful Transfer vs. Node Mobility for 50 nodes and 500 KB file size
(Results are displayed with their 95% Cl)

S uccessful T ran sfer Vs. Mobility
for 50 N ode and 1 MB file size
100

■i ----- i

80
&
V)
S

ra

60
40

8
□
U 20
c/5

0
0

0.4

0.8

1.2

1.6

2

2.4

2.8

3.2

3.6

4

Max Speed (m/s)
-♦— Orion

O rion +

Figure 6.20 Successful Transfer vs. Node Mobility for 50 nodes and 1 MB file size
(Results are displayed with their 95% Cl)
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Figure 6.21 Successful Transfer vs. Node Mobility for 50 nodes and 3 MB file size
(Results are displayed with their 95% Cl)

S uccessful T ran sfer Vs. Mobility
for 50 no d e and 10 MB

0

0.4

0.8

1.2

1.6

2

2.4

2.8

3.2

3.6

4

Max Speed (m/s)

-Orion

Orion +

Figure 6.22 Successful Transfer vs. Node Mobility for 50 nodes and 10 MB file size
(Results are displayed with their 95% Cl)
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Figure 6.23 Successful Transfer vs. Node Mobility for 50 nodes and 50 MB file size
(Results are displayed with their 95% Cl)
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Figure 6.24 Successful Transfer vs. Node Mobility for 50 nodes and 100 MB file size
(Results are displayed with their 95% Cl)
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Figure 6.25 Successful Transfer vs. Node Mobility for 100 nodes and 2 KB file size
(Results are displayed with their 95% Cl)
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Figure 6.26 Successful Transfer vs. Node Mobility for 100 nodes and 50 KB file size
(Results are displayed with their 95% Cl)
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S u ccessfu l T ransfer Vs. Mobility
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Figure 6.27 Successful Transfer vs. Node Mobility for 100 nodes and 500 KB file size
(Results are displayed with their 95% Cl)
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Figure 6.28 Successful Transfer vs. Node Mobility for 100 nodes and 1 MB file size
(Results are displayed with their 95% Cl)
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Successful Transfer Vs. Mobility
for 100 Node and 3MB file size
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Figure 6.29 Successful Transfer vs. Node Mobility for 100 nodes and 3 MB file size
(Results are displayed with their 95% Cl)
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Figure 6.30 Successful Transfer vs. Node Mobility for 100 nodes and 10 MB file size
(Results are displayed with their 95% Cl)
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Su ccessful T ran sfer Vs. Mobility
for 100 Node and 50 MB file size
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Figure 6,31 Successful Transfer vs. Node Mobility for 100 nodes and 50 MB file size
(Results are displayed with their 95% Cl)
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Figure 6.32 Successful Transfer vs. Node Mobility for 100 nodes and 100 MB file size
(Results are displayed with their 95% Cl)
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6.2.3 Transmitted Data Volume
Due to the scarcity of available bandwidth in MANETs, it is important that any
new feature we add to the ORION protocol comes at a reasonable price. It is hence very
desirable to maintain our control traffic at a minimum so that the majority of the available
network bandwidth can be used to transfer payload traffic. In this section we compare the
total generated traffic injected in the network when using ORION and ORION+ under
different file sizes and max speed scenarios. Figures 6.33 to 6.40 show the simulation
results for the 50 nodes scenario and Figures 6.41 to 6.48 show the simulation results for
the 100 nodes scenario for different file sizes. We compare the total transmitted data
volume by measuring how many messages were generated in the network for each file
transmitted from a source to a destination under each protocol. To do that, for each file
transmitted from a source to a destination, we calculate how many data and control
messages were generated in total for that file times the number of intermediate hops they
went through. For example, if a certain message had to travel three hops to reach its
destination, the total number of messages generated in the network is thrice as the
original message.

With the actual file size being the absolute minimum for the transmitted data
volume (assuming that the file is transmitted directly between the source and destination
with no control overhead), we plotted our results to show the total transmitted data
volume as a percentage of the actual file size. We can see here that ORION+ does not
generate considerable traffic overhead more than the original ORION because its unicast
messages are transmitted to a selected number of nodes and does not use flooding. The
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stable cost increase of ORION+ as the file sizes are increased leads to the conclusion that
it is a scalable solution. Figures 6.3 and 6.34 show that because of the small file sizes (2
KB and 50 KB) used in the low density scenario (50 nodes network), both of ORION and
ORION+ generate the same number of messages because the files are always
downloaded successfully before it is time to send out the ORION+ probing messages.
Due to the usage of longer routes with more intermediate hops in the 100 node scenarios,
we see that it have resulted in more transmitted messages than the 50 node scenarios.

Transmitted d ata volume vs.Mobility
for 50 Nodes and 2KB
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Figure 6.33 Data volume vs. Node Mobility for 50 nodes and 2 KB file size
(Results are displayed with their 95% Cl)
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Transmitted data volume vs. Mobility
for 50 Nodes and 50 KB
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Figure 6.34 Data volume vs. Node Mobility for 50 nodes and 50 KB file size
(Results are displayed with their 95% Cl)
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Figure 6.35 Data volume vs. Node Mobility for 50 nodes and 500 KB file size
(Results are displayed with their 95% Cl)

102

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.

Transmitted d ata volume v s . Mobility
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Figure 6.36 Data volume vs. Node Mobility for 50 nodes and 1 MB file size
(Results are displayed with their 95% Cl)
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Figure 6.37 Data volume vs. Node Mobility for 50 nodes and 3 MB file size
(Results are displayed with their 95% Cl)
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Transmitted d ata volume vs. Mobility
for 50 N odes and 10MB
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Figure 6.38 Data volume vs. Node Mobility for 50 nodes and 10 MB file size
(Results are displayed with their 95% Cl)
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Figure 6.39 Data volume vs. Node Mobility for 50 nodes and 50 MB file size
(Results are displayed with their 95% Cl)
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Transmitted data volume vs. Mobility
for 50 Nodes and 100MB
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Figure 6.40 Data volume vs. Node Mobility for 50 nodes and 100 MB file size
(Results are displayed with their 95% Cl)
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Figure 6.41 Data volume vs. Node Mobility for 100 nodes and 2 KB file size
(Results are displayed with their 95% Cl)
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Transmitted data volume vs. Mobility
for 100 Nodes and 50 KB
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Figure 6.42 Data volume vs. Node Mobility for 100 nodes and 50 KB file size
(Results are displayed with their 95% Cl)
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Figure 6.43 Data volume vs. Node Mobility for 100 nodes and 500 KB file size
(Results are displayed with their 95% Cl)
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Transmitted data volume vs. Mobility
for 100 Nodes and 1MB
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Figure 6.44 Data volume vs. Node Mobility for 100 nodes and 1 MB file size
(Results are displayed with their 95% Cl)
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Figure 6.45 Data volume vs. Node Mobility for 100 nodes and 3 MB file size
(Results are displayed with their 95% Cl)
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Transmitted d ata volume vs. Mobility
for 100 Nodes and 10 MB
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Figure 6.46 Data volume vs. Node Mobility for 100 nodes and 10 MB file size
(Results are displayed with their 95% Cl)
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Figure 6.47 Data volume vs. Node Mobility for 100 nodes and 50 MB file size
(Results are displayed with their 95% Cl)
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Transmitted data volume vs. Mobility
for 100 Nodes and 100 MB
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Figure 6.48 Data volume vs. Node Mobility for 100 nodes and 100 MB file size
(Results are displayed with their 95% Cl)
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Chapter 7 Conclusion and Future Work

7.1 Conclusion
P2P file sharing applications are a very convenient way to provide content based
routing in MANET environments where no central lookup server is available. However,
many considerations have to be taken into account when combining the two together,
mainly because of the inherit limitations of MANETs and the dynamic nature of P2P file
sharing applications. Since path failures usually happen in MANETs P2P systems as a
result of the dynamic physical topology, current P2P applications for MANETs have
mainly used two path selection and recovery mechanisms (reactive and aggressive) to
recover from path failures. Both of the reactive and the aggressive path selection and
recovery mechanisms represent extreme measures to deal with path failures in MANETs
P2P systems. While the aggressive mechanism seeks to always use the best path available
in the network for file transfer, it usually have to initiate frequent network-wide flooding
to search for a new path after each failure. On the other hand, the reactive mechanism
requires less network-wide flooding because it usually has multiple alternative routes
available for file transfer, but the down side of the reactive mechanism is that it would
occasionally run into weakly connected paths and it does not make any effort to switch to
a better connected path even if one existed already in its set of available paths.

In this thesis we presented a new path selection and recovery mechanism for
MANETs P2P applications. It was based on the reactive path selection and recovery
mechanism in order to avoid the frequent flooding of the aggressive mechanism. We
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called our new path selection and recovery mechanism “Reactive with unicast probing
messages” and used it as the main building block of our new extension of the ORION
protocol that we called ORION+. Our new path selection and recovery mechanism uses
unicast probing messages to measure the roundtrip time of each available path so the one
with the smallest roundtrip time can be used for the actual file transfer. Our path selection
and recovery mechanism have helped to achieve lower file transfer times, higher
percentage of successful file transfers and due to the unicast nature of its added control
messages, it was proven to be scalable as per our simulation results.

7.2 Future Work
The new path selection and recovery mechanism (reactive with unicast probing
messages) of ORION+ is able to select the best available path for file transfer based on
the roundtrip time metric. But when all remaining paths are weakly connected, the system
will have to wait for all of them to break (during that time it will be using the best
available path) before it can initiate a new file search to get another set of fresh paths. A
good idea for future research would be to establish a threshold level of acceptable
roundtrip time, so that a new file search (flooding) would be required if no remaining
paths are able to provide a roundtrip time lower than that of the threshold level. By doing
so, we will further avoid using paths with longer roundtrip time and only initiate file
search flooding when needed based on the acceptable threshold. Of course the question
that needs to be solved here is how to calculate such a threshold in a totally random
environment like MANETs.
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