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Abstract

This thesis addresses the problem of identifying BitTorrent and Skype activities within Netflow
traces. The ability to accurately classify different types of internet traffic using Netflow traces
represents a major challenge in the field of internet traffic classification since there is no
payload information available with Netflow. Nowadays, P2P applications represent a large
portion of the internet traffic and are becoming more difficult to classify. In this thesis a simple
yet effective classification method is proposed using a set of heuristics based on the

discriminating features and the nature of P2P applications.

The presented scheme has been tested with a collection of real data sets. The results of the
classification have shown to be accurate when applied to data sets with challenging internet
traffic. Furthermore, the results of the proposed scheme have proven to be superior to other

existing approaches in terms of the accuracy of the classification.
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Chapter 1 Introduction

This chapter provides a brief introduction to P2P systems, explaining the basic concepts and
operation mechanisms behind P2P technologies. Afterwards, it shows the importance of
accurately identifying P2P traffic in different networks as nowadays P2P represents the majority
of the internet traffic. The different P2P classification techniques are discussed to shed light on
both their advantages and disadvantages and are used as a motivation to create a new P2P
identification scheme. Finally, the main contributions and the overall organization of this thesis

are mentioned in the end of the chapter.

1.1 Background

Peer-to-Peer or P2P is a type of distributed systems where different nodes form a dynamic
overlay network. The participating nodes or peers have the ability to pool their resources in
order to achieve the major goals of distributed systems such as scalability, resource sharing and

fault tolerance.

The P2P architecture is considered to be the opposite of the client-server model. The client-
server architecture has a centralized server responsible for controlling the access of shared
resources within the network, giving the clients limited privileges. In a P2P network, each peer
is considered to be a client and a server simultaneously, due to the absence of a centralized
server. Although this may serve as an advantage, it raises many management and security
issues since there is no control over the content being shared within the network.

Consequently, the participating peers become prone to various threats and security violations.



Figure 1 and Figure 2 display the architectural difference between the client-server model and

the P2P model.

Central Server

S

Client
Peer
Figure 1 Client Server Architecture Figure 2 P2P Architecture

Despite the issues brought up by P2P, its connections represent a significant portion of the
internet traffic. P2P connections enable the direct communication between peers where they
can share various services and resources together. These services include file sharing, video
streaming, online gaming and other activities that the client-server architecture cannot
accomplish as fast or as efficient as the P2P architecture. Looking at the P2P network from a top
perspective, it can be viewed as a big pool of shared resources, where every participating edge
has to “give” in order to “take”.

Today P2P is considered as a standard backbone for sharing all kinds of different media
throughout a network. Examples include audio, video and real time services that are time

sensitive such as voice over IP (VoIP). Internet Service Providers (ISPs) and network



administrators have been dealing with the challenge of classifying P2P traffic within a network

to control and limit the Quality of Service (QoS) accordingly.

1.2 Research Problem

Since the early 2000s, P2P has emerged as a dominant portion of the internet traffic. According
to lpoque; a German company responsible for developing bandwidth management solutions,
P2P traffic represents 49-83% of the total internet traffic in several countries [1]. The enormous
amount of P2P traffic and its rapid progression throughout the years have resulted in
deteriorating network performance and congestion due to the massive bandwidth consumption
of P2P applications. P2P applications are becoming more difficult to classify since they operate
with a set of random ports and sometimes utilize encrypted payloads. In addition, heavy
bandwidth consumption is usually a result of P2P applications such as files sharing and
BitTorrent. Therefore, network analysts and administrators are concerned with accurately

identifying P2P traffic and detecting such activity in their networks.

The ability to accurately classify P2P traffic finds utility in provision of QoS, network security
and network planning for public network providers and campus network operators. The existing
apparatuses for classifying P2P traffic utilize an array of different methodologies and
techniques, each yielding a different rate of success depending on the targeted traffic to be
classified. In the early days of the internet, P2P traffic could be easily classified by using port
based approaches as suggested in [2-6]. Although port based approaches give high accuracy for
identifying legacy applications (e.g. HTTP, FTP, NetBIOS), this technique is highly inaccurate for
identifying P2P traffic as P2P applications utilize random ports to navigate through firewalls and

3



other network restrictions. Different payload analysis techniques [7-16] were suggested to
classify P2P traffic, achieving very high rates of success. Despite its success, this approach
cannot be applied to encrypted payloads or to the situation when payload information is not
available. On the other hand, machine learning and data mining approaches [17-24] were
suggested, where key attributes and discriminating features of P2P applications are used for
classification by feeding training samples to the algorithm. The accuracy of this technique relies
heavily on the quality and nature of the training samples, and the robustness of the selected

features.

1.3 Research Objective

From the previously discussed problems, the main objectives of this thesis are to analyze the
behavior and discriminating features of P2P applications, as well as proposing a classification
model that can successfully identify and extract BitTorrent and Skype flows from Netflow traces

with high accuracy.

The classification of P2P applications can be utilized to serve a variety of purposes. ISP and
carriers can benefit from it in improving the QoS. By identifying Skype connections, they can be
prioritized in order to enhance the calling experience, improve the call quality, and avoid delay
and lag in Skype calls. In addition, the calculation of an estimate of the duration of any placed
call is advantageous in providing billing information and accounting. Furthermore,, by
identifying BitTorrent activities, they can be also prioritized in order to achieve faster file
transfers. In addition, the classification can be used for enforcing fair internet usage policies by
determining the total consumed bandwidth of each host and limiting it accordingly.

4



Consequently, if a user is abusing his bandwidth privileges through BitTorrent file transfers, the
bandwidth allocated to the host can be limited and if needed, the BitTorrent ports can be
blocked. On the other hand, network analysts and home users can benefit from the
classification model by utilizing the information in determining the nature of their internet

traffic, and identify different P2P activities within their networks.

Recently the focus on accurately categorizing any type of internet traffic within Netflow traces
is becoming of vital importance as Netflow is the standardized tool utilized by network
administrators for monitoring and collecting information regarding internet traffic within a
network. This thesis is concerned with two of the most important P2P applications. BitTorrent
and Skype represent the leading applications in their corresponding fields. BitTorrent is the
most popular tool used for P2P file sharing over the internet according to different studies and
articles [25-26], while Skype is by far the number one application when it comes to VolP with

over 350 million active users [27].

1.4 Suggested Approach

By comparing and evaluating the previously proposed approaches in P2P traffic classification, a
classification scheme is proposed to identify both BitTorrent and Skype traffic using Netflow
traces. The proposed scheme is based on a combination of existing approaches and a set of

features and characteristics unique for BitTorrent and Skype applications.

In specific, we analysed the connection patterns and distinguishing characteristics of both

BitTorrent and Skype and studied how they behave on start up, mid process, and in their closing



stages. The classification procedure takes place by converting these features and behavior
patterns to statistical data and comparing them to their corresponding data fields in the

Netflow traces to determine the existence of BitTorrent and Skype activities.

1.5 Summary of Contributions

The key contributions of the thesis are:

1- A proposed classification model capable of identifying BitTorrent and Skype hosts and
flows.

2- The proposed model has been tested with five different data sets and produced
accurate results for both BitTorrent (91.3%-95.4% byte-wise accuracy) and Skype (100%
flow accuracy, £1-2 minutes for placed call duration accuracy).

3- The results of the proposed scheme have proven to be superior to other existing
approaches in terms of accurately identifying BitTorrent and Skype flows within Netflow

traces.

1.6 Thesis Organization

The remaining chapters of the thesis are organized as follows:

Chapter 2: A brief introduction and a literature survey of the current suggested approaches for
general and P2P traffic classification as well as a detailed description of two of the most popular
P2P applications; BitTorrent and Skype. Furthermore, an introduction to Netflow and a list of

discriminating P2P flow features are presented in the end of the chapter.



Chapter 3: Introduces a list of the heuristics used for building the classification scheme for
identifying BitTorrent and Skype flows. These heuristics were obtained by analysing both

applications’ activities and the list of unique features for both applications.

Chapter 4: Introduces the testing and experimentation phase of the classification procedure by
applying the proposed scheme to real life data sets and presents the results and accuracy of the
classification scheme. Additionally, comparisons with some existing approaches are presented

based on testing results.

Chapter 5: Presents the conclusions and recommendations for future work.



Chapter 2 Background Knowledge

This chapter provides the background information for the material presented in this thesis.
First, a survey of the existing internet traffic classification approaches is demonstrated to
discuss both advantages and disadvantages. Afterwards, we display popular schemes proposed
for BitTorrent and Skype traffic identification which are related to the classification scheme
proposed in this thesis. In addition, a detailed description of both BitTorrent and Skype
applications is presented. Finally, an introduction to Netflow and the list of P2P flow features

are introduced in the end of the chapter.

2.1 Literature Survey of Traffic Classification Approaches

Recently, the network research community has been focusing on the field of internet traffic
classification [2-24], by exploring different techniques, methodologies and approaches to
accurately classify internet traffic. These proposed algorithms have yielded different rates of
success and percentages of accuracy depending on the required traffic to be classified and the
nature of the environment where these methods are applied in. The challenge lies in
determining the optimal method to classify with high accuracy using minimal resources to serve
different purposes such as providing quality of service for the Internet Service Providers (ISP),
monitoring internet traffic, constructing different security measures, creating intrusion

detection mechanisms, and applying filters to different types of internet content.



In this section, the important techniques for internet traffic classification that have been highly
appraised are presented to shed light on both their advantages and disadvantages, as well as

comparing them from several points of view.

The following approaches represent the top schemes and technologies used for internet traffic

classification.

2.1.1 Deep Packet Inspection (DPI)

Deep Packet Inspection or DPI is a technique for classifying internet traffic by capturing raw
packet data within a network and trying to distinguish between different types of traffic using

different approaches such as pattern prediction, cross referencing and payload investigation.

DPI provides different types of services such as network administration, data mining, filtering
and censoring. It has been proven to be a highly accurate technique for internet traffic
classification as it can reveal the contents of the packets, identifying the sender, receiver, and
the payload information inside the packet. In [7-16] different DPI classification approaches are
suggested. In [7-13] payload signatures are extracted and compared to a database containing
different signatures of different applications. In [14-15], string matching is used where the
classifier searches for specific keywords in the packet and labels the traffic accordingly. In [16]
the contents of the packets are revealed by parsing the data inside the packet to identify the
sender, receiver, and payload information. Despite the high success rate of DPI, its three major

drawbacks prevent it from being deployed.



First, DPI consumes an enormous amount of computational resources and storage capacity.
When an average user is using the internet, there is a great quantity of incoming and outgoing
packets. Individually inspecting these packets can be a time consuming process. Techniques
such as payload signatures [7-13] and string matching [14-15] have been developed to
overcome that, by only handling certain packets that can help distinguish between different
types of internet traffic. However, the computational cost remains too high. If the classification
procedure is performed offline, all the packets that are required to be classified must be stored
on a certain media. Furthermore, packet information and payloads may have very large sizes
that consume a vast amount of storage capacity to save the packets for later investigation and

classification.

The second concern regarding DPI is that it may raise security, privacy and copyright issues
regarding the captured packets. DP! requires the ability to read, decipher, filter, and delay
internet traffic within a network, giving the network administrator or ISPs the opportunity to
mettle and investigate the user’s activities over the internet. This consequently raises privacy
issues and concerns. Additionally, the technology may be misused if it is utilized in an improper
fashion for unethical purposes such as spying, espionage, illegal privacy intrusion and other

security threats.

The final issue regarding DPI is that it fails to classify P2P applications which utilize encrypted
payloads for communication between hosts. Nowadays, BitTorrent clients and Skype clients
have implemented encryption capabilities as a security measure which compromises the

functionality of DPI approaches.
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As discussed, although DPI has a very high rate of accuracy, those three important drawbacks
make the technology difficult to implement and sometimes infeasible in environments with

limited resources, or when payload information is absent or encrypted.

2.1.2 Port Based Classification

In this particular approach, applications are identified by checking the operating port of the
specific application and referencing it to the Internet Assigned Numbers Authority (IANA) port

list.

In the early days of the internet, this method was successful for classifying applications.
Nowadays, this technique has become unreliable for classifying P2P applications which do not
use fixed or predefined ports when they operate, disguising their traffic by using dynamic port
hopping where random ports are chosen to channel the traffic each time the service is initiated.
Moreover, port masquerading techniques are used where applications can channel their traffic
through other well known ports such as HTTP port 80. Another drawback of this technique is
that it is not sufficient to accurately classify services and applications that run over well known

ports such as HTTP video streaming or HTTP flash games as they all use the same port 80.

Although port based classification does not yield accurate results for P2P, it can be used to
classify traditional services and protocols such as DNS, HTTP, FTP, ICMP and some other
conventional services with high accuracy since they use default port numbers that are well
known and some of them are exclusive and do not allow other applications to use those ports.

This method has been used by T.Karagiannis et al in BLINC [29] where they combined port
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classification with host behavior to classify different types of internet traffic. However, the
results from this technique could only classify traffic from a general perspective, labelling all
P2P traffic as Peer to Peer without specifying which application it is. For example, CoralReef [4]
is a port based internet traffic classifier provided by the Cooperative Association for Internet
Data Analysis (CAIDA) and its accuracy for identifying P2P traffic is displayed in [9] by H.Kim et al
where it fails to accurately classify P2P traffic, yielding variable results ranging from 12%-75%
depending on the nature of the traffic, and the amount of P2P traffic within the data sets. In
[28-29], the authors compared and evaluated the efficiency and accuracy of applying port
based approaches to P2P traffic classification and concluded that it could not achieve more
than 70 % for P2P classification. Some tools such as Snort [5] and Bro [6] use port based
approaches to classify internet traffic where they can successfully classify applications that use

well known ports, but give weak results when applied to P2P traffic.

In general, despite that this method was commonly used, it has been proven to be unsuccessful
for classifying P2P applications that use techniques and methods to work around this primitive
approach. Although port based approaches yield inconsistent results for P2P identification, it
can be combined with other approaches such as host behavior to significantly increase its

accuracy.

2.1.3 Machine Learning

In machine learning based techniques, classification takes place by identifying key features that
separate different types of traffic where a certain machine learning algorithm is applied to

classify the traffic.
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Machine learning algorithms are proposed for classifying internet traffic such as flow clustering
[17], Bayesian approaches [20], and support vector machines or (SVM) [21]. N. Zander et al in
[22] evaluated the performance and efficiency of machine learning algorithms when applied to
different types of internet traffic and compared the accuracy of different machine learning

algorithms.

Machine learning algorithms use multiple identifying features for each class as a signature for
classification and compares those features to a set of trained data that are labelled with each
class, and determines how close or the likelihood of that testing data belonging to a certain
class or label. This approach has been used in [17-24] where classification schemes are
proposed using several machine learning algorithms. However, the accuracy of the results

solely depends on the quality of the given data sets that the algorithms rely on for classification.

There are two main categories in machine learning approaches. First is the unsupervised
machine learning, which is used in [17-21], where an unlabelled data set is fed to the algorithm
and then it derives a statistical structure or a correlation between the different data items in
the set to use as a reference table. Afterwards, the data that is desired to be identified is
provided where it is classified based on the model created by the algorithm using the earlier

data.

The other category of machine learning approaches is the supervised machine learning, which is
presented in [22-24]. In this approach, a labelled training set of data is used for referencing and
cross validating. Usually the labelled training set is generated in a controlled environment

where the traffic is known in order to ensure high accuracy. The learning algorithm is provided
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with training sets and derives a specific function or structure that can be used to distinguish

between different types of classes.

The major disadvantage of this approach is that the accuracy of the results solely depends on
the accuracy and the quality of the given data sets that the algorithms rely on for classification.
Since different networks operate in different fashions, it is difficult to obtain a flawless absolute

training set that can be used for classifying all kinds of traffic regardless of their origin.

Another disadvantage when using this technique is that when two or more classes share similar
features, it becomes difficult to accurately classify the given traffic. The algorithm will tend to
be biased to one of the classes as their features may overlap if there are not enough

distinguishing characteristics between them.

2.1.4 Host Behavior

Host behavior approaches are concerned with identifying activities among specific hosts in a
network where each application has different types of patterns. Classification models and
heuristics are built by capturing the relationships between different statistical properties of
flows and the applications generating them. By analyzing the traffic patterns of different
applications, flows are clustered together and are labelled to the appropriate application that
corresponds to the identified pattern. Various flow features are used to construct statistical
signatures for classification such as packet length, packet inter arrival time and flow duration.
As mentioned, BLINC [29] uses a combination of port based classification and host behavior by

exploiting connection patterns and relationships between hosts and by applying different
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heuristics and schemes based on those patterns. In [28-32] the authors proposed various host
behavior approaches. In specific, Zhang et al [31] proposed a host behavior classifier that
exploits the connection behavior of different applications and converts them to graphical and
statistical representations based on flow cardinality and directions. Afterwards, these models
are used for signature matching. Additionally, Karagiannis et al [28] proposed a host behavior
identification scheme that relies on network and transport layer features such as {Ps, ports and

the number of concurrent connections.

This approach is application specific, where classification models and heuristics must be built
for every application that is required to be classified. The advantage of this technique is that its
accuracy is higher when compared to other general classification schemes, since this approach
uses traits and features that are application specific by exploiting the uniqueness of each
service. The only drawback of this method is that applications and services evolve over time,
changing their behaviors, rendering the old models incapable of accurate classification.
Nonetheless, this approach is the most suitable for classifying applications that share common

flow features but exhibit unique statistics and connection pattern.

2.2 Approach Selection and Comparison

The objective of this thesis is to determine the most suitable approach for classifying BitTorrent
and Skype activities in network traces. After studying the current approaches suggested for
internet traffic classification, it was found that DPI fails to classify applications and services that

utilize encrypted payloads. On the other hand, machine learning techniques are not reliable
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when the features of the applications that are required to identify overlap. Moreover, port

based approaches are too primitive to be applied to the current generation of P2P traffic.

The most feasible approach for identifying P2P traffic is a host behavior approach, due to the
fact that it is application specific where our main goal is to identify BitTorrent and Skype
activities. By analyzing both BitTorrent and Skype connection patterns, heuristics and

classification schemes are demonstrated in this thesis to accurately identify them.

The classification model is constructed by integrating different flow features unique to P2P
applications and the connection patterns that P2P applications exhibit whilst they are
operating, in order to achieve a solid identification mechanism capable of accurately classifying
the required traffic. The existing integrated approaches such as BLINC [29] and the approaches
suggested in [28-32] use host behavior features that are common for all P2P services and
produce low accuracy for classifying specific P2P applications. The accuracy can be increased
dramatically by utilizing features that are specific for BitTorrent and Skype applications as the
features used in the mentioned approaches are general P2P features and sometimes P2P
services share those features with other non P2P applications. An important condition has been
added for building the classification model where all the features and attributes that are used
in the classification procedure must be obtainable through Netflow, in order to easily apply this
classification method to any type of flow traces, and facilitate the identification process of P2P
activities even with the absence of payload information or with the presence of encrypted

payloads.
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2.3 Approaches for Identifying BitTorrent and Skype

This section reviews some of the approaches for BitTorrent and Skype identification that are

related to this research.

2.3.1 BitTorrent Approaches Comparison

Other researches [41-46] aim to identify BitTorrent traffic within network traces. DPI
approaches for classifying BitTorrent traffic are suggested in [41-42] where the packets are
inspected for BitTorrent keywords. However, these approaches are infeasible if the payloads
are encrypted or packet information is absent. In [45-46] machine learning algorithms are
applied to traffic traces to determine the existence of BitTorrent traffic by using a labelled
training set. Other host behavior approaches are suggested in [43-44] where heuristics are built
for extracting BitTorrent flows from network traces by monitoring the number of outgoing
flows within a certain time frame. All these suggested approaches yield accurate results for
identifying the traffic generated by BitTorrent clients using the standard BitTorrent protocol
[33] ranging from 85%-95%. In all these approaches, the authors assume that all BitTorrent data
transfers only occur via TCP, however it has been proven that newer BitTorrent clients utilize
UDP for data transfer connections. Many BitTorrent clients have dropped the original
BitTorrent protocol and have implemented the uTP [59] protocol pioneered by uTorrent as it
has been proven to be superior due to the dynamic packet size shaping implemented in the

protocol.
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2.3.2 Skype Approaches Comparison

A number of researches [50-55] have been proposed to address the issue of identifying Skype
traffic. In [55], Ptacek proposed a Netflow plug-in capable of identifying Skype flows which
relies heavily on using a reverse DNS lookup to determine if a host contacted the Skype server
or not. The accuracy of this approach relies on the result of the DNS lookup, and sometimes IP’s
remain ambiguous after a DNS lookup which decreases the efficiency of this approach. Chun-
Ming et al in [36] were successful in reverse engineering the Skype protocol to identify the
steps that a Skype client goes through during start up and during call placement. A number of
different researches [50-54] aim to identify Skype traffic using machine learning algorithms, DPI
approaches, and host behavior approaches. All the proposed techniques for identifying Skype
traffic are based on the older versions of Skype (2004-2009) whereas the newer versions are
somewhat similar but do not operate in the same manner. The proposed approaches in [S0-55]
may fail in identifying the new Skype clients as they do not share the same connection patterns
as the older clients. In all the proposed Skype identification schemes, the authors state that the
update check for any Skype client takes place using a TCP connection and a random port.
However, in the newer versions of Skype (5.x.x} the update check takes place via a UDP

connection using the predefined Skype port.

2.4 P2P Applications

This section introduces both BitTorrent and Skype applications, describing the basic concepts

behind their technologies and focusing on their operational behaviors inside a network.
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