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Abstract 

With the widespread use of mobile wireless devices, a distributed network infras

tructure without heavily relying on centralized servers becomes possible when nodes 

cooperate with each other. There are challenging issues that need to be addressed 

in this new direction, especially in Disruption (Delay) Tolerant Networks (DTN). 

We focus our work on three areas of problem study in DTN, including data storage, 

security and the use of directional antennae in improving DTN performance. In this 

thesis, we first describe a novel distributed storage protocol in DTN. We define local 

distributed location regions which are called cells to facilitate the data storage and 

lookup process. Our protocol resorts to storing data items in cells which have a hierar

chical structure to reduce the storage space for mapping related information. A data 

item is mapped and stored in a node in the lowest level cell using Peer-to-Peer (P2P) 

techniques. We then describe a novel Distributed Key Establishment (DKE) proto

col in Disruption (Delay) Tolerant Location Based Social Wireless Sensor and Actor 

Networks (DTLBS-WSAN). In DKE, we propose that sensor nodes use neighboring 

signatures to establish their keys. Pre-distributed keys are used by actor nodes to 

strengthen communication security. In DTLBS-WSANs, key (certificate) establish

ment, storage and lookup are performed in a distributed way. Multiple copies of 

a certificate can be stored at nodes to improve key security and counter network 

disruptions. After that, we address the neighbor discovery issue when directional 

antennae are available. We explore the neighbor discovery using only directional an

tennae first, propose deterministic and randomized algorithms for wireless networks. 

The deterministic algorithms use knowledge of the vertex coloring for efficient neigh

bor discovery while the randomized algorithms require knowledge only of an upper 

bound on the size of the network. Finally, we study the neighbor discovery issue 

using sensors having two antennae patterns and propose a cooperative approach to 

speed up neighbor discovery. Nodes use short range omnidirectional antennae to find 

nearby nodes and use long range directional antennae to find neighbors that can not 

be found otherwise. Neighboring nodes cooperate with each other to reduce delays 

and improve energy efficiency. 
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Chapter 1 

Introduction 

Mobile Ad Hoc Network (MANET) is a collection of autonomous mobile nodes 

connected by wireless channels without any pre-existing network infrastructure. Typ

ically, some of these mobile devices are part of the network only while they can 

communicate with the rest of the network. During network operations, there are 

situations where the communicating nodes may be disconnected (e.g., due to node 

mobilities). Disruption (Delay) Tolerant Network (DTN) is a specially designed net

work to address issues like this where intermittent communications and anomalies 

have the least adverse impact on the network. 

We examine the performance improvements of nodes in DTN where these nodes 

cooperate with each other in a distributed way, in order to release the stringent 

requirement that centralized servers are needed. The first topic which we consider is 

how nodes can share information (data items) effectively in such a network setting. 

We subsequently propose solutions to address the distributed key establishment in 

the network. Since directional antennae can increase node communication range and 

improve network connectivity, the effective application of this antenna model is being 

explored in the thesis research. 

1.1 Challenges and Motivation 

Most network (including the Internet and MANET) protocols assume network 

connectivity. These protocols fail to work when network disruptions exist. Although 

existing communication technology has been trying to improve network connectivity, 

network disruptions (delays) happen from time to time. The centralized control 

mechanism further contributes to this situation where single server failure may have 

great impact on the network performance. 
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Nodes need to exchange information through network communications. Peer-

to-Peer (P2P) has been proposed for information sharing on the Internet. However, 

existing P2P techniques rely on fast connections among distributed storage nodes and 

would not work properly when network disruptions (delays) exist. Node mobility can 

further increase the difficulty of P2P applications. It would be beneficial if nodes 

can still maintain acceptable data exchange services in DTN. 

Security is the basic network function to prevent intentional or unintentional 

data item modification during information exchange. Network security is based on 

the proper key establishment. Nodes can either use pre-distributed symmetric keys 

or public key certificates for security functions such as data confidentiality, integrity 

and non-repudiation. It is well known that the traditional mechanisms are based 

on trusted third party nodes (or servers). The implementation of these strategies 

faces insurmountable difficulties in a dynamic Wireless Sensor Network (WSN) with 

disruptions and delays. 

Directional antennae are known to reach further for the same amount of energy 

consumed. It can increase connectivity and reduce communication delay in DTN 

as a result. Although there are widespread uses of directional antennae in data 

communications, they are mainly applied in fixed settings. Less is known on how 

can these directional antennae be fitted in a random network. It is not a simple task 

for a node to find its neighbors using directional antennae and mobility can make 

this further challenging. 

With nodes moving, it is difficult or even impossible for nodes to get the whole 

network topology information in most situations. Thus any algorithm which uses 

global topology information to achieve global computation should be restricted to 

distance k (for some small k) neighborhood of a node in such a situation. As in 

some DTN applications, a node can get its location information either by Global 

Positioning System (GPS) or localization algorithms. It can make decisions using 

the location information of its own and its distance k neighbors. 

We propose solutions for both the data item exchange and key establishment 

mechanisms in DTN through nodes' cooperation in the distributed environment. We 

are aiming at providing secure network communications at the presence of network 
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disruptions and delays. In order to further improve the network performance, we 

propose neighbor discovery protocols when directional antennae are also available. 

1.2 Problems of Interest 

We focus on four problems of interest pertaining to the network performance 

improvements in DTN: 1) the distributed storage in disruption tolerant network; 2) 

the distributed key establishment in disruption tolerant location based social wireless 

sensor and actor network; 3) neighbor discovery in a sensor network with directional 

antennae; and 4) cooperative neighbor discovery using two antenna patterns. 

1.2.1 Distributed Storage in DTN 

With wireless devices being widely used in recent years, the necessity of enhanc

ing the application solutions based on these mobile devices is increasing. However, 

distributed wireless mobile communications suffer from the lack of infrastructure 

disadvantages. Frequent network disruptions and delays are integral part of this 

wireless trend. Although protocols such as Peer-to-Peer information sharing on the 

Internet provide a variety of network solutions which meet customers' application 

needs, these applications have to address the adverse impact of network disruptions 

and long or variable delays before anything can be used in DTN. 

One of the essential functions of the communication network is data sharing. 

Data have to be stored somewhere in the network before others can make use of 

them. Traditional data sharing is based on centralized servers while the emerging 

distributed P2P network without relying on server nodes can encourage nodes' partic

ipation. These existing solutions assume either direct or end to end communication 

paths. Although a few distributed storage solutions in MANET can be used in small 

densely connected wireless networks, they fail to work properly in a DTN setting. 

Distributed storage in DTN is the basis for further network application implementa

tions which must be addressed. 
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1.2.2 Distributed Key Establishment in DTN 

Communication needs confidentiality and integrity to protect parties involved and 

prevent intentional or unintentional modifications during data transmissions. Key 

establishment is the pre-condition for these security services. Over the years, com

munication nodes mainly make use of centralized server nodes for the proper key 

exchange among them. Servers can distribute symmetric or asymmetric keys for 

secure communications, which rely on fast communication links for the key establish

ment and verifications. 

In a dynamic wireless network, the symmetric key approach is hard to implement 

because new nodes can join in a network even after the key deployment. Since asym

metric key approach needs to verify the authentication of the public keys on the fly, 

these verification procedures require fast links between the servers and the verifying 

nodes. In a distributed wireless network, these concerns have to be addressed and 

alleviated. 

1.2.3 Neighbor Discovery using Directional Antennae 

Without prior network topology information, neighbor discovery is the fundamen

tal process which has to be applied before any other functions can be performed in 

DTN. A node periodically broadcasts its existence to others so that its neighbors 

can implement other protocols (e.g., routing protocol) based on this information. 

Consider a network of n directional antennae in the plane. We consider the 

problem of efficient neighbor discovery in a network of sensors employing directional 

antennae. In this setting sensors send messages and listen for messages by directing 

their antennae towards a specific direction. The directional antennae can be rotated 

by the sensors as required so as to discover all neighbors in their vicinity. In or

der to reduce network communication delay through directional antennae, neighbor 

discovery in a (DD) model whereby sensors employ directional antennae for both 

transmission and reception is the first challenge that needs to be addressed in DTN. 
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1.2.4 Cooperative Neighbor Discovery with Two Antenna Patterns 

Omnidirectional antennae which provide identical power density to all directions 

in an ideal situation have been extensively used in wireless communications. Omni

directional antenna based neighbor discovery is the basis for modern wireless ad hoc 

communications. Due to wireless contentions, omnidirectional antennae are mainly 

used in situations where the communication ranges are limited. 

Directional antenna, on the other hand, can reach nodes in faraway places with 

the same transmission power because the power is focused in a specific direction and 

thus is more efficient in DTN. When referring to neighbor discovery however, it is 

not as simple as omnidirectional antenna because it takes more rounds for neighbor

ing nodes to face against each other and proper antenna orientation also plays an 

important role in the process. We further envisage the use of omnidirectional and 

directional antennae together so that the main task of directional antenna is to reach 

areas that otherwise cannot be reached through omnidirectional neighbor discovery. 

In the process, nodes can further reduce delay through cooperation. Researches until 

now have worked on neighbor discovery using only omnidirectional antenna (00), 

neighbor discovery using only directional antenna (DD), or neighbor discovery us

ing one antenna type for transmission and the other type for reception (OD and 

DO). However, it is not clear how the neighbor discovery model where both antenna 

neighbor discovery types are available (D + O) could work, which is an interesting 

direction to consider. 

1.3 Summary of Contributions 

In this thesis, we first describe a novel distributed storage protocol in Disruption 

(Delay) Tolerant Networks (DTN). Since DTNs cannot guarantee the connectivity of 

the network all the time, distributed data storage and lookup has to be performed in 

a store-and-forward way. In this work, we divide the network area into cells, where 

nodes have high probability of moving within these cells. Consequently we use the 

cells to facilitate the data storage and lookup process. Our protocol resorts to storing 

data items in the cells which can have a hierarchical structure to reduce the mapping 
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related information storage at nodes. A data item is mapped to the lowest level cell 

using Cell-based Hash Table (CHT) and stored in a node inside the lowest level cell 

using Peer-to-Peer (P2P) techniques. Multiple copies of a data item may be stored 

at nodes to speed up the data storage and lookup process. The cells are relatively 

stable regions and as a result, the data exchange overheads among nodes are reduced. 

Through experimentation using the NS-2 [1] simulator, we show that the proposed 

distributed storage protocol achieves higher successful data storage and lookup ratios 

with lower delays and limited data item exchange requirements than other protocols 

(e.g., MHT) in the literature. 

We then describe a novel Distributed Key Establishment (DKE) protocol in 

Disruption Tolerant Location Based Social Wireless Sensor and Actor Networks 

(DTLBS-WSAN). We propose the use of neighboring signatures among sensor nodes 

to establish their keys. And we further strengthen the communication security 

through pre-distributed keys at the actor nodes. In DKE, guaranteed security can 

be achieved when actors are connected and cover the network area and nodes can 

get high security confidence even without actor nodes when the adversary (mali

cious node) density is small. In DKE, the distributed key (certificate) establishment, 

storage and lookup approaches are adopted. Multiple copies of a certificate can be 

stored at nodes to counter the adverse impact of network disruptions (delays) and 

to improve the key security. 

Following that, we present our thoughts on neighbor discovery of the (DD) com

munication model whereby sensors employ directional antennae with identical trans

mission/reception beam widths. Our methodology is based on techniques for sym

metry breaking in order to enable the sender/receiver communications. We provide 

both deterministic and randomized algorithms. The deterministic approaches intro

duce delays in the rotation of the antennae and exploit knowledge of the existence of 

a vertex coloring of the network, while the randomized approaches require knowledge 

only of an upper bound on the size of the network so as to accomplish neighbor dis

covery. In both instances we study the time complexities of the algorithms proposed 

when the sensor nodes are static. 

Finally, we further explore the neighbor discovery issue when both directional and 
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omnidirectional antennae are available. Nodes exchange neighbor information with 

omnidirectional antennae, and neighbor information beyond the reach of omnidirec

tional antennae are collected using directional antennae. In our model, neighboring 

nodes cooperate with each other to speed up the neighbor discovery process. And 

three neighbor cooperation mechanisms are presented in the model. Through analy

sis, we show that the proposed protocol can reduce delays in the neighbor discovery 

process when the number of neighboring nodes increases following a Poisson distribu

tion and contentions are taken into consideration. Through simulation, we present 

the improved delay performance and the energy efficiency of the proposed solution 

when it is compared with other neighbor discovery approaches in the literature. 

In summary, our main contributions can be expressed in the following papers: a 

distributed storage protocol in disruption tolerant network [2], published in the pro

ceedings of WISARN (2010); a distributed key establishment protocol in disruption 

tolerant location based social wireless sensor and actor network [3], published in the 

proceedings of CNSR (2011); a paper [4] on neighbor discovery in a sensor network 

with directional antennae, published in the proceedings of ALGOSENSORS (2011); 

a paper on cooperative neighbor discovery protocol using two antenna patterns [5], 

accepted in WWASN (2012). The routing protocols used in the simulations of [2] 

and [3] are based on the research work during my Master studies. The corresponding 

papers of that period are: a geometric routing protocol in disruption tolerant net

work [6, 7], published in the proceedings of WWASN (2009) and the journal IJPEDS 

(2010); a hop count based greedy face greedy routing protocol on localized geometric 

spanners [8], published in the proceedings of MSN (2009). 

1.4 Organization of the Thesis 

The rest of the thesis is organized as follows. Chapter 2 provides background 

materials for our research. Results related to our contributions during my Ph.D. 

studies are presented in Chapter 3. Chapter 4 provides the details of the proposed 

distributed storage protocol. Chapter 5 elaborates on our proposed distributed key 

establishment scheme in disruption tolerant location based social wireless sensor 

and actor networks. Chapter 6 analyzes the neighbor discovery process in a sensor 
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network with directional antennae. Following that, Chapter 7 gives details of our 

work on neighbor discovery using two antenna patterns. Chapter 8 concludes with 

possible future work. 



Chapter 2 

Background 

We introduce the background material for the remainder of the thesis. We first 

describe the evolving history of DTN. Then an explanation of main research direc

tions conducted by several major research groups in this field is presented, followed 

by a list of the DTN characteristics and some well known DTN applications. As a 

building block of DTN, routing protocols and their classifications are also examined. 

2.1 History of Disruption (Delay) Tolerant Network 

As the primary military research agency, Defense Advanced Research Projects 

Agency (DARPA) has been supporting the research in DTN because of possible com

munication disruptions commonly existed in the military wireless ad hoc networks, 

as well as in the interplanetary communications. The term "Disruption Tolerant 

Network" was widely used in their documentation. Kevin Fall [9] coined the term 

"Delay Tolerant Network" or DTN when he borrowed some ideas from Interplanetary 

research and applied them in terrestrial communications to enable services among 

heterogeneous types of networks. It is commonly assumed that the architectures and 

protocols designed for DTN can fit in both contexts because of their similarities. We 

adopt this assumption in the thesis research. 

2.2 DTN Research Groups 

There are several research groups (projects) working on the architectures and 

protocols of disruption (delay) tolerant network. Delay Tolerant Network Research 

Group (DTNRG), DARPA [10] DTN and The Consultative Committee for Space 

Data System (CCSDS) [11] (part of its members was previously known as InterPlaN-

etary Internet Special Interest Group (IPNSIG)) are three of them. The following 
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Figure 2.1 was used in [12] to depict the different but overlapping groups of people 

working on this topic. The core research is to extend the Internet architecture to 

cater to applications that may face significant delays or disruptions. 
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Figure 2.1: Main organizations working on DTN topic. 

DTNRG (Delay Tolerant Network Research Group) [13] focuses their work on de

signing and implementing architectures and protocols for networks, where no contin

uous end-to-end connectivity can be assumed and which differ in the characteristics 

of the Internet. DTNRG is one of the main research groups in DTN society which 

publicly provide their research results. It is the most active research group in recent 

several years, which is also one of the chartered groups from Internet Research Task 

Force (IRTF) [14]. The so-called "bundle" protocol [15, 16] and Licklider Transmis

sion Protocol (LTP) [17, 18] were proposed and developed by DTNRG, in order to 

make them standard DTN protocols in the near future. 

2.2.1 Bundle Protocol 

Bundle protocol is an overlay network that can run on top of nearly any combina

tion of networks, including the Internet, space network, complex sensor network and 

other challenging networks. It aims to provide an approximation of end-to-end con

nectivity without being noticed by the end user. In bundle protocol, each transmitted 

data unit is called a "bundle" and contains all of the required control information as 
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well as the application data. It functions like an email by taking a store-and-forward 

approach. Figure 2.2 shows where the bundle layer is located inside the protocol 

stack, as given in [16, 19, 20]. 
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Figure 2.2: Bundle layer. 

Bundle protocol uses overlay layer Endpoint Identifier (EID) to distinguish nodes. 

EIDs can be bound with the Internet addresses at a later stage. It guarantees the 

successful data transmission through custody transfer, either hop by hop or source 

to destination. Bundles may be fragmented and reassembled whenever necessary. 

Security services can also be integrated in the bundle protocol. 

2.2.2 Licklider Transmission Protocol 

The purpose of LTP is to provide reliability for data retransmission in a com

munication link characterized by long delays and/or frequent disruptions. LTP can 

serve as the underlying convergence layer over single hop communication for the 

bundle protocol. It categorizes data blocks into "red" and "green" blocks. "Red" 

blocks are those that require acknowledgements and retransmissions if data blocks 
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are lost while "green" ones are those where no retransmission is necessary to avoid 

long communication delays and under-utilization of the links. 

2.3 Characteristics of Disruption (Delay) Tolerant Network 

Traditional networking protocols from the Internet and MANET may not work 

properly in the disruption (delay) tolerant network because the network possesses at 

least one of the following special characteristics [19]. 

• Intermittent connection: end-to-end communication path between source and 

destination nodes does not guarantee to exist. 

• Long or variable delay: long or variable propagation delays may exist due to 

long distance between nodes or other factors in the communication path. 

• Asymmetric data rates: network may be heterogeneous and different parts of 

the network may use different topology or protocols and thus different data 

rates are possible. 

• High error rates: communication path may be exposed to extreme environ

ments which can lead to high error rates during data transmission. 

Decentralized and distributed network can encourage the participation of nodes, 

however many existing protocols can fail in this setting without central control. To 

obtain quality communication service, measures should be taken to prevent the pos

sible long delays and frequent network disruptions caused by the distributed commu

nication nature. 

2.4 DTN Applications 

DTN solutions are necessary because there are many situations where traditional 

networking solutions do not work well. The use of DTN solution provides an effective 

way for the proper functioning of many applications which will not work otherwise. 

In this section, we list some primary DTN applications. 
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2.4.1 Inter-planetary Applications 

Deep space communications [21] is one of the major DTN applications. Over 

the decades, National Aeronautics and Space Administration (NASA), European 

Space Agency (ESA), Russian Federal Space Agency (RKA), China National Space 

Administration (CNSA) and others have been planning a series of human or robotic 

missions to Mars, the Moon and elsewhere into the deep space. Compared with 

traditional network, communications in these missions face significant different sets of 

physical constraints. When human beings want to make further use of the outer space 

in the future, existing infrastructure based network communication systems would 

not be sufficient to provide a reliable service. Given the long delays involved, the 

network protocols in these missions should be designed to meet the special challenges 

and DTN technology should be explored for this purpose. 

2.4.2 Tactical Military Communications 

DARPA's DTN program is developing technologies that enable the military per

sonnel in keeping proper communication even if network disruptions exist. Re

search [22] in this field shows that DTN approach outperforms traditional network 

solutions in a variety of network disruption scenarios. Even in the worst case situa

tion, DTN approach can still reliably deliver data while traditional approach fails to 

work. 

2.4.3 Lake Water Monitoring 

It is a common practice to monitor the lake water quality before the utilization 

of lake resources can proceed. The lake water monitoring is necessary also because 

the water pollution in many lakes is becoming a serious problem. Compared with 

the use of Global System for Mobile Communications (GSM), General Packet Radio 

Service (GPRS) or 3G mobile communications, the solution [23] of using sensor 

nodes with DTN communication capability, together with the data mules (e.g., data 

collection boats) is much more environmentally friendly and the total cost of the lake 

water monitoring application can be reduced. 
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2.4.4 Other Applications 

The following is a list of some other (incomplete) DTN applications: 

1. Internet connection in the developing countries (areas) [24]. In rural areas of 

some developing countries, the cost of traditional landline Internet connections 

is a burden to the villagers who want to use the Internet resources for better 

pricing of their products. The DTN solution, which combines wireless and 

asynchronous services, can meet the needs of the people in remote villages. 

2. Underwater acoustic networking [25]. Acoustic communication among under

water sensors enhances the deep water resource exploration capability. The 

adverse environment conditions will cause high error rate, long delay and low 

data rate during communications which are typical characteristics of a disrup

tion tolerant network. With around 71% of earth surface covered by sea water, 

more efforts should be placed in this field to enable effective DTN underwater 

application and facilitate the underwater utilization. 

3. Wild life tracking [26, 27]. Tracking wild animals under study poses a new chal

lenge because there are no known fixed routes of these wild animals. To collect 

as many useful data as possible, while at the same time save energy, memory 

and the cost of the wireless sensors, DTN approach is the viable solution to 

maintain a reliable wild life monitoring system. 

2.5 DTN Routing Protocols 

Clearly the routing protocols in DTN should take different approaches compared 

with the routing protocols in the Internet and MANET. In the survey of Zhang [28], 

DTN routing protocols are divided into deterministic and stochastic approaches, 

where deterministic approach means that routing paths can be calculated well in 

advance. Farrell et al. [29] supplemented the above classification with some schemes 

presented at a DTNRG meeting [30]. Since then, there have been a number of 

other approaches proposed in the literature. In [6, 7], we have proposed a geometric 
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routing protocol. We summarize the existing works and list them in the following 

subsections. 

Oracle Scheme This scheme is called deterministic in [28]. This scheme works 

as if there exists an Oracle, with the full network topology information known in 

advance. During the routing process, routing paths could be properly calculated 

or arranged by using the available knowledge. One classic example is the routing 

arrangement in space networking, where spacecraft ephemeris, locations of the flight 

control centers for these space missions are carefully planned and known in advance. 

Thus communication routing paths can be scheduled by network operators. Knowl

edge of motion profiles approach [31] and Space and time routing [32] all belong to 

this scheme. 

Model-Based Schemes In some situations, nodes in a DTN move in a predictable 

way. In other words, the statistical information for these nodes can be properly 

collected. Thus it is possible to build a model of the network according to statistical 

information and thereby construct a routing protocol with improved performance 

using the model. Model based routing [33] belongs to this scheme. 

Epidemic Schemes To increase message delivery ratio, epidemic scheme can be 

used. This scheme can reduce delay at the cost of more data storage spaces and 

message transmissions. A node makes full use of all contacting nodes and forwards 

messages to every possible next hop although it is unsure which route will work (i.e., 

no effective differences in the routing can be identified among next hops) in this 

scheme. Epidemic [34] and Spray and wait [35] belong to this scheme. 

Estimation Schemes In this scheme, nodes improve upon epidemic routing by 

estimating the probability of a successful forwarding according to the history or 

other available information. A node is chosen as the next hop when it has a higher 

chance of delivering a message to the destination than others. PRoPHET [36], Utility 

based routing [37], MEED [38], DTLSR [39] and contact duration-based probabilistic 

routing (PR_CD) [40] all belong to this scheme. 



Erasure Coding Scheme Packets are encoded with redundancy information and 

divided into data blocks so that the packets could be transmitted in a more reliable 

manner. Packets can be recovered at the destination node if the number of received 

data blocks exceeds the recovery threshold even if some data blocks are lost. Erasure 

coding [41] belongs to this scheme. 

Node Movement Control Scheme In this scheme, some mobile relay nodes 

are added to the network to increase the successful delivery rate. These nodes are 

called data mules or message ferries. The movement of these data mules are carefully 

controlled in order to improve the efficiency of this scheme. Message Ferrying [42] 

and Look-ahead routing [43] belong to this scheme. 

Cluster Based Routing Scheme Mobile nodes can form clusters if they have 

similar mobility patterns. The nodes in the same cluster can then cooperate with 

each other in the routing process for communication overhead reduction and load 

balancing. [44] belongs to this scheme. 

Geometric Routing Scheme Geometric location information is used to make 

routing decisions. Nodes construct geometric planar spanners and extract spanning 

trees from local Delaunay triangulation graphs in the direction from source to desti

nation. Data packets are transmitted along the trees and with high probability they 

will be delivered with low delay. GLR [6] belongs to this scheme. 



Chapter 3 

Related Work 

3.1 Introduction 

Network nodes can communicate effectively with each other through cooperation. 

These nodes may work in a distributed manner and make their decisions indepen

dently. The effective information sharing among them is a necessary network function. 

In this chapter, we first present how nodes perform distributed data storage actions, 

both on the Internet and in the MANET. The application scenarios of the existing 

information sharing mechanisms are also presented. 

Nodes in a wireless network need security provisioning during the communications 

because the transmitted data can be exposed to the receivers within range of the 

wireless signals. Key establishment is the first step in the security establishment. 

One of the widely used approach is the pre-distributed keys. Both symmetric and 

public key establishment solutions have been proposed in the literature. This chapter 

then focuses the attention on the related work of key distribution solutions in Wireless 

Sensor and Actor Networks (WSAN). 

Compared with omnidirectional antenna, directional antenna can be used in the 

wireless network to improve transmitter/receiver gains. However, neighbor discovery 

is the necessary process before any data transmission advantages of using directional 

antennae can take place. We summarize existing neighbor discovery protocols using 

directional antennae first. Following that, related works on cooperative neighbor 

discovery using two antenna patterns are also described in details. 

3.2 Distributed Storage Protocols 

In this section, we first present the existing related peer-to-peer (P2P) data stor

age techniques on the Internet. After that we describe the distributed data storage 
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3.2.1 Peer-to-Peer 

Peer-to-Peer (P2P) protocols can be classified into unstructured overlays or struc

tured overlays. Unstructured P2P uses flooding or random walk for data item routing 

purposes and is hard to scale as a result. In structured P2P, one of the efficient rout

ing algorithms is Chord [45], which uses a ring (circle) structure for routing purpose 

and has O(logn) routing table size and worst case routing distance in a network with 

n nodes. 

In Chord [45], node keys are arranged in a circle and divide the circle to chords. 

Given an m bits key space, it will have keys ranging from 0 to 2m — 1. The mapping 

from addresses (data items) to keys uses hash functions (e.g., SHA-1 [46]). Each 

node has a successor and a predecessor. For example, in Figure 3.1, the successor of 

node V\ is node v2, and the predecessor of node u10 is node v9 (value k is the key of 

a data item). 

+2 

+4 

+16 

Figure 3.1: Chord routing. 

Since the successor node may disappear from the network (because of failure or 

departure), each node can record a whole segment of the circle adjacent to it, i.e. the 



c (c € N) nodes following it, to improve the correctness of protocol operation. For 

the put (store a data item in the P2P network) or get (locate a data item) operation, 

routing is needed. In Chord, each node keeps a routing table called finger table and 

a node has at most m finger nodes in the table. The ith entry in a node j's finger 

table is the first node with ID that succeeds (>) j + 2t~1. In Figure 3.1, the first item 

in node vi's finger table is v2 because v2 is the first node that succeeds V\ + 1, v2 is 

also the second item of the routing table because it succeeds V\ + 2. The third and 

fourth item in the routing table is v3 because v3 is the first node that succeeds Vi + 4 

and vi + 8. v4 is the fifth item and VQ is the sixth item in the routing table because 

it succeeds V\ + 32 (32 = 26-1). When node vi wants to locate a key k, if node k is 

a finger node, then V\ knows the address of the node which stores (should store) the 

key k. Otherwise, it first finds the closest finger node with ID smaller than k and 

asks this node to find the correct node. vx asks v$ and v6 also works the same way 

as v\. It finds the closest finger node v9 (e.g., when v9 is the first node that succeeds 

t>6 + 16) in its finger table and asks v9 to find the correct node. vg knows t>10 is the 

owner of k and the locate operation returns its successor node t>i0. 

3.2.2 Data Storage in MANET 

With only neighboring connections among nodes, the distributed data storage 

and look up in MANET is different from the DHT substrate on the Internet. There 

are several protocols [47, 48, 49, 50, 51, 52, 53] dealing with distributed data storage 

in MANET. 

In [47], a Geographic Hash Table (GHT) was proposed to store data items in 

wireless sensor networks. GHT maps a data item to a location point and stores this 

data item at a node closest to this point. To improve the robustness of GHT, the 

approaches in [50, 51, 52] use the mapping of data items to equal sized rectangular 

areas or squares. However, these rectangular (or square) area schemes only fit for 

static networks and too much overhead can be introduced when nodes move around. 

In Figure 3.2, when nodes in rectangles A and B move back and forth in these two 

areas, the data items stored in these nodes will change owners frequently in the 

rectangular (square) area based schemes. Consequently the protocols cannot work 
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properly in this situation. In [50], the use of a few server nodes to store data items in 

a mapping region can also cause large maintenance overhead when servers frequently 

move across regions and server nodes can become bottlenecks when the number of 

data item look up processes increases. 
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Figure 3.2: Rectangle area based distributed storage. 

Similar to the mapping of data items to equal sized rectangular areas or squares, 

circles can also be used. The authors in [53] proposed the idea of a mobile structured 

peer to peer network, called Mobile Hash Table (MHT) to facilitate data storage 

and look up. In MHT, every node is assumed to know its moving trajectory and 

periodically broadcasts its trajectory information (with position, direction and speed) 

to all its neighbors. A data item d is mapped to a tuple (position pd, direction, speed) 

and this data item is further stored at a node with the "closest matching" pattern. 

The storage node is the node which can keep the data item the longest time. Assume 

the data item d is stored at a node nd and the node communication range is r. Then 

this node rid should not be faraway than | from pd- When this node moves out of 

the circle with radius half its communication range (|) and with center a data item's 

matching position pd, the data item has to be moved to another node. Node nd 

chooses one of its neighboring node nnext (with position pnext) as the storage node, 

either by selecting the node which can keep the data item the longest time among all 

neighbors (i.e., |pnext — Pd\ < | is the longest where the direction and speed of nnext 

are taken into consideration), or by selecting a node which is closest to the mapped 

location if none of its neighbors' distance to the mapped location is within half the 
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node communication range. As shown in Figure 3.3, a data item with mapping 

location pd has to be stored in, e.g., node a within § (r is communication range) of 

Pd such that another node b can find the data item when it comes within | of the 

mapped location. MHT outperforms GHT by storing a data item at a node related 

with a circle, rather than a node related with a location point. 

Figure 3.3: MHT data item storage. 

The data lookup uses the same technique as shown in the data storage process. A 

node first maps the data item d to a specified position pd and then routes its request 

towards pd• Once the request message reaches a node in the circle with pd as the 

center and | as the radius, the request message is broadcasted to all nodes around. 

It should reach the node with the data item because the data item is supposed to 

be stored in one of the node that lies inside the circle. According to the mapping 

schemes in [53], the existing location based mechanisms would not work properly 

when the area of a region is very large, the number of nodes is small or when the 

nodes are not uniformly distributed (i.e., no node exists inside the circle around 

the mapped location). Existing geographic distributed storage protocols use GPSR 

[54] as the underlying routing protocol, which cannot work properly in a disruption 

(delay) tolerant network. In a network with long message delays and intermittent 

link connections, frequent data item exchange in these protocols can further degrade 

the operation performance. 

In [49], the authors proposed Ekta, a DHT substrate in MANET, which is a 

combination of DSR [55] and Pastry [56]. However, it cannot scale well when the 

number of nodes increases. 
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3.3 Distributed Key Management Schemes 

Key management schemes are necessary when security services are required in the 

distributed wireless networks. In symmetric key cryptography systems, the simplest 

solution is a single key scheme, in which all nodes in a network share a unique key 

for secure communications. However, once a node is captured, network security 

is broken. Another extreme scheme is to use pairwise pre-distributed keys. Each 

node has to store n — 1 (n is the number of nodes) keys and a total number of 

"xfo-1) keys are needed for the whole network, which is impractical especially in 

a dynamic network with new nodes joining in. To solve the above difficulties in 

key distribution, while still providing reasonable security service level, Eschenauer 

and Gligor [57] proposed a pre-distributed symmetric key management scheme in 

Wireless Sensor Networks (WSN). Instead of keeping n — 1 keys for every node, only 

a small subset of keys are randomly chosen from a large key pool and the keys stored 

at every node are significantly reduced. To strengthen the security against malicious 

nodes, a g-composite key scheme was proposed in [58]. Rather than using one single 

pre-distributed key as the link key in [57], q keys between two nodes are used to 

calculate a new link key. 

Compared with the symmetric key approach, public key (asymmetric) cryptog

raphy [59] provides a security alternative. In Public Key Infrastructure (PKI) [60], 

a node needs to acquire its own certificate through a Certificate Authority (CA). 

When another node needs to communicate with this node, it will acquire and verify 

the certificate by going through the PKI chain until a trusted CA is found. In [61], 

a new key management protocol was proposed for WSAN, aiming at exploiting the 

resource abundant actor nodes and reducing the number of keys through a hierarchi

cal approach, which was a combination of symmetric and public key system. In [62], 

another key management scheme in WSAN was proposed, in which a tree was estab

lished for key management with the sink as the root, sensors as leaves and actors 

connecting them. The reliance on central management makes these existing works 

vulnerable to attacks. 

Since nodes in PKI need to check public key certificates of others, these look up 

procedures need to address the adverse impact of long or variable delays introduced 
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by DTN. In [2], a distributed storage mechanism called Cell-based Hash Table (CHT) 

was proposed to accelerate data item storage and look up, which can be used in 

facilitating the certificate storage and look up. 

Different from PKI, self-generated public/private key pairs without the signature 

from CA can also be used in communication. GNU Privacy Guard (GPG) [63] 

and Pretty Good Privacy (PGP) [64] can be classified into this category. Existing 

algorithms (e.g., RSA [65] and ElGamal [66]) can be used in the key pair generation. 

In PGP, the author proposed the idea of "Web of Trust", in which a node can 

collect multiple signatures from multiple third party nodes which are called "trust 

introducers" for its self-generated public key certificate. A certificate is trusted once 

the verifier finds it is signed by a trusted "introducer" node. However, once a highly 

trusted node is broken (i.e., captured), the proper functioning of this scheme is lost. 

With less social trust relationship, it is difficult for a new node to obtain trust in the 

network. "Web of Trust" is based on human social networks. 

Entity authentication is necessary in wireless communications, which is available 

through pre-distributed keys. Recently, there have been other approaches [67, 68] in 

identifying wireless nodes through radio frequency characteristics, which provides an 

additional layer for communication security through node hardware identity verifica

tion. 

3.4 Neighbor Discovery with Directional Antennae 

There are protocols using directional antennae in neighbor discovery processes. In 

[69], the authors proposed the gradual increase of directional communication range 

levels for neighbor discovery purposes. Nearby neighbors are discovered first and 

faraway neighbors will be discovered at later stages. Directional transmission and 

reception are used in this work. In [70], a direct discovery protocol and a gossip based 

neighbor discovery protocol using directional antennae in a static wireless network 

were proposed. During direct discovery process, a node discovers a neighbor node 

only when information is received from this neighbor, while nodes exchange their 

neighbors' location information to enable faster discovery in gossip based algorithm. 

The protocol tries to optimize the discovery probability in a randomized neighbor 
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discovery process using directional transmission and reception. In [71], a neighbor 

discovery protocol which considers node movements was proposed where directions 

with less possibility of discovering new nodes will be bypassed during neighbor scan

ning and neighbor discovery frequency is adjusted according to node mobility. It 

uses directional antenna for transmissions and omnidirectional antenna for recep

tions. In [72], two Scan Based Algorithms (SBA-D, SBA-R) and one Completely 

Random Algorithm (CRA-DD) were proposed, which use only directional antennae. 

In SBA-D, a node decides whether to scan or listen depending on node ID, while a 

node transmits at one direction or receives at the opposite direction with probability 

| in SBA-R. SBA-D and SBA-R algorithms require perfectly synchronized antenna 

rotation direction, time and instantaneous antenna rotation to any direction, which 

are very strong assumptions. In CRA-DD, at each time slot, nodes decide whether 

to transmit/receive and which direction to transmit/receive completely randomly, 

which is the simplest algorithm one can imagine and it also requires instantaneous 

antenna rotation to any direction. In [73], an analytical model was proposed for 

synchronized 2D neighbor discovery protocols. The model is based on directional 

transmission and directional reception and a node transmits in one direction and 

receives in the opposite direction simultaneously. 

3.5 Neighbor Discovery using Two Antennae Patterns 

3.5.1 Existing Omnidirectional Neighbor Discovery Protocols 

There are neighbor discovery protocols using omnidirectional antennae. Neigh

bor Discovery Protocol (NDP) in Zone Routing Protocol (ZRP [74]) is one of them. 

NDP is used for the discovery of one hop neighbors. A node repeatedly broadcasts 

its existence using a hello beacon, which includes the address of its own. Every node 

maintains a neighbor table to store the information of its neighboring nodes. An

other neighbor discovery process can be found in the link/connection status sensing 

(LCSS) function inside the Internet Manet Encapsulation Protocol (IMEP [75]). 

IMEP uses Beacon packet to broadcast the existence of a node and uses Echo 

packets for its neighbors to acknowledge the reception of the Beacon packet. 
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Currently, there are also IETF draft protocols for 1 hop and 2 hop symmetric 

neighbor discovery (NHDP [76]). NHDP aims at providing connections among 

nodes with multiple addresses and interfaces. It also uses periodical Hello messages 

for neighbor discoveries. 

3.5.2 Existing Directional Neighbor Discovery Protocols 

Section 3.4 has presented some related directional neighbor discovery protocols 

in the literature. In Chapter 6 of the thesis, efficient neighbor discovery algorithms 

in a sensor network with one directional antenna for each node are proposed, which 

can be used in the proposed cooperative solution in Chapter 7. 

3.5.3 Existing Cooperative Protocols 

There are works of using cooperative diversity in improving wireless network 

performance. Antenna diversity can be classified into three categories: receive [77], 

transmit [78] or receive and transmit. In receive diversity, an array of multiple 

receivers is used and the receiver with the strongest received signal can be selected. 

In transmit diversity, redundant information over different antennae and symbol 

times is transmitted which provides diversity gain. 

Transmit and receive diversity { M I M O )  can be considered as spatial multiplex

ing. It transmits multiple uncoded symbols over different antennae and symbol times. 

In cooperative MI MO [79], the source and destination nodes form clusters with their 

nearby nodes respectively in the network. A source distributes its m bits to m nodes 

in source cluster, which act as distributed transmitting antennae array and send m 

bits simultaneously to nodes in destination cluster acting as distributed receiving an

tennae array. The nodes in destination cluster send received signals to the destination 

for MIMO processing to decode bits sent by source. Cooperative communications 

can increase coverage area and improve network connectivity [80, 81, 82, 83], with 

improved network capacity [84]. 
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3.5.4 Existing Cluster Formation Algorithms 

In [85], a survey on existing clustering algorithms was given. Some existing cluster 

formation algorithms require the weight w(v) of a node v, which can be assigned 

based on node ID [86, 87], energy [88], proximity [89], mobility [90], node degree 

[87], communication cost or a combination of these [91, 92]. The DM AC clustering 

algorithm ([93]) can be applied based on such node weights. In the algorithm, if a 

node has at least a clusterhead neighbor with bigger weight, it will join. Otherwise, 

it will be a clusterhead. Whenever a node failure occurs (e.g., due to mobility), a 

clusterhead will remove the corresponding failure node from its cluster and the nodes 

in a cluster will find new clusterhead if the failure node is the clusterhead. 



Part II 

Distributed Data Storage 
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Chapter 4 

Distributed Storage in Disruption Tolerant Network 

4.1 Introduction 

Mobile Ad Hoc Networks (MANET) consist of autonomous mobile nodes con

nected by wireless channels without relying on pre-existing network infrastructure 

and the mobile devices are part of the network only while they can communicate with 

the others in the network. Existing ad hoc distributed data storage protocols usually 

assume that the network is dense and there is always a connected path from message 

(data item) source to destination. In situations where network partitions exist, these 

protocols drop the message if a path could not be found and thus perform insuffi

ciently in terms of data item delivery. Disruption (Delay) Tolerant Networks (DTN) 

are proposed to address such issues in MANET where instantaneous source and des

tination node connections may not exist. There are increased DTN applications in 

recent years, including military communications [22], inter-planetary networks [21], 

wildlife tracking [26] and intermittent Internet connection in under-developed coun

tries (areas) [24], to name a few. 

Peer-to-Peer (P2P) is a decentralized way of networking in which network par

ticipants have equal responsibilities and capabilities. Distributed Hash Table (DHT) 

based P2P protocols [56, 45, 94] are well known for their efficiency in the storing 

and searching of data items. These protocols offer self-organizing and fault tolerant 

substrates for decentralized distributed applications. In DHT, an object is mapped 

to an ID through a one way hash function. DHT has been widely used in distributed 

data storage and lookup on the Internet through reliable and fast connections among 

nodes. In a large mobile wireless network with disruptions and delays, these existing 

protocols can fail to work. 

Geographic data storage has been studied in MANET. Nodes could get their 

29 
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location information either by Global Positioning System (GPS) or localization algo

rithms [95]. In existing geographic data storage schemes [47, 50, 53], a node makes 

data storage decisions according to the mapping of a data item to a specific location. 

During the storage process, a forwarding node sends this data item to the specific 

location according to the location information of its neighboring nodes and the data 

item is stored at the node which is closest to the mapped location. The lookup action 

is similar to this storage process. Since contemporaneous source to destination node 

connections may not exist in DTN, network disruptions have to be properly dealt 

with when geographic data storage is applied on the network. And since different 

DTN networks have different network characteristics (e.g., different movement pat

terns), a simple mapping approach (e.g., existing schemes) can introduce too much 

overhead and thus is not the best choice in dealing with different situations. 

4.1.1 Contributions and Organization of the Chapter 

In this chapter, we propose Cell-based Hash (mapping) Table (CHT), a novel 

distributed storage scheme in DTN. CHT maps a data item to a region, called cell. 

Cells are defined in such a way that node movements inside cells are far more frequent 

than the node movements crossing cell borders. CHT mapping works in a hierarchical 

manner. When a node wants to store a data item, it first needs to map this data 

item to the highest layer (level) cell where the data item should be placed. This data 

item is mapped either layer by layer down to the lowest level cell using only local 

information, or to a certain layer cell which is different from the cell of source node 

where the mapping stops. Then the data item is routed towards the available different 

cell by using DTN routing protocols, e.g., Geometric Localized Routing (GLR) [7] 

algorithm. Once it reaches a node in that cell, this node can then further map it 

down to a lower layer. A data item is mapped and stored at a node in the lowest level 

cell using DHT. Data item lookup request mapping works in the same way. Location 

diffusion is only performed in the lowest level cell or at most in several upper layers, 

no global location diffusion is needed to reduce the storage overhead. 

We present the formal algorithm and compare it with MHT [53] (using DTN 
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routing protocol instead of GPSR [54]) and show that it is advantageous in commu

nication overheads, delays and data item storage and lookup success ratios. 

The rest of the chapter is organized as follows. Section 4.2 elaborates on our 

proposed solutions. Section 4.3 describes the details of experiments and analysis. 

Section 4.4 concludes with possible future work. 

4.2 Distributed Storage Algorithm 

Although the initial goal of the Internet is network robustness, problems have 

begun to emerge because of the increasing central management and the distributed 

communication nature (e.g., network congestion during information retrieval). Dis

ruption tolerant networks, on the other hand, take this distributed nature into consid

eration at the very beginning. DTN considers node movements, distributed nature 

and possible unreliable connections. 

Existing network (including the Internet) with DTN features can be integrated 

into a location based distributed storage mechanism, which is necessary for useful 

information storage and lookup. Although the existing Internet is IP based, authori

ties know which IP addresses (or address spaces) are mapped to where and individual 

organizations are responsible for their IP address location mapping. 

We assume wireless connections are widely used in DTN. We propose the idea of 

using a distributed peer-to-peer (P2P) solution to counter network disruption (de

lay), without relying on centralized servers or super nodes. In DTN, there are long 

distance connections, as well as short distance connections. In reality, nodes in a net

work could have various connection interfaces, bandwidth or communication range 

(in other words, nodes are heterogeneous). Various fast connecting links should be 

used and considered besides wireless links to reduce communication delay in the net

work. Different wireless range links need to be considered also. As a special network 

scenario, nodes only have wireless channels and the antennae are omnidirectional. 

Our proposed solutions use a mapping function /(name) —> cell (we use the same 

symbol / in the following discussion which may take different parameters) to facilitate 

distributed data item storage and lookup in DTN. A data item first maps to a cell, 

then from a cell maps to a node in the cell. If a one to many mapping is necessary, 
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the mapping cells (or nodes) are better distributed evenly to counter network delay 

and disruptions. The mapping function /(name) —> cell is also required to map a 

node name to a cell. 

The following goals are kept in mind in designing the proposed solution: high 

successful storage ratio, high successful lookup ratio and limited maintenance over

head. Compared with the existing work (MHT [53]), the proposed Cell-based Hash 

(mapping) Table (CHT) achieves better successful storage and lookup ratios in DTN 

due to the adoption of cells. It also requires less maintenance overhead in a high 

mobile environment because frequent data item exchanges are avoided by storing a 

data item in a cell and allowing storage nodes keeping data items in a Peer-to-Peer 

distributed way as long as they move within the mapping cells. When multiple copies 

approach is adopted, the success ratio of CHT can be further improved with reduced 

data item lookup delay. 

4.2.1 Delay-Tolerant Distributed Storage andi Lookup 

Network Partitioning 

In the proposed solution, the network area is divided into cells (regions). Cells are 

not necessary to cover the whole area (gaps are allowed if it is impossible that there 

will be nodes in these gaps or nodes in these areas will not stay for long). Nodes can 

define their own cells with a variable size. The random sized area description can be 

stored in an approximate way (e.g., by scaling down a ratio) to save the storage space. 

Cells may be flat or with multiple layers. One example of the multiple layered cells 

is depicted in Figure 4.1. The layer of the three cells A, B and C inside a region is 

higher than the three sub-cells a, b and c inside cell A. There are five sub-cells inside 

c and a lowest layer cell a is inside sub-cell 3 of c. Nodes inside a cell will stay in it 

with high probability (e.g., > 1 — £ when the cell has n nodes). Region definition is 

a slow changing mechanism. Once the border of a region changes, this information is 

broadcasted to all other regions in the same layer, within the same upper region. A 

node does not need detailed global information to communicate with nodes in faraway 

places. In this way, local information (with very limited global information) is used to 

achieve global communication without relying on centralized nodes in the proposed 
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solution. A node outside a region can use the mapping function /(name) —> region 

to find the region of interest and a node inside this region can use the mapping 

function g(name) —> ID to locate the node which is responsible for storing the data 

item with corresponding name. As a special case, the network may be divided in 

such a way that cells can follow some specified shapes (e.g., hexagon, rectangle, etc.), 

where the required storage space for area description is greatly reduced. 

A—I 

Figure 4.1: Location-based cells. 

Different ways for network partitioning may exist. One of them is to make use 

of existing or predicted network characteristics. If there are high probabilities that 

nodes will move within certain areas, then the network partitions can be made based 

on this information, using either a flat (one layer) or a hierarchical structure, de

pending on the network size. In DTN, there are works on model based [33] and 

history based [36] routing protocols. Model and history statistical information can 

also be used in cell formation process. For example in Figure 4.2, we can partition 

the network region into four cells A,B,C,D based on the statistical information. 

When there are no nodes staying in E for extended length of time, we do not need 

to define it as a cell. And overall, the cells are not covering the whole network area. 

When nodes tend to move within their specific areas (regions) with high probability, 

a cell based data storage scheme is more robust with less message exchange overhead. 

Only when a node moves out of a cell, will message exchanges be necessary. 

Layering 

Layered regions are necessary when there are too many nodes distributed in 

a vast area. In the layered cell approach, the mapping function is f(t, name, 
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Figure 4.2: Model-based cells. 

parameteri, parameter, • • parametern_i) —> lowest layer cell, where the net

work has n layers with layeri the top layer, t is time, name is the data item (or 

node) name and parameteri is a layer specific parameter. The mapping function 

f(t, name, parameter^ —>• layeri+\ means that by using layer specific parameter, a 

name could be mapped to a lower layer at time t. This mapping parameter may 

only need to be kept in layerj, within the framework of the upper layer. In Fig

ure 4.1 for example, a node in the lowest layer cell a can first map a data item to 

one of the three cells A, B or C inside the region. The mapping function can be 

/ = hash(data item name) mod 3 (assume the whole region is a layer\ cell) and 

3 can be the layer specific parameter. If this data item maps to either cell B or C, 

nodes in those cells can further map it down. If it is mapped in cell A, a node in that 

cell then further maps the data item to a lower layer. When this data item is mapped 

into cell c, the node can use the mapping function / = hash(data item name) mod 5, 

where 5 is the corresponding layer parameter. This parameter needs only to be kept 

at nodes inside cell c. The boundary of a region in layerj is specified in a way that 

causes less nodes movement across region boundary, compared with nodes movement 

inside the corresponding region. In the proposed solution, the higher the layer, the 

less possible boundary changes are needed. It is apparent that most of the time 

lower layer local change would not affect faraway nodes in this way. Assume each 

layer cell has m sub-cells and the storage space for mapping related information (cell 

description) is the same, then a node only needs to store TO x (n — 1) items of map

ping information when there is one layeri cell, rather than mn~l items of mapping 



35 

related information. The number of cell descriptions without hierarchical approach 

is shown in Figure 4.3. Figure 4.4 shows another application example of the layered 

cell approach. In the figure, a city is the highest layer cell, districts are the middle 

layer cells and organizations are the lowest layer cells among the three layers. 

/ 

/ 

Figure 4.3: Cell descriptions at each layer. 

City 

District B 

District C District A 

District D 

Figure 4.4: Layered cell application. 

CHT with DHT 

The proposed solution of distributed storage which uses P2P mechanism is called 

Cell-based Hash Table (CHT). In CHT, a cell is divided in a single layer if the area 



and nodes number is small and multiple layers may be adopted if nodes number and 

its corresponding areas are large. In CHT, cells are used for data storage. Inside the 

lowest level cell, a data item is mapped to a node (or nodes if a one to many mapping 

is used) with closest matching ID(s) in the cell. Some existing DHT protocols [56, 

45] can be used if nodes move within their cells with high probability, with the 

consideration that accurate data item to node mapping may not be complete because 

of the nature of DTN. A node with a specific data item will handover the item to 

another node in the cell when it moves out (crossing lowest cell border). If the 

probability that nodes move across cell borders is not low, then a simple balanced 

storage mechanism (e.g., only balance the number of data items stored at nodes 

without using DHT) may be a good choice. 

The combination of CHT with DHT limits the use of DHT overlay to a small 

scale within the lowest layer cell. To further improve routing efficiency, we propose 

the use of Mchord (modified chord, which uses the ring structure of Chord) if the 

underlying DTN routing protocol is GLR. In our Mchord scheme, a data item is 

mapped to an ID and it is supposed to be stored at a node with ID closest to its own. 

If a node which stores the data item meets a neighboring node with a closer ID to 

the data item, it will give this data item to its neighbor. In Figure 4.5, when node 1 

which has a data item with ID 26 meets another node 15, it will give this data item 

to node 15 because |26 — 15| < |26 — 1| (i.e., the distance between 26 and 15 is less 

than the distance between 26 and 1 because nodes 1 to 26 are arranged in a circle). 

There are two modes in our approach, one is reactive and the other is proactive. In 

reactive mode, data item and lookup request are only sent to a neighboring node 

when the neighbor ID is closer to the stored data item ID (or request ID). While in 

proactive mode, a data item or request is always routed to a node with the closest 

ID according to the local knowledge of a node. Depending on the priority of the data 

item or request, the reactive or proactive mode can be selected. 

Mapping 

Two different rules exist for data items and nodes. A data item should stay at 

its mapping cell(s), while a node is allowed to move around. If nodes move fast and 
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Figure 4.5: Mchord storage and lookup. 

change their cells frequently, both CHT and DHT mapping should only be loosely 

coupled to reduce message exchange overhead. If nodes are relatively stable, mapping 

could be accurately coupled. For a node crossing multiple regions (large or small), it 

either can treat the mapping location as its home location and check regularly (when 

it requests a data item at that original location, as shown in. Figure 4.6), or its ID 

can be mapped to more regions and thus the reply for a request should be sent to 

multiple mapping regions. The extreme situation is one cell, then it is the same as 

traditional P2P. 

I am B at location X 
Are there messages for me? 

Ob 

data for B 

A 

Figure 4.6: Data lookup. 
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Storage with Multiple Copies Option 

Definition 1. fCell Center,) We define the traffic hub (the point where most cell 

communications pass through) in a cell as the cell center. Given the coordinates of a 

cell center, a node knows its relative direction with respect to the cell center. A cell 

center is indeed a communication center. 

When a data item (or request) message forwarding is necessary, this message is 

first sent to a node in the cell with the shortest distance to the destination cell center. 

In Figure 4.7, when node ai in a layeri cell with center c\ has a data item for another 

layeri cell with center c2, it needs to route the data item towards c2. However, once 

the data item enters into the layer^ cell with center c2 and stores at node a2, a2 

will decide the layer^i cell with center d where this data item should be placed. 

Similarly, a node a3 in layeri+i cell with center d will decide the layeri+2 cell, where 

the data item will finally be stored at a node d. 

Layer; 

Figure 4.7: Multiple layer storage. 

In CHT with Mchord, a data item can always be kept by a matching node so long 

as this node moves within the mapping cell. When a node stores a data item whose 

mapping ID is the same as its ID, there is no need to switch this data item with 

other nodes unless it leaves a cell. Even if a node stores a data item whose mapping 
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ID does not equal to its ID, it would not give this data item to others unless another 

node with closer ID to the data item is found. When two nodes have the same 

distances (|node ID - data item mapping ID|), the node with smaller ID is chosen 

as the store node. This process converges to the node with the closest matching ID 

to the data item. In MHT however, a data item needs to be frequently exchanged 

among nodes because of the nature of mobility and its mapping mechanism. Due to 

the above reason, the maintenance overhead of CHT is less than that of MHT. 

Multiple copies approach can be used in the proposed DTN P2P storage. In 

traditional P2P network, some protocols have proposed multiple copies approach. 

DKS(N, K, f) (f is a replication factor) [96] and Tapestry [94] are two of them. The 

need of multiple copy approach is further necessary because of the characteristics of 

the DTN. 

Data Lookup 

When a node performs data lookup, it first maps the data item to a cell identifier 

(certain layer), and then use any possible connections to route its request towards 

this cell according to the lookup mapping. The node in that certain layer further 

maps the data item lookup into its sub-layer and forwards the lookup. If mapping is 

loosely coupled, data item lookup should be performed in the following order: first 

the mapping node in the cell, then any other node in the cell which has the data 

item and finally, nodes in surrounding cells should be checked. For nodes in a cell, 

if they perform P2P storage, their view of network may be incomplete. So counter 

measures in lookup are necessary even if accurate mapping is adopted. A step by 

step option similar to the loosely coupled situation should also be used. 

In DTN, data item lookup uses the closest node to the cell to store request upon 

partition. It will be kept in a node that does not have a closer neighbor to the cell 

temporarily. Alternative ways (e.g., face routing) can also be used to send the lookup 

request to the cell. In a certain region, it is possible that some nodes may move out 

temporarily and other nodes have to store all their data items. When the moving out 

nodes return, the nodes with the data items have to distribute data back to them. 

Another approach for nodes is to keep data items while away if they will come back 
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for sure, so as to save some data exchange cost. If this approach is adopted, the 

lookup request should be able to tolerate the incurred delays. 

To accelerate data lookup, cache is used. Nodes use cache to temporarily store 

their newly forwarded data items. If a new request matches one of the data items 

in the cache, no further lookup is needed. However, the cache size cannot be large. 

There are tradeoffs between cache size and the number of stored messages. 

Location Diffusion 

We assume nodes know their location and time. For every node, its description 

could be a tuple (location, time, movement pattern). When nodes meet each other, 

they will exchange (location, time) pairs. If there are multiple layer cells, all nodes 

in a lowest level cell report and store each other's location together with time stamp 

through location diffusion. In case there are two location reports concerning one 

node, the newer report prevails. This location information provides a node with an 

overall picture of who is in the lowest layer cell and can be used in the data storage 

and lookup process. 

We show the difference of Chord and Mchord which makes use of location diffusion 

in Figure 4.8. In Chord, when node 1 wants to find the data item with mapping 

ID 22, it asks node 17 in its finger table first. Node 17 asks node 20 and then from 

node 20 finds node 23 as the storage node. Node 20 needs to notify node 1 of this 

information and node 1 also needs to route request message to node 23. Since instant 

connection may be impossible in DTN, these several rounds looking up can introduce 

long routing delays. In Mchord, a node simply finds the closest ID in its location 

table and routes the request to the node. If this location table is accurate, it surely 

saves routing time. Since Mchord can make use of DTN routing location information 

and can be easily integrated with the routing protocol (i.e., GLR [7]), the number of 

message exchange is reduced. 

4.2.2 Analysis of Multiple Copies Approach 

Multiple copies approach is useful in accelerating data item storage and lookup. 

In order to optimize the algorithms and protocols, we calculate the effects of the 
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Figure 4.8: Chord and Mchord lookup. 

multiple copies approach. Assume every step uses an equal sized time interval T, 

a node is in the same state (alive or die in a certain cell) at every step and the 

probability p = Pr[a node is alive over time interval T}. We store a data item in s 

nodes and calculate the probability Pr[item still exists in a node after k steps). If 

the probability that a node is alive is p, then the probability that a node either dies 

or moves out (of a cell) is 1 —p. If s copies are stored at nodes, the probability that an 

item exists in at least a node after k steps is pe = 1 — [(1 +p+p2 + ...+pk~1)( 1 — p)]s = 

1 — (1 — pk)s. We use OCTAVE [97] to plot this probability with varying k, s. 

We plot figures with 0 to 20 steps and 0 to 20 duplicate copies. The probability 

that a node is alive is 0.8 (Figure 4,9) and 0.9 (Figure 4.10) respectively. It is clear 

that multiple copies approach can improve the chances that a data item stays in a 

cell. 

The figures with 10 and 30 duplicate copies are also plotted with various proba

bilities that nodes are alive, ranging from 0.1 to 1. The probability that a data item 

stays in a cell also improves when the probability that a node is alive increases. The 

results are shown in Figure 4.11 and Figure 4.12. 
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Figure 4.9: Multiple copies with 0.8 alive probability. 

4.2.3 Operational Procedures 

The proposed solution can be used in DTN applications, which include data item 

publication and storage, specific data item lookup and data item browsing. A node 

can publish its own data item and store it in DTN using CHT. If a node knows the 

name of the data item, it can map it to the specific cell (region) according to the 

working procedure of CHT. It is still possible that a node wants to browse available 

names of data items and find its own item of interest. In this case, we introduce a 

special type of name, called item inventory, which stores records concerning available 

data items. This name is reserved and can be mapped to a cell, just like other data 

item mappings. However, we emphasize that this inventory may not be complete 

in DTN. A record in the data item inventory includes the name and the data item 

description. Data item inventories can be classified into different levels. If a data item 

is mainly used locally, it needs only to be recorded in the local data item inventory. 
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Figure 4.10: Multiple copies with 0.9 alive probability. 

Nodes can also check global data item inventory to find data items that interest them. 

Due to the distributed nature of the protocol, records of the data items are mainly 

stored at the inventories in their locality. 

In a distributed environment, data item synchronization can be used to prevent 

data item lost. A data itenl source node can periodically check the existence of the 

data item, in case a data item cannot be found within reasonable time delay, it can 

propagate its data item to the storage site. 

4.3 Experimental Evaluation 

In order to evaluate our CHT distributed storage strategy, we perform simulations 

to compare CHT with MHT in DTN. During the experiments, we pay great attention 

to the key attributes, including maintenance overheads, data item storage latency 

and success ratios of the distributed storage and lookup. 
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Figure 4.11: Probability figure with 10 copies. 

4.3.1 Simulation Environment 

The CHT is implemented using the NS-2 [1] simulator. This simulation environ

ment includes full simulation of the IEEE 802.11 physical and MAC layers, which 

makes the simulation better reflect the real world. A Random Waypoint Model [98] 

is chosen as the motion pattern. For the propagation model, we have chosen Two 

Ray Ground which considers both the direct path and a ground reflection path. The 

simulation parameters are shown in Table 4.1. The simulation time is 1000 seconds, 

through which we can clearly identify the performance differences between the CHT 

and MHT. 

Through simulation, we show that data item maintenance overhead is significantly 

reduced if a data item is mapped to a cell instead of mapping to a circle around 

a location point. The delay performance and the success ratios for storing and 

searching a data item in a cell in CHT are also better than those in MHT. 
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Figure 4.12: Probability figure with 30 copies. 

For the simulation results, all points in the figures, as well as numbers in the tables 

are obtained as an average of 10 different runs with 10 different network topologies 

and movement patterns. The confidence intervals (t-distribution) for the numbers 

are calculated at 95% confidence level. 

4.3.2 Single Cell Data Storage and Maintenance 

We implement CHT with Mchord proactive mode on top of GLR routing protocol 

(GLR single copy approach is used for accurate maintenance overhead calculation). 

Although initially we want to compare CHT with original MHT which works on top 

of GPSR routing protocol, simulation results show that the original MHT can only 

achieve 6%±2% successful data item storage ratio in DTN. As a result, MHT on top 

of GLR is implemented for comparison with our proposed solution. We store 20 data 

items at each scenario in both CHT and MHT. Our simulation results show that 
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Table 4.1: Parameters of the simulations. 

Parameter Value 
Number of mobile nodes 50 
Mobility 0-20m/s (default), 0-50m/s 
Transmission range 100m 
Data rate 1 Mbps 
Propagation model Two Ray Ground 
Simulation time 1000 seconds 
Link layer queue length 150 
Topology size 1500m x 300m 
Pause time 0 seconds 
Packet payload size 1000 bytes 
Antenna model Omnidirectional 

CHT experiences significant less data item handovers compared with that of MHT 

(one handover means from source node to the mapping node or from one qualified 

store node to another qualified store node), as shown in Figure 4.13. Table 4.2 shows 

the average data item storage delay (the latency when a data item first reaches a 

qualified storage node). It is clear that storage delay in CHT is also less than that 

of MHT. In the simulation, all data items have been properly stored at their storage 

sites in CHT while the success ratio in MHT is only 91.5%±4.85%. 

Table 4.2: Data item storage delay. 

Protocol Delay (seconds) 
CHT 15.07 ± 2.14 
MHT 81.92 ± 14.65 

4.3.3 Single Cell Lookup Success Ratio 

The lookup success ratios of CHT single cell and MHT at different maximum 

nodes moving speeds are also evaluated. Lookup actions are performed after 20 data 

items are stored in the mapping nodes. CHT uses accurate lookup mapping in the 
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CHT vs. MHT Data Item Storage Overhead 
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Figure 4.13: Single cell storage maintenance overhead. 

simulation. In MHT, a lookup is unsuccessful if a request message for a data item 

enters into the circle around the mapped location while the data item cannot be 

found there. Figure 4.14 clearly shows the superiority of CHT over MHT in DTN. 

The MHT lookup success ratios are low and different nodes moving speeds do not 

have significant impacts on the results. 

4.3.4 Multiple Cell Data Storage and Maintenance 

Furthermore, we evaluate the multiple cell storage in CHT. Since MHT maps 

data items to locations, it does not consider multiple cells and works in the same way 

throughout the simulation. We divide the topology area into 9 cells with 500m x 100m 

cell size and 5 nodes in each cell. So 90% nodes move within cells and 10% move 

globally. We assume rectangle centers as cell centers. 

The simulation results clearly show that our multiple cell mapping scheme also 

significantly reduces the data item exchange overhead. Similar to the single cell 

situation, the longer the time, the more savings can be observed when compared 

with MHT. Since there are nodes which move globally and data items should be kept 

at their mapping cells, data item handovers exist over time in CHT, as shown in 

Figure 4.15. 
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CHT vs. MHT Data Item Lookup Ratio 
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Figure 4.14: Single cell lookup ratio. 

4.3.5 Multiple Cell Lookup Ratio 

The lookup success ratios of CHT multiple cell and MHT are also evaluated. 

Figure 4.16 also clearly shows the lookup advantages of CHT over MHT. Since there 

are nodes moving around, the CHT lookup success ratios in multiple cell scenarios 

are lower than the success ratios in the single cell scenarios. 

4.4 Conclusions 

We have proposed a novel distributed data storage mechanism in DTN, called Cell-

based Hash Table (CHT). CHT uses cells (flat or hierarchical) to divide regions, and 

cells are divided in such a way that nodes inside a cell have high probability of moving 

within. A data item is mapped to a lowest level cell by using local information, and it 

is further stored at a node according to a modified chord mechanism (or DHT). Due 

to the use of CHT, data storage maintenance overhead is greatly reduced in DTN. 

Compared with existing MHT storage mechanism, we have shown in the simulation 

that our scheme has less storage maintenance overhead with higher success ratio and 

less delay. As future work, we plan to further study our CHT protocol, exploring the 

efficient distributed cell formation process in DTN. 
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Figure 4.15: Multiple cell storage maintenance overhead. 

CHT vs. MHT Data Item Lookup Ratio 
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Figure 4.16: Multiple cell lookup ratio 
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Chapter 5 

Distributed Key Establishment in DTLBS-WSAN 

5.1 Introduction 

Wireless Sensor and Actor Network (WSAN) improve the robustness of Wireless 

Sensor Network (WSN) through the use of actor nodes. In the network, wireless 

sensor nodes are used to gather and relay neighboring environment information to the 

responsible receiver nodes, while actors are usually resource independent nodes which 

work according to the input of sensor nodes to take appropriate actions. WSAN 

works in a distributed way to perform tasks such as environment monitoring, home 

automation and battlefield surveillance [99]. 

In a dynamic WSAN, communication delays and disruptions have to be taken 

into consideration for the proper functioning of the network. Disruption (Delay) 

Tolerant Networks (DTN) have been widely studied recently, which are also called 

opportunistic networks or challenged networks. One of the purposes of DTN is to 

address issues in wireless networks where instantaneous source and destination node 

connections may not exist. 

Location information can be used in WSAN. Wireless nodes could get their lo

cation information either by global positioning system (GPS) or localization algo

rithms [95]. In case there are malicious nodes, the accuracy of location information 

can be improved through secure localization algorithms [100, 101]. In DTN, there 

are location based routing protocols (e.g., GLR algorithm [6]), which can fit in a 

disruption tolerant WSAN. 

Wireless communications among nodes may express their social connections. Ex

isting human social networks [102] have a tendency of building relationships and can 

facilitate network applications [103]. However, these social networks are based on 

node similarities (e.g., similar origin, interest, etc.) and are not local. They would 

not work properly when the similarities cannot be found in a WSAN. 

51 
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WSAN needs security provisioning in a hostile environment. However, existing 

key management protocols [57, 58, 104] mainly work in a network that is densely 

connected and focus on the use of symmetric keys. Existing protocol [61] that uses 

symmetric and public keys highly relies on centralized mechanism and thus is hard 

to scale when some nodes are captured. 

5.1.1 Contributions andi Organization of the Chapter 

In this chapter, we propose a novel distributed key establishment (DKE) scheme 

in disruption (delay) tolerant location based social wireless sensor and actor networks 

(DTLBS-WSAN). DKE is based on neighbor cooperation, with a node trusting its 

neighboring nodes with high probability. The working procedure of distributed public 

key certificate establishment scheme without Certificate Authority (CA) is presented. 

To further improve security, we can equip actor nodes with pre-distributed symmet

ric and public/private keys. We show that security is guaranteed when actors are 

connected and cover the sensor deployment area (Powerful Model) and high secu

rity confidence level can be achieved in the distributed system when the density of 

malicious nodes is small, even without central management (None Actor Coverage 

Model). We also show that security assurance can be improved when actors increase 

their transmission powers so that they are connected and cover the entire network 

area while a sensor node has shorter transmission range than that of actors (Semi 

Powerful Model). We use a mechanism called "safety margin" to counter the mali

cious certificate attacks. We propose the use of location based social networks (cells) 

to facilitate and strengthen the security of distributed certificate storage and lookup 

in wireless sensor and actor networks with disruptions and delays. 

The rest of the chapter is organized as follows. Section 5.2 elaborates on our pro

posed solutions. We theoretically analyze the security strength of the proposed key 

management scheme in Section 5.3. Section 5.4 describes the details of experiments 

and analysis. Section 5.5 concludes with possible future work. 
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5.2 Distributed Key Establishment Algorithm 

In this section, we present the basic features of the proposed key management 

scheme and its security properties, deferring the detailed analysis of the scheme's 

security strength against the malicious attacks to the next section. 

5.2.1 Definitions in Secure DTLBS-WSAN 

Definition 2. (Disruption tolerant location-based social network^ Disruption 

(Delay) Tolerant Location Based Social Network (DTLBSN) emphasizes the impor

tance of nodes to stay at (around) a specified location during some period of time, 

which have a tendency of being static during dynamic unrelated movements, but can 

cooperate with each other, When nodes are composed of wireless sensors and actors, 

it is called DTLBS-WSAN. 

With wireless devices being widely used in recent years, local (and possibly dis

tant) wireless communication without relying on centralized server nodes become 

possible. These devices may possess diverse sensing capabilities and can cooperate 

with each other in their local communication range. The use of wireless peer-to-peer 

emails in an organization is one such example. In [105], the author listed the security 

threats to this emerging way of communication. The attack to the single network 

key approach (one key is used by all mobile devices) is likely and the risk is critical. 

Due to this reason, proper key management has to be proposed. Current network 

graph partitioning mainly focuses on dense connected static graph. DTLBSNs are 

focusing on a community of nodes which may even be divided, sparse or evolving. 

Traditional social networks are about nodes (people) having similarities (familiari

ties) while DTLBSNs are about nodes with diversities (for some reason, they happen 

to be in close neighborhood, which may or may not be due to similarities). In a 

location-based social network, nodes mainly cooperate and communicate with others 

within their social network. 

Definition 3. ^Semi-security) Communications between nodes with pre-distributed 

keys are considered secure, while the communication between nodes with self-generated 
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public/private keys without the signatures of trusted nodes is considered as semi-

secure. 

Semi-secure communication provides a platform for security establishment with

out relying on centralized nodes or servers. A node generates its public key certificate, 

asks for signatures from multiple neighboring nodes and stores it in a distributed 

manner. 

5.2.2 Notation 

We describe the key establishment protocol using the formal notations described 

in [106]. With A, B denote specific nodes, KAB denotes the shared symmetric key 

between nodes A,B. KA, denote the public keys of A, B and K~X,K^X their 

c o r r e s p o n d i n g  p r i v a t e  k e y s .  A  m e s s a g e  M  e n c r y p t e d  w i t h  K A B  t a k e s  t h e  f o r m  { M } K A B ,  

w h i l e  { M } K - i  m e a n s  t h a t  M  i s  s i g n e d  b y  n o d e  A .  

5.2.3 Adversary Model 

We assume the adversary (or a malicious node) can overhear, intercept and ma

nipulate any messages passing through it. However, we assume malicious nodes are 

randomly deployed with low density. We assume nodes are not allowed to own multi

ple IDs and malicious nodes with multiple IDs will be detected. This can be achieved 

through hardware fingerprinting [67] or location cross checking techniques [107]. We 

differentiate between cooperative malicious nodes and independent malicious nodes 

(malicious nodes which act independently). The following definition is used in the 

proposed solution. 

Definition 4. (k cooperative malicious nodes) k (k > 2) cooperative malicious 

nodes means that exactly k malicious nodes cooperate with each other and share the 

information which they possess, including their own public/private keys as well as 

intercepted information through covert channels. 
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5.2.4 Key Pre-distribution and Distributed Key Establishment 

The use of pre-distributed keys in existing WSAN key establishment protocols 

assumes the need of sensor to sensor security. In practice, not every sensor node 

needs to communicate with every other sensor node. In a location-based social 

network, most network communications exist among wireless sensors in their locality, 

as well as between wireless sensors and their corresponding actors. Since nodes 

mainly communicate with other location based social relations (nodes) that they are 

unable to know in advance, we propose the distributed approach that they establish 

public/private keys through neighboring cooperation. 

We are aiming at a key agreement mechanism with different levels of security 

(e.g., guaranteed security, semi-security with high confidence, etc.), with possible 

guaranteed security expansion and negative trust (malicious) node key deletion. 

Key Pre-distribution 

Key pre-distribution can be used to increase network communication security 

Before deployment, actors are loaded with symmetric keys, as well as public key cer

tificates. Symmetric keys are used for data confidentiality and private keys are used 

for digital signatures. We assume these nodes are equipped with tamper resistant 

devices so that the keys are destroyed once they are captured. Actor nodes are also 

called trusted nodes. We assume actors have abundant resources for computational 

needs and they are trusted in their location based social networks (cells). 

Distributed Key Establishment 

We define the distributed key establishment process as follows: 

I Setup Phase: 

1. When a sensor node, say node A wants to setup its certificate, it gener

ates public/private key pairs Ka, K~l and its public key certificate Certa 

(Figure 5.1, the Multiple Issuer and Extended Certificate Signature fields 

are left blank at this step). 
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2. It inquires its neighboring nodes to gather the information of which nodes 

are willing to sign its certificate. 

3. The neighboring nodes which are willing to sign it respond to node A with 

their IDs. An actor node will reply to node A when it receives the request. 

4. Node A picks up s nodes (node N( has ID{,i = 1,2,...s) out of all the 

replies and sends its signature requests, together with its public key certifi

cate (Figure 5.1, without contents in the Extended Certificate Signature 

field at this step). Any replying actor node will be included in the s nodes. 

5. These nodes sign the certificate using their self generated (pre-distributed 

for actors) private keys (K#*) and return back their signatures {Certa}K-i 
Ni 

to A. 

6. When A receives all replies, it attaches the signatures to its certificate 

(Figure 5.1). 

7. Node A stores its certificate in a distributed manner (i.e., using CHT [2]) 

and multiple copies of the certificate can be stored simultaneously. 

8. All nodes follow the same procedure and certificates of all nodes are es

tablished and stored properly. 

9. At the same time, some pre-distributed keys are stored at trusted nodes 

(actors) and communications between nodes with pre-distributed keys are 

considered secure. 

II Verification Phase: 

1. Node B acquires the certificate Certa for A, either from A or from dis

tributed storage sites. 

2. It chooses c out of s signatures and verifies them, depending on its confi

dence requirement. 

3. If a signature is from a trusted node, then Certa is immediately valid by 

this node checking. 
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4. A node can also check its neighbors to see if there is a trusted neighbor 

node which has a shared symmetric key with one of the signing node and 

verifies it accordingly. 

Digital Certificate 

Version 
Serial Number 
Algorithm ID 
Multiple Issuer 

ID, 

IDs 
Validity 

Not Before 
Not After 

Subject 

Subject Public Key Info 
Public Key Algorithm 

Subject Public Key 

Certificate Signature Algorithm 

Extened Certificate Signature 
Signature i 

Signature 2 

Signature s 

Figure 5.1: Distributed certificate. 

Properties of Distributed Key Establishment 

The distributed key establishment protocol has the following properties: 

Theorem 1. The difficulty that an independent malicious node can successfully make 

changes to a certificate of another node without being discovered (through the verifi

cation with signing nodes) is as hard as attacking the key generation algorithm. 



58 

Proof. Since the number of signing nodes of a certificate is at least two, any node 

which wants to forge a certificate should possess at least two pairs of public/private 

keys. Although a node can generate any number of public/private key pairs as it 

wants, the key pairs axe not verifiable because the node ID and public/private keys 

at a node should be unique. The malicious node then needs to guess the private keys 

of other signing nodes in order to successfully make changes to the certificate, which 

is as difficult as attacking the key generation algorithm. 

Similarly, the following result can be obtained. 

Corollary 2. When there are s (s > k) signatures, the difficulty that k cooperative 

malicious nodes can successfully make changes to a certificate of another node mthout 

being discovered (through the verification with signing nodes) is as hard as attacking 

the key generation algorithm. 

Theorem 3. k cooperative malicious nodes can successfully make changes to a cer

tificate of another node when there are s (s < k) signing nodes, however undeniable 

evidence exists once the malicious activity is being discovered. 

Proof. To effectively change the content of a certificate without being discovered 

during verification phase, the malicious nodes have to use their valid private keys and 

pretend to be the original signing nodes. When k cooperative malicious nodes modify 

the content of a certificate, their IDs and signatures (which are generated using their 

private keys) are attached to the certificate. Once their activity is discovered, another 

node can prove this through their IDs and signatures. 

Session Key Establishment 

After the establishment of public key certificates, communicating nodes can ex

change session keys encrypted through the public keys via a challenge/response pro

tocol. Since the number of clock cycles needed by the processor to compute security 

function in symmetric key cryptography is much smaller than the number of clock 

cycles in asymmetric cryptography, the combination of symmetric session keys with 

public keys improves the encryption/decryption speed and reduces energy consump

tion, as shown in [108]. 
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5.2.5 Distributed Certificate and Certificate Revocation List Storage 

It has been shown in [2] that Cell-based Hash Table (CHT) can be used to 

facilitate distributed data storage and lookup in DTN. We use CHT to store the 

distributed certificates in the proposed solution when there is high probability that 

sensor and actor nodes will stay at their deployment location based social network 

regions (cells). Multiple copies of a certificate can be stored in different mapping 

regions to strengthen certificate security and speed up the certificate lookup process 

in DTLBS-WSAN. 

As with the distributed certificate storage, Certificate Revocation List (CRL) for 

malicious or captured sensor nodes should also be stored in a distributed manner. 

5.2.6 Re-Keying and Key Revocation 

When a certificate is going to expire, the owner needs to update its certificate 

accordingly. This node generates new public/private key pairs and the corresponding 

certificate. It then asks its neighbors to sign the certificate according to the proce

dures described in the key setup phase. It will also sign it using its previous private 

key so that a distributed storage node can replace the old certificate with the new 

one simply by verifying its signature. 

When a node has been captured, its certificate has to be revoked. The trusted 

node (i.e., actor) in its location based social network can issue signed certificate re

vocation message to the distributed CRL storage sites so that the storage nodes can 

verify the authentication of this message and list this revoked certificate in the CRL 

following verification. Distributed CRL addresses the issues when nodes are compro

mised. It is stored at the same mapping site where the corresponding certificates are 

stored. Once a certificate revocation message is received, the revoked certificate can 

be deleted. 

5.3 Analysis of Distributed Key Establishment Security Strategies 

The security strengths of the proposed key establishment scheme are different 

when node transmission power differs. In Powerful Model, where actors are connected 
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and cover the network area and sensors possess same transmission range as that of 

actors, guaranteed security can be achieved. In Semi Powerful Model, actors increase 

their transmission power so that they are connected and cover the network while the 

sensor communication range may be far shorter than that of the actors. A sensor 

node can get improved security assurance in this model. When actors cannot cover 

the network (None Actor Coverage Model), we show that several security mechanisms 

can be applied to ensure key is secure with high confidence. We present our analysis 

in the sequel. 

5.3.1 Guaranteed Security in Powerful Model 

Theorem 4. If there are m actors distributed in a unit disk square according to 

Poisson process with communication range 

r> /log m + log logm + c(m) 
— V mix 

with c{m) —> oo, when m —> oo and sensors have the same communication range with 

actors, then a sensor node will have at least one actor node as its certificate signing 

node and its certificate can be verified by any other nodes, with high probability. 

Proof. It is shown in [109] that with probability 1 a network with m nodes with 

communication range r > with c(m) —>• oo, when m —> oo is connected 

and the network is covered when the communication range satisfies inequality (5.1) 

(according to Theorem 3.11 in [110]. In order to save energy, the growth magnitude 

of c(m) can be selected as small as possible so long as c(m) —>• oo when m -» oo is 

satisfied). When (5.1) holds, each sensor node will have at least one actor node in 

its distance one neighborhood and all the actors are connected. According to DKE, 

every sensor node will have at least an actor node as its signing node. Any certificate 

can be verified through this connected actor network. Since a source node can get 

a genuine key for any destination node, secure communication is guaranteed in this 

model. 
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5.3.2 Security Assurance in Semi Powerful Model 

Theorem 5. If there are m actors distributed in a unit disk square according to 

Poisson process with communication range satisfying inequality (5.1), while sensors 

have much smaller communication range than the communication range of actors, 

then a sensor node can get security assurance once its certificate is signed by an 

actor node through routing path in its locality, with high probability. 

Proof. As shown in Theorem 4, the network is connected and covered when node 

communication range satisfies inequality (5.1). Actor nodes can broadcast their exis

tence together with their public keys to all sensors in their coverage areas. So a sensor 

node will be either in distance one neighborhood of at least one actor node where it 

can communicate with the actor directly, or not. In the latter case, it encrypts its 

certificate using the actor's public key and tries to send its certificate to the actor 

node through local routing. The routing path should be local because the sensor 

node is close to the actor (i.e., within the actor's communication range). When the 

actor node signs its certificate and returns back to it (through direct transmission), 

the sensor node can verify the signed certificate using the already received actor pub

lic key. If there are any discrepancies during the routing process, the sensor node can 

re-initiate the routing process until it successfully gets its certificate signed. A sensor 

node can get security assurance once it receives the proper confirmation from the 

actor. Its certificate can be verified by others through the connected actor network. 

5.3.3 High Confidence in None Actor Coverage Model 

Security Confidence with Key Pre-distribution 

We assume nodes with pre-distributed keys are trusted. Assume the probability 

that a node is trusted is pt. Once a copy of the signature from a trusted node is 

checked, a node will be confident that this certificate is the original which belongs 

to the owner. The probability that at least a signature belongs to the trusted node 

is (at least) 1 — (1 — pt)a (s is the number of signatures), in which case the checking 

node is fully confident with the certificate, (assume full trust to the actor nodes). 

We use Octave [97] to plot this probability with varying pt, s, as shown in Figure 5.2. 



62 

trusted node existence 

probability 

number of signature copies s 

probability of trusted node p{ 

Figure 5.2: Trusted node probability. 

Security under ^-Cooperative Malicious Attack 

There are different possible attacks towards the proposed public key scheme. Ma

licious nodes can attack the certificate in the certificate setup phase, in distributed 

storage process or during certificate lookup process. The attack in the certificate 

setup phase is possible when all the signatures are selected from the malicious neigh

bors. Assume nodes are randomly deployed and malicious nodes are generated in

dependently and randomly with probability p, it is difficult (the probability is at 

most ps, with s the number of signatures) for malicious nodes to be selected as 

signing nodes during setup phase so that they can make changes to the certificate 

later. When k (k > s) malicious nodes cooperate with each other and possess each 

other's private keys, they can modify the content of an established certificate during 

distributed storage or lookup process. By doing so, all the original Issuer IDs and 
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authentic signatures in the certificate are replaced by the s malicious IDs and their 

bogus signatures. There are several ways to counter this attack. One is by checking 

the IDs to see if there are possibilities that all those signing nodes happen to be in 

the neighborhood of the certificate owner during the certificate setup phase. The 

other one is through multiple copies storage and lookup approach. With multiple 

copies approach, if there are discrepancies, a checking node will be alerted. Also 

non-malicious nodes should cooperate with each other to counter this attack. We 

further analyze the security strengths of the proposed scheme in the following. 

Theorem 6. If there are i nodes on a routing path in a network with n nodes, the 

probability that there is at least a malicious node inside the i nodes is less than 

1 ~~ ("n—i+i1)'" W^en ® = SE+i' ^is value is at most 1 — 

Proof. Assume the probability that there is at least a malicious node on routing 

path is p. Then p= 1 - *=* x 2=*=i x • • • x < 1 - where 

1 - (n^7+tX)' = 1 ~ (1 - n=rrr)* « 1 - -ag, when i = and n qo. 
k  *  

Theorem 7. When multiple copies (u copies, u € N and u> 2) approach is adopted, 

if the routing paths for these copies are disjoint, then the probability that all the paths 

have malicious nodes is less than (1 —^)u, when the routing path length is at most 
n+1 

ak+1 '  

Proof. Assume the probability that there is at least a malicious node on routing 

path is Pj for routing path j, with j = 1,2-,u. We start by evaluate p\. From 

Theorem 6, it is clear that pi < 1 —when i = and n -> oo. 

Assume mi nodes in routing path 1 and at least one malicious node in the mi 
nodes. Then p 2  < 1 -  X  x  .  .  .  x  {n-rn i ) - {k- l ) - i + l  

r  * — n—mi n—m\ — 1 n—m\—t+\  

1 ^ ^  v  f t  fc—1 y  y  t i  fc—t-f-1 /  i /n  k-~i+1 — i 1 wlipn ? — fi-l-1 1 x x x n_i+1 s i V n_i+1 ) - i -fg, wnen i - Qfe+1 ana 

n oo. 

Similarly, we can show that Pj < 1 —^ for j > 2. And we conclude that the 

probability that all the paths have malicious nodes is less than (1 —(u > 2). 

It is clear that with multiple copies approach, the security of certificate storage and 

lookup process is greatly improved. 
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Distance k Safety Margin 

We can further use distance k (for some small k) safety margin to counter ma

licious certificate attacks. In forwarding a certificate (storage or lookup), a non-

malicious node will forward it to the next hop node and at the same time, broadcast 

it to distance k neighbors. Only next hop receiver needs to do the same thing. A node 

will compare two certificates if they are generated by the same node ID (owner). In 

Figure 5.3 (A means malicious and circles without labels means unreachable), when 

node B forwards a copy of a certificate to node M (malicious), it will also forward 

this certificate to other nodes in its distance k neighborhood (except node A which 

has the certificate already). This certificate can reach node C through nodes D, E, F 

when k = 4. When M tries to modify the certificate, discrepancies will appear at 

node C. 

E 
O F 

J- - y 

o 
o o 

Figure 5.3: Distance k safety margin. 

O 

5.4 Experimental Evaluation 

5.4.1 Simulation Environment in NS2 

We evaluate the performance of the proposed solution using the NS-2 [1] simu

lator. A random waypoint model is chosen as the motion pattern. The simulation 

parameters are shown in Table 5.1. 
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Table 5.1: Parameters of the simulations. 

Parameter Value 
Number of mobile nodes 50/200 
Mobility 0-20m/s(uniform distribution) 
Transmission range 100m 
Propagation model Two Ray Ground 
Simulation time 300/600 seconds 
Topology size 1500m x300m /1500m x 600m 
Pause time 0/600 seconds 
Antenna model Omnidirectional 

Through simulation, we show that a node in a low malicious density cell should 

not select the nodes from high malicious density cells as certificate signing nodes and 

Powerful Model is an ideal security provisioning for a cell when malicious node prob

ability in the cell is high. Our experimentation results on "safety margin" approach 

show that it can increase certificate security during storage and lookup process. A 

node has a high probability of receiving an original certificate from nodes on the 

routing path ahead of a malicious node even if it receives a bogus certificate from 

the malicious node, when the node communication range is not too small. The in

crease in the node communication range can improve the effectiveness of the "safety 

margin" approach. For the simulation results, all points in the figures, as well as 

numbers in the tables are obtained as an average of 10 different runs with 10 different 

network topologies and movement patterns. The confidence intervals (t-distribution) 

for the numbers are calculated at 95% confidence level. 

5.4.2 Effect of Multiple Location-based Regions 

We evaluate the effect of multiple location regions with varying malicious prob

abilities. The network topology area is divided into 9 (1-9) cells with 500m x 200m 

size each and malicious probabilities are 0.2 (5 cells) and 0.8 (4 cells), with different 

probability cells separate each other. As shown in Table 5.2, the malicious neighbors 

probabilities for non-malicious nodes in 0.8 cells are consistent with the deployment 

probability in general. However, the low probability (0.2) cells are greatly affected 

by their neighbor cells. It is clear that if most of the nodes of a cell are malicious, 
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a neighbor cell node is better not to choose them as signing nodes. With more ma

licious nodes in a high probability (0.8) cell, Powerful Model is a good choice for a 

few non-malicious nodes in that cell. 

Table 5.2: Effect of the neighbor cells. 

Parameter Column 1 Column 2 Column 3 
Row 1 0.351±0.09 0.799±0.06 0.282±0.06 
Row 2 0.709±0.11 0.341 ±0.05 0.724±0.07 
Row 3 0.336±0.11 0.797±0.07 0.303±0.06 

5.4.3 Distance k Safety Margin 

We evaluate the distance k safety margin using GLR [6] routing protocol single 

copy approach. In the simulation, we set k = 2. If a node is on the routing path and 

receives a data packet, we evaluate whether it can receive the data packet through 

distance k safety margin approach. Figure 5.4 shows the result. It is clear that the 

probability that a routing node is also in distance k safety margin increases when 

node communication range increases. 

OKE Margin Effect (k-2) 

V, 
<5 

5 o tr 
o 

40 60 80 100 120 
Node Communication Range (meters) 

Figure 5.4: Distance two safety margin effect. 

The impact of various maximum nodes' moving speeds to the distance k safety 

margin effects when the node communication range is 100 meters is also evaluated 
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and the results are shown in Figure 5.5. Different nodes' moving speeds affect the 

percentage of nodes which are also in distance k safety margin slightly and higher 

mobility (> 10 m/s) outperforms lower mobility (< 5 m/s). 

DKE Margin Effect (k=2) 
c , , , , , , , , o> 
ra 0.84 • 2 
CM 

§ 0.82 • 

2 4 6 8 10 12 14 16 18 20 
Maximum Node Speed (meters/second) 

Figure 5.5: The effect under different speeds. 

5.5 Summary 

We have proposed a novel distributed key establishment mechanism, called DKE. 

DKE uses a combination of key pre-distribution and neighbor key establishment 

to set up key pairs at nodes in DTLBS-WSAN. Public key certificates and certifi

cate revocation list of nodes are stored in a distributed way to improve the security 

and counter network disruptions. We have proved that guaranteed security can be 

achieved when actor nodes are powerful so that they are connected and cover the 

entire network area. We propose the use of "safety margin" approach to thwart ma

licious certificate attacks. Through simulation, we have shown the effectiveness of 

distance k safety margin approach in improving the certificate security. 

As future work, we plan to further study security models in DTLBS-WSAN, 

exploring theoretically distributed trust establishment in a hostile environment. 
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Chapter 6 

Neighbor Discovery in a Sensor Network with Directional 

Antennae 

6.1 Introduction 

Directional antennae are known to reduce energy consumption because they can 

reach further for the same amount of energy consumed. Thus the application of direc

tional antennae in DTN has the potential of improve network performance. Neighbor 

discovery using directional antennae is the first issue that need to be addressed in 

this new DTN model. 

6.1.1 Motivation 

Unlike sensors with omnidirectional antennae sensors with directional antennae 

take longer to discover their neighbors if contentions are neglected. This is due to the 

fact that although sensors may be within transmission range the sender (respectively, 

receiver) sensor may not necessarily be located within the given sector determined 

by the beaming antenna of the transmitting sensor. This raises the question of what 

algorithms to employ so as to attain efficient communication (e.g., routing, broad

casting, etc.) using only directional antennae. This approach can be particularly 

beneficial in delay tolerant sensor networks, for example, whereby sensors may be 

able to take advantage of opportunistic appearances of sensors due to mobility and 

other factors. 

For a given radius r > 0, assume that a given sensor, say S, can reach all 

other sensors within the disc having centre S and radius r. For our study, it will 

suffice to consider the following directional antenna model. We assume that either 

1) the sensors are standing on a swivel and can rotate in any desired direction or 

2) the sensors' coverage area can be divided into non-overlapping sectors that can 
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be activated by an antenna switch so as to reach other sensors within a particular 

region. It is clear that in the former mode of operation the rotation of the antenna 

is continuous around the circle while in the latter the circular sectors are in discrete 

predefined sectors around the circle. We will not elaborate further in this chapter 

the differences and similarities between these two modes of operation for directional 

antennae. 

6.1.2 Preliminaries and Notation 

In this subsection we present the Unit Disk Graph (UDG) model and discuss 

several related antenna models that are related to our study. 

Unit Disk Graph (UDG) 

To simplify the research in wireless communications, Unit Disk Graph (UDG) 

model was introduced in the literature. UDG is defined as follows: 

• It is a graph G(V, E) with V the set of vertices and E the set of edges. 

• V: Vertices are the sensor nodes. 

•  E\  Edges between vertices represent connectivity, i.e., two vertices u,v  are 

connected if and only if their distance is at most 1 unit. 

Communication Models with Directional Antennae 

Several communication models are possible for a pair of sensors with omnidirec

tional and directional antennae. Consider the pair (XY), where the first parameter 

X indicates the capability of the sender sensor and the second parameter Y the capa

bility of the receiver sensor. To be more precise, X, Y may take either of the values 

O, D,  where O means omnidirect ional  and D direct ional  antenna.  Thus,  the (XY) 

communication model for a pair of communicating sensors means that the sender 

uses antenna of type X and the receiver of type Y. We also assume a duplex com

munication model whereby sensors can send and receive messages at the same time 

ignoring collisions. It is clear from the previous discussion that 
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• in the (00) model two sensors can communicate if they are within transmission 

range of each other, 

• in the (DO) (respectively, (OD))  model, the sender (respectively, receiver) 

must turn its antenna so as to reach its neighbor, and 

• in the (DD) model both sender and receiver must direct their antennae towards 

each other at the same time. 

More specifically, in all four models the sensors must be within range of each other 

so as to communicate. However, in the (DO) and (OD) models the sensor with the 

directional antenna must also turn its antenna toward the other sensor, while in the 

(DD) model both sensors' antennae must face against each other. Therefore it follows 

that (DD) is the slowest and (OO) is the fastest in the neighbor discovery process 

among the four communication models when contentions in the communications are 

not taken into consideration. 

More general model is also possible whereby a sensor's transmission beam width 

is not necessarily the same with its reception beam width. To simplify notation 

and terminology, in this chapter we will limit ourselves to the (DD) communication 

model with identical transmission/reception beam widths. Our results generalize 

without much difficulty to this more general model. 

The neighbor discovery process usually entails the exchange of identities (e.g., 

MAC addresses) between two adjacent nodes. It will not be necessary to go into 

the details of such an exchange and for our purposes it will be sufficient to assume 

that this is a one step process whereby one sensor sends its identity and the other 

acknowledges by sending back its own. Throughout this chapter we will assume 

that the sensors have distinct identities but their corresponding locations (i.e., (x, y)-

coordinates) in the plane are not known to each other. 

Antenna Models 

The transmission area of an omnidirectional antenna is modelled by a circular 

disk in the plane while the transmission area of a directional antenna is modelled by 
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a circular sector in the disk. We assume that sensors have the capability to rotate 

their directional antenna and change sectors so as to establish communication. 

Consider a set of n sensors in the plane. Each sensor u is equipped with a 

directional antenna having beam width <pu. Further we will assume that <f>u = 

for some integer ku} In particular, if ku = 1 then we have an omnidirectional 

antenna at u. The sensors are synchronous and can rotate their antennae counter

clockwise (see Figure 6.1). Assume that the Unit Disk Graph (UDG) formed by 

the sensor set V is connected and c-colorable, i.e., there is a coloring of its vertices 

X : ^ » {0, l,...,c — 1} such that if sensors u, v are adjacent in the UDG then u 

and v have different colors, i.e., x(u) ¥" x(v)- Observe any "integer based" identity 

scheme, e.g., the n sensors are numbered 0,1,2,... ,n — 1, that provides different 

numbering to different sensors satisfies this property (albeit it is not efficient). 

6.1.3 Contributions and Organization of the Chapter 

In this chapter, we propose novel neighbor discovery algorithms in a (DD) commu

nication model whereby sensors employ directional antennae with identical transmis

sion/reception beam widths and each sensor has only one directional antenna. Our 

methodology is based on symmetry breaking techniques to enable sender/receiver 

communication. We provide 1) deterministic algorithms that exploit knowledge of 

u 

Figure 6.1: An antenna at u rotating counter-clockwise. 

xIt turns out that this assumption is not required for the subsequent results; we use it because 
it makes the proofs simpler. 
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a vertex coloring of the network and introduce delay in the rotation of the anten

nae according to the coloring, and 2) randomized algorithms without requiring extra 

knowledge. Only an upper bound on the size of the network is enough to accomplish 

neighbor discovery, with high probability. In both instances we study tradeoffs on 

the efficiency of the algorithms proposed when nodes are static. In addition, we 

simulate all our algorithms and examine their performance using the NS-2 simulator 

environment. 

The rest of the chapter is organized as follows. Deterministic algorithms on neigh

bor discovery are presented in Section 6.2. As an alternative scenario, Section 6.3 

gives out the randomized algorithm and its analysis. Section 6.4 describes our simu

lation results and we conclude with possible future directions in Section 6.5. 

6.2 Deterministic Algorithms for Neighbor Discovery 

In this section we give algorithms for neighbor discovery in the (DD) communi

cation model and analyze their complexity. First we give a simple lower bound that 

indicates the complexity of the neighbor discovery problem. 

In all the results below as measure of complexity for neighbor discovery we will 

use the time required for sensors to discover each other and we will ignore collisions 

during simultaneous transmissions. For two sensors, this is the number of steps until 

the first successful send/receive exchange. For a sensor network, this is the minimum 

for any algorithm taken over the maximum time required for any two adjacent sensors 

in the network to communicate. 

6.2.1 Lower Bound 

In a setting whereby two adjacent sensors know each other's location all they need 

to do is turn their antennae towards each other in the specified locations. Therefore 

the observation below is useful when sensors do not know each other's location. 

Theorem 8. Consider two sensors u, v within communication range of each other 

and respective antenna beam widths and jr, respectively. If the sensors do not 

know each other's location then any algorithm for solving the neighbor discovery 
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problem in the (DD) communication model requires at least Q(kukv) time steps. 

Proof. For a successful communication to occur each sensor must be within the beam 

of the other sensor's antenna at the same time. Since the sensors do not know each 

other's location they must attempt transmissions in all their respective sectors. This 

completes the proof of Theorem 8. • 

6.2.2 Antenna Rotation Algorithms 

Given these preliminary definitions we consider the following class of Antenna 

Rotation Algorithms (ARA). For each sensor u, let du be an integer delay parameter 

and ku be defined so that <pu = Given u,du,ku the sensor executes the following 

algorithm. 

Antenna Rotation Algorithm: ARA(du, ku) 

1. Start at a given orientation; 

2. Repeat for ever 

(a) For i := 0 to du — 1 do 

/*For du steps stay in chosen sector*/ 

i. send message to neighbor(s); 

ii. listen for messages from neighbor(s) (if any); 

(b) Rotate antenna beam one sector counter-clockwise; 

/*rotate by an angle equal to <f>u*/ 

Remarks and Observations on the ARA Algorithm. 

There are several issues concerning interpretations of the execution of the rotation 

algorithm which are worth discussing. 

• In Step 1 the initial antenna orientation is selected. There are many consistent 

ways to define this but for simplicity in this chapter it is taken to be the 

bisector of the angle which defines the antenna beam. Also, if the sensors are 

equipped with a compass then we may assume that they all start with identical 
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North 

West i. East 

South 

Figure 6.2: An antenna at u with sectors counted counter-clockwise. 

orientations, say East (see Figure 6.2). Otherwise, the initial orientation may 

be chosen in an arbitrary manner. It turns out that our analysis is valid in this 

more general setting. 

• The main neighbor discovery algorithm is executed in Step 2. We are interested 

in measuring the number of steps until all (available) neighbors are discovered. 

For the duplex communication model being considered here, it is clear that two 

sensors u, v will be able to discover each other if (see Figure 6.3) 

Figure 6.3: Neighbor discovery for sensors u, v. 
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1. each sensor is within each other's range, and 

2. the corresponding antennae of the two sensors are oriented so that each 

sensor is within the other sensor's beam at the same time. 

These are the basic requirements we employ in order to prove the correctness 

and running time of our algorithm. 

• In Step 2a, the algorithm imposes a rotation delay, i.e., for du (equal to the de

lay imposed) steps the sensor sends messages and also listens for messages from 

neighbors. The delay imposed in Step 2a is required so as to break symmetry 

and ensure that neighboring sensors' antennae are within each other's beam 

range and will eventually communicate using the (DD) communication model. 

There are several possibilities here. The sensor may elect to send/receive mes

sages 1) at each step during the delay interval [0 ,du — 1], 2) select a time 

within the delay interval [0, du — 1] at random. In our analysis we will assume 

the former. 

• Step 2b involves rotation of the antenna by <f)u which is also equal to the 

beam width of the antenna. This ensures that after each rotation a new region 

(located counter-clockwise from the old region) is covered. Several possibilities 

exist, for example 1) allow overlap between the new and old antenna beaming 

location, 2) select the new antenna beaming location at a sector chosen at 

random among the ku possible sectors in the disk.2 

6.2.3 Complexity of Deterministic Antenna Orientation Algorithm 

Now we consider the complexity of the various antenna orientation algorithms. 

Assume the sensor network is synchronous. Recall our basic assumption that there 

is a coloring x '• V —>• {0,1,..., c — 1} of the vertices of the sensor network using c 

colors. Table 6.1 summarizes the results of this section. 

2The point of these assumptions is to consider collision models. In this chapter we assume that 
the sensors send/receive messages at each step during the delay interval. Further, if we were to 
analyze a collision model we would have to assume that the corresponding intervals of adjacent 
nodes are disjoint. 
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Antenna at u Knowledge Running Time Theorems 
2ir/k Identical 0(h*-1) Theorem 9 
2w/k Identical 0(k(c  In c)3) Theorem 10 

Table 6.1: List of theorems and running times of deterministic algorithms. 

The simplest possible delay model is for a sensor to wait "sufficient amount of 

time"' so as to send to (receive from) the desired node. 

However, there are choices of delay under which sensors with directional antennae 

will never be able to communicate as illustrated in Figure 6.4. 

h -

Figure 6.4: Neighbor discovery for sensors u, v is not possible. 

Example 1. Assume the antenna beam width is ^ ^ and the four sectors are 

labelled 0,1,2,3. Both sensors depicted in Figure 6.4 start beaming East. Sensor u 

employs delay du = 2 and sensor v delay dv = 1. Sensors can communicate only if 

u's antenna faces East and v's antenna faces West at the same time. Observe that 

sensor u faces East only at time t = 0,1,8,9,16,17,... while sensor v faces West 

only when t = 2,6,10, Therefore u, v can never communicate. 

The previous example indicates that sensor delays must be chosen judiciously 

so as to enable communication. The first theorem considers the simplest model 

whereby a sensor delays the rotation of its antenna sufficient time so as to allow all 

its neighbors' antennae to perform a complete rotation. 

Theorem 9. Consider a set of sensors in the plane with identical antenna beam 

widths equal to (f> = (k > I). For each sensor u let the delay be defined by 



78 

du := kx^u\ If each sensor u executes algorithm ARA(du, k) then every sensor in the 

network will discover all its neighbors in at most kc~x time steps. 

Proof. Consider two adjacent sensors u, v. Clearly, x(") ¥" xiv) since they must 

have different colors. By assumption, du — kx^ and dv = kx^vK Without loss of 

generality assume that x(u) < xiv)- Observe that for each chosen sector the sensor 

v beams its antenna in this sector for kx^ steps. But kx^ = fcxW-xMfcxW and 

hence kx^ is a multiple of kx^u\ In particular, while sensor v waits in a given sector 

the other sensor u will execute kx^~x^ rotations around the circle before returning 

to its original sector. It follows that sensors u, v will discover each other within the 

specified number of steps. This completes the proof of Theorem 9. • 

The running time of the algorithm depends on the coloring being used in Theo

rem 9. If no knowledge on the network is available then any integer identity scheme 

will work, however this will typically be of size Q(n) thus giving an exponential run

ning time kn(-n\ If the sensor network is bipartite (e.g., tree) then it is easy to see 

that c = 2 is sufficient. For random UDGs with range at the connectivity threshold 

the number of colors required is c = 0(logn) in which case the running time of the 

algorithm is about fclogn = nlog2 fc, which is polynomial in n with exponent log2 k. 

Instead of an exponential increase where c is the quantity growing in Theorem 

9, we can further reduce the running time. Indeed, this is the case as shown by the 

next theorem. 

Theorem 10. Consider a set of sensors in the plane with identical antenna beam 

iwidths equal to (p = Assume the sensor network is synchronous. Suppose that 

the delays du at the nodes are chosen so that 

1. gcd(Jfc, d u )  = 1,  and d u  > k,  for  al l  u ,  and 

2.  i fu ,v  are adjacent  then gcd(d u ,d v )  — 1.  

If each sensor u executes algorithm ARA(du,k) then every sensor in the network 

will discover all its neighbors in at most O (k(maxu du)3) time steps. In addition, 

the delays du can be chosen so that every sensor in the network will discover all its 

neighbors in at most 0(k(c In c)3) time steps. In particular, this is at most O ((c In c)3) 

time steps provided that k € 0(1). 
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Proof. Without loss of generality, in the proofs below we assume that the sensors can 

determine a fixed starting antenna sector facing East, say (see Figure 6.2). Proofs 

carry over to the more general case and the necessary modifications are omitted. 

Consider two adjacent sensors u, v. Without loss of generality assume that 

1. sensor u is to the left of sensor v, and 

2. that both antennae orientations are initially set to East, say. 

First we consider the case when the line segment connecting u to v is horizontal. 

Observe that u, v can communicate when w's antenna is facing West which is sector 

LfJ .  Since gcd (d u ,d v )  = 1,  by Eucl id 's  a lgori thm there  exis t  integers  0  < a u  < 

dv, 0 < av < du such that 

audu — Qtydy 1. (6.1) 

Lets look at sensor u first. Recall that because of the delay constrains of the 

algorithm, the sensor stays in the same sector for du steps before it rotates its antenna. 

After duk steps sensor u will be in its starting position and, clearly, the same applies 

for any time duration that is a multiple of duk. Thus sensor u is in its initial position 

(facing East) at time jauduk, for any j > 0. If we multiply both sides of Equation 

o.udu = avdv + 1 by jk we have that 

jauduk = jdydvk + jk 

It follows that at time t = jauduk the sensor at u is facing East. If there is a j such 

that jk = [f + r for 0 < r < dv, then sensor v is facing West and therefore the 

sensors u,v can discover each other. Starting from j = 1, with k < we can 

find a j such that, 

3k < < jk + k (6-2) 

which means that jk  + k = Jdt, + r, with r  < k < d v .  A simple modification of the 

proof will prove the result when the two sensors are not necessarily on a horizontal 

line. 
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The number of rotations required is jauduk, where j satisfies Inequality (6.2). 

Since jauduk < A;(maxu du)3 it follows that fc(maxu du)3 is an upper bound on the 

time required by all pairs of sensors to discover each other. 

If A: € 0( 1) (this is a reasonable assumption since in practice k is a constant) 

then we can satisfy the conditions of Theorem 10 by choosing the dus to be prime 

numbers. Since the number of colors is c, we will need c prime numbers (one for 

each color class of vertices of the graph). Hence by the prime number theorem the 

largest prime needed in order to define the delays {du : u € V} will be in the order of 

the c-th prime number, which is in 0(c In c). Therefore every sensor in the network 

will discover all its neighbors in at most 0((clnc)3) time steps. This completes the 

proof of Theorem 10. • 

Theorem 10 can be improved further with only slight modifications in the proof 

even in the case where ^ is not necessarily an integer. To this end define k := 

We can modify algorithm ARA(du,k) to a new algorithm ARA'(du,4>) as follows: 

we still have k sectors and we can modify Step 2b in algorithm ARA(du, k) so that 

the antenna at u rotates along the corresponding sectors 0,1,..., k — 1 (thus there 

is overlap between the new and the old sector). It is easy to prove the following 

generalization of Theorem 10. 

Theorem 11. Consider a set of sensors in the plane such that the antenna beam 

width of sensor u is equal to (f>. Define k := Assume the sensor network is 

synchronous. Suppose that the delays du at the nodes are chosen so that 

1.  gcd(d u ,  k)  = 1 and d u> k,  for  al l  u ,  and 

2.  i f  u ,v  are adjacent  then gcd(rfu, dv) — 1. 

If each sensor u executes algorithm ARA'(du, <j>) then every sensor in the network will 

discover all its neighbors in at most k (maxu du)3 time steps. In addition, the delays 

du can be chosen so that every sensor in the network will discover all its neighbors 

in at most 0(k(cInc)3) time steps. In particular, this is at most 0((clnc)3) time 

steps provided that k € 0(1). 



81 

Proof. With some simple modifications, this is identical to the proof of Theorem 10. 

Details are left to the reader. • 

Observe that for a random UDG at the connectivity threshold we have that 

c = 0(ln n) and therefore the running time of the algorithms in Theorems 10 and 11 

will be 0((lnnlnlnn)3). 

6.3 Randomized Neighbor Discovery Algorithms 

In this section we consider several randomized algorithms. The main advantage 

of the algorithms in Theorems 12 and 13 is that no a priori knowledge of coloring 

or of any proper identity scheme is required; just an upper bound n on the size of 

the network. Moreover, the algorithm in Theorem 14 requires only a bound on the 

antennae beam widths. Table 6.2 summarizes the results of this section. 

Antenna at u Knowledge Running Time Theorems 
2ir/k Identical kn°W Theorem 12 
2ir/k Identical 0{ki logn) Theorem 13 
2 n/k u  maxu ku < k 0(k 4 logn)  Theorem 14 

Table 6.2: List of theorems and running times of randomized algorithms. 

6.3.1 Deterministic Algorithm with Selection of Random Delay 

In this algorithm each sensor u selects a random prime number as delay du (in a 

range k. .R to  be specif ied)  and runs the determinis t ic  a lgori thm ARA(d u ,  k) .  

Randomized Antenna Rotation Algorithm: RARA{ku; R) 

1. Select d u  RANDOM PRIM E(k u . .R);  

2. Execute ARA(d u ,  k u )]  

Theorem 12. Consider a set of sensors in the plane such that the antenna beam 

width of sensor u is equal to <j> = ̂ . Assume the sensor network is synchronous. If 

each sensor u executes algorithm RARA(k; R), where R = n°^ and n is an upper 
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bound on the number of sensors, then every sensor in the network itrill discover all 

its neighbors in at most knexpected time steps, with high probability. 

Proof. For every node u, let N(u) denote the neighborhood of u and deg(w) the 

degree of u. Further, let D = maxtideg(w) denote the maximum degree of a node 

of the sensor network. By the prime number theorem, the number of primes < Ft 

and > k is approximately equal to ^ and therefore the probability that the 

primes chosen by two adjacent nodes, say u and v, are different is 1 — 1 

w- ~Jc~-
i n k  

Let Eu be the event that the prime chosen at u is different from all the primes 

chosen by its neighbors. It is easily seen that 

Pr [E u]  = 1-Prh^] 

= l -Pr [3v€W(u)  (4  =  <*, ) ]  

> 1 - y: Pr [d u  = d v]  
v£N(u)  

1 
1 -  deg(u)  

_R k_  
In R In k  

> 1 — D 
_R ifc_ 
In Ft  In k  

Similarly, we can prove that 

Pr = 1 — Pr IM« 

> l -^PrhB„]  
u 

1 
> 1 — nD 

_R k_  
In A lnfe 

> 1 

By choosing R in n°^ and recalling that D < n we see that all the primes chosen 

by all the nodes in the network are pairwise distinct, with high probability. The 

claim concerning the expected number of time steps follows immediately from the 

analysis of the antenna rotation algorithm in Theorem 10. This completes the proof 

of Theorem 12. • 
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6.3.2 Algorithm with Random Selection of Rotation Mechanism 

In the algorithms below we assume that the antenna beam width of u is equal to 

In the main algorithm a sensor chooses "rotation mechanism" between two given 

rotation mechanisms independently at random. In the first mechanism, the antenna 

cycles k rounds with no sector delay, while in the second the antenna cycles only one 

round but with delay k per sector. The two rotation mechanisms can be described 

formally as follows. 

Rotate with no Sector Delay: Mecho(u, k) 

/*Cycle k rounds with no sector delay*/ 

1. For j — 1 to k do; 

(a) For i = 0 to k — 1 do 

i. send message to neighbor(s) in sector i; 

ii. listen for messages from neighbor(s) (if any) in sector i] 

iii. Rotate antenna one sector; 

Rotate with Delay k per Sector: Mechx (u,  k)  

/*Cycle one round with delay k per sector*/ 

1. For i = 0 to k — 1 do; 

(a) For j = 1 to k do 

i. send message to neighbor(s) in sector i; 

ii. listen for messages from neighbor(s) (if any) in sector i; 

(b) Rotate antenna one sector; 

Random Selection Rotation Mechanism Algorithm: RSRMA{u\  k)  

/*Choose rotation mechanism at random*/ 

1. Select bit -> RANDOM({Q, 1}); 

2. (a) If bit = 0 then 

Execute Mecha(u,k);  



(b) If bit — 1 then 

Execute Mechi(u,k)]  

Thus algorithm RSRMA(u,  k ) selects the rotation mechanism at random. We 

can prove the following theorem. 

Theorem 13. Consider a set ofn sensors in the plane with identical antenna beam 

width equal to (f> = Assume the sensor network is synchronous. If each sensor u 

executes algorithm RSRM A(u\ k) for O(log n) times then every sensor in the network 

will discover all its neighbors in at most Oik2 log n) expected time steps, with high 

probability. 

Proof. The proof of correctness is not difficult. The sensor flips a coin. If the 

outcome is head (bit = 0, step 2a) then it rotates the antenna k rounds around the 

circle; in each round it rotates the antenna with no delay and sends messages and 

listens for messages. However, if the outcome is tail (bit = 1, step 2b) then it rotates 

the antenna once around the circle; in each sector it sends messages and listens for 

messages k times and then rotates the antenna one sector. Now consider two sensors 

u, v within range of each other and assume, without loss of generality, that u is to the 

left of v (The same proof will work regardless of the direction of the line segment uv 

connecting uto d). Both sensors start beaming East. We know that a necessary and 

sufficient condition to establish communication is for u's antenna to beam East and 

v's antenna to beam West at the same time. If both sensors coin-flips give the same 

bit then the sensors will select the same rotation mechanism and their antennae will 

not face "against" each other. However, if their coin-flips give different bits then it 

is clear that their corresponding antennae will face East and West, respectively, at 

the same time. 

Let m = 31ogn and suppose that all sensors run algorithm RSRMA(u;  k)  for m 

times. The only case that two adjacent sensors u, v cannot communicate in m steps 

is that the coin flips yield identical outcomes m times. In particular we have two 

random binary strings of length m each one drawn from u and another from v. The 

probability that the strings are identical is equal to 2~m = n~3 since m = 31ogn. 

Finally, we can prove the main result of the theorem. Let EUiV denote the event 

that sensors u, v can communicate (at some time). Consequently, from the discussion 
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above we conclude that 

Prf-iEu,,,] < n 3, for any pair u, v of sensors. (6.3) 

Therefore we obtain that the probability that any two adjacent sensors communicate 

is at least 

6.3.3 Algorithm if Bound on Antenna Beam Widths is Known 

We now indicate how to extend Theorem 13 to the case of sensors with arbitrary 

antenna beam widths. First of all, we modify the rotation mechanisms by introducing 

the delay as a parameter. 

Rotate with no Sector Delay: Mech'0(u,ku,d) 

/*Cycle d rounds with no sector delay*/ 

1. For j = 1 to d do; 

(a) For i = 0 to ku — 1 dlo 

i. send message to neighbor(s) in sector i\ 

ii. listen for messages from neighbor(s) (if any) in sector i\ 

iii. Rotate antenna one sector; 

Pr[V«, vEu<v] = 1 - Pr[->(Vu, v)] 

= 1 - Pr[3u, v^EUtV] 

~ 1 — Pr U ̂ Eu,v 

> 1 - yi Pr[-i£Ui„] 

n 

This proves our assertion and completes the proof of Theorem 13. • 
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Rotate with Delay d per Sector: Mech\(u,ku, d) 

/*Cycle one round with delay d per sector*/ 

1. For i = 0 to ky, — 1 do; 

(a) For j = 1 to d do 

i. send message to neighbor(s) in sector i; 

ii. listen for messages from neighbor(s) (if any) in sector i; 

(b) Rotate antenna one sector; 

Following the proof of Theorem 13, observe that if two adjacent sensors u, v 

execute the following algorithm for m = 31ogn times then they will discover each 

other with high probability. 

Random Selection Rotation Mechanism Algorithm (u ): RSRMA'(u;  k u ,  k v )  

/*Choose rotation mechanism at random*/ 

1. Select bit RANDOM({0, 1}); 

2. (a) If bit = 0 then 

Execute Mech'0(u,ku,kv)-, 

(b) If bit = 1 then 

Execute Mech[(u,  k u ,k v ) ;  

and 

Random Selection Rotation Mechanism Algorithm (t>): RSRMA'(v, kv, ku) 

/*Choose rotation mechanism at random*/ 

1. Select bit ^ RANDOM({0, 1}); 

2. (a) If bit = 0 then 

Execute Mech'0(v,kv,ku); 

(b) If bit = 1 then 

Execute Mech[ (v ,  k v ,  k u ) ;  
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This idea is for each sensor to use the neighbor sensor's antenna beam width to 

determine an appropriate delay. However, this will not work because sensor u (respec

tively, v) does not necessarily know the beam width of v's (respectively, it's) antenna. 

However, this difficulty is easy to resolve if an upper bound, say k, on max{fcu, kv} is 

known by both u and v. Namely, sensor u executes algorithm RSRMA'{u] k'u, k'v) and 

sensor v executes algorithm RSRMA'(u; k'u, k'v), for all pairs (k'u, k'v) such k'u, k'v < k. 

To maintain synchronicity all k2 pairs of algorithms are executed in the same lexico

graphic order by all pairs of sensors each algorithm for m = 3 log n times. Clearly, 

the running time of the algorithm is 0(kA logn) with high probability. 

Putting these ideas together and repeating the proof of Theorem 13 it is easy to 

prove the following theorem. 

Theorem 14. Consider a set of n sensors in the plane such that sensor u has 

antenna beam width equal to 4>u = jr. Assume the sensor network is synchronous 

and that an upper bound k is known to all sensors so that maxu ku < k. If each 

sensor u  executes  algori thm RSRMA'{u\  a,  b) ,  for  each pair  (a ,  b) ,  wi th  a ,b  < k ,  for  

0(log n) times then every sensor in the network will discover all its neighbors in at 

most 0(k4 log n) expected time steps, with high probability. • 

6.4 Simulations 

We perform simulations to compare the performance of different proposed algo

rithms and evaluate the effects of different antenna beam widths in the neighbor dis

covery process. During the experiments, we pay great attention to the key attributes, 

including the delay and energy saving efficiency of using directional antennae. 

6.4.1 Simulation Environment 

The proposed solutions are implemented using the NS-2 [1] simulator. This sim

ulation environment includes full simulation of the IEEE 802.11 physical and MAC 

layers, which makes the simulation better reflect the real world. We migrate direc

tional antenna code from IIT TENS project ([111], based on NS-2 version 2.19b) to 

NS-2 version NS-2.33 and add the ideal directional antenna type with various beam 
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widths. The simulation parameters are shown in Table 6.3. 

Table 6.3: Parameters of the simulations. 

Parameter Value 
Number of mobile nodes 50 
Beam Width Angle 20°, 30°, 40°, 45°, 50°, 60°, 90°, 120°, 360° 
Transmission range 250m 
Data rate 1 Mbps 
Propagation model Two Ray Ground 
Simulation time 200 - 20000 seconds 
Link layer queue length 50 
Topology size 1000m x 1000m 
Antenna model directional 

Simulation results show that the proposed neighbor discovery algorithms using 

directional antenna can significantly reduce energy consumption when they are com

pared with the omnidirectional antenna. Through simulation, we show that the 

random selection of rotation mechanisms can achieve desirable neighbor discovery 

delays. 

For the simulation results, all points in the figures, as well as numbers in the 

tables are obtained as an average of 10 different runs with 10 different network 

topologies. The confidence intervals (t-distribution) for the numbers are calculated 

at 95% confidence level. 

6.4.2 Deterministic Neighbor Discovery 

We first perform simulations on algorithm ARA , with sectors k varying from 3 to 

12. Graph coloring algorithm [112] is used to get the color x(u) f°r a node u. We set 

antenna rotation delay as du — kx^ units (two seconds per unit). In the simulation, 

nodes with wider beam width can find neighbors faster than the nodes with narrower 

beam width, as shown in Figure 6.5. 

As a special case of the ARA algorithm, we select prime numbers for the coloring 

and set rotation delay du  as the prime numbers (the special case is denoted as ARAR 

in the simulation). Simulation results show that ARAR is faster than the ARA 

algorithm with delay du = kx^ (Figure 6.5) in neighbor discovery process. Figure 6.6 
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Neighbor Discovery Ratio for ARA 
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Figure 6.5: Neighbor discovery results for ARA algorithm with varying beam width, 

is the ARAR comparison when nodes take different beam widths. 

Random Selection Rotation Mechanism Algorithm 

Without global knowledge, randomized neighbor discovery algorithms (RSRMA 

and RSRMA') can be used in the network. In the simulation, RSRMA is the 

best among all the algorithms (better than the deterministic neighbor discovery al

gorithms), even without global information. Similar to the deterministic algorithms, 

nodes with wider beam width antennae outperform those with narrower beam width 

antennae. Figures 6.7 and 6.8 illustrate the effects. 

6.4.3 Delay Comparison with Different Beam Width 

We also plot a figure to show the delay performance comparison of different 

antenna rotation algorithms. Figure 6.9 shows the situation when node beam widths 

are randomly chosen (from 20°, 30°, 40°, 45°, 50° and 60°), and clearly 50° does not 

divide 360°. 
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Neighbor Discovery Ratio for ARAR 
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Figure 6.6: Neighbor discovery results for ARA algorithm with prime number color
ing. 

Neighbor Discovery Ratio for RSRMA 
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Figure 6.7: Neighbor discovery for RSRMA algorithm with varying beam width. 
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Neighbor Discovery Ratio for RSRMA' 
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Figure 6.8: Neighbor discovery results for RSRMA' algorithm with varying beam 
width. 
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Figure 6.9: Algorithm comparison with beam width randomly chosen. 
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6.4.4 RSRMA Delay Comparison with Omnidirectional Antenna 

When algorithm RSRMA is used, we compare its performance of using direc

tional antennae with that of omnidirectional antennae (360°). Figure 6.10 shows that 

RSRMA algorithm can achieve desirable neighbor discovery delays when antenna 

beam width is 120°. Although directional antenna is not as fast as its omnidirectional 

counterpart, it consumes significant less energy, which we will show in section 6.4.5. 

RSRMA Neighbor Discovery Ratio Comparison 

RSRMA 30" 
RSRMA 60° 
RSRMA 120° 
RSRMA 36Q° 

0 50 100 150 200 
Time (seconds) 

Figure 6.10: Delay comparison with omnidirectional antenna in neighbor discovery. 

6.4.5 Energy Comparison 

We compare the energy consumption (only transmission energy is collected) of 

different antenna rotation algorithm with different beam widths. The transmission 

and reception gains (compared with omnidirectional antenna) for a directional an

tenna with beam width a (in radians) are set as ^ (two dimensional antenna gain). 

Table 6.4 summarizes the results. The transmission interval is one second and the 

total energy consumption is collected at 20000 seconds. For the same antenna type, 

different algorithms do not have much impact on the results. However, the energy 

consumption of all directional antennae are much smaller than that of the omnidi

rectional antenna (2 ir) .  
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Antenna at u ARAR RSRMA RSRMA' 
TT/6 1.2923 ±0.0005 1.2879 ±0.0002 1.3056± 0.0013 
~K/A 2.9307 ±0.0024 2.9106± 0.0015 2.9378± 0.0031 
7T/3 5.2638± 0.0066 5.2082± 0.0049 5.2356± 0.0049 
7T/2 12.1621± 0.033 11.9635± 0.0329 12.4557±0.0681 
2TT/3 22.3643 ± 0.0872 21.7582± 0.0823 21.9526± 0.0883 

2TT 281.087±3.3943 281.087±3.3943 281.087±3.3943 

Table 6.4: List of energy consumptions for the algorithms. 

6.5 Conclusion and Open Problems 

An interesting class of problems arises in considering the efficiency of broadcasting 

in the single channel UDG model, i.e., 1) there is a single send/receive channel and 

multiple transmissions on the same node produce packet collisions, and 2) a link 

between two sensors u, v exists if and only if d(u,v) < 1. In general, broadcasting 

with omnidirectional antennae requires scheduling of transmissions (typically using 

group testing techniques) so as to avoid collisions. Clearly, if broadcasting time 

with omnidirectional antennae without collisions is B then the result of Theorem 10 

indicates that broadcasting in the directional antennae model can be accomplished 

in time 0(B(cInc)3), where c is the number of colors of a vertex coloring of the 

sensor network. The main question arising is whether we can improve on this time 

bound when using directional antennae. 



Chapter 7 

Cooperative Neighbor Discovery using Two Antennae 

Patterns 

7.1 Introduction 

Omnidirectional antennae are widely used in wireless network communications 

where nodes are randomly deployed. A node transmits data in all directions with the 

same transmitting power. Although wireless nodes can make use of omnidirectional 

antennae in the communication process, it is not efficient in terms of energy savings 

when two nodes communicate with each other because most transmitting energy is 

wasted. Directional antennae [113], on the other hand, reduce energy consumption 

and consequently can increase transmission distance. They can also reduce wireless 

contentions. With the increasing connection opportunities, communication delays 

can be reduced when directional antennae are applied in the network. 

A node can get its location information either through GPS or Time of Arrival 

(TOA), Time Difference of Arrival (TDOA) or Angle of Arrival (AOA) techniques 

([114], p.167). Some existing localization algorithms [115] can be applied in the 

location calculation when the number of anchor nodes is limited. 

With the application of directional antennae, routing delays in communication 

can be reduced because less routing hops are needed. In a dynamic network however, 

nodes have to collect neighboring nodes' information through a neighbor discovery 

process before the advantages of directional antennae can be put into reality. 

Since the purpose of neighbor discovery is to inform the nearby nodes of a node's 

existence, broadcast is apparently more efficient. However, long range omnidirec

tional antennae will introduce too many contentions. In this chapter, we propose the 

use of omnidirectional antennae for discovering nearby neighbors first. Our protocol 

then uses long range directional antennae to discover neighboring nodes which can 

94 
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not be discovered through the omnidirectional antenna neighbor discovery. We pro

pose neighbor cooperation mechanisms to speed up the neighbor discovery processes. 

7.1.1 Contributions and Organization of the Chapter 

In this chapter, we propose a novel neighbor discovery scheme in wireless networks 

in the presence of two antennae patterns. Nodes use omnidirectional antennae with 

small communication range to broadcast their existence and use long range direc

tional antennae to find nodes that can not be reached in distance k (omnidirectional 

antennae) neighborhood. In the proposed solution, nodes cooperate with each other 

to speed up the neighbor discovery process. Through analysis, we compare the delay 

performance of existing neighbor discovery protocols when contentions in the neigh

bor discovery process are taken into consideration and identify the critical points in 

the delay performance. And the analysis clearly shows that neighbor discovery delay 

is reduced through the cooperative scheme. Through simulation, we also show the 

desirable delay and energy performance of the proposed solution. 

The rest of the chapter is organized as follows. Section 7.2 elaborates on our 

proposed solutions. We theoretically analyze the proposed scheme in Section 7.3. 

Section 7.4 describes the details of experiments and analysis. Section 7.5 concludes 

with possible future work. 

7.2 Cooperative Neighbor Discovery Strategy Using Two Antenna Pat

terns 

In this section, we propose the use of local omnidirectional (omnidirectional dis

tance k neighborhood, for some small k) and global directional antenna patterns 

in neighbor discovery. We assume a node can get its location information either 

through GPS or localization algorithms, which are reasonable assumptions with ex

isting technologies. 
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7.2.1 Overview of Neighbor Discovery using Directional and Omnidirec

tional Antennae 

Unlike data transmissions which mainly focus on specific users, the goal of neigh

bor discovery is to find all neighbors as quickly as possible. Although an omnidirec

tional antenna is ideal for this broadcasting based neighbor discovery purpose, a lot 

of contentions can occur when the number of neighboring nodes increases. Compared 

with omnidirectional antennae, directional antennae incur significant less contentions 

and can communicate with more nodes with the same power when a node rotates its 

antenna to cover a total of 27r degrees. 

With communication range r, an omnidirectional antenna will consume power 

proportional to itr2 while an ideal directional antenna with beam width a radians 

will consume power proportional to f r2 ([116]). Figure 7.1 shows the comparison 

of directional and omnidirectional antennae. When transmitting power is the same, 

the narrower the beam width a of the directional antenna, the longer the directional 

antenna radius r^. If the omnidirectional antenna radius is r0, then = rQ x , 

when both transmission powers are the same. In practice, long range communications 

usually are performed using directional antennae (e.g., satellite communications). 

Figure 7.1: Omnidirectional and directional antennae. 
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We consider the situation when directional and omnidirectional antennae are both 

available. We denote DD directional transmission and reception and OO omnidirec

tional transmission and reception. Neighbor discovery consists of cycles of Omnidirec

tional Neighbor Discovery (OND) process and Directional Neighbor Discovery (DND) 

process. Nodes cooperate with each other to speed up the propagation of neighbor 

information in both processes. 

7.2.2 Neighbor Discovery Using Omnidirectional Antenna 

The proposed solution combines two processes within one neighbor discovery cy

cle. First, OND is applied in omnidirectional antenna distance k neighbors of a node. 

Nodes exchange information of their own, as well as the discovered omnidirectional 

distance k neighbors. 

In the omnidirectional neighbor discovery process, a node broadcasts its existence, 

together with its coordinates to its neighbors. A node keeps a list of neighboring 

nodes. It first discovers its distance one neighbors. And in the next cycle, each node 

will broadcast its own location information, together with its distance one neighbor 

information. Distance two neighbor information will be exchanged in the following 

cycle. If distance i (i < k) information has been found, distance i + 1 information 

will be exchanged in the next cycle. This process repeats until all distance k neigh

bor information has been exchanged. A node updates its distance k neighbor list 

whenever it receives new neighbor information. The format of the beacon packet for 

a node b is shown in the following:1 

^ere x, y, z denote the x coordinate, y coordinate and z coordinate of a node with the corre
sponding ID, where the subscript of the values for a node with IDtj means that the node is in 
distance i (1 < i < k) omnidirectional neighborhood and it is the j-th (1 < j < mt) discovered 
distance i neighbor. 
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Own information: (IDb,Xb,yb,Zb), 

Omnidirectional antennae distance 1..A; neighbor information 

distance 1 ( I D n ,  x n , y n ,  z n ) ( I D 1 2 , x 1 2 , y i 2 ,  z i 2 )  •  •  •  ( I D i m i , x l m i , y l m i , Z i m i )  

distance 2 ( I D 2I , x21, y2\, z2i){ID-^, £22,2/22, *22) • •  • (ID2 m 2 ,x2 m 2 ,y2 m 2 ,  z2 m 2) 

distance k (/-Dfcl > X f ~ l , V k l ,  Z f c l  ){ID k 2 ,  -£fc2, Z /fc2>  *  '  •  (ID k m ^ ,  ̂ k r r i k  ,  V k m ^  i  z k m , k  )  

(7.1) 

7.2.3 Neighbor Discovery Using Directional Antenna 

Although neighbor discovery process using omnidirectional antennae is simpler 

than the process of using directional antennae because it does not need to scan its 

neighborhood area one by one, it may not be able to discover all the neighbors 

because of i ts communication range limitations. In Figure 7.2 for example, nodes b,c 

can not communicate with node a without using directional antennae. 

Figure 7.2: Directional neighbor discovery. 
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After the omnidirectional antenna neighbor discovery process, directional anten

nae are used. Existing neighbor discovery algorithms (e.g., RSRMA algorithm in [4]) 

can be used in the proposed solution. A node within the directional antenna coverage 

area which has already received the omnidirectional neighbor discovery information 

may not reply to the directional neighbor discovery inquiry to reduce contentions. 

7.2.4 Cooperative Neighbor Discovery 

When directional neighbor discovery is applied, it is possible that some nodes 

within the directional antenna coverage area may not receive a beacon message be

cause their antennae rotate in directions that are unavailable to receive or because 

there exist other reasons (e.g., due to contentions), while some nearby nodes can 

properly receive it. These nearby nodes can cooperate with the nodes which fail 

to receive beacon signals. They will exchange the received directional information 

through omnidirectional antennae. In Figure 7.3, when node b receives location infor

mation from node a, it will broadcast this information to all its neighbors. Through 

the cooperative operation, neighbor discovery delay can be reduced. 

Figure 7.3: Cooperative neighbor discovery. 
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In the cooperation process, directional antennae can also be used in the propa

gation of omnidirectional neighbor information, i.e., a node will transmit its omnidi

rectional neighbor information in its beacon packet. In OND, a node transmits its 

distance k omnidirectional neighbor information, together with its directional neigh

bor information to all its omnidirectional neighbors through omnidirectional antenna. 

In DND, a node only transmits its distance k omnidirectional neighbor information 

to all its directional neighbors through directional antenna. After the reception 

of the neighbor information, a node can decide independently which nodes are its 

neighbors (both omnidirectional and directional). The format for both directional 

and omnidirectional beacon packets is 

Own information: (IDb,Xb,yb,Zb), 

Omnidirectional antennae distance l . .k neighbor information 

distance 1 {IDn,Xn,yu,Zu)(IDi2,x12,yi2,zi2) • • • {IDimi,ximi,yimi,zlmi) 

distance 2 (ID2i,x2i,y2i,Z2i)(ID^,,X22,y22,Z22) • • • (ID2 77i2 i -^2m2 > yimi i Z2m% ) 

< . . . 

distance k {IDki,Xki^yki^ Zki){IDk2jXk2^yk2i Zk2) ' ' '  > Zkm^) 

Directional antennae neighbor information 

(optional and default none for directional beacon) 

(JDi t  X\,yi,  £x)(/D2 ,  x2 l  y2 ,  z2) * • * xm )  ym ,  zm) 

(7.2) 

7.2.5 Cooperation Mechanisms 

Consider a set of nodes in the plane with directional communication range rd .  

We use the directional antenna rotation algorithm RSRMA [4] for the discovery of 

neighbors. We propose cooperation mechanisms in the following. 
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Non-clustered random cooperation 

In this model, a node randomly chooses its directional antenna direction and runs 

Random Selection Rotation Mechanism Algorithm (RSRMA) independently. Nodes 

cooperate with each other in their distance k omnidirectional neighborhood during 

neighbor discovery cycle for information on discovered directional neighbors. 

We show the improvement of the random cooperation approach in distance one 

omnidirectional neighborhood using Figure 7.4. In the figure, node a and its omni

directional distance one neighbors are within the directional antenna coverage areas 

of the nodes around b, and vice versa. Once node a and node b discover each other, 

they can exchange neighbor information for all the nodes around a and b. Without 

cooperation, each node within distance one neighborhood of a has to discover each 

node within distance one neighborhood of b independently. Assume this probabil

ity is pr. Clearly, the expected time for node a to discover node b independently 

is Also assume nodes have degree d (omnidirectional), contentions and time in 

omnidirectional communication is negligible. Then the probability that at least a 

node from distance one neighborhood around a (including a) discover at least a node 

from distance one neighborhood around b (including b) is 1 — (1 — prYd+1^. With 

cooperation, we can take the inverse to calculate the expected time for a to discover 

6 (1_^1_p
1^d+1)2)) which is much faster, especially when pr is small and d is large. 

Figure 7.4: Random cooperation. 

Clustered minimum delay coverage 

Clustered solution can be adopted only when nodes can quickly discover all om

nidirectional distance k nearby neighboring nodes. In this model, nodes establish 
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clusters first. We define that the weight of a node v by w(v) = (deg(v), ID(v)),  

which is first distinguished by node degree deg(v) (omnidirectional), the higher de

gree the higher weight and then by node ID, the bigger node ID the higher weight. 

Existing cluster formation algorithms ([93]) can be used based on the node weights 

and the node with the largest weight is the clusterhead. Nodes in a cluster follow the 

same antennae rotation mechanism. After cluster formation, nodes will point their 

antennae so that when they rotate, they will cover all the coverage area within min

imum rotation time. Clustered solution requires at most distance two information 

exchange within the cluster if the clusterhead can reach the other nodes in its cluster 

directly [93]. 

Since a clusterhead knows how many nodes are in its cluster, it can assign nodes 

in its cluster with different antenna orientation directions. For example, in Figure 

7.5, the clusterhead can decide the three nodes (including itself) in its cluster point 

their antennae in sectors 0 (clusterhead), 4 and 8 when there are 12 antenna rotation 

sectors. The sector distance between two consecutive directional antenna directions 

is 4 sectors. The assignment is chosen in such a way that the differences of the 

sector distances are less or equal to one. When nodes exchange distance k (k > 3) 

neighbor information, each node can calculate independently the cluster information 

and therefore there is no need for extra cluster formation messages. Nodes can 

also decide their antenna orientation directions independently. A clusterhead will 

indicate its antenna direction (e.g., in sector zero if the sectors are numbered from 

0 to k3 — 1) and the antenna rotation mechanism of RSRMA in its omnidirectional 

beacon message. All other nodes inside its cluster will follow the same antenna 

rotation mechanism. Their antenna orientation directions are chosen independently 

by nodes according to the following rules. Starting from the antenna orientation 

sector of the clusterhead, if there are k3 — 1 other nodes inside the cluster, then 

these nodes will select sectors consecutively, starting from sector 1 to sector ka — 1 

according to the decreasing order of their weights. If the number of nodes in the 

cluster is c < ks. We set d = |_^fj • Then there exist i,j G N with i+j = c such that 

id+j(d+1) = ks. Nodes select their antennae directions according to the decreasing 

order of their weights. Starting from the clusterhead, the first i nodes will select 
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their antennae directions separating d sectors apart, and the remaining j  nodes will 

select their antennae directions separating d + 1 sectors apart. 

Figure 7.5: Antenna direction. 

Selective Directional Scan 

Selective directional scan suits the situation when omnidirectional antennae are 

used in distance k neighborhood of nodes and the maximum range of distance k 

neighbor exceeds the directional antenna communication range. In this model, direc

tional antennae are only used to scan the area that is not covered by omnidirectional 

distance k neighbor discovery process. 

After omnidirectional neighbor discovery, a node can calculate the directional 

sectors that are not covered by omnidirectional neighborhood, i.e., there are possible 

neighbors in those sectors that are yet to be discovered. In Figure 7.6 for example, 

assume after OND node a finds that all neighboring nodes except those located 

in the three shaded sectors have been discovered. In DND, node a then runs the 

modified RSRMA algorithm which only scans these three sectors and for each sector 

the delay time is the same as the original RSRMA algorithm. The neighboring node 

b follows the same process. They can discover each other with high probability (refer 

[4] for the proof).  Since the number of scanned sectors is less than the original k, 
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neighbor discovery delay is reduced. 

b 

Figure 7.6: Selective directional scan. 

7.3 Delay and Energy Analysis 

In the analysis, we quantitatively compare the cooperative two antennae approach 

with the pure omnidirectional (OO) and directional (DD) approaches, as well as 

omnidirectional transmission and directional reception (OD) and directional trans

mission and omnidirectional reception (DO) approaches in the literature. Assume a 

successful neighbor discovery happens when no collision occurs. Through analysis, 

we show that our approach is faster than other approaches with high probability 

when the number of neighboring nodes increases following a Poisson distribution. 

Table 7.1 summarizes the results of this section. 

7.3.1 Omnidirectional Transmission and Reception 

We present the omnidirectional antenna delay and energy analysis, where delay 

is defined as the time slots needed to discover neighbors. Assuming that nodes are 

distributed uniformly and independently following the Poisson process, we calculate 

the delay for omnidirectional antenna when there are n neighboring nodes in the 

coverage area of a node. If a node broadcasts in a time slot with probability p, then 
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Protocol Running Time Transmitter Gain Receiver Gain 
OO T> 1 

° p(i-p)"-1 1 1 

DD rp Sfc^nlogn 

* ~ (.-1W1-.I®-1 

2Tr 
<t> 

2tt 
<\> 

OD T°" ~ P(l -v ) t - k  1 <P 

DO 2TT 
1 

D + O 
r T l 'dXPr  

d+° l-(l-pT)<-d+iy2 

(random cooperation) 
f ( D ) ;  1(0) j(D); l(O) 

Table 7.1: List of running times to discover a neighboring node and transmit
ter/receiver gains. 

the expected time for a node to discover another node is Ta  = . The energy 

consumption is proportional to 7rr2 for transmission, and we set the receiver gain as 

1. 

7.3.2 Directional Transmission and Reception 

We show directional antenna delay and energy analysis in the following. For 

directional antenna, if there are k sectors, then the expected time for a node to 

discover another node is Td = 1  n x 3 f c 2 l off" = —3 f c 2 n k ) S"i when RSRMA 
p(l-p)*7 1-« (n-l)p(l-p)kT 

algorithm ([4]) is applied in directional neighbor discovery. Clearly, when n increases, 

T0 > Td will occur (i.e., when 3fc2"_'°s"((l — p)*1-*7*)" < 1). The energy consumption 

is proportional to |r2 for transmission and the receiver gain is 

7.3.3 Omnidirectional Transmission with Directional Reception 

Since there has been some work on omnidirectional transmission and directional 

reception, its delay and energy analysis is presented here. The expected time for 

a node to discover another node is = 1  n _ .  k when the directional antennae 
p(i-p))= 

scan the consecutive sectors one by one with no extra sector delay. Clearly, when n 

increases, Tod > Td will happen (i.e., when 3fc^l°fn((l -p)(*~&)n < 1). The energy 

consumption is proportional to 7rr2 for transmission and the receiver gain is 
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7.3.4 Directional Transmission with Omnidirectional Reception 

This part discusses directional antenna transmission and omnidirectional recep

tion delay and energy analysis. The expected time for a node to discover another 

node is = 1 n , fc when the directional antennae scan the consecutive sectors 

one by one with no extra sector delay. Clearly, when n increases, Tdo > Td will hap

pen (i.e., when 3fc^°Sn((i < i). The energy consumption is proportional 

to |r2 for transmission and the receiver gain is 1. It is clear that DO has the same 

delay performance with OD in the analysis. 

7.3.5 Cooperative Two Antennae Patterns 

The proposed solution (D + O) uses cooperative omnidirectional and directional 

antennae neighbor discovery approaches. The energy consumption is proportional 

to |r2 -f 7rr2 for transmission (where r, ra are the radius of directional and omnidi

rectional antennae respectively), and the receiver gain is ^ for directional antenna 

and 1 for omnidirectional antenna. The expected time Td+0 for a node to discover a 

neighboring node depends on the cooperation mechanism. It is clear that Td+0 < Td-

In the random cooperation mechanism, we have shown that Td+0 = 

using only omnidirectional distance one cooperation, which is much faster than Td. 

7.4 Experimental Evaluation 

In order to evaluate our delay and energy saving strategies using the cooperative 

two antenna patterns, we perform relevant simulations. During the experiments, we 

pay great attention to the key attributes, including delay performance and energy 

efficiency of the protocols. 

7.4.1 Simulation Environment 

The proposed solution is implemented using the NS-2 [1] simulator. This simu

lation environment includes full simulation of the wireless communication physical 

layer, which makes it better reflect the real world. A random waypoint model is 

chosen as the motion pattern. For the propagation model, we have chosen Two 
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Ray Ground which considers both the direct path and a ground reflection path. We 

have migrated directional antenna code from IIT TENS project ([111], based on NS2 

version 2.19b) to NS-2.33 and added the ideal directional antenna. The simulation 

parameters are shown in Table 7.2.2 The beacon interval is one second. 

Table 7.2: Parameters of the simulations. 

Parameter Value 

Number of mobile nodes 25/50 (default)/75/100/125/150 

Beam Width Angle 20°, 30°, 45°, 60°, 90°, 120° (default) 

Mobility none 

Transmission range (D) 100/150/200/250 (default)/300/350/500m 

Transmission range (0) 100/150/200/250(default)/300/350/500m 

Data rate 1 Mbps 

Propagation model Two Ray Ground 

Simulation time 1000 seconds 

Link layer queue length 50 

Topology size 1000m x 1000m 

Antenna model directional / omnidirectional 

Simulation results in the proposed neighbor discovery delay tolerance and en

ergy saving performance are collected. In the simulation, we assume nodes have no 

knowledge of the number of neighbors around. A node decides whether to transmit 

or receive in a time slot randomly, i.e., the node tosses a coin and decides to trans

mit when it is head and to receive when it is tail. The simulation implements the 

random cooperation in omnidirectional distance one neighborhood. Through simula

tion, we have shown the improved neighbor discovery effectiveness of the cooperative 

approach through the comparison with other protocols. 

For the simulation results, all points in the figures are obtained as an average of 

20 different runs with 20 different network topologies and movement patterns. 

7.4.2 Delay and Energy Comparisons 

The delay and energy performances of OO, DD, OD and DO with 250 meters 

communication range in both antenna types are tested (the number of nodes is 

2The 250m default omnidirectional communication range is used only in OO, OD, DO, while 
the omnidirectional communication range in D + O is 100m. 
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Neighbor Discovery Delay Neighbor Discovery Energy Consumpfion 

P+Q -
400 600 

Time (seconds) 

(a) Delay comparison 

0.2 0.4 0.6 0.8 

Percentage of Neighbors Discovered 

(b) Energy comparison 

Figure 7.7: Comparison of delay and energy in 250m communication range and 120 
degree, 50 nodes. 

50 and the directional antenna angles are 120 degree), which are also compared 

with the proposed cooperative solution with 250m directional communication range 

(omnidirectional communication range in D + O is 100m which is used throughout 

the simulation.3). The data on the percentage of neighbors discovered is collected. 

Figure 7.7a shows the results. Energy consumption is also collected when certain 

percentages of the neighbors have been discovered, which is shown in Figure 7.7b. 

It is clear that the delay performance of the proposed solution is better than other 

approaches in discovering all neighbors. The energy consumption of the proposed 

cooperative approach is also better than the energy consumptions of OO, OD, DO 

and DD when the same percentage of neighbors are discovered. 

7.4.3 Factors Affecting Delays 

Different communication ranges, total number of nodes or directional antennae 

angles can change the delay performance of the protocols. The proposed solution 

performs the best when node communication range increases or when there are more 

nodes in the network. Otherwise it degrades its performance gracefully and is very 

close to the best solution. 

3The meaning of communication range in the following refers to the parameter of all antennae 
in the simulated protocols except omnidirectional communication range in D + O. 
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Effects of Communication Ranges 

With the same node deployment, node communication range plays an important 

role in the neighbor discovery process because the increase in the range means the 

increase in the average number of neighboring nodes, which can lead to a contention 

increase. The communication range effects on the neighbor discovery process are 

shown in Figures 7.8a (100 meters), 7.8b (150 meters), 7.8c (200 meters), 7.8d (300 

meters), and 7.8e (350 meters). 

Simulation results show that when the node communication ranges are 100 meters 

and 150 meters, all approaches have very similar performance. However, when the 

node communication ranges are 300 meters and 350 meters, the proposed solution 

significantly outperforms other approaches. 

Effects of the Number of Nodes 

The effects of various node densities are also evaluated. We compare the situations 

when there are 25, 75, 100, 125 and 150 nodes at 250m communication range and 120 

degree. The results are shown in Figures 7.9a (25 nodes), 7.9b (75 nodes), 7.9c (100 

nodes), 7.9d (125 nodes), and 7.9e (150 nodes). When the node densities become 

larger, there are contention increases. However, the increase in the proposed solution 

is much smaller than the increases of other approaches. When the number of nodes 

increases over 100, the proposed approach is the best in neighbor discovery delay 

performance among all the protocols. 

Effects of Directional Angles 

The directional angle of nodes affects the delay performance because varying 

angle changes the number of neighboring nodes when directional antennae are used. 

The simulation results are shown in Figures 7.10a (30 degree), 7.10b (45 degree), 

7.10c (60 degree), and 7.10d (90 degree). 

Since the smaller angle increases the number of sectors, OD and DO outperform 

the proposed solution when there are 50 nodes in 250 meter communication range. 

In all the scenarios, with the help of omnidirectional neighbors, the proposed solution 
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is better than the DD. In all the delay comparisons, OD and DO have very simi

lar simulation results. When the number of nodes and node communication range 

increase, the proposed solution improves performances quickly, even when the direc

tional angle is 20 degree. The results are shown in Figures 7.11a (50 nodes and 250 

meters), 7.11b (150 nodes and 350 meters), and 7.11c (150 nodes and 500 meters). 

In Figure 7.11c, the proposed solution is the best when the neighbor discovery time 

exceeds 600 seconds. 

7.4.4 Factors Affecting Energy Consumption Efficiencies 

We also check the energy efficiencies of protocols when certain percentage of 

neighbors are discovered. The energy is computed according to the number of bits 

transmitted. Although the proposed cooperative solution transmits more bits, it is 

more energy efficient than other protocols in most situations. The results of node 

communication range, total number of nodes and directional antennae angle impacts 

on energy efficiency are collected, as shown in the following. 

Effects of Communication Ranges 

Same as the delay performance, node communication range also plays an impor

tant role in the energy efficiency of the neighbor discovery process. The results of 

the node communication range effects on the energy efficiency are shown in Figures 

7.12a (100 meters), 7.12b (150 meters), 7.12c (200 meters), 7.12d (300 meters), and 

7.12e (350 meters). 

Simulation results show that the proposed solution has the best energy efficiency 

performance when node communication ranges are 300 meters and 350 meters. 

Effects of Number of Nodes 

The effects of different node densities on energy efficiencies are also evaluated. 

The results are shown in Figures 7.13a (25 nodes), 7.13b (75 nodes), 7.13c (100 

nodes), 7.13d (125 nodes), and 7.13e (150 nodes). It is clear that the proposed 

solution is the most energy efficient protocol when different number of nodes are 

available (except in the 25 nodes scenario). 
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Effects of Directional Angles 

The effects of directional angles on the energy efficiencies are similar to the effects 

on the delay performance. The results are shown in Figures 7.14a (30 degree), 7.14b 

(45 degree), 7.14c (60 degree), and 7.14d (90 degree). 

Although the energy efficiency of the proposed solution is not the best when 

both directional angle and the communication range are small, the performance 

differences are not significant. When the number of nodes and node communication 

range increase, the proposed solution outperforms OO, OD and DO, as shown in 

Figure 7.15c (the directional antenna angle is 20 degree and there are 150 nodes 

with communication range 500 meters). The effects of varying number of nodes 

and different communication range settings when the directional antenna angle is 20 

degree are shown in Figure 7.15a (50 nodes and 250 meters) and 7.15b (150 nodes 

and 350 meters). 

7.5 Conclusions 

We have proposed a novel cooperative neighbor discovery mechanism in wireless 

networks. In the proposed solution, nodes use small range omnidirectional antennae 

to discover nearby neighbors and use long range directional antenna to find nodes that 

can not be reached by omnidirectional antennae. Nodes cooperate with each other to 

speed up the neighbor discovery process. Through analysis, we have shown that the 

proposed solution has advantages over other neighbor discovery mechanisms when 

each node has more neighbors around. Simulation results show that the proposed 

solution has increased energy efficiency with reduced delays when node communi

cation range or (and) the number of nodes increase. As future work, we plan to 

further study directional communication establishment in a wireless network with 

disruptions and delays, exploring experimentally the integrated directional antenna 

mechanisms into an applicable solution. 
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Figure 7.8: Comparison of percentage of neighbors discovered at various communi
cation ranges, 50 nodes and 120 degree. 
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Figure 7.14: Energy comparison at various directional angles, 50 nodes and 250m 
communication range. 



Neighbor Discovery Energy Consumption Neighbor Discovery Energy Consumption 

0.2 0.4 0.6 0.8 
Percentage of Neighbors Discovered 

(a) 20°, 50 nodes and 250m. 

0.2 0.3 0.4 
Percentage of Neighbors Discovered 

(b) 20°, 150 nodes and 350m. 

Neighbor Discovery Energy Consumption 

0.1 0.2 03 0.4 05 
Percentage of Neighbors Discovered 

(c) 20°, 150 nodes and 500m. 

Figure 7.15: Energy comparison at 20 degree. 



Part V 

Conclusion 

120 



Chapter 8 

Conclusions and Future Work 

We set out to improve network performance in a disruption (delay) tolerant net

work (DTN). Through our research, we have proposed a distributed storage protocol 

in DTN and identified a distributed key establishment solution to counter the network 

disruptions and delays. Since directional antennae can establish long communication 

links with less energy consumption when it is compared with omnidirectional anten

nae, we have also worked on the application of directional antennae in DTN. Because 

neighbor discovery is the first issue that needs to be addressed, we have subsequently 

proposed two neighbor discovery protocols in the presence of directional antennae. 

The following sections summarize our work and point out possible future direc

tions that interest us. 

8.1 Contributions 

8.1.1 Distributed Storage in Disruption Tolerant Network 

In our work on distributed data storage, we first examined the existing works on 

the distributed storage on the Internet using P2P, as well as the distributed storage 

in MANET. We have pointed out the weakness of applying these solutions in DTN. 

Different from existing location based data storage protocols which use equal sized 

geometric shapes (e.g., rectangles, circles), we have proposed CHT through the use 

of Cell-based approach. In CHT, the network area is divided into cells and these cells 

can have different shapes. Nodes in a cell have high probability to move within their 

cells. Our protocol then stores data items in the cells which can have a hierarchical 

structure to reduce the storage of mapping related information. A data item first 

maps to the lowest level cell using CHT and then from a cell maps to a node in the 

cell using P2P. Our solution is indeed a combination of CHT and DHT, which limits 
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the use of DHT overlay to the lowest level cell. And nodes only needs to exchange 

their location information with other nodes inside their lowest level cell. 

Through simulation, we have shown significant data item storage performance im

provement when CHT is compared with the existing MHT protocol in the literature. 

Our protocol can quickly store data items in the mapping nodes with less mainte

nance overhead than MHT, in both single cell and multiple cell scenarios. Since data 

lookup is also part of the protocol, lookup success ratios have also been evaluated 

and CHT outperforms MHT in all scenarios when nodes have different maximum 

moving speeds. 

8.1.2 Distributed Key Establishment in DTLBS-WSAN 

We have proposed a Distributed Key Establishment (DKE) protocol in wireless 

sensor and actor network and focused on the disruption (delay) tolerant location 

based social network (DTLBSN) in which nodes cooperate with each other in the 

network communications during dynamic unrelated movements. In DKE, a node 

first generates its public and private key pairs and then uses neighboring signatures 

to establish its public key certificate. The node stores its certificate in a distributed 

manner using CHT and multiple copies of the certificate can be stored simultaneously. 

We have further improved the network security with pre-distributed symmetric and 

public/private keys at the actor nodes. We have categorized three models and pre

sented our analysis on their security strength. In the powerful model, the actors are 

connected and cover the network area and sensors have the same transmission range 

as that of the actors. We have shown that guaranteed security can be achieved in 

this model. In semi-powerful model, actors have the same properties as those in pow

erful model but sensors have shorter transmission range than that of actors, a node 

can get security assurance once its certificate is signed by an actor node. In none 

actor coverage model, we have shown that high security confidence can be achieved. 

We have defined k cooperative malicious nodes and focused on the security strength 

against them in the analysis. 

We have proposed the use of distance k safety margin approach to counter mali

cious certificate attacks. In the approach, a certificate is forwarded to the next hop 
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node and at the same time broadcasted to distance k neighbors of a node. Only next 

hop receiver needs to do the same thing. Through simulation, we have proved the 

effectiveness of this approach. 

8.1.3 Neighbor Discovery in a Wireless Sensor Network with Directional 

Antennae 

In situations when both transmission and reception use directional antennae, we 

have shown that there are instances that two nodes may not be able to discover each 

other, and as a result, nodes have to choose their rotation delays judiciously to enable 

communication. We have proposed deterministic and randomized neighbor discovery 

schemes using only directional antennae and analyzed the time complexity for nodes 

to discover each other. In deterministic Antennae Rotation Algorithm (ARA), nodes 

have knowledge of their vertex coloring. In ARA, if a node u sets its antenna rotation 

delay as kx(-u\ where k is the number of sectors and x(u) is the color of the node 

u, we have proven that the time complexity is 0(fcc_1) when there are c colors. If 

the delay of a node u is set as du> we have shown that the delays du can be chosen 

so that gcd(du,k) = 1 and gcd(du,dv) = 1 when the node v is adjacent to node u. 

And it has been proved that the time complexity of 0(k(c In c)3) can be achieved. 

We have also presented three randomized neighbor discovery algorithms and their 

analysis. The first algorithm uses random prime delay within range k..n°^ and 

nodes can discover their neighbors in time kn°^ with high probability. The second 

randomized algorithm is RSRMA, in which a node tosses a coin; it cycles k rounds 

with no sector delay if the coin is head and cycles one round with delay k per sector 

if the coin is tail. We have proved that it takes 0(k2\ogn) expected time steps for 

neighboring nodes to discover each other, with high probability. The last proposed 

randomized antennae rotation algorithm is RSRMA' which fits for the situation that 

the number of sectors of nodes u (ku) and of node v (kv) are not equal. And we have 

identified the time complexity of RSRMA' as 0(k4 log n), where k is an upper bound 

on  the  number  of  sec tors  wi th  k u <k and  k v  < k .  

We have evaluated the delay performance and energy consumption of the pro

posed algorithms. We have provided the results that the proposed solution is energy 
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efficient in neighbor discovery when it is compared with omnidirectional antennae. 

Simulation results have shown that RSRMA performs the best among all the pro

posed algorithms. 

8.1.4 Cooperative Neighbor Discovery using Two Antennae Patterns 

We have shown that neighbor discovery delay performance and energy efficiency 

can be further improved when both directional and omnidirectional antennae pat

terns are available at the nodes. We have proposed the cooperative neighbor dis

covery approach in the presence of two antennae patterns. In a neighbor discovery 

cycle, a node performs neighbor discovery using short range omnidirectional antenna 

first and then uses long range directional antenna to discover neighbors that can 

not be reached otherwise. A node transmits its omnidirectional distance k neighbor 

information, as well as its directional neighbor information in its omnidirectional 

beacon packets while omnidirectional distance k neighbor information is contained 

in its directional beacon packets. We have proposed three cooperation mechanisms. 

In the random cooperation mechanism, a node points its directional antenna into 

a random sector initially and rotates its antenna independently according to the 

RSRMA a lgor i thm and  coopera tes  wi th  i t s  omnid i rec t iona l  ne ighbors  in  d i s tance  k  

neighborhood. In clustered minimum delay coverage, nodes form clusters first and 

nodes in a cluster try to rotate their directional antennae in different directions if 

there are c < k nodes when there are k sectors. The goal is to minimize the differ

ences of the sector distances between any two consecutive sectors occupied by these 

directional antennae. Nodes in the same cluster follow the same antennae rotation 

mechanism in RSRMA. This mechanism suits for the situation where nodes can 

communicate with its omnidirectional neighbors quickly and reliably. In selective 

directional scan cooperation mechanism, after a node collects its distance k neigh

bor information, it only uses its directional antenna to scan the areas that are not 

covered by omnidirectional distance k neighbors. 

We have analyzed the delay and energy performances of existing neighbor dis

covery protocols. Theoretical results have shown that DD improves its performance 
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when nodes are distributed uniformly and independently and the number of neigh

bors of a node increases following a Poisson process in a contention based neighbor 

discovery model. DD eventually outperforms OO, OD and DO with the increase 

of neighboring nodes. We have also shown that the proposed solution can further 

improve the neighbor discovery performance. 

Through simulation, we have presented the comparisons of different neighbor 

discovery schemes. The results have shown that the proposed D+O scheme improves 

the delay performance with desirable energy efficiency when node communication 

range and the number of neighboring nodes increase. It ultimately becomes the best 

for a large number of neighbors at the nodes. 

8.2 Future Work 

8.2.1 Distributed Storage Protocol in DTN 

There are still open problems in the distributed storage process in a network with 

disruptions and delays. In CHT, we have used statistical data in the cell partition. 

Further work on the dynamic cell formation process is necessary when we also need 

a distributed cell formation process as the basis for the distributed cell maintenance 

process. The cell formation process should work autonomously. Nodes will try to 

formulate their cells through network evolving process, by gradually accumulating 

the network statistical information, from local neighbors to faraway nodes. 

8.2.2 Distributed Security Establishment in DTLBSN 

We plan to further study the distributed security establishment in DTLBSN. 

Trust is an important aspect of network security because it is related with the network 

actions which a node will take. A trusted node can access certain information from 

others and the contents (e.g., executable code) which it provides can be regarded 

as reliable. In the Distributed Trust Establishment (DTE), we plan to first define 

rules and the trust value of nodes will be calculated independently based on these 

pre-defined rules. Nodes in a network may not be familiar with each other, but they 

cooperate with each following these rules. 



126 

8.2.3 Efficient Communication using Directional Antennae 

We have proposed two neighbor discovery protocols at the presence of directional 

antennae. Further application of these protocols on network communications is an 

interesting future research direction. One important question is how can nodes re

duce routing (communication) delays in DTN with the directional antennae. Since 

with the same transmission power, a directional antenna can reach faraway places 

compared with omnidirectional antenna, energy efficiency should also be considered, 

together with the delay performance. 
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