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Abstract 

Passwords help people avoid unauthorized access to their personal devices but are not 

without challenges, like memorability and shoulder surfing attacks. Little is known about how 

people with vision impairment assure their digital security in mobile contexts. We conducted 

an online survey with 325 people who are blind or have low vision and found they are 

concerned about entering passwords in public because of the risk of others observing their 

passwords. We also found PINs, commonly required on smartphones, are considered 

insecure and poorly accessible. To solve those issues, we investigated the usability of bend 

passwords, a recently proposed method for authentication that uses a combination of pre-

defined bend gestures performed on a flexible device. We designed a new deformable 

prototype and ran a user study with 16 vision-impaired participants, finding that bend 

passwords are as easy to learn and memorize as PINs, but are faster to enter than PINs. 
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1 Chapter: Introduction 

1.1 Motivation 

Smartphones play an important role not only in the lives of sighted users, but also in the 

lives of vision-impaired users, because of their portability and the myriad of services they 

connect users to. For people with vision impairment, who are blind or have low vision, 

interacting with visual elements on smartphone touch screens became feasible thanks to the 

advent of smartphone accessibility features, such as screen readers VoiceOver from Apple 

Inc. [96] and TalkBack from Google [89]. As a matter of fact, smartphones now act as an 

assistive tools aggregator, giving users access to apps that help them identify bills [42], 

street names [24], colours [90], objects and faces [85], and read printed text [91].  

 However, by accessing and generating content on their smartphones, users leave 

tracks of identifiable personal information, which might represent a threat of identity fraud in 

case the smartphone is lost, stolen or used without the users’ consent [50]. To protect 

smartphones from unauthorized access, smartphones come with various native user 

authentication methods, which users can activate so that the smartphone will ask for identity 

proof before giving access to its content. For example, smartphones can be configured to 

automatically lock once the screen is off and can be unlocked by the user via either typing a 

Personal Identification Number (PIN) or scanning their fingerprint.  

 User authentication methods such as passwords help people avoid unauthorized 

access to their personal devices but are not without challenges, like memorability and 

shoulder surfing attacks, in which “attackers learn a password by observing users enter it in 

a public space” [67]. Previous research shows people with vision impairment are concerned 
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with entering passwords in public because screen readers and screen magnifiers make their 

passwords more vulnerable to attackers [5]. Nevertheless, other research indicates that the 

majority of people with vision impairment choose not to protect their smartphones against 

unauthorized access [16, 37]. In fact, little is known about how people with vision impairment 

currently assure their digital security in mobile contexts or how they perceive and use 

different user authentication methods. 

 Due to the importance of user authentication methods to protect users’ personal 

information, researchers have been exploring the topic of usable security, generally focusing 

on a combination of the following aspects: 

1. Reducing the cognitive load required for users to remember passwords. 

2. Increasing security against guessing or shoulder surfing attacks. 

3. Exploring new interaction techniques. 

4. Improving accessibility.  

 For example, Azenkot et al. [14] proposed a user authentication method based on 

recognizing the fingers the user uses to tap a pattern on the screen. Their method aimed to 

be memorable (aspect 1), secure against guessing and shoulder surfing attacks (aspect 2), 

and accessible for blind people (aspect 4).  

 As another example, Maqsood et al. [68] developed a novel user authentication 

method on deformable flexible devices, by using a pattern of bend gestures called a bend 

password. Deformable flexible devices are devices made of flexible materials, which can 

accept deformation such as bending the corners as an input method. By using a prototype 

made of vinyl with embedded flex sensors, the researchers investigated the memorability 

(aspect 1) and security against shoulder surfing attacks (aspect 2) of their new password 

input method (aspect 3). One of the motivations for this study was the advancement in the 

development of flexible displays, which may be available in the near future, pushed by 

companies like Samsung [82]. When flexible displays are available, bend passwords could 
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potentially benefit people with vision impairment, because of their tactile nature and their 

positive results in terms of security and memorability [68]. However, this user authentication 

method has yet to be evaluated with people with vision impairment. 

 

 Considering that research at the intersection of usability, security and accessibility is 

rare [83] and needs further investigation [60], this thesis’s objectives are two-fold: 

1. investigate how people with vision impairment deal with passwords in a mobile 

context and 

2. explore the use of bend passwords on a deformable device as a password input 

method for people with vision impairment. 

 

1.2 Research Question 

The main research question guiding this research project is: 

 What is the potential of bend gestures as a method of user authentication on mobile 

devices for people with vision impairment?  

 

 To address this research question, we started by collecting data about how people 

with vision impairment protect their digital information in a mobile context, the accessibility 

issues they face and how they perceive existing user authentication methods. We 

specifically aimed at identifying how people with vision impairment evaluate the security of 

the ubiquitous PINs, and whether there was a difference in preference for user 

authentication methods on smartphones between people who are blind and people who 

have low vision. 
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 Taking into account the results from the online survey, we developed a new 

deformable flexible prototype able to capture a sequence of bend gestures composing a 

bend password, similar to what was done in prior work [68]. Finally, we ran a user study with 

people who are blind or have low vision to evaluate the learnability and memorability of bend 

passwords in comparison with PINs. By running this user study, we determined how bend 

passwords are perceived by people with vision impairment and whether they have potential 

as an alternative user authentication method. 

 

1.3 Contributions 

To the best of our knowledge, our online survey constitutes the first study to extensively 

explore the relationship people with vision impairment have with passwords and user 

authentication methods on mobile devices. Through an analysis of the answers from 325 

vision-impaired respondents, the contributions of the survey are:  

1. An overview of the main challenges faced by people with vision impairment when 

dealing with passwords;  

2. Insights on how people with vision impairment perceive different user authentication 

methods;  

3. A comparison between people who are blind and people who have low vision 

regarding digital security. 

  

 Additionally, our user study is the first to explore the use of bend gestures on 

deformable devices as a password input method for people with vision impairment, resulting 

in the following contributions: 
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4. The design and fabrication of a new deformable prototype for password input 

specially developed for people with vision impairment;  

5. Insights on how easy to learn and how easy to memorize bend passwords are for 

people with vision impairment;  

6. Potential applications for bend passwords; 

7. Design recommendations for new deformable devices. 

 

1.4 Thesis Outline 

This thesis is organized into six chapters. In Chapter 2, we present a literature review on 

accessibility for people with vision impairment, user authentication methods and deformable 

flexible devices. In Chapter 3, we describe the online survey we conducted with people with 

vision impairment about their strategies to remember passwords, their perceptions on user 

authentication methods and their self-assessed ability to keep their digital information safe. 

In Chapter 4, we present the design and fabrication of a new deformable flexible prototype 

for password input, the preparation of a touch screen PIN entry system and the development 

of a website to capture and verify passwords. In Chapter 5, we describe the methodology 

and results from our user study with people with vision impairment, comparing bend 

passwords and PINs. In Chapter 6, we propose design recommendations for deformable 

devices for password input and finally we present our conclusion in Chapter 7. 

   

1.5 Associated Publications 

Portions of this work have been accepted for publication: 
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 Briotto Faustino, D. 2018, Understanding Password Use by People with Vision 

Impairment: Initial Results of a Survey. ACM Student Research Competition at the 

2018 Grace Hopper Celebration (2018), (3-page paper to appear, poster). 

 Briotto Faustino, D. and Girouard, A. 2018. Understanding Authentication Method 

Use on Mobile Devices by People with Vision Impairment. ACM SIGACCESS 

conference on Computers and accessibility (2018), (10-page paper to appear). 

 Briotto Faustino, D. and Girouard, A. 2018. Bend Passwords on BendyPass: A User 

Authentication Method for People with Vision Impairment. ACM SIGACCESS 

conference on Computers and accessibility (2018), (2-page paper to appear, demo). 
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2 Chapter: Background 

This thesis explores the intersection of usability, security and accessibility for people with 

vision impairment. In this chapter, we review prior work on accessibility, security on mobile 

devices and deformable devices. 

 

2.1 Accessibility 

Before reviewing prior work on accessibility for people with vision impairment, we discuss 

terminology related to vision impairment. Following, we review the use of smartphones by 

people with vision impairment and we list some accessibility issues on smartphones. This 

section finishes with an overview of privacy concerns related to the use of smartphones for 

vision-impaired people. 

 

2.1.1 Terminology Regarding Vision Impairment 

People with vision impairment are those who are blind in one or both eyes, or those who 

have low vision and cannot read a newspaper even when wearing typical corrective lenses 

[92]. The current classification from the World Health Organization (WHO) includes normal 

vision, moderate vision impairment, severe vision impairment and blindness [95]. Still 

according to the WHO, low vision is the term used to refer to moderate or severe vision 

impairment. The term vision impairment is also used by the Center for Disease Control and 

Prevention [45] and the Government of Canada [36] to refer to the group composed of 

blindness and low vision.  
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 However, Kleynhans et al. [8] caution that the terms visually impaired, partially 

sighted and low vision are used interchangeably in the literature to indicate residual vision. 

Due to the differences in the interpretation of terms referring to vision impairment, Cavender 

et al. [2] suggested clarifying if a person referred to as “blind” is someone who uses screen 

readers to access a computer, for example. 

 In 2012, the WHO issued a report estimating the “number of people visually impaired 

in the world is 285 million, 39 million blind and 246 million having low vision.” According to 

Bourne et al. [26], “in 2015, an estimated 36 million people were blind, 217 million were 

moderately or severely vision impaired, and 188 million had mild vision impairment.” To 

function more independently, people with vision impairment commonly use assistive 

technology devices, which can be defined as “any item, piece of equipment, or product 

system, whether acquired commercially, modified, or customized, that is used to increase, 

maintain, or improve functional capabilities of individuals with disabilities” [11]. For example, 

screen magnifiers and refreshable Braille displays are assistive technology devices, or 

simply assistive devices.   

 

2.1.2 Smartphone Use by People with Vision Impairment 

A survey conducted in Germany with 235 vision-impaired participants published in 2007, 

identified that 81.5% of them did not have access to the internet [54]. However, in the same 

year it was estimated that 74% of sighted people in the US used the internet [7]. From 2005 

to 2017, the proportion of people with access to the internet increased from 35.9% to 65.9% 

on the American continent, and from 46.3% to 79.6% on the European continent [47].  

 In 2008, a US study reported each of their 8 blind participants used an average of 3.6 

mobile devices, including laptops, mobile phones and PDAs [55]. But in the last few years, 

smartphones have become widely adopted not only by sighted individuals, but also by 
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individuals with vision impairment, thanks to the rise of accessibility features and assistive 

applications in mainstream devices [34, 50]. This adoption has improved the quality of life 

among people with vision impairment by giving them access to all sorts of information [6], 

while replacing a number of specialized assistive devices they had to resort to in the past. 

People who are blind or have low vision now use smartphones to complete a variety of 

activities such as making phone calls, sending and receiving text messages and emails, 

reading the news, navigating the internet, doing online shopping and banking, and accessing 

entertainment content and government services [62, 103]. Even those who still do not have 

smartphones believe new services should become available on the smartphone platform 

[78].  

 Depending on the degree of vision impairment, a person might use different 

accessibility features to interact with smartphones. People who have low vision can use 

screen magnifiers embedded in smartphones to zoom into particular screen areas, using a 

movable magnifying box on the screen for better visibility. On the other hand, people who 

are blind can interact with a touch-screen smartphone by using a screen reader, such as 

VoiceOver [96] in iOS devices and TalkBack [89] in Android devices, to hear both the name 

of screen elements and text read aloud [15]. People with vision impairment can also opt to 

use virtual Braille keyboards [53] or physical Braille keyboards connected to the smartphone 

via Bluetooth [27, 52].  

 To operate the screen reader, both iOS and Android smartphones have a set of 

shortcut gestures available. Android smartphones come with 12 possible gestures, to be 

performed mainly with one finger tapping or swiping, while iOS smartphones have more than 

20 available gestures, using from one to four fingers in single, double or even triple taps [31]. 

Although iOS requires the use of potentially complex interactions, previous research showed 

iPhones are the most commonly used smartphones among people with vision impairment 

[62, 103]. 
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2.1.3 Accessibility Issues on Smartphones 

Smartphones are powerful devices, offering a myriad of functions and access to different 

social spheres, but for the blind or vision-impaired user, they are limited by the ubiquity of 

touch screen interfaces [35]. Interacting with smartphones is often complex for people with 

vision impairment, as they need to reproduce precise touch screen gestures, even though 

accuracy in reproducing gestures is challenging for those who lost their vision early in life 

[31]. Prior work found that people who are blind face usability issues while interacting with 

touch-screen devices, including learning where objects are located and accidentally 

activating features on the touch screen [55]. In addition, the sequence in which elements are 

read by the screen readers is cumbersome [62] and users cannot easily identify if protection 

screen mode1 is on [103].  

 Screen readers have various usability issues. Blind individuals use them by touching 

the smartphone touch screen and hearing the names of the UI elements available until they 

find the element they are looking for. Then, they select it by double tapping the screen, 

through a slow and error-prone process [15]. The interaction is also hindered by inconsistent 

focus on UI elements and conflicting operating system and app controls [62], as some apps 

do not conform with the smartphone OS guidelines [34]. Additionally, interacting with screen 

readers requires users to perform complex multi-finger interactions and precise gestures, 

without having any tactile feedback [39]. 

 Entering data on smartphones is particularly challenging for people with vision 

impairment, not only because of the small size of virtual keyboards, but also because of the 

complexity of text editing [30, 62]. Using virtual keyboards with screen readers requires 

                                                

1 This accessibility feature is called Screen Curtain on iOS, and Dark Screen on Android. 
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users to explore the touch screen to find the keys they want to press, while trying to avoid 

activating alternative keyboards by accident and without being able to use predictive words, 

which are not accessible to them [6]. Similarly, the text editing menu is activated by complex 

three-finger gestures [62], .   

 Most of the alternatives for text input also require two-hand use, an issue when the 

person needs to have a hand free for holding a guide dog’s leash or a white cane [6]. 

Besides, even though voice commands are more popular among vision impaired than 

sighted smartphone users, blind individuals face challenges when trying to edit and review 

the text entered through speech input; a step usually accomplished by resorting to external 

physical keyboards [15].  

 In fact, a study with 114 vision-impaired participants found that almost half of them 

use a Bluetooth keyboard while using their smartphones [103], in addition to ubiquitous 

earphones for hearing screen-reader instructions in public spaces [4, 16, 103]. Nevertheless, 

as people who are blind or have low vision usually depend on having one hand free to 

employ a white cane or guide a service dog while walking, using a smartphone by itself is 

not an easy task [6, 103], much less using it with an additional keyboard. 

 Azenkot et al. [15] evaluated the use of speech recognition available on smartphones 

as the main interaction method for input, in replacement of virtual QWERTY keyboards. In 

their research with 65 people with vision impairment, they detected that speech input can be 

almost five times faster than the virtual QWERTY keyboard input, but error correction takes 

80% of the text entry time and requires the use of a virtual keyboard. Other issues related to 

the use of speech recognition as a text input method include: risk of aural eavesdropping in 

public spaces [62], inaccuracy in noisy places [57] or inappropriateness for quiet public 

spaces [103]. 

 Also using the hardware available in smartphones, researchers proposed the use of 

a Braille recognizer to identify touch gestures forming a six-dot Braille character on the 
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screen [6, 77]. Oliveira et al. [77] proposed the use of six large targets mapped to the 

corners and edges of the screen, to be touched using only one finger. They found their 

solution for text input was significantly less error-prone than the virtual keyboard with 

VoiceOver, but significantly slower. Evolving this concept, Alnfiai et al. [6] developed 

SingleTapBraille, in which the user could tap anywhere on the screen to create a six-dot 

characters and had special gestures for common functions (e.g., send email). After testing it 

with seven participants, researchers found SingleTapBraille was significantly faster and 

more accurate than the virtual keyboard entry. Currently, a similar function is available in 

Apple iPhones, called VoiceOver Braille keyboard [1], as shown in Figure 1. 

 

Figure 1: Screenshot taken on an iPhone showing VoiceOver Braille keyboard. 

The 6 keys represent each of the 6 dots that compose each Braille character. 

 

 Although study participants showed interest in Braille recognition software, Braille 

literacy is not widespread within the vision-impaired community. Among vision-impaired 

Americans and Canadians, fewer than 10% read Braille [23, 100] and among the British, 

less than 1% of the people with vision impairment can read Braille [28]. These numbers are 

similar to those found in a survey conducted by Ye et al. [103] with 67 vision-impaired 

people, where only 10% of participants mentioned Braille as a good output method. 
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 Considering that entering text is a difficult task for people using screen readers, 

precisely typing in a password tends to be even more challenging. In a user study on 

password managers, a blind participant pointed out that the most difficult thing for him while 

accessing the internet via his smartphone was typing in a password [18]. 

 

2.1.4 Privacy Concerns for People With Vision Impairment 

Though useful, smartphones brought new privacy concerns for their vision-impaired users. 

Reading emails and typing passwords are tasks they do not feel comfortable about doing in 

public places, feeling afraid of having their information stolen by shoulder surfers [5]. Typing 

PINs while using screen readers makes people with vision impairment more susceptible to 

others listening to their passwords (aural eavesdropping), as the system reads everything 

out loud, even password entries [50]. Similarly, the use of screen magnifiers by those with 

low vision also increases the susceptibility for visual eavesdropping [50].  

 As a coping strategy, most avoid performing those activities in public spaces, even 

keeping the phone out of sight [103]. Ahmed et al. [5] found that people with vision 

impairment tend to fear using smartphones in public and being targeted by thieves. In 

contrast, Ye et al. [103] found some people with vision impairment tend to feel safer when 

using their smartphones in public, because they can use it to call for help, should they need 

it. 

 By interviewing 19 people with vision impairment, researchers concluded that they 

have privacy and safety concerns which they cope with by avoiding situations and changing 

their behaviour whenever possible [5]. Study participants expressed interest in being able to 

know how many people are around them, whether they are close and what they are doing, in 

order to assess other people’s intentions. This information was considered useful for the 

vision impaired to reposition themselves and avoid visual or aural eavesdropping.  
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 The widespread use of smartphones resulted in a higher volume of personal data 

stored in those personal devices [68]. Understandably, many vision impaired said computers 

and smartphones are helpful to communicate and achieve personal independence, but also 

pose a challenge to safeguard all the personal information stored in them [4]. With more 

people with vision impairment relying more on smartphones, it is essential to assure their 

privacy and security protections [22]. 

 

2.2 Security 

In this section, we present our literature review regarding user authentication methods, how 

people with vision impairment use them in various contexts and specifically on smartphones. 

We conclude this section by reviewing previous research on new user authentication 

methods. 

 

2.2.1 User Authentication Methods 

In 2016, 77% of sighted adults from the United States of America (US) said they own a 

smartphone, a large increase from 2011 when the percentage of smartphone owners was 

35% [81]. With the increase in smartphone adoption, more personal data is stored in them, 

such as name, address, email and geolocation [60], and exchanged with third-party apps [9, 

21, 49, 99]. To protect smartphones from unauthorized access (and consequently the 

personal information saved in them), users have to prove their identity through a user 

authentication method [68].  

 Many alternatives are available to protect mobile devices (e.g. smartphones) from 

unauthorized access, such as PINs, alphanumeric passwords, patterns drawn on the 
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screen, and biometric authentication, including fingerprint reader and face recognition [68]. 

According to Lazar et al. [60], user authentication methods can be categorized as: 

 knowledge-based: something you know, such as PINs, alphanumeric passwords or 

patterns drawn on the screen; 

 token-based: something you have, such as smart cards; and 

 biometric-based: something you are, such as fingerprints, facial recognition, voice 

recognition, iris scans.  

 Besides being the most ubiquitous option, PINs are considerably more secure 

against random guessing than patterns. Even a 2-digit PIN is more secure than a pattern of 

dots connected by drawing on the screen, mainly because people tend to create very simple 

patterns [12], and patterns are more secure the longer their paths are [14]. Also, 6-digit PINs 

are considerably more secure against shoulder surfing attacks than 6-point patterns, after a 

single observation [12]. However, the commonly used 4-digit PIN is unable to provide a 

strong enough protection for smartphones [50] against random guessing and eavesdropping 

attacks.  

 Both PINs and alphanumeric passwords also require users to memorize a sequence 

of characters [68], a disadvantage when compared to biometric methods. According to 

Perez [48], in an era when passwords and PINs can be easily stolen by hackers, biometrics 

represents a better option to grant individual access. Fingerprints, for instance, are detailed 

and allow for a reliable identification of individuals [25]. However, fingerprints also have 

issues, such as high false rejection rates2, caused by the derecognition of user’s fingerprint 

during authentication, and the impossibility of replacing one’s fingerprint in case the 

information is compromised [68]. Also, voice recognition suffers disruption from background 

                                                

2  False rejection rate is “the probability that a user’s verification template will not be correctly matched 
with the same user’s sample. Also known as false non-match rate.” [48] 
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noises during identification and face recognition presents poor resistance to fraud [48]. 

Moreover, even though biometrics have been widely adopted due to their accuracy, 

evidence suggests that imposters can fake them [48]. In a survey conducted by Visa on 

using biometrics to authorize credit card operations, 49% of respondents feared the risk of 

security leaks [94]. 

 Ultimately, biometrics do not replace passwords, and “can be considered a re-

authenticator or a secondary-authentication device as a user is still required to have a PIN or 

pattern that they enter rather frequently due to environmental impacts (e.g., wet hands)” [13]. 

For a user, the complexity of choosing a user authentication method is worsened by the fact 

that methods that have high security have low usability and vice-versa [68].  

 

2.2.2 Authentication Use for People With Vision Impairment 

Based on a contextual enquiry with vision-impaired individuals, Dosono et al. [37] concluded 

that the “unique privacy and security needs of blind users remain largely unaddressed.” 

They found that the lack of standardization of terminologies poses challenges to the users of 

screen readers, as different websites use different terms to name things. Moreover, the lack 

of appropriate feedback on an authentication attempt via password entry or fingerprint 

reader leaves users wondering whether they were able to successfully authenticate. Also, 

the absence of control for unmasking website password fields impede users from reviewing 

passwords when they are in a secure context (e.g. at home), as the system does not allow 

them to review the password once it is typed. On the other hand, security questions are not 

masked and are read aloud by screen readers. Researchers also found vision-impaired 

users have difficulty differentiating usernames and passwords [37], and face accessibility 

issues in authentication with Automated Teller Machines (ATMs) [33] and Completely 

Automated Public Turing test to tell Computers and Humans Apart (CAPTCHAs) [83].  
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 Additionally, using screen readers in public spaces makes people with vision 

impairment more susceptible to aural eavesdropping, because the system reads out loud 

every character typed for a password or PIN. Similarly, the use of screen magnifiers by 

those with low-vision also increases the susceptibility for visual eavesdropping [50]. 

Unattended devices might be easily used to collect personal information after a password 

was identified by eavesdropping. A recent study with 14 participants found that half had 

concerns with having their interactions watched, and 6 were concerned with eavesdropping 

[74]. 

 Ahmed et al. [4] found that, in order to prevent eavesdropping and keep their data 

secure, some people with vision impairment resort to typing rapidly and changing passwords 

every three months. They also tend to memorize long passwords by writing them down in 

Braille or saving them in the browser’s password management feature, even though some 

struggle with using password management systems due to their impairment. This explains 

why some choose to save their passwords in computer files and then use screen reader 

software to read them aloud, creating additional risk of aural eavesdropping [4].  

 Prior work also suggests that vision-impaired people consider using strong 

passwords as the most effective protective action, but also tend to consider using unique 

passwords, and multi-factor authentication as effective practices [74]. However, that study 

found that only 4 out of 14 participants use passwords that contain a mix of letters, cases, 

numbers and symbols. 

 As little is currently known about how people with vision impairment assure their 

digital security in their smartphones, our research will start by an online survey with people 

who are blind or have low vision about their security habits and perceptions.  
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2.2.3 Authentication Use on Smartphones by People With Vision Impairment 

In research published in 2017, the options most commonly used by sighted Americans to 

unlock their smartphones were PINs (26%), fingerprint (23%), passwords (9%), and patterns 

(9%) [81]. Though, the researchers found that 28% of the participants did not use any 

method to lock their screens and avoid unauthorized access. 

 Ahmed et al. [5] reported that most people with vision impairment feel uncomfortable 

to use passwords in public contexts for fear of eavesdropping and also that they have 

privacy concerns. However, previous research showed the majority of people with vision 

impairment did not use authentication methods to protect their smartphones because they 

considered the alternative available (mostly PINs) either inaccessible or inconvenient [16, 

37]. Azenkot et al. [16] pointed out that most of their study participants were also unaware of 

potential security threats. One of the reasons given by people with vision impairment for not 

using any authentication method was that they keep their smartphone close to them at all 

times [16, 103], even though this practice does not assure the smartphone will be protected 

in case it is lost or stolen. Another reason mentioned by some participants was the 

inconvenience of unlocking the device using PINs [16], potentially due to the penalty in time 

[101].  

 Additionally, some user authentication methods currently available on smartphones 

might be problematic for people with vision impairment. For example, iris or retina scans 

might not work for people who have “deformed or missing eyes, or no ability to open their 

eyelids” [60]. Also, patterns drawn on the screen are poorly accessible for people with vision 

impairment, because they require the selection of points on the touch screen [17, 60].  

 It is important to realize that users see security simply as a means to complete their 

tasks while having their data private. However, if security features are not accessible to 

them, it either makes them unable to access specific information or applications or forces 
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them to ask for the help of others while completing required authentication procedures, 

possibly compromising their own security [60].  

 People with vision impairment are more vulnerable to shoulder surfing and aural 

eavesdropping when entering PINs [50]. However, even though other user authentication 

methods besides PINs are now available (e.g. fingerprint and facial recognition), we do not 

have information about which of the existing methods people with vision impairment 

consider more secure, more accessible or preferable. 

 

2.2.4 Alternative User Authentication Methods  

Prior work has considered the challenges faced by people with vision impairment when 

interacting with user authentication methods. Barbosa et al. [18] evaluated the accessibility 

of existing password managers for people with vision impairment, before designing and 

evaluating a new password management system. In their system, the user would log into a 

website on a computer by using his/her password stored in a smartphone. This caused 

confusion among participants, who were not sure whether they were logging in on the 

smartphone or logging in on the website by using the smartphone.  

 In another study, Haque et al. [50] proposed that each person’s gait is unique and 

the pattern it forms could be used as an alternative authentication method for the vision 

impaired. They used accelerometer sensor data from smartphones to identify the user, 

requiring the user to walk 5 steps to allow the system to perform the authentication. While 

inexpensive, this method might present a burden for users willing to authenticate [50], but 

may also be imprecise due to potential changes in gait.  

 Azenkot et al. [16] proposed a knowledge-based user authentication method for 

touch-screen devices in which the user taps the screen with a set of fingers and each tap 

corresponds to a password character. In the method, users create a four-tap password using 
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15 possible finger combinations, making this password more secure against guessing than a 

4-digit PIN, which has only 10 possible digits. After conducting an evaluation with 16 blind 

participants, the researchers found their method was three times faster than typing a 4-digit 

PIN using VoiceOver, while providing no audio feedback to avoid aural eavesdropping.  

 In a study focused on colour blind individuals, Balaji et al. [17] proposed a new 

pattern mechanism in which the users can choose both the colours and the pressure 

sensitivity of the touch screen. Although this method was considered easy to use by study 

participants, it does not solve the low security of the pattern method.  

 Other researchers have created tactile methods for unlocking devices, such as 

Haptic Keypad [19], Back-of-Device Authentication (BoD) Shapes [65] and Bend Passwords 

[68]. However, these devices have yet to be explored for people with vision impairment, who 

could benefit from this technology. We believe deformable devices, such as those proposed 

for bend password input, have potential for people with vision impairment, due to their tactile 

nature. Thus, next we review literature on deformable devices. 

 

2.3 Deformable Devices 

This section discusses what deformable devices are and refers to prior work on this area. 

Additionally, we present previous research on deformable devices for people with vision 

impairment and on a user authentication method using deformable devices. 

 

2.3.1 Deformable Devices and Bend Gestures 

Deformable devices are those that allow users to physically manipulate their shapes as a 

form of input, by bending, twisting or deforming them [3, 41]. The manual deformation forms 

a curvature on the device for the purpose of triggering a software action and it is generally 
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called a bend gesture [59]. Deformable devices support deformable user interfaces (DUIs) 

[87]. Similarly, “flexible display devices allow users to interact with the device by deforming 

the surface of the display to trigger a command” [70]. Commercial deformable devices are 

currently not available, but manufacturers seem to believe this is the future of smartphones 

[72].  

 The first computing device created to explore physical interaction techniques by 

accepting deformation as input was Gummi [84]. Gummi was made of flexible electronic 

components including sensors able to measure deformation. In their study, Schwesig et al. 

[84] evaluated the use of Gummi for zooming, blending and preview and found that 

participants were able to grasp Gummi’s basic interaction principles after a brief explanation 

spanning from 2 to 3 minutes.  

 Considering the novelty of DUIs, Warren et al. [97] proposed a classification method 

of bend gestures including location, direction, size and angle, to facilitate the communication 

about deformation as a method of interaction. After collecting 36 bend gestures performed 

by participants, they found location and direction are the easiest characteristics for users to 

differentiate.  

 Most research on deformation interactions considers the use of two hands. Girouard 

et al. [46] were the first to explore one handed bend interactions on deformable 

smartphones. They designed a prototype made of silicone and with the size similar to a 

smartphone, to be held in portrait orientation. They evaluated a series of bend gestures 

including bending corners and squeezing the centre and found that users preferred up 

gestures to down gestures and the corner closest to the thumb. The preference for top 

gestures was also a finding of other previous work [59, 64]. 
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2.3.2 Deformable Devices for People With Vision Impairment 

Considering deformation is a tactile form of input, and blind users solely rely on non-visual 

feedback, such as tactile cues and audio, Ernst et al. [41] proposed deformation could 

potentially benefit blind users. Ernst and Girouard [40] developed a deformable device the 

size of an iPhone 6 able to recognize bend gestures. Similar to Girouard et al. [46], their 

prototype was also made of silicone but had grooves indicating the areas where users could 

apply bend gestures on. The prototype’s purpose was to control VoiceOver for navigation 

and selection of items. Before running a study with the device, Ernst [39] pondered that the 

drawback of gesture interactions is that they require users to memorize sets of movements 

to effectively interact with the device. He stated that the situation is “even more problematic 

for visually impaired users who are unable to watch instructional videos, see coach marks or 

onscreen visual affordances to help guide and learn new patterns and interaction 

techniques.”  

 However, in a preliminary evaluation with two vision-impaired participants, Ernst and 

Girouard [40] found that bend gestures might be “easier out of the box than touch 

[interactions]”, supporting the findings from Schwesig et al. [84], who found deformation 

gestures are quick to learn. Additionally, they found participants considered bend gestures a 

more tactile form of interaction, which could improve the accessibility of smartphones [41], 

and might be more forgiving for those who also have physical disabilities and hand tremors 

[40].  

 

2.3.3 Bend Passwords 

Maqsood et al. [68] designed and investigated the use of a sequence of deformations (bend 

gestures) as a user authentication method called bend password. They developed a flexible 

prototype made of a PVC sheet, with dimensions similar to those of a tablet, with 4 2-inch 
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Flexpoint bidirectional bend sensors located at the corners of the device. Their prototype 

allowed for bend gestures in two directions (upwards or downwards) and gestures could be 

performed in one or two corners at a time, for a total of 20 possible gestures. In their user 

study, sighted participants created both a PIN on a touch-screen smartphone and a bend 

password on the flexible prototype, returning a week later to verify if they could still 

remember their passwords. The researchers chose to use PINs in the comparison “because 

they are the most commonly used authentication mechanism on mobile devices” [67]. The 

researchers found that bend passwords are as easy to memorize as PINs, as “they have an 

advantage over PINs because they require a repetition of movements, which becomes an 

automatic and unconscious action, or part of what is called muscle memory” [66]. 

 However, participants were concerned about the vulnerability of the bend passwords 

against shoulder surfing attacks. To address this concern, the researchers ran another study 

in which participants acted as attackers and tried to steal the password entered by the 

researcher both by typing a PIN in a touch-screen device and by bending the corners of a 

flexible device [67]. The results show bend passwords are as hard to shoulder surf as PINs, 

but as participants entered PINs on a QWERTY virtual keyboard harder to see than a 

numeric keypad, bend gestures might be actually harder to guess than PINs when entered 

on a regular number keypad. 

  

 Considering bend passwords are as easy to memorize but potentially harder to 

shoulder surf than PINs, and as bend passwords support a more tactile interaction 

technique, this thesis aims to explore bend passwords for people with vision impairment.   
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3 Chapter: Online Survey3 

We developed an online survey to collect data from blind and low vision individuals 

regarding their use of passwords and perceptions about user authentication methods and 

their own ability to protect their personal information in digital devices.  

 

3.1 Research Questions 

To better understand how people with vision impairment perceive and navigate user 

authentication methods, we conducted a comprehensive online survey to answer the 

following research questions: 

Q1. How do people with vision impairment self-assess their ability to keep their digital 

data secure? 

Q2. Which user authentication method people with vision impairment consider more 

secure and accessible? 

Q3. What are the differences between people who are blind and people who have 

low vision in their preference and opinion on user authentication methods? 

 

 To the best of our knowledge, this study is the first to extensively explore the 

relationship people with vision impairment have with passwords and user authentication 

methods. Through an analysis of the answers from 325 vision-impaired respondents, the 

                                                

3 This chapter appears almost verbatim in the following publication: Briotto Faustino, D. and Girouard, 
A. 2018. Understanding Authentication Method Use on Mobile Devices by People with Vision 
Impairment. ACM SIGACCESS conference on Computers and accessibility (2018). 
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contributions of our findings are: (1) an overview of the main challenges faced by people 

with vision impairment when dealing with passwords; (2) insights on how people with vision 

impairment perceive different user authentication methods; (3) a comparison between 

people who are blind and people with low vision regarding their digital security opinions and 

behaviours. 

 

3.2 Survey Methodology 

We developed an online survey to collect data from blind and low vision individuals 

regarding their use of passwords and perceptions about user authentication methods and 

their own ability to protect their personal information in digital devices. Our hypotheses were: 

H1. People with vision impairment will not feel able to properly keep their digital 

information secure, because of accessibility issues with the visual cues and feedback 

provided [16] and the difficulty to assess if others are shoulder surfing their 

passwords [5].  

H2. People with vision impairment will choose fingerprints as the most secure 

authentication method due to its broad use [81]. They will also choose it as the most 

accessible method as it is a biometric method, which does not require entering a 

password and is available in most smartphones [73]. 

H3. As to the best of our knowledge no previous work investigated differences in 

preference and opinions regarding authentication methods between people who are 

blind and people who have low vision, we expect no difference between the two 

groups. 
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3.2.1 Survey Design 

We applied the guidelines proposed by Kaczmirek and Wolff [54] to create an effective self-

administered survey for vision-impaired participants. We developed 30 multiple-choice or 

text-entry questions, divided in four groups:  

1. Demographic information,  

2. Use of passwords in general,  

3. Point of view on existing user authentication methods available for mobile devices 

and 

4. Use and protection of mobile devices.  

 We defined the survey questions in English and then translated them into 

Portuguese. We posted the survey in both languages using the platform Qualtrics [79], 

where we numbered all questions and added additional explanation in brackets to help 

participants to answer (e.g. “choose all that apply”, for multiple-choice questions or, “write 

your answer” for text-entry questions). We organized choices within the same question by 

avoiding two consecutive alternative starting with the same letters, to facilitate their selection 

by participants using screen magnifiers, which focuses in a single area of the screen at a 

time. For this reason, we did not randomize the lists of alternatives in any of the questions.  

 Before distributing the survey, we tested the English version with two human-

computer interaction specialists and with two people who are blind, to evaluate the 

appropriateness of the questions, their sequencing to avoid introducing bias and the overall 

survey accessibility. Each blind person tested it using a different device, smartphone and 

computer, to identify accessibility issues or other problems that could impact completion or 

ease of use. We also tested the Portuguese version by reviewing terms with two other 

Portuguese speakers, one from Portugal and another from Brazil. We distributed the survey 

in both languages by email to more than 400 organizations that support people with vision 
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impairment in 31 countries (e.g. Lighthouse for the Visually Impaired and Blind, or the 

Canadian Council of the Blind). We also posted the study on the Carleton’s Research 

Participants page on Facebook.   

 The survey was open for two and half months from December 2017 to February 

2018, to maximize data collection. Participants who declared being vision impaired and at 

least 18 years-old qualified to participate. As a token of appreciation, we drew a $50 

Amazon gift card for one participant at random. We obtained ethical clearance from the 

Carleton University Research Ethics Board (CUREB-B # 102815). 

 

3.2.2 Terminology 

In our survey, we opted to use the term vision impaired or people with vision impairment, in 

accordance with the World Health Organization (WHO) [95], the Center for Disease Control 

and Prevention [45] and the Government of Canada [36]. For the Portuguese version of the 

survey, we consider the Brazilian Government recommendation on how to refer to people 

with vision impairment [49]. We also considered the suggestion from Cavender et al. [2] on 

clarifying if a person referred to as “blind” uses a screen reader, by adding a question on 

which assistive technologies participants use. 

 

3.2.3 Analysis of Results 

One researcher performed a quantitative analysis of the multiple-choice answers using R 

Studio [80] and qualitative analysis of the text-entry answers using NVivo [76]. Quantitative 

analysis included chi-square tests (2) of categorical data and t-tests (t) of numerical data, 

both with Bonferroni corrections, but we only report statistically significant results. We 

conducted the qualitative analysis using grounded theory [37], coding answers and 

consolidating codes within different themes that emerged for each question. Whenever 
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necessary, we coded answers in more than one theme, but we did not code unclear 

answers. 

 

3.3 Participants 

This section presents participants’ demographics (including their vision impairment) and 

assistive technology use. 

 

3.3.1 Demographics 

We collected 350 answers from adults with vision impairment, 329 in English and 21 in 

Portuguese. After our quality control checks, including the evaluation of text-entry answers 

and the identification of duplicate answers, we discarded all answers from 25 participants, 

keeping answers from 325 participants. We translated all Portuguese answers into English 

before consolidating them in a unique file for analysis.  

 From our 325 participants, 223 declared they were blind, 93 declared they had low 

vision and the remaining 9 declared they had other vision impairments such as tunnel vision 

and limited central vision. We grouped them with either the blind group or the low vision 

group based on the WHO classification [102], to consolidate the analysis into only two 

groups with similar characteristics. The regrouping resulted in a total of 225 blind 

participants (69.2%) and 100 with low vision (30.8%). Most participants have been vision 

impaired for their entire adult life, as they reported becoming impaired at a median age of 1 

year old (Mean (M) = 8.29, SD=13.56). 

 Most participants resided in the US (72.3%) or Canada (15.1%). Other participants 

resided in 10 countries (Brazil: 5.2%; Portugal: 1.5%; Australia, Jamaica and New Zealand: 
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1.2% each; the U.K.: 0.9%; Barbados, Bosnia and Herzegovina, Mongolia and Trinidad and 

Tobago: 0.3% each). Gender was almost evenly distributed, with 169 (52%) females and 

153 (47.1%) males. Ages ranged from 18 to 80 years-old, but most were middle-aged adults 

(M=45.73, Median (Md) =45).  

 Besides being vision impaired, some (N=49, 15.1%) reported having another 

physical or cognitive impairment, most commonly related to hearing loss (N=27) as grouped 

by the WHO classification [102]. Other participants reported using a wheelchair, having 

motor or mental or developmental disabilities. Considering participants with other 

impairments were equally spread among the two groups (blind and low vision), we choose 

not to analyze their answers separately. Participants took a median time of 24 minutes to 

answer the online survey. 

  

Figure 2: Blind and low vision participant’s use of assistive technology. 

Significant differences marked with *. 
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3.3.2 Use of Assistive Technology 

We asked participants to select assistive technologies they used from a list with 10 options. 

The most commonly used by participants in both groups (blind and low vision) were: screen 

readers (87.7%), assistive apps (67.4%) and Braille displays (42.5%). Figure 2 shows the 

assistive technology use. Only seven participants reported not using any of the devices 

listed in the question.  

 We compared the two groups of participants and found the use of the following 

assistive devices were significantly more common by blind participants than by participants 

with low vision: screen readers (2 (1, N=325) = 62.98, p < .001), Braille display (2 (1, 

N=325) = 54.86, p < .001), Braille keyboard (2 (1, N=325) = 21.88, p < .001), and assistive 

smartphone applications (2 (1, N=325) = 10.08, p < .005). On the other hand, the use of the 

following assistive devices was significantly more frequent by participants with low vision: 

screen magnifier (2 (1, N=325) = 153.93, p < .001 and video magnifier (2 (1, N=325) = 

75.81, p < .001). The results on the use of screen magnifiers and screen readers are 

consistent with previous research [8]. But our results also indicate people who are blind 

require the use of more assistive technologies (M=3.37) than people with low vision 

(M=1.41), except for devices that support the use of residual vision. 

 Participants who use Braille displays became vision impaired at younger age (M=3.9) 

than participants who do not use Braille displays (M=11.5) (t (321) = 2.81, p < .005). 

Considering participants’ country did not influence their use of Braille displays, we believe 

our results might indicate that Braille education is more predominant among people who are 

blind since birth or since early childhood. Based on the use of assistive technology and 

following the suggestion of Cavender et al. [2], blind participants are those who use screen 
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readers to interact with their digital devices, while low vision participants are those who are 

more likely use screen magnifiers, instead.  

 

3.4 Password Use 

This section reports the importance of passwords for participants, where they use them, their 

self-assessed ability to protect their digital information, their strategies for memorization and 

concerns with using passwords in public. 

 

3.4.1 Importance of Passwords 

We found that the large majority of the 325 participants showed concerns regarding securing 

their personal information, which is in line with previous findings [5]. Almost all participants 

(96%) said passwords are important or very important. Figure 3 illustrates the distribution of 

the results between the two groups (blind and low vision), although we did not find significant 

difference. 

 

Figure 3: Blind and low vision participants’ ratings for the importance of 

passwords. 
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 We asked participants to explain their rating of password importance, illustrated in 

Figure 4. Among participants who rated passwords as very important, important or neutral, 

most mentioned acknowledging the importance of passwords for protecting personal 

information (57.6%) such as photos and contact lists, followed by assuring their privacy and 

security (26%). Answers grouped in the later included the words privacy or security in them. 

 Interestingly, 12 participants who chose very important or important discussed 

vulnerabilities of passwords, even citing the 2017 data breach on a credit information 

bureau, involving more than 140 million Americans [38]: “[my information] should be 

protected as identity theft can be expensive to resolve. Unfortunately, no matter how secure 

we are, when companies like Equifax lose our data, all of our precautions are meaningless” 

(P214). Some participants also said the importance of passwords depends on the context 

and the importance of the information they secure (N=6).  

 

Figure 4: Participants’ top five reasons for rating passwords as Very Important 

(green), Important (yellow) or Neutral (red). 
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access to my information as I cannot tell if they are watching me, I have had electronic 

devices stolen when I was not looking.”  

 

3.4.2 Digital Presence 

Participants’ near unanimous evaluation of passwords as important is in line with their 

extensive password-protected digital presence (Figure 5). Only two participants declared not 

using passwords for any of the items we asked them about. We compared items participants 

reported protecting with passwords between the two groups and found no significant 

differences between the two groups of participants (n.s.).  

 

Figure 5: Blind and low vision participants’ items protected with passwords. 

 

 Participants’ digital presence significantly differed by age. Email users were 

significantly younger (M=44.3) than non-email users (M=54.2) (t (323) = 4.13, p < .001). 
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Similarly, social media users were significantly younger (M=44.1) than non-social media 

users (M=M=50.5) (t (323) = 3.26, p < .005), and users of password-protect personal 

devices were younger (M=44.8) than users of non-password protect devices (M=50.8) (t 

(323) = 2.53, p < .05). On the other hand, users of home security system were significantly 

older (M=50.3) than non-home security system users (M=44.8) (t (323) = 2.14, p < .05), and 

online shopping users were significantly older (M=47) than non-online shoppers (M=42) (t 

(323) = 2.52, p < .05). 

 The importance given by participants significantly differed by the items they secure 

with passwords. Participants who used the following were more likely to rate passwords as 

very important: online banking (2 (3, N=325) = 36.13, p < .001), email (2 (3, N=325) = 

23.22, p < .001), password-protected personal devices (2 (3, N=325) = 23.83, p < .001), 

and online services (2 (3, N=325) = 12.61, p < .001). For example, 88% of participants who 

rated passwords as very important use them to protect their online banking, while half of 

those who rated neutral and all who rated not important do not use online banking. 

Therefore, participants who did not consider passwords important are likely not concerned 

as they do not risk their personal and financial data.  

 The number of unique passwords used daily did not significantly differ between blind 

(M=5.0) and low vision participants (M=4.7). It is also similar to the sighted population, which 

reported having 5 passwords on average [86].  

 

3.4.3 Strategies to Memorize Passwords 

We asked participants to share the strategies they use to remember passwords. 33.5% 

mentioned creating passwords by using names of family members, pets, numbers or facts 

that are important for them: “some configuration of the dates and names of my various 

Guide Dogs, our family’s first phone number. Names of strange creatures […] in combo with 



BEND PASSWORDS FOR PEOPLE WITH VISION IMPAIRMENT 

 

 

Daniella Briotto Faustino 35 

either my birth or street number” (P19). The second strategy most mentioned was creating a 

password model or structure and then slightly changing it to generate new passwords 

(24.9%): “I use a base password […] and personalize it to each different site or service 

according to an algorithm that I use. This way I can remember the password, but it is 

different for each site/service.” (P233).  

 Other strategies include: relying on one’s memory (16.6%), keeping a file with all the 

passwords (14.5%, while 11.7% save the file on the same device), keeping a written record 

of the passwords in a notepad or paper (11.4%), keeping a copy in Braille (8.3%), and either 

using a password management software or saving passwords in the browser (11.1%). Only 

participants who were blind mentioned saving passwords in a file in a different or 

disconnected device (N=9). Additionally, thirty participants admitted reusing passwords.  

 The strategies mentioned by our survey participants were similar to those found by 

Ahmed et al. [5]. Wash et al. [98], who also found that sighted people tend to reuse 

passwords, to both avoid having to memorize many of them, and to better memorize strong 

ones. Compared to the strategies used by sighted people a larger proportion reuse 

passwords (96%), use password managers (81%), and keep written records (78%) [86]. 

 

3.4.4 Ability to Keep Digital Information Safe  

We asked participants to rate their ability to keep their digital information safe. Almost half of 

our participants (47.4%) believed they were able to secure their digital information, followed 

by very able (33.8%) and neutral (14.8%) (Figure 6). We found no significant difference 

between the self-assessment of the two vision impairment groups. However, participants 

self-reported ability significantly differed by the importance they give to passwords (2 (8, 

N=325) = 32.99, p < .001), as almost all participants who self-assessed as very able to 

protect their digital information also rated passwords as very important. As P303 said, “This 
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is because I understand the importance of a strong, safe password and use them all the 

time, plus I never give passwords to anyone.”  

 We compared the subset of participants who rated passwords very important and 

self-assessed very able to protect their information (VI-VA, N=96) to the rest of the 

participants in their use of online banking. We found a significant difference (2 (1, N=325) = 

5.12, p < .05), as VI-VA were more likely to do online banking than the others (88.5% vs. 

62.7%). VI-VA used similar strategies to remember passwords as the others, but were more 

likely to use password management systems (2 (1, N=325) = 8.14, p <.005). 

 

Figure 6: Blind and low vision participants self-assessed ability to protect their 

digital information. 
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Figure 7: Participants’ top five reasons to self-assess Very able (green), Able 

(yellow) or Neutral (red). 
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prevent people with vision impairment from protecting their privacy independently, as 

explained by P234: “sometimes I have to ask for help to put in my numbers for the ATM […] 

and the way that all the stores are going with touch screen access for putting in your pin 

number and answering questions that they need you to answer is impossible to do because 

they do not have any screen readers on them whatsoever.” Finally, six participants (split 

between very able and able) expressed felling patronized with our enquiry about rating their 

ability of protecting their digital information, answering their vision impairment does not 

influence their ability. 

 

3.4.5 Concerns With Entering Passwords in Public 

69.5% of participants had concerns about entering passwords in public spaces (no 

significant difference between the two vision-impaired groups). The main concern of 

participants was the risk of visual eavesdropping or shoulder surfing (N=131, inclusively with 

the use of cameras), security breaches due to unsecured Wi-Fi networks or key logger 

programs (N=51), and the risk of aural eavesdropping, because screen readers read 

passwords aloud (N=49) (Figure 8).  

 Blind participants were more concerned with aural eavesdropping than participants 

with low vision (2 (1, N=226) = 7.66, p =.006). Some participants also said they were afraid 

of being robbed (N=25). For example, P56 said he tries to type quickly to avoid others from 

seeing his passwords, as found in prior work [5], but notes, “if I do this I won’t be able to type 

accurately, especially if I can’t use speech.” Additionally, a total of 15 participants said their 

concerns with using passwords in public spaces relate to accessibility issues, such as in 

stores that use inaccessible touch screens.  
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Figure 8: Blind and low vision participant’s concerns with using passwords in 

public spaces, among those who had concerns (N=226). Significant differences 

marked with *. 
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3.5 Authentication Methods in Mobile Devices 

This section presents information on the security and accessibility of mobile authentication 

methods. Seven participants chose the same method as both the least and the most secure 

method, probably because they did not notice the questions were different. We removed 

their answers from the counting of the least secure method, which came second. 

 

3.5.1 Fingerprint: Most Secure and Accessible Method 

We asked participants to choose which of the currently available user authentication 

methods they considered the most secure to unlock smartphones. The majority (N=184) 

selected fingerprint readers as the most secure, followed by alphanumeric passwords, and 

facial recognition (Figure 9). Participants who chose fingerprints did so because they are 

unique to everyone (36.9%), or impossible/difficult to duplicate (17.4%). Others considered it 

the most secure method due to its robustness (9.2%), and some mentioned vulnerabilities of 

other methods when compared to fingerprints (9.2%). Also, some participants mentioned its 

convenience with not having to memorize a password (N=4).  

 

Figure 9: Participants most used selections of most secure (green), most 

accessible (blue), least secure (red), and least accessible (yellow) user 

authentication methods. 
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 Interestingly, some participants (14.1%) said they chose fingerprint readers as the 

most secure method by mentioning accessibility issues that other authentication methods 

have. The user authentication method most questioned by participants was iris or retina 

scan, first because of the absence of eyes in some people who are blind (as suggested by 

Lazar et al. [60]), and second because of the difficulty of keeping the eyes in position to be 

scanned for people with vision impairment. Also, some participants (11.9%) commented on 

security issues with other biometric methods, including facial recognition that could be 

tricked by pointing the smartphone to the owner’s face to obtain access, voice recognition 

that could be confused by external sound, and iris or face recognition that could be tricked 

by a replica. 

 Consistently, participants also chose fingerprints as the most accessible method 

(Figure 9). P176 summarized the main reasons of fingerprint’s accessibility: “Fingerprint: It is 

efficient, it does not require a blind person to be able to hear every letter they enter or have 

a Braille display as in pins or alphanumeric passwords, it does not require one to look in a 

specific direction to be secure such as with facial recognition or perhaps an iris scan, and 

one who really doesn’t have the capability to visualize does not need to try to remember 

shapes such as in drawing a pattern.” 

 A few participants mentioned that fingerprints, although the quickest and most 

accessible method, does not give enough time for the person who has vision impairment to 

adjust the finger on the scanner, resulting in false negative authentication. Still, as biometrics 

such as fingerprints are faster than PINs, they are also considered more accessible: “I think 

facial recognition or fingerprint identification are probably the most efficient right now. 

Entering a PIN is just as accessible as those but not as fast” (P10).  

 Ten participants said accessibility depends on the target population: “[There is no] 

one-size-fits-all answer. It depends on the users’ experience. If they don’t feel comfortable 

typing, […] unlocking method [with] typing is out […]. I think a security/convenience trade-off 
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is definitely the fingerprint reader, which […] is ‘secure enough’, and is accessible to most 

people. However, [it has] accessibility challenges; […] such as for people with tremors” 

(P229). 

 

3.5.2 PINs: Least Secure Method 

As the least secure method, most participants chose PINs (N=149), followed by patterns 

drawn on the screen and voice recognition (Figure 9). From the 149 participants who 

selected PIN, most explained it was not secure because PINs are easy to guess (33.6%), 

and are more vulnerable to shoulder surf (30.2%) (as found by Haque et al. [50]). Others 

said PINs are easy to hack by computer programs (22.1%) and contain a small number of 

possible combinations. Fourteen participants said people generally choose simple PINs, 

which makes them easier to guess. 

 Regarding shoulder surfing, P72 said, “[PINs] could easily be remembered by 

someone who might see you entering it into a device. The thought of this happening at the 

ATM that I regularly visit is quite scary.” Also, some participants said they feel more secure 

with biometrics than PINs, such as P324 who said, “if someone threatens me I’ll have to give 

the password, my fingerprint no”. Considering PINs are still the main authentication method, 

additional security measures such as a maximum number of attempts to try a PIN might be 

put in place to avoid risks, as mentioned by P146, “A 4-digit pin can be guessed in a 

relatively short period of time, if no countermeasures in place.”  

 Among the participants who chose pattern as the least secure method, more than 

half of them said it is very easy for others to see the gestures drawn on the screen and 

replicate them afterwards. P103, for example, said, “can be watched/copied easier, even 

with a so-called ‘screen curtain’ in place”. Additionally, 14 participants said this method is 

difficult for them to use, due to its low accessibility. 
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3.5.3 Iris Scan and Patterns: Least Accessible Methods, but… 

Tied in first place, the least accessible authentication methods are patterns drawn on the 

screen (20%) and iris or retina scan (20%), followed by alphanumeric password (18.8%), 

PIN (15.1%) and facial recognition (11.1%) (Figure 9). Iris or retina scan and facial 

recognition did not significantly differ between the two groups. However, patterns were 

significantly considered worse for accessibility for blind than for low vision participants (2 (1, 

N=325) = 5.78, p =.02). As P102 puts it “this relies on being able to connect specific points 

of your screen, and it doesn’t take much for a blind person to miss a spot.”  

 On the contrary, both alphanumeric password and PIN were significantly worse for 

low vision than blind participants (2 (1, N=325) = 7.08, p =.008). For people with low vision, 

alphanumeric passwords require effort to remember “long strings” (P182) and “take longer to 

enter and therefore the device cannot be unlocked as quickly” (P217), because “it involves 

jumping from screen to screen” (P13).  

 

3.5.4 Ideas for a New Method 

We asked participants to share their thoughts on what they would like to have in a new user 

authentication method. Most participants mentioned the improvement or continuation of 

existing user authentication methods, such as biometrics (31.7%) or 2-factor authentication 

(6.5%), or were unsure (24.9%). Even though 7% of participants said there was no need for 

a new user authentication method, a lot of others did not present an idea per se, but 

commented on characteristics a new method should have, including being secure (10.8%), 

simple and with good usability (8.3%), accessible (4.6%), quick (4.0%), and accurate (3.7%). 

11 participants suggested having the use of gestures. For example, P10 suggested a new 
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method with “some sort of code you can do with your hands”, while P144 suggested a 

“device prompt you in a tactile way and you respond with a gesture”. The lack of tactile 

feedback was one of the reasons mentioned by participants who choose not use 

smartphones, such as P258 who said “I am a very visual learner, and having no tactile 

overlay or physical buttons does not help me learn or use a smartphone or tablet.”  

 

3.5.5 Summary 

Fingerprint reader is considered the most secure and most accessible method for people 

who are blind or have low vision, as fingerprints are unique for everyone, and are quick and 

easy for people with vision impairment to use. The least accessible methods differed 

between the two groups. Pattern and iris or retina scan were the two least accessible 

methods for the blind, while alphanumeric password and PIN were the two least accessible 

methods for the low vision participants. Table 1 summarizes the differences between the two 

vision impairment groups by ranking the least accessible methods. In a new user 

authentication method, most would value security, simplicity and accessibility. 

Table 1: Least accessible methods, for blind and low vision participants, 

ordered by the overall inaccessibility for both. Significant differences marked 

with *. 

Method 

Blind Low vision 

Ranking % Ranking % 

Pattern* 1 24% 4 12% 

Iris or retina scan 2 21% 3 18% 

Alphanumeric* 3 16% 1 25% 

PIN* 4 12% 2 23% 

Facial recognition 5 11% 5 11% 

Voice recognition 6 5% 6 6% 

Fingerprint 7 5% 7 4% 
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3.6 Use of Smartphones and Authentication 

This section presents participants’ use of smartphones and authentication methods, and 

reasons for not using authentication. We asked those questions at the end of the survey to 

avoid influencing their earlier answers on accessibility and security, as they might have 

considered only methods available in their own phones in their answers. 

 

3.6.1 Mobile Devices Owned 

296 respondents reported owning a smartphone (91%), for a median of 6 years (M=10). The 

number of years owning a smartphone was not different between participants who are blind 

and those who have low vision. From the 296, 75.3% said they use an authentication 

method to protect their devices. These participants were balanced between the two groups. 

However, younger participants (M=43.2) were more likely to have a user authentication 

method in their smartphones than older ones (M=51.2) (t (294) = 3.87, p < .001). 

 Similarly to what was found by Leporini et al. [62] and Ye et al. [103], iOS (Apple) 

was the most used operating system (OS) by people with vision impairment (80.4%). 16.9% 

used Android, 2.4% used a Windows device and one person used another OS. The 

operating system used differed between groups (2 (3, N=296) = 27.92, p < .001), as blind 

were more likely to use iPhones than those who have low vision. We found iOS users were 

more likely to use a user authentication method in their smartphones (81.5% vs. 71.4% of 

Windows users and 62% of Android users, not significant (n.s.)).  
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3.6.2 Choice of User Authentication Method 

When selecting an authentication method, most smartphone users use fingerprints (73%) 

(Figure 9). As with the selection of most secure method, blind participants more likely used 

fingerprint readers as their main user authentication method (75%) when compared to 

participants with low vision (68%), who were slightly more likely to use PINs (21% vs 15%, 

n.s.). The median PIN was 4 digits long (M=5.3) and the median alphanumeric password 

had 12 characters (M=15.8). 

 From 165 participants who use fingerprints, the most mentioned reasons for using it 

are: its security (47.3%, e.g. against duplication and against aural eavesdropping), its quick 

unlocking process (43.6%), its easiness to use (38.8%, also noted by Dosono et al. [37]). 

Other reasons include the convenience to use (14.5%), accuracy or reliability (9.1%), and 

the fact that is the alternative available (6.7%). However, some participants seem not to 

notice methods can be broken in: “harder to hack than numeric password, which I also use.” 

(P35) and “Quick, easy, don’t have to remember the passcode, nearly impossible for others 

to access iPhone when locked.” (P212). From the 165 participants, 23.6% said they did not 

have reasons to dislike the method, while 67.3% mentioned having some inconvenience 

while unlocking their smartphones using their fingerprints, such as the fingerprint reader not 

recognizing them because of wet, recently dried or oily fingers (N=39) or cold fingers (N=20), 

malposition of the fingers (N=9) or when wearing gloves (N=7).  

 Participants who use PIN to unlock their smartphone (N=38) choose it because of its 

ease to use (N=10), availability (N=9), security (N=5), convenience (N=5), easiness to 

remember (N=4), and speed (N=4). Only two participants mentioned the accessibility of the 

method. P301 said, “It is the best and most consistent method for me, given my tremors.” 18 

mentioned they dislike the inconvenience of using it, as it is a repetitive method (N=4), slow 

(N=4), and requires them to remember another password (N=3). P83 mentioned having 
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trouble with the audio feedback: “When you press the number it does not always say, ‘it is 

the correct number.’ For example, when you press 2 it says 2 A B C but when you press 1 it 

does not say anything.” Also, 14 participants dislike the security provided by PINs, because 

they can be shoulder surfed (N=5), guessed (N=4), or heard by others when read by screen 

readers (N=3). 

 

3.6.3 Reason for Not Using an Authentication Method 

A quarter of participants who own a smartphone did not use a user authentication method on 

it (24.7%). This number is slightly lower than what was found among sighted participants 

(24.7% vs 28% [81]), but the choice of protecting the smartphones did not differ between the 

two groups. These participants indicated not having personal information stored in the 

smartphone (N=13), not considering necessary to have a method (N=12), not wanting to 

slow down the access to the phone (N=8), complexity of methods (N=7), annoyance of 

methods (N=7), and considering the smartphone protected because it is kept close by (N=7). 

P16 said, “I don’t want to be bothered with it, and if my phone were stolen, I’d just call the 

company and have it disabled.” Another participant mentioned “I don’t know how to do that, 

and I do not know anybody who does” (P126), what enforces the importance of adequate 

training. 

 

3.6.4 Other Comments 

Two interesting issues reported by participants relate to applications to track lost devices 

and CAPTCHAs. P296 said: “the location of the device may be shown on a map. I feel that 

there should be an address given in a text form, which would make the locating and finding 

the device that much easier.” In an Apple device, for example, it is indeed possible to get the 

address where a device is located, but the process requires accessing two other screens by 
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tapping small buttons. P46 said: “I hate the password confirmation methods on sites that 

require one to type in the secret confirmation code which is normally a graphic and 

inaccessible! […] What about if you are not sighted? Grrr.” 

 Some participants mentioned being supportive about the survey. However, P131 was 

skeptical about it: “Interesting survey, but I can’t see the use. Tech will progress and is 

driven by the needs of those who are sighted.” 

 

3.6.5 Summary 

We found that 91% of survey participants own a smartphone, and 75.3% of those protect 

their smartphones with a user authentication method. Most of them use fingerprint for 

unlocking their devices because they consider this method secure and fast. Among the 

participants who did not use a user authentication method to unlock their devices, their 

reasons include not storing personal information in their smartphones and considering it 

unnecessary. 

 

3.7 Discussion 

Our results represent the mobile password use and perceptions on security of 325 people 

with vision impairment. We found that participants’ self-assessed ability to protect their 

digital information is related to the importance they give to passwords, that fingerprint is 

considered the most secure and most accessible authentication method, and that three 

quarters of those who own smartphones protect them with authentication methods.  
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3.7.1 Survey Participants 

Before discussing our results further, it is important to address the pool of participants who 

answered this survey. By the nature of an online survey, our sample had to have access to 

the internet and most likely have an email, as this is how the survey was mainly distributed. 

In addition, while it is estimated that there are six times more people with low vision than 

blind people in the world [26], almost 70% of our participants were blind, similar to an online 

survey by Azenkot and Lee [15], in which 84% of participants were blind. In our case, this 

distribution might be a function of our recruiting method targeted to organizations providing 

support to people with vision impairment, which might also count with more blind clients. Our 

results may not reflect the full experience of people with low vision.  

 

3.7.2 Broad Smartphone Use 

More people with vision impairment owned a smartphone (91%) than sighted people (77%) 

[81]. This may relate to the importance smartphones have for people with vision impairment 

“for everyday tasks” (P217) and to access assistive apps (used by 73% of the blind), though 

we acknowledge again that these numbers might be related to our survey recruitment 

method and focus. Either way, it is important to consider the specific needs of people with 

vision impairment when designing mobile solutions. 

 

3.7.3 Importance of Passwords 

Our results show that people with vision impairment are aware of the importance of 

protecting their personal information and privacy, including knowledge about the risks of 

breaches. They also have a strong digital presence, which supports the importance of 

accessible websites for both companies and governments. Solving accessibility issues, 
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including those related to CAPTCHAs, will allow people with vision impairment to fully use 

those websites. 

 

3.7.4 Ability to Keep Data Secure 

Most participants felt able or very able to protect their digital information, so we reject our 

first hypothesis (H1). In addition, participants who attributed a higher importance to 

passwords also felt more confident about their own ability to protect their data. The use of 

password managers was also associated with higher levels of confidence. Additionally, we 

found that shoulder surfing was the main concern among blind and low vision participants, 

as in previous research [5]. 

 However, we recognize that for both the questions about password importance and 

perceived ability to protect digital information, the scale containing “able” and “very able” and 

“important” and “very important” might have confused participants. Similarly, the use of “not 

able” and “not at all able” might have conflicted participants when responding. 

 

3.7.5 Secure and Accessible Authentication Methods 

The proportion of survey participants who declared the use of user authentication methods 

to protect their personal devices was higher than in previous research (75.3% vs 33.3% and 

0%) [16, 37]. This might be related to the fact that three and six years, respectively, 

separates the previous studies from our research. In this time, information about digital 

security may have become more accessible and widespread. Another explanation may 

relate to the selection of participants in our survey, who might be more knowledgeable about 

digital security and risks of not securing their personal information.  

 Most participants chose fingerprints as the most secure and accessible method to 

unlock mobile devices, because it is fast to authenticate and easy to use, confirming our 
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second hypothesis (H2). In addition, most participants rely on fingerprints to unlock their 

devices, because they are fast (when it works) and do not force them to repetitively type 

PINs. They also considered PINs the least secure method. However, they seem to neglect 

that PINs are still their main barrier against unauthorized access to their phones, possibly 

implying they use easier to guess PINs. Only P216 seemed to recognize that by saying, “I’m 

not sure if a fingerprint is much safer if someone can still figure out the numeric passcode 

number.” The main advantage of having a fingerprint set up is avoiding (most of the time) to 

type a password that might be seen by others. However, fingerprint and other biometric 

authentication methods are not more secure than typing a PIN, as they have PINs as an 

alternative. 

 We also found that a third of the participants who did not have a method to protect 

their mobile devices (22 out of 67), said their reasons lie on the complexity and 

inconvenience of the existing user authentication methods. An alternative is developing 

special methods, as mentioned by P119: “Any method that was developed to be accessible 

for the blind.” 

 

3.7.6 Blind vs Low Vision  

Most behaviours and preferences were equal between participants who were blind and 

those with low vision, such as online presence, use of smartphones, authentication method 

used, and opinion on the most secure and accessible method. However, we found some 

differences in opinion on authentication methods between the two groups, rejecting our third 

hypothesis (H3): Blind people considered patterns and iris scans the least accessible 

methods, potentially because they require some level of visual interaction; while people with 

low vision selected alphanumeric passwords and PINs, possibly due to the difficulty of typing 

using a screen magnifier. 
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3.7.7 Limitations 

This was a self-conducted survey so participants’ answers may not necessarily reflect their 

real behaviours. Additionally, our findings may change with time due to improvements in 

existing user authentication methods and the rise of new ones. To avoid participants 

changing their answers based on later questions, we did not provide a previous button. In 

addition, while we tried to ensure that the survey was accessible, two participants contacted 

us due to issues with the platform Qualtrics when using the screen reader Jaws on 

Windows. Upon investigation, we found that Qualtrics does not work properly with older 

versions of Internet Explorer, Firefox or Google Chrome, which might have prevented 

participation.  

 

3.8 Conclusion 

We conducted an online survey with people who are blind or have low vision to understand 

their strategies to remember passwords, their perceptions on user authentication methods 

and their self-assessed ability to keep their digital information safe. We found that most use 

familiar names and numbers to memorize their passwords, that the majority consider 

fingerprints to be the most secure and most accessible user authentication methods, and 

that PIN was considered the least secure user authentication method. We also found that 

blind people considered patterns and iris scans the least accessible methods, while people 

with low vision selected alphanumeric passwords and PINs. This shows us a truly accessible 

solution for vision-impaired people should not require precise manipulation of visual items, 

the use of the users’ eyes or the use of keyboards with screen magnifiers.   



BEND PASSWORDS FOR PEOPLE WITH VISION IMPAIRMENT 

 

 

Daniella Briotto Faustino 53 

4 Chapter: Prototype Development 

This section covers the development of a new device for password input, and a password 

recognition program, besides from a smartphone app to simulate PIN entry. We also present 

the development of a website to collect and verify password entries.  

 

4.1 BendyPass Prototype 

Informed by our online survey results, and to help people with vision impairment to better 

protect their smartphones from unauthorized access, we propose the use of deformable user 

interactions (DUIs) [72, 87], specifically bend passwords [68]. We developed BendyPass, a 

deformable flexible device implementing bend passwords as a more tactile password-input 

method (Figure 10) for people with vision impairment.  

 

Figure 10: BendyPass prototype, where users can enter bend and fold gestures 

to form a password. 
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4.1.1 BendyPass Overview 

From our online survey [29], we found that most people with vision impairment consider 

PINs the least secure user authentication method for smartphones and people who have low 

vision consider it one of the most inaccessible methods; although PIN is the most common 

method, required even when biometrics methods are available. We also found that the 

complexity of existing user authentication is one of the reasons for some people not to use 

any of them, leaving their smartphones completely unprotected. Additionally, we found the 

biggest concern on entering passwords in public amongst people with vision impairment is 

the risk of shoulder surfing attacks. 

 We looked into a simple user authentication alternative for people with vision 

impairment, which would better protect them against shoulder surfing and could replace 

PINs. Based on previous research, we decided to design a new flexible device for people 

with vision impairment, similar to Typhlex [41], for bend password input, as done by 

Maqsood et al. [68]. 

 Our prototype called BendyPass is made of silicone and has the dimensions of an 

iPod touch. It has grooves close to its corners and at the centre, to facilitate bend and fold 

gestures, and it contains embedded flex sensors to recognize bend gestures. BendyPass is 

able to recognize 10 simple bend gestures (Figure 11), including bending each corner 

upwards or downwards (8 gestures) and folding it in half upwards or downwards (2 

gestures). A series of bend gestures performed in BendyPass is called a bend password. 

When a user performs a gesture, BendyPass vibrates, while a computer provides audio 

feedback informing the name of the gesture recognized, such as “Top right corner up.”. We 

included audio feedback to help users learn the name of the gestures but believe it could be 

turned off by the user on a real device. The names of BendyPass gestures are composed by 
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both location and direction, as those are characteristics easy to recognize, based on findings 

from Warren et al. [97]. 

 

Figure 11: Set of bend gestures available on BendyPass. 

 

4.1.2 Prototype Design 

We designed BendyPass considering findings from previous research. With regard to size, 

we learned from Typhlex that the device should fit a small size to avoid re-gripping [40], a 

general conclusion found by other DUI researchers [58, 61, 63]. We also learned that 

grooves work as a tactile indication of bendable areas, guiding blind users to locate 

bendable areas [39], in addition to providing strain release for easier bending [41].  

 We started the design by defining the dimensions of the device as 11.5 x 6 x 1 cm, 

similar to those of Typhlex. Then, we used Blender [22] to design silicone moulds for the 
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prototype (Figure 12), for testing different groove positions and shapes to indicate bendable 

areas. We used the moulds to pour different silicone types. The various prototype versions 

allowed us to evaluate variations of material hardness and design and positions of grooves 

(Figure 13). We tested different prototype versions with specialists in flexible devices and 

two experts at the Canadian Council of the Blind. 

 

Figure 12: 3D model of the final BendyPass prototype mould in Blender. 

 

 We also learned from Ernst et al. [39] that using a rectangular prototype in portrait 

orientation requires participants to re-grip it to perform gestures in opposite poles (top and 

bottom). Considering that and after initial prototype evaluations, we decided to design our 

prototype for use in landscape orientation, to facilitate the user’s access to all four corners of 

the prototype while holding it with both hands. 

 Our final design includes grooves that create triangular areas around each of its four 

corners, a vertical groove in its centre, and a lowered part to insert a squared push button, 

as shown in Figure 14. We extended the grooves to make them span from side to side for an 
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effortless bend gesture. We also angled them, so fingers can sense the grooves clearly but 

are not pinched when the device is bent.  

 

Figure 13: Initial prototype versions. 

 

 To provide users with indication of how much to bend, as recommended by Ernst et 

al. [41], we decided to include haptic feedback, as done by Strohmeier et al. [88], so the 

device vibrates when a gesture is recognized. Additionally, to help the user confirm the 

correctness of the input [6], we designed BendyPass to provide audio feedback indicating 

the name of the gesture recognized or the function activated. While designing BendyPass, 

we also considered the importance of avoiding accidental activation of gestures [103], and 

minimizing the use of “dwell time”, because it can negatively affect usability [56]. For that 

reason, we decided not to use 20 possible gestures as done in prior research by Maqsood et 

al. [68] (including single corners and double corners bent at once). By keeping the total 

number of possible gestures at 10, we were able to minimize the number of accidental 

activations that we observed during sessions of prototype evaluation with experts at the 
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Canadian Council of the Blind and eliminated the need for a “dwell time” to help identify 

whether users were bending one or two corners at a time.  

 Furthermore, we considered previous work recommending the design of devices for 

a discreet use, and with a good appearance not to look weird [5]. BendyPass’ size, the use 

of good quality 3D printing and silicone allowed us to present a nice-looking device, while 

the landscape orientation permits users to reach all corners and perform gestures discreetly. 

 The final version of BendyPass is composed of two silicone layers that enclose 

electronic components, including flex sensors to capture bend gestures, a vibration motor to 

give feedback when a gesture is recognized, and a button (Figure 10). The button allows the 

user to both delete the last gesture entered and confirm the password, depending on how 

long the user presses it before releasing it. A long button press (more than half a second) 

triggers the confirm function, while a shorter button press triggers the delete function.   

 

Figure 14: Final BendyPass prototype design. 
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4.1.3 Prototype Fabrication 

To fabricate BendyPass, we used the 3D mould printed from the model presented in Figure 

14. In this 3D printed mould, we used two different types of silicone to make the bendable 

areas more flexible than the central area, where we placed the rigid components. This 

emphasizes the areas that could be bent while better protecting the electronic components 

that should remain flat. We combined two silicone types by first pouring mixed Alumilite A80 

in the central diamond-shaped area of the mould, and pouring mixed Alumilite A30 in the 

corners and over the A80 rubber immediately after (Figure 15). This is in line with the 

recommendation from Ernst [39, 41] of having pronounced grooves, clear physical 

affordances and different material stiffness to help identify bend locations. 

 

Figure 15: Researcher pouring mixed silicone Aluminite A30 on top of layer of 

silicone Aluminite A80. 

  

 BendyPass has 5 1” Flexpoint bidirectional bend sensors, placed in the centre, top-

left, top-right, bottom-left and bottom-right corners. It also has a vibration motor positioned 

inside its left side, to give haptic feedback for the user that a gesture was recognized by the 
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system and a push-button on its right side, to allow the user to delete the previous gesture 

entered or confirm the password (Figure 16). Our prototype has a button embedded, 

because Maqsood et al. [66] reported challenges with having it decoupled from the flexible 

prototype, which required users to shift their attention from the device to the control panel 

where the buttons were.  

 We chose to not cast the electronic components within the silicone mould so we 

could easily replace mal-functioning components. Thus, to keep the electronic components 

in place, we cut a sheet of foam (0.2 mm thick) in the same dimensions of BendyPass, and 

cut holes on it to fit each of the five bend sensors and the vibration motor (Figure 16). We 

close BendyPass and keep all its layers together (silicone, foam with components and 

silicone) with Chicago screws, positioned in a diamond shape to leave the prototype corners 

free. To keep all bend sensors in position and facilitate bending the corners, each corner 

was stitched once using fishing line.  

 

Figure 16: Electronic components of BendyPass, housed in a thin foam layer 

(pink). 
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 Lastly, we connected all electronic components of the prototype to an Arduino 

Leonardo micro-controller, which transforms the gestures and button presses into keyboard 

entries on a connected computer, by using a bend password recognition program. 

 

4.1.4 Bend Password Recognition Program 

We developed an algorithm for recognizing bend gestures on BendyPass in Arduino [10], 

considering the position of the flex sensor and the direction of the gesture (up or down). 

When each of the five flex sensors are bent, their resistance value registered by the Arduino 

micro-controller changes, and is mapped to an integer value between 0 and 1023. Our 

algorithm reads the values of each flex sensor and considers the sensors stationary if their 

resistance value is within a particular range and if they have not changed more than 5 

integer points since the previous readings. 

 In case a corner is intentionally bent up or down or the centre is folded up or down, 

the resistance value becomes higher or lower than the specified range by more than 5 

points. In that case, our Arduino program maps the corner bent and the direction of the bend 

to a letter. Considering the flex sensors are extremely sensitive and are tightly attached to 

the silicone pieces of the prototype, we used a range from 250 to 750 for a stationary 

position, to account for potential flexion after bend gestures. As our algorithm considers not 

only the thresholds mentioned, but also requires a difference of more than 5 points between 

the current reading and the previous one, we do not need to calibrate the prototype between 

uses, as done in previous studies [68]. 

 The final version of the bend password recognition program reads each corner being 

bent, and the centre being folded as bend password characters. We chose to describe 

folding gestures based on the direction of the movement made with the device's sides, after 

a brief survey with interaction specialists and considering the easiness of describing the 
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gesture performed by the user. For example, Fold up is a gesture in which the user brings 

the sides of the prototype up, moving its centre down. When a sensor is bent up or down, 

the Arduino program presses the corresponding key on the laptop keyboard, and the 

vibration motor on the prototype vibrates for 200ms. After that, the program waits for 300ms 

before reading again the values of the flex sensors, for a total interval of 500ms between 

gestures. 

 Each gesture performed in BendyPass becomes a letter on the computer, as 

mapping shown in Table 2. This key mapping is invisible to the user, who only needed to 

define and replicate a sequence of bend gestures. For example, participants will memorize a 

password including Top right corner up, Fold up, Bottom left corner down, not the letters C-

T-F. Additionally, the user can delete a previous gesture by pressing and releasing the 

button in less than half a second, and confirm the password, by pressing the button and 

holding it down for at least half a second. Activating the deletion in the BendyPass triggers 

Backspace on the computer, while confirming a password in BendyPass activates the Enter 

key on the computer.  

Table 2: Letters mapped to each bend gesture available on BendyPass.  

Gesture Letter 

Top Left Corner Up A 

Top Left Corner Down B 

Top Right Corner Up C 

Top Right Corner Down D 

Bottom Left Corner Up E 

Bottom Left Corner Down F 

Bottom Right Corner Up G 

Bottom Right Corner Down 

Fold Up 

Fold Down 

H 

T 

U 

 



BEND PASSWORDS FOR PEOPLE WITH VISION IMPAIRMENT 

 

 

Daniella Briotto Faustino 63 

4.2 PIN Entry Prototype 

Considering PINs are the main user authentication method in most smartphones, even 

though people with vision impairment consider it one of the least secure user authentication 

methods [29], we opted to compare PINs to bend passwords in our user study. This way we 

also follow the methodology used by Maqsood et al. [68], and compare two user 

authentication methods of the same type (knowledge-based).  

 

4.2.1 Smartphone 

In order to compare bend passwords to PINs, and considering most people with vision 

impairment use iPhones [29], we used an iPhone 6S to receive PINs (Figure 17). As an iOS 

smartphone, the iPhone has standard accessibility features including screen magnifier and 

screen reader VoiceOver. We kept the smartphone in a protective case, but without screen 

protection, maintaining the default responsiveness of the touch screen.   

 

4.2.2 PIN Entry App 

After testing various apps intended to turn the smartphone into a Bluetooth keyboard for a 

computer, we decided to use Unified Remote [93], which is available at the Apple App Store. 

Unified Remote has a keypad screen similar to a calculator or the keypad on a large external 

keyboard, as shown in Figure 17.  

 Although not perfect, we chose Unified Remote because it had large buttons and 

worked relatively well with VoiceOver, as all numeric keys and the Enter key were labelled 

and properly read. The Backspace key was not properly labelled but was identifiable while 

using VoiceOver because it was the only button on the screen to be read as “Button”. In the 
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preliminary tests running Unified Remote with VoiceOver, we identified it worked with the 

Standard Typing style available in iOS accessibility features. In this typing mode, the user 

can move the finger around the screen to explore it, and after hearing to the desired button 

or link read aloud, the user has to lift up the finger from the screen and then double tap the 

screen, in order to trigger the key or link. Another way to use this typing method is by 

keeping the finger on the screen after finding the desired key, and using another finger to 

double tap the screen, what is commonly called “split tapping”. 

  By using Unified Remote, all key presses are sent to a MacBook Pro laptop, where 

our password website receives the key presses and saves them. 

 

Figure 17: iPhone 6S Smartphone used in the user study, with Unified Remote 

app open. 
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4.3 Password Website 

We also developed a PHP website to receive and store passwords and verify if passwords 

are correct. The website was connected to a mySQL database and hosted in the 

researcher’s computer using XAMPP.  

 

4.3.1 Website Structure 

We structured our website to support the user study, by having an initial screen to input the 

participant number, the session and the device used. The website then presents all steps of 

the study in sequence, starting with a training screen, moving to password creation, 

confirmation, and rehearsal screens for session 1. For session 2, it opens in the login 

screen. In each step, our mySQL database save participants’ numbers, password entries, 

and the time the input started and ended. 

 

4.3.2 Website Feedback 

Our website provides audio cues to help the user to navigate the process of creating a 

password, by saying, for example, “Create your password using the gestures learned” or 

“Wrong password, please try again”. We recorded the screen reader VoiceOver reading all 

messages on a MacBook Pro, using the default speed of 45. We also prepared our website 

to provide audio feedback when the user presses the button or performs a bend gesture, by 

recording VoiceOver reading the name of the keys and bend gestures.  

 With all the audio files prepared, we used JavaScript to open the appropriate audio 

files for each situation. For bend gestures, we assigned each audio snippet to be triggered 

by the respective letter entered. For example, we assigned the letter A to the audio snippet 
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that says, “Top Left Corner Up”, and we assigned the audio file that says “Enter” to the 

action of pressing and holding BendyPass button. 

 An example of a bend password created on BendyPass can be found here. 

 

4.4 Password Strength 

The theoretical password space, or the total number of possible passwords, is a 

measurement used to evaluate the security of passwords [20]. According to Maqsood et al. 

[68], the theoretical password space can be calculated by using the formula log (cn), where c 

= number of available digits or gestures and n = the password length, and the result is 

represented in the unit bits.  

 For Florencio & Coskun [44], a 20 bit password, such as 6-digit numeric PIN suffices 

for protecting the user from a force-brute attack to the account, from guessing and from 

shoulder-surfing. Although it does not indicate resistance to more elaborate attacks such as 

phishing, key-logging or bulk guessing attacks. Considering both our prototypes will have 10 

possible characters, passwords with a minimum length of 6 digits or gestures would be 

considered secure. For example, a password like 5-3-7-4-5-7 has the same security of a 

bend password as Top left corner down - Fold up - Bottom left corner up - Bottom right 

corner up - Fold up - Top right corner down.  

 

  

https://youtu.be/22zu3-wuyGg
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5 Chapter: User Study 

We designed and conducted a user study with participants who were blind or had low vision, 

to evaluate the potential of bend passwords as a password input method for them, and to 

collect their perceptions about our prototype BendyPass.  

 

5.1 Research Questions 

We ran a user study with vision-impaired participants to answer the following research 

questions: 

Q1. How easy to create are bend passwords for people with vision impairment? 

Q2. How does the learnability of bend passwords differ between people who are 

blind and people who have low vision? 

Q3. How memorable are bend passwords for people with vision impairment? 

Q4. How easy to enter are bend passwords for people with vision impairment? 

 

 This study is the first to explore the potential of bend passwords for people with 

vision impairment. Through an analysis of the data collected in study sessions with 16 

participants, the contributions of this study are: (1) insights on how easy to learn and how 

easy to memorize bend passwords are for people with vision impairment; (2) suggestions on 

potential applications for bend passwords; (3) design recommendations for new deformable 

devices. 
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5.2 User Study Methodology 

We designed a user study following the methodology proposed by Maqsood et al. [68] for 

their study on user-generated passwords, including two study sessions: the first for 

participants to create new passwords, and the second, a week after the first, when 

participants try and use their passwords to unlock the devices. Our hypotheses for the user 

study were: 

H1. We expect people with vision impairment will create PINs faster than bend 

passwords, due to their familiarity with PINs, based on Maqsood et al. [68]. 

H2. We expect bend password will be easier to learn by people who are blind, 

because they will not be impacted by the lack of visual feedback on BendyPass 

when compared to the touch-screen smartphone. 

H3. We hypothesize people with vision impairment will memorize bend passwords as 

easily as PINs, because of the use of their “muscle memory”. 

H4. We expect people with vision impairment will take longer to enter bend 

passwords than PINs, based on Maqsood et al. [68]. 

 

5.2.1 User Study Overview 

We structured our user study following the main tasks proposed by Maqsood et al. [68], as 

shown in Figure 18. 

 Our study was composed of two 60-minute sessions with participants who are either 

blind or have low vision. In the first session, we asked participants to create, confirm, and 

rehearse a bend password on BendyPass and a new PIN on a touch-screen smartphone. In 

the second session, about a week after the first session, we asked participants to use the 

passwords created in the first session to complete five successful logins on each device. 
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While in the first session we evaluated the learnability of bend passwords, in the second 

session we evaluated the memorability of bend passwords and the level of effort required to 

enter passwords using BendyPass. 

 

Figure 18: User Study Structure. 

 

 We hosted our user study protocol and questionnaires in two online surveys in 

Qualtrics [79], one for each session. The study setting for both sessions included a 

rectangular table and three chairs, a camera with a tripod beside the participant, BendyPass 

prototype, an iPhone 6S smartphone, and a MacBook Pro laptop connected to both devices 

and turned to the researcher. We requested participants to sit at the longer side of the table, 

while the researcher sat at the adjacent corner. A research assistant sat behind the camera, 

to operate it during the sessions. 

 We presented the devices (BendyPass and smartphone) to participants in a 

counterbalanced order, both among participants and between sessions with the same 

participant, as shown in Table 3. In both sessions, after interacting with each of the devices, 

participants answered specific questions related to their interaction with the device. 
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Table 3: Counterbalanced order used in the presentation of devices during the 

user study.  

Participant Session 1 Session 2 

 First device Second device First device Second device 

P01 BendyPass Smartphone Smartphone BendyPass 

P02 Smartphone BendyPass BendyPass Smartphone 

P03 BendyPass Smartphone Smartphone BendyPass 

P04 Smartphone BendyPass BendyPass Smartphone 

… … … … … 

 

 Before starting the study, we ran three pilot studies of the first session with sighted 

participants not familiar with the project, to evaluate the length of the session and technical 

aspects, including prototypes, website and the online protocol on Qualtrics. We also ran one 

pilot study of the second session with a sighted participant.  

 We recruited participants for the user study by contacting the Carleton University’s 

Centre for Students with Disabilities (Paul Menton Centre), the Canadian Council of the 

Blind, an accessibility expert and by posting the study on the Carleton Research Participants 

page on Facebook. Participants who were vision impaired and at least 18 years-old qualified 

to participate. 

 The study sessions took place from May 21 to June 25, 2018, either at Carleton 

University or at the Canadian Council of the Blind’s office in Ottawa. As a token of 

appreciation, we gave participants $10 after the end of the first session, even if they 

withdrew from the study, and another $30 after the end of the second session. We also 

covered reasonable transportation costs for participants. We obtained ethical clearance from 

the Carleton University Research Ethics Board (CUREB-B # 102815). 

 



BEND PASSWORDS FOR PEOPLE WITH VISION IMPAIRMENT 

 

 

Daniella Briotto Faustino 71 

5.2.2 User Study Session 1 

The first session started with the researcher asking if the participant agreed with the consent 

form, which the researcher either sent by email or read out loud, and with being video and 

audio recorded. Then, we interviewed the participant using the questions from the online 

survey.   

 Then, we presented one device at a time to participants, teaching them how to use 

the device for about 2 or 3 minutes [84], we allowed them to train to use it and then asked 

them to create a password and confirm it 3 times. We asked for 3 confirmations from 

participants to follow the protocol used by Maqsood et al. [68]. 

 For the smartphone, we asked participants whether they preferred to use it with a 

screen reader or a screen magnifier on. After turning on the preferred assistive feature, we 

explained that the smartphone had an app open that connected the phone to the computer. 

As the keypad contained additional buttons, we instructed participants to ignore the keys we 

would not use during the user study.  

 For BendyPass, we started by handing the device to participants in landscape 

orientation, asking them to hold it that way. Then, we explained the device’s characteristics 

and functionalities, and that it was connected to the researcher’s computer. Then, we 

explained how to activate the 10 possible gestures and what feedback they would receive 

whenever a gesture was recognized. 

 After introducing either device to the participant, we opened the website in the 

training mode and encouraged participants to try each of the bend gestures and button 

presses on BendyPass at least twice, and at least some key presses on the smartphone. As 

soon as participants said they were ready to create a password, we asked them to create a 

memorable and secure password, with at least 6 gestures/digits. In the case of the 

smartphone, the researcher also asked participants not to use pre-existing PINs they had, in 
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order to avoid skewing the memorability results, as suggested by Maqsood et al. [68]. Then, 

the researcher loaded the next website page, where the participant created a password, 

which was saved into the database, associated with both the participant number and the 

device.  

 Participants then followed the audio cues from the computer to create and confirm 

their passwords. Once the password was confirmed, we posed questions to participants 

about the password created, before they rehearsed their passwords by having as many 

attempts as they needed to complete 5 successful logins. 

 At any moment, if participants forgot their password, we reopened the creation 

website page for them so they could create a new one. If participants forgot their password 

during the rehearsal step, the researcher did not ask questions again about the password 

created.  

 Once the rehearsal was completed with one of the devices, we presented the next 

one, following the same steps. At the end of the session, we asked final questions regarding 

participants’ perceptions on the bend password system and BendyPass. 

  

5.2.3 User Study Session 2 

The second session started with the researcher asking the participant’s opinion on the 

easiness and confidence to remember the passwords created during the first session. Then, 

we presented one of the devices, in counterbalanced order, and requested the participant to 

try to log in 5 times, using the password created in the first session. Participants could use 

as many attempts as they needed to do that. After interacting with the device, we asked 

rating questions from the NASA Task Load Index (TLX) [75].  

 We then presented the second device to the participant and repeated the process. 

After participants interacted with both devices, we followed the NASA TLX procedure by 
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verbally explaining the workload factors from the NASA TLX, to ask the participant’s source-

of-workload evaluation. The evaluation included we verbally presenting pairs of the workload 

factors in randomized order (automatically generated by Qualtrics) and asking participants to 

choose, for each pair, the most important contributor for their workload while logging into the 

two devices in the second session. 

 We then asked final questions to participants, on how they perceived the usability of 

BendyPass, and where bend passwords could be applied, before finishing the session. 

 

5.2.4 Analysis of Results 

One research assistant transcribed participants' comments and answers to open-ended 

questions using Inqscribe [51]. One researcher performed qualitative analysis of open-ended 

questions in Microsoft Excel [71] and quantitative analysis of the multiple-choice answers 

and coded open-ended questions using R Studio [80]. Quantitative analysis included 

Wilcoxon Signed-Rank (Z) of numerical data, and chi-square tests (2) of independence 

between variables with categorical data, but we focus on reporting significant results. We 

conducted the qualitative analysis using themes from the online survey results for online 

survey questions, and grounded theory [37] to code different themes that emerged for each 

new question. Whenever necessary, we coded answers in more than one theme, but we did 

not code unclear answers. 
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5.3 Interview Results 

This section presents participants’ demographics and their answer to the online survey 

questions. Overall, the results are similar to those of the online survey, and we will thus only 

point out relevant results.  

 

5.3.1 Demographics 

We recruited 18 adults with vision impairment. After running the two sessions with 

participant P1, we decided to consider him as a pilot participant, because of technical issues 

we had in both of his sessions, not previously identified in the pilot studies with sighted 

participants. Similarly, we had to discard data from participant P3, who had a condition in the 

nervous system, preventing pressure control in the hands, and consequently, the creation of 

a password on BendyPass.  

 From the other 16 participants, 10 declared they were blind, 5 declared they had low 

vision, and one declared to have another condition. As the participant who declared (P7) 

having another condition could not see the smartphone screen, we grouped him with the 

blind for our analysis. This resulted in 11 blind participants (68.7%) and 5 with low vision 

(31.2%), a distribution similar to the one from the online survey.  

 Most participants self-declared as males (N=10, 62.5%) and ages ranged from 22 to 

76 years-old (M=54.31, SD=15.38). Besides being vision impaired, 3 participants reported 

having another impairment, related to hearing loss (N=2), attention (N=1) or psycho-motor 

system (N=1), according to the WHO classification [102].  

 Almost all participants said they use assistive apps on their smartphones (N=15, 

93.8%). Only 5 participants said they use a Braille display, a smaller proportion than the one 
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found in the online survey (31.3% vs 42.5%). 3 participants had previous experience in user 

studies exploring deformable flexible devices, though never for user authentication. 

 

5.3.2 Password Use 

Interestingly, proportionally fewer participants of the user study rated passwords as 

important or very important (N=12, 75%) than participants of the online survey (96%). 

Proportionally more study participants than survey participants said they use password 

managers (N=6, 37.5% vs. 11.1%) and reuse of passwords (N=5, 31.3% vs. 9.2%), although 

the sample used in the user study is much smaller, possibly skewing the results. 

 Most participants said they were able (N=10) to protect their personal information, 

similarly to what we found in the online survey. However, different than survey participants, 

the second most commonly chosen answer was neutral (N=4), followed by very able (N=2).  

 As found in the online survey, almost two thirds of participants reported having 

concerns with entering passwords in public (N=11). From those, 3 said the reason was 

accessibility issues, not identified in the online survey (N=3). For example, P9 has concerns 

with debit card use, because “it is not clear how many times I have to press OK or when it is 

time to type the PIN. Sometimes, I have to ask people when […] to put the PIN in and then I 

can just hope that they look away.”   

 

5.3.3 Perceptions on User Authentication Methods in Mobile Devices 

As found in our online survey, most participants selected fingerprint as the most secure 

(N=9) and most accessible (N=13) user authentication method (Figure 19). However, PIN 

and voice recognition tied as the least secure method (N=5). PIN was chosen because of 

the small number of possible combinations and easiness to hack it (N=3), while voice 

recognition was chosen because of the easiness to mimic someone else’s voice (N=3).  
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5.3.4 Use of Smartphones and Authentication 

All participants reported owning a smartphone, for an average of 8 years (SD=5.14). 12 

participants reported using an iPhone. Also, 12 participants said they protect their 

smartphones with a user authentication method, for a percentage almost identical to the one 

found in the online survey (75% vs. 75.3%). Most said fingerprint is the method they most 

frequently used to unlock their mobile devices (N=10) (Figure 19). From the 4 participants 

who said they do not use a method to avoid unauthorized access to their smartphone, 2 said 

they want to allow their relatives to have easy access to their phones.  

 

Figure 19: Study participants most used selections of most secure (green), 

most accessible (blue), least secure (red), and least accessible (yellow) user 

authentication methods. 

   

5.3.5 Summary 

Most results to the interview were similar to the answers collected in the online survey, 

confirming the participants of the user study represent well the group of people with vision 

impairment who have access to internet and mobile devices. 
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5.4 Password Results 

We analyzed data from both sessions regarding the learnability and memorability of bend 

passwords when compared to PINs. Following the methodology used by Maqsood et al. 

[68], for session 1 we evaluated the composition of passwords, password creation time and 

number of trials required to create a memorable password. For session 2, we assessed 

success rates, login time and number of login trials. 

 All blind participants used the smartphone with the screen reader VoiceOver on. Only 

one participant with low vision used Screen Magnifier in both sessions of the study.  

 

5.4.1 Session 1: Training 

Before creating their passwords, participants trained to use the smartphone for an average 

time of 90s and trained bend gestures for an average time of 165s (Figure 20). A Wilcoxon 

Signed-Rank test found significant difference between the training time of bend passwords 

(Md=143.5s, SD=63.94s) and PINs (Md=91.5s, SD=30.92s) (Z= -2.97, p < .005). We also 

did not find significant differences between participants who were blind and participants who 

had low vision in their time training how to use bend passwords (not significant (n.s.)).  
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Figure 20: Training time, in seconds. Difference is statistically significant. 

 

5.4.2  Session 1: Password Creation 

When participants said they were ready to create their password, we asked them to create a 

new password both memorable, so we could use it in the session 2, and secure, with at least 

6 gestures/digits. Participants took an average time of 59.6s to create their first bend 

password, and an average time of 48.8s to create their new PIN (Figure 21). Creation time 

includes time participants spent thinking about the passwords added to the time they took to 

enter their passwords. Compared to results from previous study [68] with sighted 

participants, time to create PINs was almost the same (48.8s vs 49s), while time to create 

bend passwords was longer (59.s vs 52s). We found no significant difference between the 

creation time of bend passwords and PINs (n.s.). We also did not find significant differences 

between participants who were blind and participants who had low vision in their time 

creating bend passwords on BendyPass (n.s.).   
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Figure 21: Creation and Login time in the first trial, in seconds. Differences are 

not statistically significant. 

 

 Similarly to what was found by Maqsood et al. [68], although participants in our study 

quickly created their first bend password, most did not remember their initial bend password. 

Whenever participants demonstrated being unsure about their passwords, while confirming 

or rehearsing them, we asked if they wanted to create a new one. 11 participants had to re-

create their bend passwords, while only 2 had to re-create their PINs. We found a significant 

difference between the number of trials to create memorable bend passwords (M=1.94, 

Md=2, SD=1) and PINs (M=1.12, Md=1, SD=0.34) (Z= -2.36, p < .01).  

 From the 11 participants who forgot their initial bend password, 9 forgot it at the 

confirmation step (81.8%), and just 2 forgot it at the rehearsal step (18.2%). Technical 

issues with the prototype required 3 participants to recreate their bend passwords, but those 

trials were not considered in the results reported above, as they were not related to 

participants’ memorability.  
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5.4.3 Session 1: Password Creation Strategies 

We observed how participants created their passwords and analyzed the final passwords 

created. We also analyzed participants’ answers on how they would rate the easiness to 

remember their passwords. Here we present a comparison between our observations and 

participants’ answers. Table 4 shows the main strategies used.   

Table 4: Strategies participants reported using to create memorable passwords. 

Numbers in parentheses express the number of observations of each strategy.   

Strategies to create passwords Bend passwords PINs 

Pattern 5 (9) 4 (9) 

Simple 5 (3) 0 (2) 

Repetition 0 (3) 2 (6) 

Association 1 7 

Good memory 1 2 

 

 For bend passwords, we observed more than half of the participants used some sort 

of pattern (N=9), including mirroring gestures from one side of the device to the other (N=5), 

shapes (N=2) and sequence of gestures in counterclockwise order (N=2). However, only 5 

participants mentioned the use of patterns. We also observed that some participants reused 

the same gestures in their passwords (N=6), even consecutively repeating the same gesture 

more than once (N=3), but no participant mentioned the repetition as an attribute related to 

the memorability of their bend passwords. Some participants said they chose simple bend 

passwords (N=5), some said bend passwords are hard to remember (N=5) and some said 

bend passwords require more time for learning (N=5). Only one participant used good 

memory as a reason to be able to remember their bend password. The results we observed 

in our study are similar to those from the previous study with sighted participants, where 

patterns were the main strategy used by participants to remember their passwords (44%), 

followed by repeating gestures (16%) [68]. 
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 For PINs, we observed more than half of the participants used a pattern (N=9), 

although only 4 mentioned it. We also observed 8 participants used consecutive repetition of 

digits, but only 2 mentioned it. Additionally, 2 PINs created were simple, including only 2 or 3 

different digits, but no participant mentioned the use of a simple PIN to make it memorable. 

Almost half of the participants mentioned using series of numbers they are familiar with in 

order to create their PINs, an association strategy for memorization (N=7). 

 

5.4.4 Session 1: Password Characteristics 

We analyzed the composition of passwords created by our participants. Table 5 shows the 

average length of passwords and the number of unique gestures or digits used, as well as 

their respective standard deviations. Both bend passwords and PINs ranged from 6 to 8 

gestures/digits, but most were equal to the minimum length of 6 required from participants. 

We found no significant difference between the length of bend passwords and PINs (n.s.). 

Different than what was found by Maqsood et al. [68], our study participants used 

significantly more unique gestures in their passwords than unique digits in their PINs (Z= -

1.95, p = .03). 

Table 5: Password Characteristics. Unique entries are the number of unique 

digits and gestures in the bend password and PINs.   

Password 

Type 

Average Length 

M (SD) 

Unique Entries 

M (SD) 

Bend 6.44 (0.81) 5.81 (1.05) 

PIN 6.19 (0.54) 4.69 (1.14) 

 

 Every bend gesture was used at least once by at least one participant to compose a 

bend password. However, some gestures were more frequently used than others. The top 

three most frequently used gestures were: top right corner up (17%), top left corner up 

(14%), bottom left corner up (12%), exactly the same top three single gestures for sighted 
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participants [66]. The least used gestures were top right corner down (6%), fold down (7%) 

and fold up (8%). Participants tended to prefer upward gestures (60.2%) than downward 

gestures (39.8%), even though the difference was not significant (n.s.), similar to what 

Maqsood [68] found. Our results confirm previous findings that gestures in the top area tend 

to be more preferable than those in the bottom area of the device [59, 64]. After analyzing 

the movements performed by participants, we believe the preference for up gestures is 

related to the fact that they can be activated by simply moving the index finger against the 

back of the corner to raise it. In contrast, down gestures tend to require not only the use of 

the index finger but also the thumb, which pressed the corner down. 

 

5.4.5 Session 1: Password Confirmation 

 We requested participants to confirm their passwords 3 times after creating them, having as 

many attempts as they needed to complete the confirmation step. Whenever participants 

said they had forgotten their passwords or demonstrated being unsure about trying to 

confirm it, we asked whether they wanted to create their passwords again. Participants who 

created a new password had to go through the confirmation process again.  

 Following Maqsood’s methodology [68], we selected the fastest confirmation time for 

each participant. Different than what was previously found [68], bend passwords were faster 

to confirm (M=15.6s, Md=14s, SD=4.19s) than PINs (M=20.6s, Md=17.5s, SD=9.43s) (Z= -

2.27, p = .01). Bend passwords were faster to confirm than in prior work with sighted 

participants (15.6s vs 19s), while PINs were slower to confirm (20.6s vs 6s) [66]. However, 

participants had more incorrect attempts to confirm their bend passwords than to confirm 

their PINs for the three times. Not considering failed confirmation attempts due to either 

prototype errors or forgotten password that had to be re-created, participants made more 
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incorrect confirmation attempts for bend passwords (M=2.81, Md=2, SD=3.15) than for PINs 

(M=0.94, Md=0, SD=1.65), although the difference was not significant (n.s.).  

 Interestingly, P13 said that having to go through three confirmations probably makes 

passwords easier for people to remember, “engraving them into memory”, and suggested 

that this should be used more broadly.  

  

5.4.6 Session 1: Password Rehearsal 

Once participants completed the confirmation, participants had a pause when they answered 

questions about their perceptions on the memorability and security of their passwords. Then, 

we asked participants to rehearse their passwords by using as many attempts as they 

needed to complete 5 successful logins. In case participants forgot their passwords during 

the rehearsal step, we offered them the opportunity to create their passwords again. 

Participants who chose to create a new password during the rehearsal step had to 

immediately go through both the confirmation and rehearsal steps, without a pause for 

questions. As our pause only lasted a few minutes, we do not expect the lack of a pause 

caused any effect on our participants’ performance.  

 Following Maqsood’s methodology [68], we selected the fastest rehearsal time for 

each participant. Similar to what happened during confirmation, and different to what was 

found by Maqsood [68], bend passwords were faster to rehearse than PINs. We found 

significant difference between the rehearsal time of bend passwords (M=12.8s, Md=12s, 

SD=4.46s) and PINs (M=16.8s, Md=15s, SD=6.84s) (Z= -2.70, p = .003). Bend passwords 

were faster to rehearse than in prior work with sighted participants (12.8s vs 16s), while 

PINs were slower to confirm (16.8s vs 5s) [66]. Not considering failed confirmation attempts 

due to prototype errors, participants made slightly more incorrect rehearsal attempts for 

bend passwords than for PINs, but the difference was not significant (n.s.). All participants 
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remembered their PINs during the rehearsal step, and only 2 did not remember their bend 

passwords and had to create a new one. 

 We compared participants’ fastest confirmation and rehearsal times to evaluate 

whether their performance improved with practice. Participants took less time to rehearse 

their passwords than to confirm them. Participants took significantly less time to rehearse 

their PINs than to confirm them (Z= -2.97, p = .001), as found by Maqsood [66]. 

Nonetheless, even though participants took less time to rehearse their bend passwords than 

to confirm them, the difference was not significant (n.s.), different to what Maqsood [66] 

found. 

  

5.4.7 Session 2: Login 

All participants returned about a week later for session 2. The number of days between the 

two sessions ranged from 7 to 10 (M=7.28, Md=7, SD=0.87). In the second session of our 

study, participants had as many attempts as they needed to complete 5 successful logins 

using the passwords created in the first session. Although 13 participants remembered their 

bend passwords, 1 participant (P14) was not able to enter it, due to prototype errors. Thus, 

participants’ login success rate was 75% (N=12) for bend passwords and 93.8% for PINs 

(N=15). A McNemar test with the continuity correction found no significant difference 

between the success rate of bend passwords and PINs (n.s.). We also did not find 

significant difference between the number of days between sessions and the success rate of 

logging in with bend passwords (n.s.). The participant who forgot her PIN used a pattern, as 

well as 2 out of the 4 who could not log in with their bend passwords used a pattern, 1 used 

association to create the bend password and the remaining did not explain the strategy used 

to remember their passwords. 
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 Not considering the trials in which participants could not log in due to prototype 

errors, most participants successfully entered their bend passwords (M=1.58, Md=1, 

SD=1.16) and PINs (M=1.27, Md=1, SD=0.8) in the first trial. A Wilcoxon Signed-Rank test 

found no significant difference between the number of tries participants took to successfully 

re-enter their bend passwords and PINs (n.s.). Participants took less time to complete a first 

log in with their bend passwords (M=22.4s, Md=21.5s, SD=8.48s) than with their PINs 

(M=35s, Md=25s, SD=21.25s), but a Wilcoxon Signed-Rank test found no significant 

difference between the first login time with bend passwords and PINs (n.s.), as shown in 

Figure 21. Bend passwords were faster to login than in prior work with sighted participants 

(22.4s vs 37s), while PINs were slower to confirm (35s vs 12s) [68]. 

 We selected the fastest login time from each participant who was able to successfully 

login. As observed in the previous steps of the study, participants took significantly less time 

to log in using their bend passwords (M=13s, Md=12s, SD=3.1s) than using their PINs 

(M=18.27s, Md=16s, SD=7.71s) (Z= -2.20, p = .01).  

 We asked participants whether they used any strategies to remember their bend 

passwords. 4 out of 16 participants (25%) said they rehearsed their bend passwords in their 

heads throughout the week. While 11 participants (68.8%) said they thought about their 

passwords between sessions to fixate them in their memories, 7 (43.7%) said their methods 

to create their passwords were the main strategy used to memorize them and 2 (12.5%) said 

they did not use any strategy to memorize their passwords. Both participants who reported 

not using a strategy forgot their bend passwords and could not log in during session 2. The 

participants who forgot her PIN also reported not using a strategy to remember it. 

 Interestingly, one of the participants mentioned being concerned with how to store a 

bend password in case she used it in the future, because differently than alphanumeric and 

numeric passwords, it is not easy to write bend passwords down.  
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5.4.8 Summary 

Due to their familiarity with PINs, participants used less time to train using the smartphone 

than BendyPass. However, bend passwords were significantly faster to confirm, rehearse 

and log in than PINs, a different result than what Maqsood [66] found in her study, although 

most of our participants used VoiceOver and the standard typing method, slower than how a 

sighted person uses a smartphone. Although participants significantly improved their 

performance with PINs between confirmation and rehearsal, we found that they did not 

improve as much with bend passwords, maybe due to their already quick times when 

confirming their bend passwords. 

 We found that the most common strategy participants used to try and remember 

passwords, for both PIN and bend, was creating a pattern, used by 9 participants each. 7 

participants used association to create their PINs, while only 1 used it for bend passwords, 

possibly because the difficulty in creating an association between bend gestures and daily 

life things. We also found that all participants who did not use a strategy to remember their 

passwords forgot them for session 2. Finally, we observed participants made more mistakes 

entering bend passwords than PINs, but the difference was not significant. 

 

5.5 Questionnaires Results 

We asked participants to answer device-specific questions after interacting with them in both 

sessions, their workload while logging in to the devices and opinions about bend passwords. 
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5.5.1 Device Specific Questions 

Participants verbally answered questions about each device used in the study, regarding the 

easiness to create passwords, the perceived security of both password schemes and their 

opinions about BendyPass and bend passwords, as shown in Figure 22. All questions were 

10-point Likert scales, where 1 was the least favourable to bend passwords and 10 was the 

most favourable.  

 

Figure 22: Distribution of Likert scale responses (n.s.) regarding easiness to 

create, easiness to remember, perceived security and likelihood of using bend 

passwords. First three distributions are from session 1, while the other three 

are from session 2.  
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 Table 6 and Table 7 present the statistical analysis we generated with the responses 

collected. In session 1, participants rated bend passwords significantly harder to remember 

(M=6, Md=5.5, SD=2.66) than PINs (M=8.19, Md=8, SD=1.68) (Z= -1.88, p = .03). 

Nonetheless, their ratings for the same questions in session 2 for bend passwords and PINs 

were not significantly different (n.s.). P5 commented on that saying “It’s fun but you have to 

suspend anything you know about passwords. You have to think in a new way.” 

 Similarly, participants who were blind rated the easiness to remember bend 

passwords significantly lower (M=5.1, Md=5.0, SD=2.51) than participants who had low 

vision (M=8.0, Md=8, SD=1.87) (Z= -1.70, p = .04) in session 1 of our study. However, their 

ratings for bend passwords and PINs were not significantly different in session 2. We did not 

find other significant differences between participants who were blind and participants who 

had low vision.  

Table 6: Likert scale responses for device-specific questions regarding easiness 

of use, easiness to remember and perceived security. Significant differences 

marked with *.   

Question Session 
Bend  

Md (SD) 

PIN  

Md (SD) 
Stats 

Ease of password creation 1 6.0 (2.62) 7.5 (2.33) Z= -0.95, p = .17 

Ease of remembering 1 5.5 (2.66) 8.0 (1.68) Z= -1.88, p = .03* 

 2 7.5 (1.98) 9.0 (2.38) Z= -0.97, p = .17 

Confidence in remembering 1 7.0 (2.47) 8.0 (1.89) Z= -1.56, p = .06 

 2 8.0 (1.89) 9.5 (2.68) Z= -0.86, p = .20 

Perceived overall security 1 6.0 (2.13) 8.0 (1.46) Z= -1.40, p = .08 

Security against shoulder surfing 1 6.5 (2.37) 7.0 (2.15) Z= 0.68, p = .75 

  

 Comparing our results to those from Maqsood et al. [68], we observed a better 

perceived usability for bend passwords among vision-impaired participants than the 

researchers found among sighted participants, as sighted participants rated bend passwords 

significantly harder to create and significantly less secure than PINs. In our study, we found 
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no significant difference between the easiness to create and in the perceived security of 

bend passwords and PINs. However, we observed participants had difficulty understanding 

the difference between the questions about easiness to remember and their confidence to 

remember their passwords.   

 Participants’ confidence to remember their passwords was affected by the number of 

errors made in session 1 during the rehearsal step of the study. Those who had fewer 

incorrect trials during rehearsal rated their confidence to remember significantly higher for 

bend passwords (2 (24, N=16) = 36.98, p = .04) than for PINs (2 (10, N=16) = 23.43, p = 

.009). Participants who were more confident in remembering their passwords before logging 

in during session 2 were significantly more likely to remember their bend passwords (2 (6, 

N=16) = 85, p = .01) and their PINs (2 (5, N=16) = 85, p = .007).  

 Interestingly, participants reported a slightly higher likelihood to use bend passwords 

in the first session than in the second session, although the results were not statistically 

significant either for the likelihood to use bend passwords if they were available (Z= -1.01, p 

= .35), or for using bend passwords versus PINs on flexible devices (Z= -1.01, p = .33).  

 When asked about their rating for easiness to create PINs on the smartphone, 10 

participants mentioned their familiarity with creating PINs. With respect to their bend 

passwords, while 6 participants said bend passwords were hard to remember, 5 said they 

were easy to remember. A total of 5 participants pointed out that bend passwords require 

additional learning time. 

 The most common reasons for ratings regarding the easiness to remember their 

PINs were the use of association (N=7) and the use of patterns (N=4). On the other hand, no 

participants mentioned using association as a reason for their rated easiness to remember 

bend passwords, but 5 of them said they used patterns, while another 5 said they created 

easy bend passwords to increase their chances of remembering. Participants’ methods to 
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create their PINs was the most common reason for their confidence level on remembering 

them (N=8), followed by having a good memory (N=4). Similarly, 4 participants said their 

methods to create their bend passwords were the reason for their confidence on 

remembering. 

 Interestingly, when we asked participants to justify their ratings for the overall 

security of their PINs, 5 said they chose hard to guess PINs, while another 5 said their PINs 

were easy to guess. The most common answer participants gave for their ratings on the 

security of PINs against shoulder surfing attacks related to PINs being easy to see by others 

(N=5). This was also one of the most common reasons participants gave for their ratings on 

the overall security of bend passwords (N=5), although other participants said bend 

passwords were difficult to see (N=4). The concern of bend passwords being easy for others 

to see was the most common reason for participants' ratings on the security of bend 

passwords against shoulder surfing attacks (N=7). 

 We also asked participants to explain their ratings for their likelihood to use bend 

passwords. The most common disadvantage participants mentioned was having to carry an 

additional device (N=6), while the most common advantage was considering bend 

passwords secure (N=4).  

Table 7: Likert scale responses for device-specific questions regarding 

likelihood of using bend passwords.   

Question Session 
Bend  

Md (SD) 

Likelihood to use if available 1 7.5 (2.83) 

Likelihood to use if available 2 6.5 (2.69) 

Likelihood to use instead of PINs in flexible devices 1 6.5 (2.49) 

Likelihood to use instead of PINs in flexible devices 2 5.5 (2.53) 

 

 At the end of session 2, we also asked participants to describe their experiences 

using BendyPass. After coding all answers, we found that 9 of them described positive 
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experiences, 4 described having a neutral experience and only 3 described a negative 

experience. 

 Participant P4, for example, said it was “fun, interesting, challenging, intriguing”, 

while P8 said, “it was easy, [there is] a little of learning curve to know how to do the bends 

right, but once you got that it’s easy to use, even easier than swiping the touch screen to find 

numbers.” P7, on the other hand, said, “if errors were removed, it would be OK. Primary 

reason for negative comments are the errors and the fact that the surface should be more 

rigid in some places to be more responsive.” The errors mentioned by the participants 

involved derecognition of gestures performed or the recognition of opposite gestures. For 

example, sometimes “Top right corner down” was recognized instead as “Top right corner 

up”. A possible reason for that is how flex sensors work. As their resistance is influenced not 

only by bending but also by pressure, when participants gripped a corner too firmly with their 

thumbs and indexes, the resistance rose as it would for an up gesture. 

 

5.5.2 Typing Method Used on Smartphones 

We asked participants what typing style they most commonly use in their smartphones. 5 

said they use Standard Typing, the method used during the study, 7 said they use Touch 

Typing, where the user explores the screen and lifts up his/her finger to activate a key, and 2 

said they use Direct Touch Typing, which works similarly to Touch Typing but also allows the 

user to activate keys by directly touching them. This might have impacted their timing typing 

PINs on the smartphone. 

 

5.5.3 Workload Rating Questions 

After participants interacted with each device in session 2, we verbally asked them Workload 

Rating questions from the NASA-TLX Rating Sheet [104]. Questions were 21-point Likert 
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scales (starting at 0), and the only question where we inverted the scale while posing the 

question to participants was the one related to Performance, a common practice according 

to Cain [32]. We asked participants to rate their performance in a scale from 0 to 20, where 0 

was a failure and 20 was perfect, to be consistent with the scale of the other questions. Even 

though we made this change to facilitate participants to verbally answer, all answers were 

converted back to the original scale before we performed any further analysis.  

 Once participants interacted with both devices in session 2, we asked them to 

choose, from each random pair of factors, the most important contributors to their workload 

while completing the login in both the smartphone and BendyPass. We used this information 

to determine the Source of Load Weights.  

 

Figure 23: The mean results of the NASA-TLX Workload Ratings and the mean 

final TLX Score. 

  

 Figure 23 shows the workload ratings from all 16 participants, including the final TLX 

score. Overall, participants’ task load during login was significantly higher with bend 

passwords (M=9.6, Md=8, SD=3.85) than with PINs (M=5.5, Md=5.2, SD=4.48) (Z= -3.01, p 

= .001). This result is a function of how participants felt about their performance while 

logging in, as their weighted performance was significantly worse with bend passwords 
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(M=12.1, Md=15, SD=7.68) than with PINs (M=2.6, Md=0.5, SD=5.02) (Z= -2.09, p = .02). 

All other weighted workload factors were not significantly different between the two 

conditions. 

 

5.5.4 Applications Areas for Bend Passwords 

We listed 7 places where bend passwords could be used, based on Maqsood et al. [68], and 

asked participants whether they thought bend passwords could be applied to those (Figure 

24). Almost all participants agreed opening house doors was a good application for bend 

passwords (N=15), but 2 participants said opening a front door with bend passwords in the 

Canadian winter could be a problem, because of the exposure to the cold weather both of 

electronic components, and the user, who would take additional time to unlock the door. 

Similarly, 13 participants considered bend passwords appropriate for accessing social media 

and accessing email, but participant P4 said that accessing social media or email would not 

be interesting for him, as he uses a password management system in his computer. 

However, using password managers did not affect the likelihood of participants to use bend 

passwords to unlock their accounts (Z= 0.64, p = .74). 

 Additionally, 12 participants agreed bend passwords could be used in ATMs. P6 and 

P17 said that, even though BendyPass only had 10 possible bend gestures, they felt it was 

safer than a PIN. In contrast, P11 said it would be hard to cover your hand when using 

BendyPass so others could see your password, and participant P5 shared a concern with 

using BendyPass in ATMs, due to the risk of shoulder surfing attacks. 

 We also asked whether participants had other ideas of applications for bend 

passwords. 5 participants suggested using them in lockers, and 4 to use home security 

systems, for example (Figure 24).  
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Figure 24: Potential application areas for bend passwords, ranked by the 

number of participants. Items suggested to participants are marked with *. 

 

 To have a better understanding of how likely participants would be to use bend 

passwords for different applications, we asked 10-point Likert scale questions for some of 

the possible application areas. The distribution of answers is shown in Figure 25. 10 

participants would be somewhat likely to use bend passwords for unlocking accounts on 

their personal devices, and 10 for opening house doors. However, unlocking flexible devices 

would be the application participants would be more likely to use with bend passwords 

(N=12), for which 8 participants rated 9 or 10, where 10 meant very likely to use. 
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Figure 25: Distribution of Likert scale responses regarding likelihood of using 

bend passwords for specific applications. 

 

5.5.5 Final Questions 

At the end of both sessions, we asked participants to point out characteristics they liked or 

worked well in BendyPass and the bend password system, as well as aspects they consider 

should be improved. We coded participants’ answers and combined the results from both 

sessions. Figure 26 shows the most commonly mentioned positive aspects of BendyPass 

and bend passwords, while Figure 27 shows the aspects for improvement most frequently 

suggested by participants.  
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Figure 26: Most positive aspects of BendyPass and the bend password system, 

ranked by number of participants who mentioned them. 

 

 Although more than half of the participants liked the audio feedback provided by 

BendyPass, participant P17 suggested it could use tones, instead, because he “hate[s] 

numerical password because it speaks it out.” Also, some participants were resolute in terms 

of not using bend passwords if that would require the use of an extra device. P7, for 

example, said, “I don’t like carrying extra things, I barely remember my charging cable.” P16 

also mentioned that bend passwords could be to online banking and ATM “if the bank could 

give you a bendable card.”  

 Interestingly, even though 7 participants liked the form factor of BendyPass, 8 

suggested the reduction of the device size, even mentioning it would be nice to have it as a 

keychain. Participant P17, for example, said, “the smaller it is, more people would catch up 

with it [start using it].” During the course of the two sessions, at least 3 participants also 

mentioned the possibility of using BendyPass without audio feedback. P11, for example, 

said this would make the use of the device more discreet, as no one would hear it.  
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Figure 27: Aspects for improving BendyPass and the bend password system, 

ranked by number of participants who mentioned them. 

  

 When asked who might like to use bend passwords, 12 out of 16 participants said 

vision-impaired people in general. P5 said, “Certainly blind and low vision, or people with 

learning disabilities that make them have issues with numbers and seniors or people with 

learning issues.”  

 

5.5.6 Summary 

Bend passwords were perceived as easy to create and remember and as secure as PINs, 

indicating potential for bend passwords to be used in replacement of PINs. Additionally, 

more than half of our participants said they had a positive experience using BendyPass 

(N=9). Using BendyPass for login posed a significantly higher workload to participants than 

using the smartphone, exclusively due to participants’ perceived lower performance when 

logging in with BendyPass. The application where participants would be more likely to use 
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bend passwords is unlocking flexible devices (N=12), followed by opening the door of their 

houses and unlocking their accounts (N=10 each). However, 6 participants mentioned their 

likelihood to use bend passwords was influenced by the fact BendyPass would require them 

to carry an additional device. 

 Most participants considered BendyPass easy to use (N=10) and liked its haptic and 

audio feedback (N=9), while most suggested reducing the protuberance of the button (N=11) 

and improving the accuracy of the bend password recognition (N=10), especially for folding 

gestures (N=9).  

 

5.6 Discussion 

We presented the results of a user study on bend passwords compared to PINs with 16 

participants who were blind or had low vision. We found that bend passwords were as easy 

to create as PINs, and participants assessed them as easy to remember as PINs. 

Participants reported being more likely to use bend passwords on a flexible device but would 

also be willing to use them as a separate device for opening the front door of a house or 

accessing accounts on their personal devices. 

 

5.6.1 Learnability of Bend Passwords 

Our results show PINs were not significantly faster to create than bend passwords, as found 

by Maqsood et al. [68]. Thus, we reject our first hypothesis H1, because PINs were as fast to 

create as bend passwords. Additionally, bend passwords were as hard to create as PINs.  

 We took around 2 minutes to explain to participants how to use BendyPass, 

confirming the findings of Schwesig et al. [84] that participants are able to quickly 
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understand how to interact with deformable devices. Participants took significantly more time 

training with BendyPass than with the smartphone, because of their previous familiarity with 

touch screens. But creating a password with BendyPass did not take significantly longer with 

the smartphone, showing how quickly participants learned how to use it. 

  

5.6.2 Learnability for Blind vs Low Vision 

We did not find significant differences between the time participants who were blind and 

participants who had low vision, neither to train how to use bend passwords nor to create a 

bend password. Thus, we reject our hypothesis H2, as participants with low vision were not 

impacted by the lack of vision feedback from BendyPass. This demonstrates that people 

with low vision can also benefit from a tactile password input method such as bend 

passwords on BendyPass, as much as people who are blind.  

 

5.6.3 Memorability of Bend Passwords 

Participants forgot their bend passwords significantly more often than their PINs, having to 

re-create their passwords on average 1.9 times. The fact participants forgot bend passwords 

relates to their potential unfamiliarity memorizing gestures compared to their experience 

memorizing the ubiquitous sequences of numbers. That is an indicative of the initial difficulty 

to memorize bend passwords, proven by participants’ ratings during the first session on the 

easiness to remember bend passwords, significantly worse than PINs. 

 However, participants rated bend passwords as easy to remember as PINs in 

session 2. This finding is also supported by the success rates and the number of attempts 

participants took to complete the first successful login, which were not significantly different 

than those for PINs. Thus, we confirm our hypothesis H3, because bend passwords were as 

easy to memorize as PINs, potentially because of the use of the “muscle memory”.  
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5.6.4 Easiness to Enter Bend Passwords 

We found that entering bend passwords posed a significantly higher workload to participants 

than entering PINs, although this result was influenced by how participants perceived their 

performance when entering bend passwords, a novel user authentication method for them. 

We also found that bend passwords were significantly faster to login in session 2 than PINs. 

Thus, we reject our hypothesis H4, as PINs were not faster to enter than bend passwords, 

as found by Maqsood et al. [68]. Our findings are mainly due to the fact that our participants, 

who were blind or had low vision, used the smartphone with accessibility features, which 

slowed them down. In fact, being slow to enter is actually one of the things users dislike 

about PINs, as previously found [29]. 

 

5.6.5 Potential Applications for Bend Passwords 

Most participants not only believed bend passwords have potential but also said they were 

likely to use bend passwords for: unlocking personal devices, unlocking accounts such as 

email and social media in personal devices, and opening the front door of houses.  

Interestingly, we found that half of our participants would be likely to use bend passwords in 

ATMs, and some suggested its use in points of sale and lockers, probably indicating 

accessibility issues in those contexts of use. Additionally, bend passwords were perceived 

as secure as PINs against shoulder surfing attacks, reinforcing its potential to replace PINs. 

 

5.6.6 Study Participants 

The answers our study participants gave for our interview questions were similar to those of 

our online survey participants. Considering that the Ottawa office of the Canadian Council of 
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the Blind helped us with the recruitment of the study as well as with the distribution of the 

online survey, the same participants may have answered both questionnaires. However, 

these may account for at most 5% of the online answers. As such, the similarities are mainly 

indicative that the group recruited for the user study well represented the group who 

answered the online survey. 

 Similar to our online survey, we recruited more blind than low vision participants. This 

might be a result of a higher interest of the blind community in novel assistive technologies 

but might also be an indicative of the difficulty in classifying some people as blind or low 

vision. For example, one of our participants self-declared as blind, but said he uses inverted 

colours on his smartphone to better see the screen.  

 Comparing the results from our online survey and our study, we found that 

proportionally more study participants reported using password managers as a strategy to 

remember their passwords. That could mean our study participants are more knowledgeable 

in digital security. However, as we also found more study participants admitted reusing 

passwords, we believe the differences in our results might be related to the way the 

questions were posed, as study participants were asked verbally and probably felt more 

comfortable and open to share their strategies with the researcher.  

 

5.7 Limitations 

Although we tested our prototypes before starting the study, including through 3 pilot 

sessions, we identified limitations on them along the course of the study sessions, which 

could limit our ability to compare bend passwords with PINs. We also had some limitations in 

the organization of our study. 
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5.7.1 BendyPass Limitations 

 Some bend gestures were not recognized in the first attempt, gestures that took too 

long to be released were recognized as two gestures in sequence, movements in the 

internal sensors caused bend gestures to be recognized in the wrong direction (up gesture 

recognized as down gesture), and issues with the button wiring caused Backspace to be 

triggered instead of Enter. On the first day of study sessions, we noticed participants were 

keeping the Enter pressed for longer than a second, triggering the Enter in the computer 

twice. That caused the following screen to be confirmed before the participant entered a 

password, returning an audio message saying, “Wrong password. Please try again.” We 

solved this issue by changing the gesture recognition program not to accept two Enter keys 

in a row. However, we acknowledge session 1 of 3 participants were impacted by this issue. 

 

5.7.2 Smartphone App Limitations 

Although we used a commercial app to simulate the PIN entry screen, we also found a 

number of limitations in it. First, the app did not work with any typing style other than the 

standard typing, used by only 5 of our participants in their own smartphones. That might 

have affected the time participants took to enter passwords on the smartphone. 

Participant P9 said standard typing is the typing method new users commonly used, while 

participant P7 mentioned he would have been able to enter PINs two times faster in the 

smartphone if touch typing was available, although we were not able to test that. Although 

we acknowledge both the app keypad and the typing method in our study are not equal to 

those the majority of our participants use in their own smartphones, the process of learning 

how to use the app to create PINs simulated well what new users have to go through when 

using a new device.  
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 The erase button was not labelled and was read as “button” by the screen reader 

VoiceOver. In the first session with participant P4, who is an accessibility instructor, he 

showed the researcher how to label buttons using VoiceOver, and he labelled the button to 

read “Backspace”. Consequently, participant P2 who had a session before that used the 

smartphone without the button label.  

 Additionally, app keys did not consistently blink to indicate activation, lacking a clear 

feedback for participants not using screen reader. Participant P5 who has low vision tried to 

use the smartphone without VoiceOver but decided to use VoiceOver after noticing the lack 

of proper visual feedback, added to the lack of audio feedback. Participant P7, on the other 

hand, wanted to use the smartphone with inverted colours, but the app did not present a 

good contrast ratio, as shown in Figure 28.   

 

Figure 28: Smartphone with the accessibility feature of inverted colours on. 

 

 Another issue with the app mentioned by participant P14, who has low vision, was 

the font size and style. She said the keypad numbers should be bigger and bolder and their 
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colours should be brighter and have a better contrast. Also, participant P15 had initial 

difficulties while using the smartphone, because the 3D touch feature was active, allowing 

the activation of different controls when applying pressure to the screen. We changed the 

settings of the smartphone to disable 3D touch during the first session, and participants who 

tested after that used the smartphone without this function. Moreover, the size and proximity 

of the keys on the app proved to be an issue for participants P12 and P13, who mentioned 

having to stretch their fingers to be able to hit the digits.  

 We also found that the use of screen magnifier on the smartphone was not 

completely accessible. Although the screen magnifier on the iPhone enlarged a screen area, 

it requires the manipulation of a small handle, as shown in Figure 29. Participant P6, who 

used the smartphone with the screen magnifier on, mentioned how effortful was to find and 

move the handle around the screen.  

 

Figure 29: Screen magnifier box, with the handle in the bottom centre. 
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5.7.3 Study Limitations 

We did plan to have an option to provide feedback in terms of the numbers of digits or 

characters already entered in a password, or whether the password field was empty or not 

after using the backspace button. This might have affected entering passwords with either 

the smartphone and BendyPass.  

 We used the NASA-TLX test to gather information about the workload imposed on 

participants when entering their passwords on the smartphone and the prototype. However, 

posing ratings questions with a large scale verbally showed to be far from ideal. We also 

integrated questions from the previous study which had 10-point Likert scales and questions 

from our online survey, which had 5-point Likert scales, potentially confusing participants. 

Additionally, only one researcher completed the data analysis and may therefore possess 

bias towards her single perspective. 

 

5.8 Conclusion 

We proposed the application of a tactile user authentication method [68] for people with 

vision impairment using bend passwords on a deformable flexible prototype called 

BendyPass. We conducted a user study with people who are blind or have low vision to 

evaluate the learnability and memorability of bend passwords on BendyPass when 

compared to PINs on a touch-screen smartphone. We found that bend passwords were as 

easy to learn and to memorize as PINs and were also rated as secure as PINs. We also 

found that bend passwords are significantly faster to enter than PINs on a touch screen 

using screen reader VoiceOver and the standard typing method of exploring the screen and 

double tapping the screen once the target is located. Our findings indicate potential for bend 



BEND PASSWORDS FOR PEOPLE WITH VISION IMPAIRMENT 

 

 

Daniella Briotto Faustino 106 

passwords not only on mobile devices, but also for logging into personal accounts personal 

devices and for using ATMs.  

 We envision BendyPass can be paired via Bluetooth to personal devices or can be 

connected via USB cable to public computers or to ATMs, to allow users to have a unique 

point of entry for passwords. Additionally, when flexible smartphones are available in the 

future, bend passwords can even be entered directly in the smartphones. Even though we 

designed BendyPass for people with vision impairment, we believe it can also be used by 

people with dexterity impairments, as it does not require precise selection of items. It can 

also be useful for people with learning disabilities because it allows users to use their 

“muscle memory” to remember passwords. Additionally, it can be even used by people 

without disabilities, as an eyes-free method to unlock devices and access accounts without 

having to look at the device when holding it with both hands, similarly to what was previously 

proposed [68]. 

 

  



BEND PASSWORDS FOR PEOPLE WITH VISION IMPAIRMENT 

 

 

Daniella Briotto Faustino 107 

6 Design Recommendations 

Considering the results of our study, we suggest design recommendations for new user 

authentication methods and deformable flexible devices for people with vision impairment. 

 

6.1 Use Simple Interaction 

Complexity in user authentication methods is one of the reasons some people with vision 

impairment decide not to protect their mobile devices against unauthorized access. Thus, we 

recommend the design of simple interactions, that can be easily taught verbally and 

experimented with in a safe environment. For example, our folding gestures were not as 

successful as our corner gestures, potentially because they were not as simple and clear as 

the corner gestures. A good guideline for designing simple interactions is evaluating how 

easy to explain a gesture is. Gestures that require additional clarification or are ambiguous 

might cause confusion and make learnability and memorability more difficult, so designers 

should thrive for the design of gestures that easily become intuitive. 

 

6.2 Use Discreet Interaction 

Considering people with vision impairment are concerned with the risk of shoulder surfing 

attacks, we recommend interactions to be designed to be discreet, to avoid others to easily 

see the gestures performed and to make vision-impaired users more confident with the 

security of the user authentication method. For example, folding gestures require more effort 
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to be executed and can be more easily seen than bending corners, so we recommend the 

design of devices that could register smaller bend gestures to be both easier to perform and 

most secure against shoulder surfing attacks. 

 

6.3 Guide the Learning Process 

During our user study, we noticed participants quickly learned how to use BendyPass and 

create bend passwords. We attribute this not only to the simplicity of the device and the 

interactions we designed, but also to the training we gave participants and to the audio 

feedback we provided them. This combination allowed users to learn what to expect after 

each gesture was performed, as recommended by Fares et al. [43]. Thus, we suggest that 

designers create a guiding system to support the learning of new interactions, via an audio 

or video guide that: 

1. Says where the bendable areas are and how to recognize them (by relying on tactile 

indicators embedded on device’s surface).  

2. Indicates how to interact with bendable areas. 

3. Provides audio feedback when a bend gesture is recognized, textually informing the 

name of the gesture.  

 Additionally, we suggest considering the use of training modes where users can try 

gestures and get audio feedback, without committing to creating passwords yet. 
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6.4 Provide Non-Visual Feedback 

Both for helping users to learn how to perform gestures and notice when gestures are 

recognized by the recognition program, it is essential to provide users with feedback, 

preferably through more than one channel, such as audio and haptic feedback. Additionally, 

provide users with the option to turn on or off each feedback type, so they can choose, for 

example, to stop the audio feedback to make bend passwords more discreet. Thus, we 

recommend new deformable flexible devices to provide non-visual feedback on multiple 

channels and allow their individual activation. 

 

6.5 Provide Clear Information About the System State 

We recommend new user authentication methods to allow for a non-visual identification of 

the system state (if the user is in the password field, whether the field is empty or how many 

characters are inputted). One alternative is having a button or gesture to receive audio 

feedback, either in the form of a textual message or a sound tone. For example, squeezing 

the device could trigger the system state function, which would play a message saying 

“Password field: empty” or “Password field: 5 characters entered” or a sequence of tones, 

one per character entered. Another option is having raised dots on the deformable flexible 

device, one for each character entered, so users can feel how many characters they have 

already entered for a password. 
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6.6 Integrate to Existing Devices 

People who are blind and even those who have low vision usually navigate the physical 

space by using white canes or holding guide dog leashes [6]. Additionally, most use 

smartphones as an aggregating assistive device, so it is common for them to carry their 

smartphones in their hands when walking around. Thus, a new user authentication device 

method would be more convenient for them if it is integrated in their existing devices, such 

as a deformable phone case with flexible corners or a keychain attached to their smartphone 

or white cane. 

 

6.7 Make Set Up Easy  

In addition to designing easy interaction, we believe the easiness to set up a user 

authentication might also influence users’ motivation to use it. Thus, we recommend user 

authentication to be easily accessible in setting menus and simple to set up. 
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7 Conclusion and Future Work 

This thesis explored the intersection of usability, security and accessibility for people with 

vision impairment, by running an online survey and a user study with vision-impaired 

participants regarding user authentication methods on mobile devices. In this chapter, we 

present our conclusion and suggest future work in the area. 

 

7.1 Conclusion 

We found from our online survey that most people with vision impairment are concerned with 

entering their passwords in public due to the risk of shoulder surfing attacks, most consider 

passwords important for protecting their personal information, but about a third do not use a 

user authentication method to avoid unauthorized access to their smartphones. We also 

found PIN is considered the least secure and one of the least accessible user authentication 

methods for mobile devices, although it is the most commonly used in smartphones. Our 

conclusion with our online survey is that a truly accessible solution for vision-impaired 

people should not require precise manipulation of visual items, the use of the users’ eyes or 

the use of keyboards with screen magnifiers [29]. 

 We designed a new deformable flexible device called BendyPass for people with 

vision impairment to enter bend passwords based on the survey conclusion and on prior 

work [41, 68]. In our user study, we compared bend passwords on BendyPass with PINs on 

a touch-screen smartphone. We found the learnability and memorability of bend passwords 

is comparable to those of PINs. Bend passwords are also perceived as secure as PINs. 

Bend passwords were significantly faster to enter than PINs on a touch screen, although we 
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recognized the typing method used in our study is slower than more advanced typing 

methods. Our findings indicate potential for bend passwords not only for mobile devices, but 

also for logging into personal accounts in personal devices and for using ATMs.  

 We attribute the success of our project to involving vision-impaired experts to pilot 

the online survey and provide early feedback on the suggested designs before starting the 

study. Also, we recruited participants with vision impairment, both for our online survey and 

for our user study, instead of collecting data from sighted people or using blindfolded 

participants to evaluate our prototype. This way, we were able to get more realistic results 

on how people with vision impairment deal with passwords on mobile devices, and how 

usable bend passwords are for them. 

 Thus, our research project answered the overarching question regarding how usable 

bend passwords are for people with vision impairment by finding that bend passwords are as 

easy to create and to remember as PINs, but are faster to enter than PINs for people with 

vision impairment.  

 Our work was the first to extensively explore the relationship people with vision 

impairment have with passwords and user authentication methods on mobile devices. 

Through our online survey, we contribute to the body of knowledge by providing: 1) the main 

challenges faced by people with vision impairment when dealing with passwords, including 

accessibility issues they have with existing user authentication methods; 2) insights on how 

people with vision impairment perceive different user authentication methods, for example 

the methods they feel are more secure and least secure; 3) a comparison between people 

who are blind and people who have low vision regarding digital security, which resulted in 

very similar results except the least accessible user authentication method for them. 

 Additionally, our user study was the first to explore the use of bend gestures on 

deformable devices as a password input method, contributing with: 1) The design and 

fabrication of a new deformable prototype for password input; explained in Chapter 4; 2) 
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insights on bend passwords including that they are as easy to learn and as easy to 

memorize as PINs for people with vision impairment when; 3) potential applications for bend 

passwords, such as a universal password entry device for unlocking personal accounts; 4) 

design recommendations for new deformable devices described in Chapter 6. 

 

7.2 Future Work 

Future work will include improvements on the prototype, investigation of other application 

areas for BendyPass, and user studies on different contexts of use for people with vision 

impairment. We intend to improve the prototype by increasing the accuracy of the bend 

password recognition program, developing a method to provide clear feedback on the 

system status, defining sounds to be used as an alternate audio feedback, improving or 

replacing folding gestures, and experimenting with new device shapes and sizes, such as 

smartphone cases or keychains. We plan to evaluate other application areas for BendyPass, 

for example in ATMs, points of sales and bank tellers, by running user studies on different 

contexts of use. Finally, we plan to evaluate the usability of BendyPass for other groups of 

people, with different abilities.  
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Appendices 

Appendix A: Online Survey 

A.1 Consent Form for Online Survey 

Research Title: Exploring the learnability and usability of bend gestures for the visually 

impaired. 

Funding Source: National Sciences and Engineering Research Council of Canada 

(NSERC) through a Discovery Grant (RGPIN-2017-06300). 

Date of ethics clearance: November 8, 2017. 

Ethics Clearance for the Collection of Data Expires: November 30, 2018. 

  

Please provide your consent to participate in this online survey. 

 This survey aims to explore the use of passwords in personal devices by visually 

impaired users. The researcher for this study is Daniella Briotto Faustino in the Carleton 

University Human-Computer Interaction program. She is working under the supervision of 

Dr. Audrey Girouard in the School of Information Technology. 

 This online survey includes around 30 questions, either multiple choice or text entry, 

and you can complete it all at once or leave it and come back to finish it within a week. With 

your consent, your answers will be anonymously recorded so you will be referred to as 

participant number 1, for example. There are no known risks associated with taking part in 

this survey. You have the right to end your participation in the study at any time, for any 

reason, until the end of the survey. If you withdraw from the survey, all information you have 

provided will be discarded. 
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 As a token of appreciation, you will participate in a prize draw of an Amazon gift card 

in the value of 50 Canadian dollars. To assure your anonymity, at the end of the survey 

please follow the instructions to access another webpage to inform your email address. This 

will prevent any association between your email address and your answers to the survey. 

 All research data will be encrypted and will only be accessible by the researcher and 

the research supervisor. Once the project is completed, all research data will be kept for five 

years and potentially used for other research projects on this same topic. However, when 

completing the survey please note that Qualtrics servers for Carleton are located in the 

United States, hence subject to the US Patriot Act. 

 If you would like a copy of the finished research project, please contact the 

researcher to request an electronic copy, which will be provided to you. 

 The ethics protocol for this project was reviewed by the Carleton University Research 

Ethics Board, which provided clearance to carry out the research. If you have any ethical 

concerns with the study, please contact Dr. Andy Adler, Chair, Carleton University Research 

Ethics Board-A (by phone at 613-520-2600 ext. 4085 or via email at ethics@carleton.ca). 

 

A.2 Online Survey Questions 

S3 Section 1 of 4: General questions 

 

Q1 Are you visually impaired? (Choose one)                  

o Yes 

o No 
 

Q2 What is your age? (Write your answer in years) ______ 

 

mailto:ethics@carleton.ca
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Q3 In which country do you live? (Choose one) 

o Canada  

o Australia  

o India  

o The United Stated  

o United Kingdom  

o Other  
 

Display This Question: 
If Q3 = Other 

 

Q3a Please write the name of the country: 

________________________________________________________________ 

 

Q4 What is your gender? (Choose one) 

o Female  

o Male  

o Other  

o Prefer not to answer  
 

Q5 What best describes your visual impairment, with the best correction in your better eye? 

(Choose one) 

o Blind  

o Low vision  

o Other  
 

Display This Question: 
If Q5 = Other 
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Q5a Please describe your visual impairment: 

________________________________________________________________ 

 

Q6 How old were you when you became visually impaired? (Write age) _______ 

 

Q7 Which assistive devices do you use? (Choose all that apply) 

▢ Screen magnifier  

▢ Video magnifier  

▢ Personal digital assistant (PDA)  

▢ Electronic glasses  

▢ Voice input software 

▢ Screen reader  

▢ Refreshable Braille display  

▢ Braille keyboard  

▢ Smartphone overlay  

▢ Assistive apps  

▢ None of the above  
 

Q8 Please comment in case you have any other physical or cognitive impairment (Write your 

answer) ________________________________________________________________ 

 

S5 Section 2 of 4: Use of Passwords 

 

Q9 How would you rate the importance of using passwords to secure your personal data? 

(Choose one)  

o Not at all important  

o Not important  

o Neutral  
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o Important  

o Very important  
 

Q10 Why? (Write your answer) ________________________________________________ 

 

Q11 Usually, how many different passwords you use per day? (Write number) _______ 

 

Q12 Where do you commonly use your passwords? (Choose all that apply) 

▢ ATM machine    

▢ Online banking   

▢ Home security system   

▢ Personal devices   

▢ Email   

▢ Social media   

▢ Business software   

▢ Shopping websites   

▢ Online services   

▢ None of the above   
 

Q13 What are the strategies you use to remember passwords? (Write your answer)  

________________________________________________________________ 

 

Q14 How able you feel to keep your digital information secure? (Choose one)  

o Not at all able   

o Not able   

o Neutral   

o Able   

o Very able   
 

Q15 Why? (Write your answer) 

________________________________________________________________ 
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Q16 Do you have any concerns about entering passwords in public spaces? (Choose one) 

o Yes 

o No  
 

Display This Question: 
If Q16 = Yes 

 

Q16a What are your concerns? (Write your answer) 

________________________________________________________________ 

S4 Section 3 of 4: Methods to avoid unauthorized access to mobile devices, such as 

smartphones and iPods 

 

Q17 In your opinion, which method to unlock mobile devices is the most secure? (Choose 

one) 

o PIN (numeric password)   

o Alphanumeric password   

o Pattern (gesture draw on the screen)   

o Fingerprint   

o Voice recognition   

o Iris scan   

o Facial recognition   

o Other   
 

Display This Question: 
If Q17 = Other 

 

Q17a Please specify what method you consider the most secure: (Write your answer) 

________________________________________________________________ 
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Q18 Why do you think this is the most secure method? (Write your answer) 

________________________________________________________________ 

 

Q19 In your opinion, which method to unlock mobile devices is the least secure? (Choose 

one) 

o PIN (numeric password)   

o Alphanumeric password   

o Pattern (gesture draw on the screen)   

o Fingerprint   

o Voice recognition   

o Iris scan   

o Facial recognition   

o Other   
 

Display This Question: 
If Q19 = Other 

 

Q19a Please specify what method you consider the least secure: (Write your answer) 

________________________________________________________________ 

 

Q20 Why do you think this is the least secure method? (Write your answer) 

________________________________________________________________ 

 

Q21 In your opinion, what is the most accessible method to unlock mobile devices? (Write your 

answer) ____________________________________________________________ 
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Q22 In your opinion, what is the least accessible method to unlock mobile devices? (Write 

your answer) ___________________________________________________________ 

 

Q23 In a new method to unlock mobile devices, what would you like to see? (Write your 

answer) 

________________________________________________________________ 

 

S6 Section 4 of 4: Use of mobile devices, such as smartphones and iPods 

 

Q24 Which devices do you have? (Choose all that apply) 

▢ Desktop computer   

▢ Laptop computer   

▢ Tablet   

▢ Smartphone   

▢ Mobile phone (but not a smartphone)   

▢ iPod   

▢ Smartwatch   

▢ None of the above   
 

Display This Question: 
If Q24 != Smartphone 
And Q24 != iPod 

 

Q24a Why you do not use a smartphone or iPod? (Write your answer) 

________________________________________________________________ 
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Q25 What is the operation system of your smartphone? (Choose one) 

o iOS   

o Android   

o Windows   

o Blackberry   

o Other   

o I don’t know   
 

Q26 How many years have you been using smartphones? (Write number of years) 

________________________________________________________________ 

 

Q27 Do you use any method to avoid unauthorized access to your smartphone? (Choose 

one) 

o Yes   

o No   
 

Display This Question: 
If Q27 = No 

 

Q27a Why you do not use any method to secure your smartphone? (Write your answer) 

________________________________________________________________ 

 

Display This Question: 
If Q27 = Yes 
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Q28 Which method you use more frequently to unlock your smartphone? (Choose one) 

o PIN (numeric password)   

o Alphanumeric password   

o Pattern (gesture draw on the screen)   

o Fingerprint   

o Voice recognition   

o Iris scan   

o Facial recognition   

o Other   
 

q26 How many years have you been using iPods? (Write number of years) 

________________________________________________________________ 

 

q27 Do you use any method to avoid unauthorized access to your iPod? (Choose one) 

o Yes   

o No   
 

Display This Question: 
If q27 = No 

 

q27a Why you do not use any method to secure your iPod? (Write your answer) 

________________________________________________________________ 

 

Display This Question: 
If q27 = Yes 
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q28 Which method you use more frequently to unlock your iPod? (Choose one) 

o PIN (numeric password)   

o Alphanumeric password   

o Pattern (gesture draw on the screen)   

o Fingerprint   

o Voice recognition   

o Iris scan   

o Facial recognition   

o Other   
 

q26 How many years have you been using mobile phones? (Write number of years) 

________________________________________________________________ 

 

q27 Do you use any method to avoid unauthorized access to your mobile phone? (Choose 

one) 

o Yes   

o No   
 

Display This Question: 
If q27 = No 

 

q27a Why you do not use any method to secure your mobile phone? (Write your answer) 

________________________________________________________________ 

 

Display This Question: 
If q27 = Yes 
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q28 Which method you use more frequently to unlock your mobile phone? (Choose one) 

o PIN (numeric password)   

o Alphanumeric password   

o Other   
 

Display This Question: 
If Q28 = PIN (numeric password) 
Or Q28 = Alphanumeric password 
Or q28 = PIN (numeric password) 
Or q28 = Alphanumeric password 
Or q28 = PIN (numeric password) 
Or q28 = Alphanumeric password 

 

Q28a How many characters does your password have? (Write number) 

________________________________________________________________ 

 

Display This Question: 
If Q28 = Other 
Or q28 = Other 
Or q28 = Other 

 

Q28b What is the method that you use more frequently? (Write your answer) 

________________________________________________________________ 

 

Display This Question: 
If Q27 = Yes 
Or q27 = Yes 
Or q27 = Yes 

 

Q29 Why do you use this method to unlock your device? (Write your answer) 

________________________________________________________________ 

 

Display This Question: 
If If Why do you use this method to unlock your device? (Write your answer) Text Response Is Displayed 
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Q30 What do you dislike about this method? (Write your answer) 

________________________________________________________________ 

 

Display This Question: 
If If Why do you use this method to unlock your device? (Write your answer) Text Response Is Displayed 

 

Q31 Please write any additional comments you may have about securing your mobile device 

________________________________________________________________ 

 

Appendix B: User Study Protocol 

B.1 Consent Form for User Study 

Title: Exploring the learnability and effectiveness of bend gestures as a form of input when 

compared to other touch interaction patterns for visually impaired users     

Funding Source: National Sciences and Engineering Research Council of Canada 

(NSERC) through a Discovery Grant (RGPIN-2017-06300).      

Date of ethics clearance: May 17, 2017.     

Ethics Clearance for the Collection of Data Expires: November 30, 2018.      

I ______________________________________, choose to participate in a study on Bend 

Gestures. This study aims to explore the usability of a deformable device for password input 

for users with vision impairment. The researcher for this study is Daniella Briotto Faustino in 

the Carleton University Human-Computer Interaction program. She is working under the 

supervision of Dr. Audrey Girouard in the School of Information Technology.   

_________________________________________________________________________ 

       This study involves two 60 minute sessions. In the first session, you will set-up a 

password in two different devices, a touchscreen smartphone and a bendable prototype. 
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The password will be entered multiple times to make sure you memorize them. In the 

second session, about a week after the first session, you will have five attempts to use the 

password defined in the first session to unlock each device.  

 With your consent, your hand gestures will be video-recorded and a brief interview 

will be audio-recorded. All the data collected will be anonymized so you will be referred to as 

participant number 1, for example. There are no known risks associated to taking part in this 

study.       

 You have the right to end your participation in the study at any time, for any reason, 

until the end of the session. If you withdraw from the study, all information you have provided 

will be immediately destroyed.      

 As a token of appreciation, in today’s session you will receive $10. This is yours to 

keep, even if you withdraw from the study. In addition, after completing the second session 

of this study, you will receive other $30. Your reasonable transportation costs for attend 

each session will also be covered.      

 All research data, including video-recordings and any notes will be encrypted. Any 

hard copies of data (including any handwritten notes or USB keys) will be kept in a locked 

cabinet at Carleton University. Research data will only be accessible by the researcher and 

the research supervisor.      

 Once the project is completed, all research data will be kept for five years and 

potentially used for other research projects on this same topic. At the end of five years, hard 

copies will be securely destroyed.       

 If you would like a copy of the finished research project, you are invited to contact the 

researcher to request an electronic copy which will be provided to you.      

 The ethics protocol for this project was reviewed by the Carleton University Research 

Ethics Board, which provided clearance to carry out the research. If you have any ethical 

concerns with the study, please contact Dr. Andy Adler, Chair, Carleton University Research 
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Ethics Board-A (by phone at 613-520-2600 ext. 4085 or via email at 

ethics@carleton.ca).             

 

B.2 Protocol Session 1 

Consent form 

 

I1 Participant number: _________ 

 

I3 First device to be tested: 

(if odd participant number = flex, if even participant number = touch) 

o flex - BendyPass  

o touch - Smartphone  
 

S1 Thank you for agreeing to participate in this study. This study is composed of two 

sessions, which should take around an hour, each. 

 

S3 In today’s session, I will first ask you a few questions. Then, I will present you two 

devices, one at a time. After training how to use each of them, I will ask you to create a new 

password. Then, I will also ask a few more some questions before we move to the next 

device. 

     Please remember that you are not being tested; in fact, you are testing the prototypes! 

So, if you have any issue, it is not your fault, it is because we are testing imperfect 

prototypes. Do you have any questions before we start? OK, let’s start. 
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S4 Now, I am going to ask you some questions. If you do not feel comfortable answering 

any of the questions just let me know and we can move on to the next question. 

 

Questions from the online survey 

 

Q40 Have you ever participated in a study on flexible devices before? 

o Yes  

o No  

 
Display This Question: 
If Have you ever participated in a study on flexible devices before? = Yes 

 

Q41 What was the study? _________________________________________________ 

 

S5 Now, we are going to start testing the devices. For each device, I'll tell you how to use 

them, and you will have some time to train how to use them. Then, I'll ask you to create a 

new password with them and confirm the password created 3 times.  

  

S8 Now, you are going to interact with a touch-screen smartphone. Do you prefer to use it 

with a screen reader or a screen magnifier? [set it up]  

The smartphone is open in an application that has a keypad similar to the one of a 

calculator. You can try it to learn where the buttons are. The button labelled button can be 

used to delete the previous digit typed. Once you are done training the gestures, let me 

know so you can create a new password for you. [wait] 

Now please create a strong and memorable password with at least 6 digits, following 

the audio cues. Please avoid using a password you already have. 
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Q60 On a scale from 1 to 10, where 1 is not at all easy and 10 is very easy, how easy it was 

for you to create a new PIN number on the smartphone? _________ 

 

Q61 Why? ________________________________________________________________ 

 

Q62 On a scale from 1 to 10, where 1 is not at all easy and 10 is very easy, how easy do 

you think it will be to remember your PIN number? _________ 

 

Q63 Why? ________________________________________________________________ 

 

Q64 On a scale from 1 to 10, where 1 is not at all confident and 10 is very confident, how 

confident do you feel to remember your PIN number in a week from now? _________ 

 

Q65 Why? ________________________________________________________________ 

 

Q66 On a scale from 1 to 10, where 1 is not at all secure and 10 is very secure, how secure 

do you think your new PIN number is? _________ 

 

Q67 Why? ________________________________________________________________ 

 

Q68 On a scale from 1 to 10, where 1 is not at all secure and 10 is very secure, how secure 

do you think your new PIN number is against a shoulder-surfing attack? 

 

Q69 Why? ________________________________________________________________ 
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S9 As in our second session I will ask you to unlock the device without my help, by using the 

password memorized today, let’s rehearse it a little more. You will have as many attempts as 

you need to complete five successful logins. Are you ready? So, please follow the audio 

cues from the testing website to proceed.  

 

S6 This is a BendyPass, a flexible prototype for password input.  

You can bend its corners up or down and fold it in half. It can recognize a total of 10 different 

bend gestures. Please try it to learn the possible gestures. Once you are done training the 

gestures, let me know so you can create a new password for you. [wait] 

Now your task is to create a strong and memorable password with at least 6 gestures, 

following the audio cues. 

 

Q50 On a scale from 1 to 10, where 1 is not at all easy and 10 is very easy, how easy it was 

for you to create a bend password on BendyPass? _________ 

 

Q51 Why? ________________________________________________________________ 

 

Q52 On a scale from 1 to 10, where 1 is not at all easy and 10 is very easy, how easy do 

you think it will be to remember your bend password? _________ 

 

Q53 Why? ________________________________________________________________ 

 

Q54 On a scale from 1 to 10, where 1 is not at all confident and 10 is very confident, how 

confident do you feel to remember your bend password in a week from now? _________ 

 

Q55 Why? ________________________________________________________________ 
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Q56 On a scale from 1 to 10, where 1 is not at all secure and 10 is very secure, how secure 

do you think your bend passwords is? _________ 

 

Q57 Why? ________________________________________________________________ 

 

Q58 On a scale from 1 to 10, where 1 is not at all secure and 10 is very secure, how secure 

do you think your bend password is against a shoulder-surfing attack (someone looking over 

your shoulder and trying to get your password)? _________ 

 

Q59 Why? ________________________________________________________________ 

 

S7 As in our second session I will ask you to unlock the device without my help, by using the 

password memorized today, let’s rehearse it a little more. You will have as many attempts as 

you need to complete five successful logins. Are you ready? So, please follow the audio 

cues from the testing website to proceed.  

 

Q70 On a scale from 1 to 10, where 1 is not at all likely and 10 is very likely, how likely 

would you be to use bend passwords if they were available? _________ 

 

Q71 Why? ________________________________________________________________ 

 

Q72 On a scale from 1 to 10, where 1 is prefer PIN number or text and 10 is prefer bend 

password, how would you rate your preference for bend passwords on a flexible device? 

_________ 
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Q73 Why? ________________________________________________________________ 

 

Q74 What do you think worked well on BendyPass today? 

________________________________________________________________ 

 

Q75 What do you think could be improved on BendyPass today? 

________________________________________________________________ 

 

Q76 Do you have any final questions or comments? 

________________________________________________________________ 

 

Q77 That's the end of today's session. Just to confirm, do you agree that I keep the 

anonymized data collected today as part of the study?  

o Yes  

o No  
 

S10 Thank you for your participation in today’s session. Please take $10 as a token of our 

appreciation [pay participant]. See you in the next session [confirm date and time]. 

 

B.3  Protocol Session 2 

I1 Participant number: _________ 
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I3 First device to be tested: 

(if odd participant number = smartphone, if even participant number = flex) 

o flex - BendyPass  

o touch - Smartphone  
 

S1 Thank you for coming for the second session of our study. Today, we will be checking 

the passwords used in the first session. 

 

S2 Before we start, I'd like to ask you a few questions about the passwords you created in 

the last session. 

 

Q90 On a scale from 1 to 10, where 1 is not at all easy and 10 is very easy, how easy do 

you think it will be to remember your PIN number? _________ 

 

Q90a Why? _______________________________________________________________ 

 

Q91 On a scale from 1 to 10, where 1 is not at all confident and 10 is very confident, how 

confident do you feel to remember your PIN number today? _________ 

 

Q91a Why? _______________________________________________________________ 

 

Q92 What strategies have you used to remember your PIN number to unlock the 

smartphone in today's session? 

________________________________________________________________ 
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Q80 On a scale from 1 to 10, where 1 is not at all easy and 10 is very easy, how easy do 

you think it will be to remember your bend password? _________ 

 

Q81 Why? ________________________________________________________________ 

 

Q82 On a scale from 1 to 10, where 1 is not at all confident and 10 is very confident, how 

confident do you feel to remember your bend password today? 

 

Q83 Why? ________________________________________________________________ 

 

Q83a What strategies have you used to remember your bend password to unlock 

BendyPass in today's session? 

________________________________________________________________ 

 

S6 Here is the smartphone [handle device to the participant]. I would like to ask you to 

unlock it 5 times using the password rehearsed in the last session. Are you ready? So, 

please follow the audio cues from the testing website to proceed. 

 

Q93 Which assistive feature you most commonly you use on your smartphone? 

o Screen reader  

o Screen magnifier  

o Both  
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Q93a [If use screen reader] what method do you most common use to type on your 

smartphone? 

o Standard typing  

o Touch typing  

o Direct touch typing  
 

Q93b [If use screen magnifier] Do you use the feature to invert the screen colours? 

o Yes  

o No  
 

S7 Now I will ask a few questions to measure the workload required to complete the login 

with the smartphone. 

 

Q94 On a scale from 0 to 20, where 0 is very low and 20 is very high, how mentally 

demanding was the task? (How much thinking, deciding and remembering was required?) 

_________ 

 

Q95 On a scale from 0 to 20, where 0 is very low and 20 is very high, how physically 

demanding was the task? (How much pushing and pulling was required / how strenuous the 

task was?) _________ 

 

Q96 On a scale from 0 to 20, where 0 is very low and 20 is very high, how hurried or rushed 

was the pace of this task? _________ 
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Q97 On a scale from 0 to 20, where 0 is failure and 20 is perfect, how successful were you 

in accomplishing what you were asked to do? _________ 

 

Q98 On a scale from 0 to 20, where 0 is very low and 20 is very high, how hard did you have 

to work to accomplish your level of performance? _________ 

 

Q99 On a scale from 0 to 20, where 0 is very low and 20 is very high, how insecure, 

discouraged, irritated, stressed, and annoyed were you? _________ 

 

S3 Here is BendyPass, the flexible device. I would like to ask you to unlock it 5 times using 

the password rehearsed in the last session. Are you ready? So, please follow the audio cues 

from the testing website to proceed. 

 

S4 Now I will ask a few questions to measure the workload required to complete the login 

with BendyPass. 

 

Q84 On a scale from 0 to 20, where 0 is very low and 20 is very high, how mentally 

demanding was the task? (How much thinking, deciding and remembering was required?) 

_________ 

 

Q85 On a scale from 0 to 20, where 0 is very low and 20 is very high, how physically 

demanding was the task? (How much pushing and pulling was required / how strenuous the 

task was?) _________ 
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Q86 On a scale from 0 to 20, where 0 is very low and 20 is very high, how hurried or rushed 

was the pace of this task? 

 

Q87 On a scale from 0 to 20, where 0 is failure and 20 is perfect, how successful were you 

in accomplishing what you were asked to do? _________ 

 

Q88 On a scale from 0 to 20, where 0 is very low and 20 is very high, how hard did you have 

to work to accomplish your level of performance? _________ 

 

Q89 On a scale from 0 to 20, where 0 is very low and 20 is very high, how insecure, 

discouraged, irritated, stressed, and annoyed were you? _________ 

 

S8 As Workload is perceived differently each person, I’ll explain the factors we are 

considering, based on the NASA Task Load index. One is the Mental effort, related to how 

much thinking, deciding and remembering you applied. Another is the Physical demand, 

related to pushing and pulling, for example. Another is Temporal demand, associated to how 

you perceived the pace of the task. Performance is associated with how successful you 

were completing the task, Effort relates to how hard you had to work to complete the task, 

and Frustration is related to how insecure, stressed and annoyed you felt.   I’ll now tell you 

pairs of those factors and I’d like to ask you to choose the most important contributor to 

workload for the specific task you performed: 
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Q100 Choose one for each pair: 

Effort Performance 

Temporal demand Frustration 

Temporal demand Effort 

Physical demand Frustration 

Performance Frustration 

Physical demand Temporal demand 

Physical demand Performance 

Temporal demand Mental demand 

Frustration Effort 

Performance Mental demand 

Performance Temporal demand 

Mental demand Effort 

Mental demand Physical demand 

Effort Physical demand 

Frustration Mental demand 

 

Q101 On a scale from 1 to 10, where 1 is not at all likely and 10 is very likely, how likely 

would you be to use bend passwords if they were available? _________ 

 

Q102 Why? _______________________________________________________________ 

 

Q103 On a scale from 1 to 10, where 1 is prefer PIN number or text and 10 is prefer bend 

password, how would you rate your preference for bend passwords on flexible devices? 
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Q104 Why? _______________________________________________________________ 

 

Q115 Do you prefer system-assigned passwords or do you like choosing your own? 

________________________________________________________________ 

 

Q116 Do you think not choosing your own passwords had any effect on your ability to 

remember it? 

________________________________________________________________ 

 

Q117 If you had a flexible device, would you use a bend password or a PIN? 

________________________________________________________________ 

 

Q110 How was your experience using BendyPass, the flexible device? 

________________________________________________________________ 

 

Q111 Where do you think bend passwords could be applied? 

▢ Unlocking smartphones  

▢ Unlocking personal computer  

▢ Accessing social media  

▢ Accessing email  

▢ Accessing online banking  

▢ Using ATM  

▢ Open front door of the house  

▢ Other ________________________________________________ 
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Q112 On a scale from 1 to 10, where 1 is not at all likely, and 10 is very likely, how likely 

would you be to use BendyPass to unlock your devices, if it could be paired via Bluetooth to 

your personal devices? _________ 

 

Q113 On a scale from 1 to 10, where 1 is not at all likely, and 10 is very likely, how likely 

would you be to use BendyPass to unlock your accounts, if it could connect via Bluetooth to 

your personal devices? _________ 

 

Q114 On a scale from 1 to 10, where 1 is not at all likely, and 10 is very likely, how likely 

would you be to use BendyPass to access your bank account, if it could be paired with ATM 

machines? _________ 

 

Q115 On a scale from 1 to 10, where 1 is not at all likely, and 10 is very likely, how likely 

would you be to use BendyPass to open your house, if it could be paired with your door? 

_________ 

 

Q116 On a scale from 1 to 10, where 1 is not at all likely, and 10 is very likely, how likely 

would you be to use bend passwords on a flexible smartphone? 

 

Q117 What did you like the most about BendyPass, the flexible device? 

________________________________________________________________ 

 

Q118 What did you dislike the most about BendyPass, the flexible device? 

________________________________________________________________ 

 



BEND PASSWORDS FOR PEOPLE WITH VISION IMPAIRMENT 

 

 

Daniella Briotto Faustino 142 

Q119 How do you think we can improved with the Bend password system?  

________________________________________________________________ 

 

Q120 What customization options would you like BendyPass to have, so you could 

personalize it to you? 

________________________________________________________________ 

 

Q121 Who do you know that would like to use BendyPass, the flexible device? What are 

they like? 

________________________________________________________________ 

 

S5 Thank you for your participation and please take $30 as a token of our appreciation. [Pay 

participants for their participation]  

 

S6 If you know anyone else that is blind or have low vision, and would like to participate in 

the study, please let me know or forward my email to them. 
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