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" To be sure, this word information in communication theory 

relates not so much to what you do say, as to what you could say. 

That is, information is a measure of one's freedom of choice when 

one selects a message." 

(C. E. SHANNON and W. WEAVER [142]) 
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Abstract 

A Micro-Aggregation Technique (MAT) is a Statistical Disclosure Control scheme 

that is used to protect a SDB. The aim of this Doctoral Thesis and our research 

endeavor is to study the Micro-Aggregation Problem and to design and implement 

novel MATs that could prevent the disclosure of confidential information, and simul

taneously not significantly harm the utility of the data being provided to the user. 

The research undertaken enhances the general performance of MATs by either mini

mizing the computation, or by minimizing the value of the Information Loss (iX), the 

Disclosure Risk (DR), or a composite measure of the latter two indices, the Scoring 

Index (SI). 

This Thesis describes four new methodologies, which are our primary contribu

tions: 

1. We have considered an existing MAT algorithm, namely the so-called fc-Ward 

algorithm and optimized it for large data sets. This has been done by taking 

advantage of the distinct properties of the distance matrix and/or utilizing the 

principle of recursion. 

2. We have merged the rich fields of Learning Automata (LA) and MATs to 

present a novel Fixed-Structure LA to micro-aggregate a micro-data file. The 

proposed algorithm has been shown to be superior to the state-of-the-art meth

ods. 

3. We have suggested how a neural network philosophy can lead to an enhanced 

MAT. To achieve this we have investigated the effect of replacing the Euclidean 

distance, which is used to measure the similarity between the individual records 

in the micro-data file, by the association and the interaction rules that govern 

the neural network. 

4. We have proposed a methodology to use the theory of causal networks and 

dependency to improve any MAT. The results of such a preprocessing phase 
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assist in solving a very difficult problem, namely that of determining the number 

and identity of the variables to be used in any micro-aggregation process. 

The Thesis also lists various open problems and avenues for future research. 
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Chapter 1 

Introduction 

1.1 Introduction 

The development of empirical research and the growing capacity of modern computer 

systems have led to Statistical DataBases (SDBs) that contain a large amount of 

information, some of which may be sensitive. SDBs are used to produce statistical 

summaries about certain groups, such as the sum, count, average, min and max [30]. 

However, it is essential that these statistical summaries do not disclose the content 

of any single individual record. This requirement is often difficult to satisfy, because 

the user may ask many different "legal" queries and deduce confidential information 

from the responses obtained1. For example, comparing the mean salary of two groups 

differing only by a single record will compromise the salary value of the individual 

whose record is in one group but not in the other [2, 4, 12, 30, 69, 80, 86, 123]. 

The problem of enhancing the security in SDBs has received a lot of attention in 

lSDBs can be exactly or partially compromised if there is an authorized user who constructs 
one or more queries using a priori information, which, in turn, can be used to infer the value of a 
certain field. The most effective methods for compromising SDBs are listed as follows: Generating 
a query set whose cardinality is unity, using an individual tracker, utilizing a general tracker, or 
presenting queries tha t possess the "overlap" property. More details of these mechanisms are given 
in [12, 30, 69], 

1 
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recent years. This is because of the fact that government agencies and private organi

zations increasingly face the problem of protecting confidential information contained 

in their databases. Census bureaus have successfully dealt with this problem by re

moving information from the databases that can easily identify an individual, i.e. 

Social Insurance Number. They release statistical summaries drawn from a small 

sample of the entire population [35, 101, 97]. 

Generally speaking, the problem at hand concentrates on guaranteeing the security 

of SDBs, and on obtaining useful, unbiased statistical information. Several avenues 

to achieve this have been reported in the literature, each of them having their own 

properties. 

One approach to solve this problem is to restrict access to the data. INGRES 

[69], for example, distinguishes between two types of statistical queries: Those that 

apply to the whole relation and those that apply to a subset of any relation. The 

first type of query is equivalent to one with a non-characteristic formula, which will 

be answered normally. As opposed to this, the second type of query is modified with 

relevant access rules in such a way that a potential intruder only gets Read Access 

to a subset of rows in the relation and, thus, obtains an answer which approximates 

the true one. This, of-course, prevents compromising the database, but it is very 

restrictive for most situations. 

Another approach to resolve this is to provide the system with a wide range of 

powerful techniques, each of which yields inference protection against intruders. The 

families of these techniques are listed and classified in the literature [16, 86], and a 

more detailed survey is found in Chapter 2. However, it is generally assumed that 

they can be classified into three groups: Query set restriction, various perturbation-

based approaches, and conceptual schema approaches. These are briefly detailed in 

the following paragraphs. 

1. Query Set Restrict ion Approaches 

These techniques protect against inference by restricting and not releasing the 
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statistical summaries that could reveal pieces of confidential information about 

single individuals in the SDB. The set of released data is a subset of the set 

which satisfies the restrictions that have been applied on the size, type of the 

query result and/or the percentage of the overlap between the result of the 

current query and the previously submitted queries. Although this approach 

prevents an exact compromise, it eliminates the usefulness of SDBs. Query set 

size control, Query set overlap control Auditing, Partitioning and Cell suppres

sion are examples of methods within this category [16, 69]. 

2. Perturbat ion-Based Approaches 

These techniques provide inference protection by introducing a modification to 

the information in an unpredictable way. The information can be modified be

fore answering the queries or after processing them, but rather, before releasing 

the result to the user. Data perturbation is the name of methods in the first sce

nario where a proxy database is created from the original database and all the 

statistical queries are calculated against the proxy database. Methods within 

the second sub-class are called output perturbation methods, and they do not 

need a proxy database because all the statistical queries are calculated against 

the real database, after which noise is added to the result. Data perturbation 

avoids the inference and always provides consistent results. On the contrary, 

output perturbation could provide the user with inconsistent results. Data 

swapping, Fixed data perturbation, Micro-aggregation, Random sample queries, 

Varying output perturbing, and Rounding are examples of methods within this 

category [16, 69]. 

3. Conceptual Approaches 

Methods of this sub-class address the inference problem by altering the concep

tual level schema on which the SDB is built. It concentrates on re-designing 

the schema of the relations. Although the benefit of such solutions are signif

icant with respect to security, the implementation is very expensive because 

these approaches require major changes to the structure of the database model, 

as well as the additional time required for uploading sessions to populate the 
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tables. The Conceptual Model and Lattice Model techniques are examples of 

methods within this category [16, 69]. 

The quality of the information released to the user in the presence of an inference 

protection technique is measured using different criteria such as security, robustness, 

bias, precision, and consistency [2, 16]. Security is the fundamental measurement of 

performance that avoids both partial and exact compromises. Robustness concerns 

the assumptions made by the system about the supplementary knowledge of the 

SDBs. As opposed to these, the difference between bias and precision is that the 

bias represents the variance between the perturbed value returned to the user and 

the true value, while precision refers to the variance in a system's bias, which must 

be within a specified confidence interval. Finally, consistency represents the ability 

of a perturbation-based system to respond to the queries without contradiction2 or 

paradox3. 

As previously mentioned, many researchers have proposed an ensemble of methods 

for preventing a breach of the security in SDBs, while others have constructed models 

for studying this problem. The research within the scope of this Doctoral Thesis 

deals with the Micro-Aggregation Technique (MAT) which is considered as one of 

the perturbative methods. In spite of a few reported weakness described later in the 

Thesis, MATs have recently emerged as being some of the most promising protection 

methods [100]. It is used to protect micro-data files by storing the individual records 

in groups possessing a minimum size constraint. Whenever the query is submitted, 

it is addressed to a group containing the record, but never to a specific record within 

the group. This prevents a user from isolating a record with overlapping queries. An 

MAT possesses many attractive features such as its robust performance, its consistent 

responses, and ease of implementation. It is important to mention that the MAT 

offers more protection to outliers than other SDC techniques, and the choice of its 

unique parameter (which we shall specify later) is less influential than others. The 

2 A contradiction can occur when the query responses are perturbed. In such a case, there is a 
possibility that comparing responses of two queries will reveal arithmetic inconsistencies. 

5 A paradox refers to responses that violate the properties of statistical queries. 
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clear connection between the properties of an MAT and the anonymization of SDBs 

increases the importance of the former [40, 53, 57, 94, 131, 133, 134]. 

The primary goal of this Thesis is to report a set of newly proposed strategies that 

enhance the general performance of MATs. These enhancements are obtained by 

either minimizing the required computational time to micro-aggregate all the micro-

units in the micro-data file, or by minimizing the value of the Information Loss, (IL), 

the Disclosure Risk, (DR), or a criterion which is a composite index based on the IL 

and DR. Our research will involve concentrating on all these aspects from a variety 

of perspectives. 

This chapter provides an introduction to this Doctoral Thesis, and illustrates 

its main motivations and objectives. The chapter is organized as follows: Section 

1.2 presents the main motivations and objectives of the work. Section 1.3 gives the 

organization of the Thesis, and catalogues the main contributions of each chapter. 

1.2 Motivations and Objectives 

As mentioned earlier, this Thesis focuses on MATs that are a family of techniques 

that modify the micro-data file in order to guarantee the factual anonymity of the 

data. At the same time, the intention is that there should not be a huge reduction in 

the information content of the data so that the user is able to get useful, un-biased 

statistical summaries. Micro-aggregation is a clustering problem with cardinality 

constraints that originated in the area of Statistical Disclosure Control (SDC) for 

micro-data. In other words, an MAT is typically implemented by clustering the 

micro-individual records into groups (where each group satisfies certain group-size 

constraints) based on the similarity between them, and then replaces the individual 

values by the aggregated value. 
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There are numerous micro-aggregation algorithms; they can be classified as fol

lows: uni-variate vs. multi-variate, heuristic vs. optimal, and fixed-size vs. data-

oriented. A detailed description and survey of these methods can be found in Chap

ter 2. In this Thesis, our aim will be to enhance existing algorithms that belong 

to the heuristic, uni-variate, data-oriented type, and to develop new algorithms that 

belong to multi-variate, heuristic, with fixed-size or data-oriented type. The reason 

for seeking such solutions will be explained presently, and in more detail in Chapter 

2. In this regard we mention that although an optimal algorithm for the uni-variate 

case was proposed in [74], unfortunately, for the multi-variate case, the problem is 

NP-hard [102, 103]. 

The main advantage of having several heuristic algorithms with fixed or data-

oriented group size constraints is that there are some situations in which the micro-

aggregation of key attributes is insufficient to preserve confidentiality. Therefore, 

re-computing the micro-aggregated sets using other heuristic algorithms or changing 

a security parameter (such as the group size constraint), could also lead to potentially 

superior solutions [42]. 

1.2.1 Motivations 

A significant amount of work has been done to devise and optimize MATs, most 

of which involve invoking clustering as a foundational tool. The methods available 

for clustering data are numerous and a list would probably number in the hundreds. 

Rather than re-visit the problem by merely considering new clustering methods, our 

aim is to see if we can optimize MATs by utilizing some fundamentally new tools. 

In order to motivate the Thesis, we list these below: 

• We would like to see if we can incorporate a recursive strategy in developing 

MATs. To the best of our knowledge, we are not aware of MATs that have 

been developed for large data sets, and that are entirely constructed by first 

invoking MATs on small-size data sets whose results are subsequently merged 
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to yield the final comprehensive result. 

• A second motivation for this Thesis is to see if we can devise a set of algorithms 

for the Micro-Aggregation problem (MAP) that use Learning Automata, (LA). 

As far as we know, there is no existing MAT for which the basic computational 

tool is a fixed or variable structure LA. Indeed, our aim is to find a strategy by 

which we can merge the rich fields of MAT and LA. 

• The third motivation focuses on devising multi-variate MATs that are based 

on a neural-based clustering method. Indeed, we are not aware of any Neural 

Network (NN) technique that has been explicitly used as a fundamental tool 

to solve the MAP. We would like to investigate whether the concept of homo

geneity (similarity) between micro-records can be measured by incorporating 

the phenomena of Association and the Interaction. Again, to the best of our 

knowledge, no MAT has been described so as to utilize these criteria. 

• The last motivation of this Thesis is to investigate whether it is possible to 

introduce into the existing MAT solutions, schemes that determine the depen

dency between the random variables (rather than the records). As far as we 

know, dependence information has not been used in devising MATs, and it is 

our hope that our research will lead to methods that utilize such strategies. 

This summarizes the motivation for our Thesis. 

1.2.2 Objectives 

With the motivations previously listed serving as a beacon to develop new MATs, 

the objectives of the Thesis are the following: 

1. First of all, we would like to develop fast recursive mechanisms that invoke 

MATs for large-size data sets. In particular, we would like to optimize the k-

Ward micro-aggregation algorithm with respect to the computational time for 
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both uni-variate and projected multi-variate micro-data sets. Our intention is 

to increase the speed of the micro-aggregation without sacrificing the ultimate 

utility of the data. We would like to demonstrate that it is possible to take 

advantage of the distinct properties of the distance matrix and the principle 

of recursion, to substantially reduce the effective computational burden of the 

scheme. 

2. We would like to demonstrate how the principles behind the families of fixed-

structure stochastic LA can be used to enhance MATs. Integrating these fam

ilies would lead to novel contributions in both these domains. The results we 

present prove that this can be achieved for uni-variate and multi-variate micro-

data sets for fixed-size constraints. 

3. We would like to use NN techniques, such as those previously used for associa

tive clustering, to enhance MATs. In particular, our objective is to demonstrate 

the applicability of the association similarity rule (instead of the Euclidean dis

tance) to yield micro-aggregation. In this regard, we have utilized the Associa

tive Clustering Neural Network learning scheme to effectively solve the MAP. 

4. We would like to demonstrate that while developing MATs, it is expedient 

to incorporate information about the structure and dependency between the 

random variables in the micro-data file. We have demonstrated that including 

such information will enhance the process of determining how many variables 

and which variables should be used in the micro-aggregation process. The 

question of knowing the most suitable metric (with respect to the required 

computational time and the accuracy) for estimating the dependence model 

has also been addressed. 



CHAPTER 1. INTRODUCTION 9 

1.3 Organization of the Thesis 

In this section, we present the overall organization of the Doctoral Thesis and the 

content/contributions of each chapter. 

• Chapter 2: Literature Review 

This chapter presents the background material needed for the Thesis. We first 

introduce the concept of SDC, and then describe its application domain and 

the various data types that are currently used in SDBs. We then proceed to 

focus our scope by concentrating on the family of micro-data types in SDBs. 

At this point, we emphasize the importance of the IL and DR measures, and 

survey the various ways of resolving the conflicting goals that they represent. 

Additionally, we also summarize the perturbative and non-perturbative SDC 

methods for micro-data protection. Since our research focuses on the MAT, we 

formally state the MAP and attempt to survey it in a comprehensive manner. 

Indeed we believe that this chapter represents a complete overview of the state-

of-the-art techniques. 

• Chapter 3: Enhancing the Heuristic fc-Ward M A T 

This chapter shows how we can optimize the fc-Ward method by applying some 

matrix-based and recursive optimization techniques, thus rendering the fc-Ward 

method to be pragmatic. These optimizations involve (a) minimizing the com

putations done in evaluating the between-class distance matrix, and (b) recur

sively partitioning the data set before invoking a A;-Ward strategy, thus enforcing 

that the latter is invoked on "primitive" small-size sub-groups that terminate 

the recursion. The proposed optimized versions have been rigorously tested on 

two reference data sets, and the results have been compared with the standard 

benchmark methods [45]. The main contribution of this chapter is that we 

have clearly demonstrated that our new optimized versions minimize the com

putational time required to micro-aggregate all the individual micro-units in 

the micro-data file, rendering it a viable option. The computational advantage 

sometimes exceeds 80% if one of the optimization approaches is applied by itself, 
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and more than 90% if both the above enhancements are invoked simultaneously. 

The various optimization strategies are applied to uni-variate data sets, and also 

on multi-variate data sets projected using the first principle component or the 

sum of Z-scores. The work done in this chapter was published in [65]. 

• Chapter 4: Us ing Fixed Structure LA to Solve the M A P 

This chapter presents an interesting new method for a fixed-size, multi-variate, 

micro-aggregation in the Euclidean space. As mentioned earlier, the very con

cept of using LA for micro-aggregation is a novel contribution to the SDC field. 

The method is based on the concept of specifying various levels of uncertainties 

for pairs of individuals belonging to the same group. To accomplish this, our new 

LA, the Object Migrating Micro-aggregation Automaton (OMMA), increases 

or decreases these uncertainty levels depending on whether a known similar pair 

is "correctly" or "incorrectly" clustered by the algorithm. The experimental re

sults presented in this chapter show that this technique is a promising scheme 

for the MAP, since the improvement in the data utility is as high as 10% and 

8% when compared to the Maximum Distance Average Vector (MDAV) and 

Maximum Spanning Tree (MST) schemes, respectively. Besides this, our solu

tion also offers a minimum score value when compared to the MDAV method 

by using a score index (SI), which is a composite measure incorporating both 

the IL and the DR. The work done in this chapter was published in [64]. 

• Chapter 5: Us ing N N M e t h o d s t o Solve the M A P 

This chapter presents a new practical method, based on the theory of NNs, to 

solve the MAP. The novelty of this chapter is its concentration on introducing a 

new metric for measuring the similarity. This new metric preserves the meaning 

of the closeness between the records so as to coalesce them into groups, and to 

also maximize the actual Interaction among the records inside each group. In 

general, incorporating the concepts of the Interaction among the records and 

their mutual Association, has been shown to be advantageous to solve the MAP 

because they have the effect of minimizing the IL. The experimental results 

presented in this chapter show that this technique is a promising scheme for the 
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MAP, since the improvement in the data utility compared to the MDAV is as 

high as 8% and 14% for real and simulated data sets, respectively. Again, the 

method also yields a superior SI value when compared to the MDAV. The 

work done in this chapter was published in [107]. 

• Chapter 6: Uti l iz ing Dependence -Based Information for MATs 

This chapter shows how the presence and structure of dependency between a 

set of random variables in the micro-data file is valuable information that can 

be used as a fundamental indicator before invoking any MAT. We present a 

new automated scheme as a pre-processing stage to determine the number and 

the identity of the variables that are to be used in the micro-aggregation pro

cess. This is achieved by constructing a completely connected undirected graph 

whose nodes represent the random variables in the micro-data file, whose edges 

represent the statistically dependencies, and whose edge weights are computed 

by using either an information theoretic, %2, or correlation-based measured. 

The advantages and disadvantages of these respective measures have been in

vestigated. The experimental results presented in this chapter show that such 

a methodology involving projecting the multi-variate data sets reduces the so

lution space, which further directly reduces the computation time required to 

search the entire space combinatorially. Additionally, this methodology leads to 

a solution whose IL values are close to the minimum value of the IL obtained 

by exhaustively searching over the entire search space. The work done in this 

chapter was published in [106, 108]. 

• Chapter 7: Conclusion and Future Research 

This chapter summarizes the work done in the Thesis, gives the final conclusions, 

and presents suggestions for future research that can be pursued in the area of 

SDC, and in particular, to the MAP. 



Chapter 2 

Literature Review 

2.1 Introduction 

A lot of attention has recently been dedicated to the problem of maintaining the 

confidentiality of statistical databases through the application of statistical tools, 

so as to limit the identification of information on individuals and enterprises and 

simultaneously maximize the data utility. Statistical Disclosure Control/Limitation, 

(SDC), is a field in statistics and computer science (and in particular, in data mining) 

that has attracted much attention in recent years. Decision-makers are increasingly 

demanding more detailed statistical information. Indeed, investigators at universities 

and research centers have the capacity to perform complex statistical analysis with 

information obtained from various sources of micro-data. Clearly, the requirement 

that statistical offices publish more detailed information is growing. 

There is, however, another side to this extensive use of data. Inasmuch as more 

confidential data is at risk, statistical offices are required by law or by established 

policies to protect the confidentiality of information provided to them by the respon

dents. This confidentiality is also vital when it concerns guaranteeing the future 

co-operation of respondents. 

12 
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Generally speaking, two broad approaches are used to preserve the confidentiality 

of statistical information [2, 12, 36, 37, 69, 30, 142]: 

• Access Control. Disclosure can be controlled by restricting the access to data in 

different ways. In this case, access may be granted only to well—defined group 

members, subject to well—defined conditions and/or in well—defined secure lo

cations. 

• SDC Techniques. The released data may be modified to reduce the risk of 

disclosure. 

It is important to mention here that these two approaches are complementary, 

and are often utilized simultaneously. An agency might choose to release the data 

either with little modification and under very strict access arrangements, or with 

considerable modification and subject to much looser arrangements. 

The main responsibility of statistical offices is to produce and disseminate pieces 

of statistical information in a form that is suitable to the policy makers, researchers 

and the general public. The information released using an SDC scheme may have 

some degree of data modification, where the modifications fall within a range of two 

extreme models [20, 53]: 

• Data Encryption. If the released data is encrypted, it can be protected very 

securely. However, if the user is not able to decrypt it, the released data is, 

obviously, useless [37, 69, 81, 89, 30]. 

• No Modification. If the original data is released without modification, it is clear 

that its usefulness/accuracy is maximal. But in this case, the confidentiality is 

not protected against any type of disclosure [2, 37, 69, 89]. 

The important question that thus arises is one of knowing how the information 

available can be perturbed or modified in such a way that the released data can be 
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statistically useful, and simultaneously not risk the privacy of the entities involved. 

Thus, the main goal of SDC is to modify the original data so that it can be "published" 

without compromising the inherent confidentiality contained in the information. The 

challenge for an SDC scheme is to achieve this modification with a minimum loss 

of the details and accuracy sought by the user of the database. Generally speaking, 

every SDC method has two conflicting goals [2, 102, 141, 142]: 

1. Minimize Disclosure Risk (DR): This index is the risk to the confidentiality 

of the respondents that the data releaser (typically a statistical agency) would 

experience as a consequence of releasing the data. 

2. Minimize Information Loss (IL): This index quantifies the value of the released 

data to legitimate data users. 

Clearly, the ultimate goal of SDC techniques lies not only in reducing DR, the 

disclosure risk, but also in increasing the utility of the data to the user. Thus, although 

deleting (or hiding) all the data and releasing no information would eliminate any 

statistical disclosure, clearly, such a solution is inadequate, because the analytic value 

of the data will be absent, and vice versa. The conflict between these two criteria 

is obvious, and our goal is to optimize them, so as to reach a happy medium or an 

equilibrium point. 

A formal optimization specification for the SDC can be stated in terms of Prob

lem SDC as follows [81, 142]. 

Problem SDC: An optimal SDC solution aims to: 

Minimize IL[J(Data)], subject to DR[J(Data)] < e, 

where: 

Data : The original data. 

J (Data) : The released data after the use of the SDC techniques 

represented by J. 
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IL[J"(Data)] : Information Loss in the released data. 

DR[J(Data)] : Disclosure Risk arising from the release of / ( D a t a ) . 

e : A threshold value representing the acceptable level of DR. • 

It should be emphasized that, in many applications, it is very difficult (and some

times impossible) to obtain suitable overall measures for DR and IL that are useful 

to achieve a formal optimization. This arises not only from the complexity of the 

problem itself, but also because of the difficulty in making assumptions about the 

nature of the disclosure threats and the user's information requirements. Addition

ally, it is clear that the decision about what data can be released depends also on the 

subjective experience and personal judgments related to the nature of the data [142]. 

2.1.1 Application Domain 

There are several areas of application for SDC techniques. These include (but are 

not limited to) the following [5, 20]: 

• Official Statistics 

Most countries are legislated by law to compel statistical agencies to guarantee 

the confidentiality of statistical information whenever they release data collected 

from citizens or companies. This has been the rationale for enhanced research 

in SDC in many countries, including those from the European Union (i.e., the 

CASC project) and the USA. 

• Health Information 

This is one of the most sensitive and important areas demanding privacy. For 

example, in the USA and in most western countries, privacy restrictions of 

health-related organizations require the strict and direct regulation of protected 

health information for use in medical research. 
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E-commerce 

Electronic commerce transactions automatically lead to the automated collec

tion of large amounts of consumer data. This information, which can give a 

competitive edge, is very useful to companies who receive it. Again, it is im

perative that such information transfer should not result in the public profiling 

of individuals. It is, thus, subject to regulation. 

2.2 Types of Statistical Data 

The state-of-the-art in SDC has evolved to such a level that, at the present, it has 

spawned studies in involving at least three sub-disciplines1: 

• Tabular Data 

Historically, tabular data are the most common types of data sorted in official 

databases. Tabular data can be obtained from micro-data by a process called 

static "aggregation" [28, 102, 142]. The two formats commonly used to display 

aggregated data [5, 20, 102] are: 

— Frequency tables. These count the number of respondents with specific 

characteristics. 

— Magnitude tables. These are analogous to frequency tables in that they are 

defined by cross-classification of categorical variables. However, the cells 

contain aggregate values, of some quantity of interest, for the corresponding 

respondents. 

Tabular data protection is the oldest and most established field within SDC. 

The goal here is to publish tables in such a way that no confidential informa

tion on specific individuals (whose information is present in the tables) can be 

distinctions are often made between the ways in which data is released and the "technical" 
details of the data types. Thus, the proposed methodological approaches differ based on the type of 
the data involved [5, 89]. 
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inferred. In other words, the tables have to be protected against the exact dis

closure of an individual attribute2 , especially when the cells of the table contain 

information on only one or a very few respondents. A relevant software package 

in this case is r-ARGUS [78], and more specific information on the latter can 

be found in [101]. 

• Dynamic Databases 

In the case of dynamic databases, the user submits statistical queries (i.e., 

queries about the average, median) to the database. The most challenging issue 

for dynamic statistical databases is that the aggregated information obtained 

by an attacker as a result of successive continuous queries should not permit 

him to infer any confidential information on specific individuals [69, 102, 30]. 

One possible strategy is to perturb the answers to the queries [35, 80]. However, 

if the perturbed results are not acceptable and exact answers are required, the 

system refuses to respond to these queries. A second solution, based on query 

restriction, can be found in [2]. Finally, a third strategy is to provide the user 

with an accurate interval answer [5, 20]. 

• Micro-data 

Data stored and provided in tables do not provide a particularly wide scope 

for further statistical analysis and investigation. Formally, it is only possible 

to perform analysis for summaries containing the pertinent information. Con

sequently, there is considerable demand from researchers for the release of in

dividual data records. It is, thus, only a more recent phenomenon that data 

collectors have been persuaded to publish micro-data. Therefore, the protec

tion of micro-data is the "youngest" subdiscipline, and this field is experiencing 

a continuous evolution [5, 20, 28, 102]. 

Micro-data consist of a series of records, each containing information on an in

dividual unit such as a person, a firm, or an institution. Micro-data in their 

2 Threc common strategies used to protect against the exact disclosure for tabular data arc the so-
called "table redesign" scheme [141], the scheme which involves the suppression of individual values 
[141], and the computationally efficient method involving resampling [38, 142]. 
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simplest form may be represented as a single data matrix, where a row corre

sponds to the units and the columns to the variables [142]. 

When it concerns the protection of micro-data files, one has to take into consid

eration the fact that the information is typically obtained from surveys involving 

social and business data [67, 72]. In both cases, micro-data are released based on 

the appropriate rules of research, which is, in turn, based on the re-identification 

risk for the particular micro-data set. In summary, these rules determine how 

much the information content of a micro-data file has to be reduced or modified 

so as to be considered safe [101]. For social surveys, these kinds of modifica

tions belong to the class known as "non-perturbative" DSC measures; for the 

business micro-data they belong to "perturbative" DSC measures3 [72]. 

Generally speaking, there is a dependency between the variables or records. 

Such dependencies can be of a logical nature or a statistical nature. In this 

research, we will not take into account such dependency issues, even though 

sometimes ignoring such dependencies may lead to an underestimation of the 

disclosure risk. For example, in a record with "Disease = Cancer of the Womb" 

and "Sex = missing ", it is clear that the attribute for gender satisfies "Sex = 

Female". 

The software package /x-ARGUS can be used to protect micro-data by offering 

several approaches, as given in [77]. This research document, in subsequent 

section, will cover the current state-of the art when it concerns the use of SDC 

methods for micro-data. 

2.3 Variables Types 

As mentioned in Section 2.2, this study focuses on processing micro-data. A micro-

data set can be viewed as a file with n records or data vectors, each containing 

3 Applying non-perturbative techniques on business data tends to yield either an unacccptably 
high disclosure risk associated with the released data, or a large reduction in the information tha t 
renders the analysis meaningless or impossible [72]. 
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data about individuals or respondents, who, in turn, can be persons, companies, etc. 

Each individual is assigned a data vector formed by a number of variables/attributes 

[45, 60, 142]. 

A variable is an object that is associated with a set of values called a domain. 

Sometimes, a variable in a data set corresponds to the response to a question in a 

survey. Some variables are, in turn, derived from other variables through a computa

tional mechanism. Variables play an important role in SDC analysis and in the kind 

of disclosure control techniques that they admit [142]. Variables in the original un

protected micro-data file can be classified in six categories (which are not necessarily 

disjoint) [45, 60, 142]: 

• Categorical Variable 

A categorical variable is a variable which can take values over a finite set, and 

for which standard arithmetic operations are undefined. Two main types of 

categorical attributes can be distinguished [60]: 

— Ordinal 

An ordinal variable takes values in an ordered range of categories. Thus, 

global relational operators, such as max and vain operations are mean

ingful, and can be used by SDC techniques. Weekdays, Months, etc, are 

examples of ordinal variables. 

— Nominal 

A nominal variable takes values in an unordered range of categories. The 

only meaningful operator in this case is the comparison of Equality. The 

variables Eye-Color and Sex are examples of nominal attributes. 

In some cases, an additional structure on the domain of the categorical variable 

can be imposed. Categories sometimes have a hierarchical structure, thus lead

ing to so-called hierarchical variables. Such a hierarchical variable has several 

partitions defined in its domain. Usually, the least detailed partition is at the 

highest level, and the most detailed one is at the lowest level. All the remaining 
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partitions are at levels between these two extremes [142]. 

Generally speaking, categorical variables play an important role in identifying 

the corresponding respondent in the micro-data files [142]. 

• Continuous Variable 

A variable is considered continuous if it is numerical (and real-valued) and if it 

permits arithmetic operations. When we design methods to protect continuous 

data, it is imperative that we optimize the use of these arithmetic operations. 

But, simultaneously, we have to be aware of every combination of numerical 

values in the original data set to preserve its uniqueness, i.e., if it, indeed, is to 

be unique. Sa l a ry and Age are examples of continuous variables [60]. 

• Identifying or Key Variable 

An identifying or key variable is an attribute that unambiguously identifies 

the respondent. Examples of such variables are the Social_Security_Number, 

Passport_Number, Employee_Number, etc. Clearly, all these key variables should 

be excluded from the micro-data file before being released to prevent confiden

tial information from being linked to specific respondents. Generally speaking, 

variable of this type can lead to a direct disclosure [45, 60, 142]. 

• Quasi-identifying Variables 

Quasi-identifiers constitute a set of variables in the micro-data file that, in 

combination, can be linked with any external information. These permit the 

attacker to re-identify the respondent to whom the records in the micro-data 

file refer to [142]. Variables of this kind could lead to indirect disclosures [45]. 

The problem here is that it is not possible to eliminate quasi-identifiers because 

any variable in the micro-data file can potentially be a quasi-identifier. Indeed, 

there is no "God-given" procedure which can assist in deciding whether a variable 

belongs in this class or not. 

• Sensitive Variable 

A sensitive variable is an attribute that is found in the released data, but which 

is, typically, unknown to an intruder before the data is released. This attribute 
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contains non-confidential information that could enable the accurate estimation 

of confidential information. Examples of such sensitive variables are Rel ig ion , 

Heal th_Condi t ion, etc [20, 60, 89, 142]. 

Safe Variable 

Attributes of this class contain non-confidential information pertaining to the 

respondent. Additionally, such a variable does not add any "critical"information 

to the confidential data. Examples of such a variable could be Town, Country, 

N a t i o n a l i t y , etc. In protecting a data set, we should also consider the fact that 

an attribute of this kind could, without our knowledge, also be a quasi-identifier 

[20, 60, 89, 142]. 

2.4 Micro-data Performance Measures 

As mentioned in Section 2.1, the purpose of SDC can be given quite informally by 

stating that, given the original micro-data set, V, the goal is to release a protected 

micro-data set, V, in such a way that [102, 60]: 

• Disclosure Risk, (i.e., the risk that a user or an intruder can use V to determine 

confidential sensitive attributes on a specific individual among those in V), is 

low. 

• User Analysis on V and on V yield the same or at least similar results. 

2.4.1 Micro-data Disclosure Risk 

Micro-data SDC attempts to protect the privacy of individual data in the released 

data set V. The issue of disclosure is far from being trivial. It would occur if the 

released data enabled the intruder to identify or determine the value of the sensitive 

confidential information with a fair degree of certainty [89, 142]. We refer to this 
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kind of disclosure as "Predictive Disclosure", because it concerns the prediction of the 

unknown (or unspecified) value of a variable. If the predictive disclosure can be made 

with certainty, it is referred to as being a "deterministic" predictive disclosure. This 

is contrasted with a "probabilistic" predictive disclosure, which involves knowing the 

unknown value within a probabilistic framework. The deterministic type of predictive 

disclosure can further be classified as being either "exact" or "approximate". In the 

exact case, the intruder predicts the exact value of the confidential information, while 

in the approximate case the intruder is able to deduce an interval for the confidential 

value [123, 142]. Other common types of disclosure are listed below [89, 117]: 

• True Disclosure. This occurs when the exact or approximate value of the sensi

tive data represents the real status of the attribute at the time of dissemination. 

• Apparent Disclosure. This occurs when the exact or approximate value of the 

sensitive data represents a reasonable, but not the exact, value of the attribute 

at the time of dissemination. 

• Positive Disclosure. This occurs when the information learned pertains directly 

to the identified unit. 

• Negative Disclosure. This occurs when the information learned docs not pertain 

directly to the identified unit but to its compliments. 

Since DR can be defined as the risk caused by using the protected data set V to 

deduce the confidential information on an individual found in the original data set 

V, it can be viewed from two different perspectives [23]: 

• Attribute Disclosure 

This occurs when the attribute of an individual can be determined more accu

rately when the user has access to a related statistic, as opposed to the case 

when the user does not have this access. In other words, attribute disclosure oc

curs when the respondent can be associated with either the exact attribute value 



CHAPTER 2. LITERATURE REVIEW 23 

in the disseminated data or an estimated (approximated) attribute value based 

on the disseminated data [23]. In this CELS6, QLI rank-based interval technique can 

be used to measure the attribute disclosure. Each attribute in the protected 

data set, V, is ranked independently. A rank interval is defined around the 

value that the attribute takes in each record, r. The ranks of values within the 

interval for an attribute for records around r should differ by less than a certain 

percentage of the total number of records, and the rank in the center of the 

interval should correspond to the value of the attribute in record r. If this is 

true, the proportion of original values that fall into the interval centered around 

their corresponding protected values is a measure of DR. For more information 

about this metric, the reader is referred to [23, 44, 48, 53]. Further details about 

this technique will be included in Chapters 4 and 5. 

• Identity Disclosure 

This occurs when a record in the protected data set can be linked with a respon

dent's identity. In other words, the identity disclosure permits a respondent's 

identity to be associated with the disseminated data records. This association 

is assumed to be exact [23, 44, 48]. Identity disclosure can be further classified 

as into two categories. 

— Uniqueness 

The risk of identity disclosure can be measured as the probability that 

rare combinations of attribute values in the set V are also rare in the set 

V. Such a quantifying approach is used in the context of non-perturbative 

SDC methods [23, 44, 48]. Here, we further distinguish two kind of mea

sures: File-level risk measures and record-level risk measures. In the case 

of file-level risk measures, DR is defined as the probability that a sample 

that is unique is also unique to the entire population. Generally, the size 

of the sample is much smaller than the size of the population. If this was 

not the case, an intruder would be able to locate the unique value in the 

released sample, which, in turn, would lead to the identification of the 

individual respondent in the original population [53]. A record-level risk 
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measure is defined as the probability that a particular sample record is 

re-identified. The author of [63] integrates two methods for measuring DR 

at the record-level with file level risk measures. More details of these DR 

measures can be found in [23, 44, 48, 72, 77]. 

— Re-identification 

The concept of re-identification quantifies the estimate to the number of 

re-identifications that can be obtained by an experienced intruder. Re-

identification methods are schemes used to measure the DR, and they pro

vide more unified approaches to this problem than the uniqueness methods. 

This is because a re-identification method can be applied to both pertur-

bative and non-perturbative SDC. In this case, a record linkage technique 

is used to measure the identity disclosure in SDC. It consists of linking 

each record, a, in the set V, to a record, b, in the set V. The pair (a, b) 

is a match if the record b turns out to be the record a. It is important to 

mention that measuring the risk of identity disclosure also assumes that 

the intruder has an external data set that shares some attributes with the 

protected data set and that also contains some identifier attributes. Thus, 

the intruder has to link the protected data set with the external data set 

using the shared attributes. The number of matches will then represent 

the number of protected records whose corresponding respondent values 

can be re-identified by the intruder. The main types of record linkage, 

which are typically used to measure the identity disclosure in SDC', are 

discussed below [23, 44, 48]. 

* Distance-based Records Linkage 

Distance-based record linkage measures the scenario when each record 

a in the set V is linked to its nearest record b in the set V. In such 

a case we require a definition of a distance function for expressing 

nearness between records, and there also is a need to standardize at

tributes (so as to avoid scaling problems) and to assign each attribute 

a weight on the record-level distance. The linkage computation then 

proceeds by evaluating the distances between records in the sets V 
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and V. To do this, the distance to every record in the set V is first 

computed. Thereafter, the "nearest" and "second nearest" records in 

V are considered. A record in the set V is labeled as being "linked" 

when the nearest record in the set V has the same record number (or 

index), while a record in V is labeled "linked to second nearest" when 

the second nearest record in the set V has the same record number 

(or index). In all other cases, the record in V is labeled as being 

"not linked". The main advantages of using a distance measure for 

record linkages are simplicity for the implementer and intuitiveness 

for the user. The main difficulty appears in determining an appro

priate distance for categorical attributes, and for masking methods 

such as those which use local recording when the masked protected 

file contains new labels with respect to V. Finally, this technique is 

used to measure the DR of the micro-aggregation in the context of the 

Euclidean distance [23, 44, 48, 53]. The authors of [132] explore the 

use of the Mahalanobis distance, which leads to a better estimation of 

the true dissimilarity, and thus to a higher level of protection against 

attackers. This techniques will also be discussed in more details in 

Chapters 4 and 5. 

* Probabilistic Record Linkage 

Probabilistic record linkage aims at linking pairs of records (a, b) in 

the sets y a n d V, respectively. The user needs to provide as input two 

probability values: The maximum acceptable probability of linking a 

pair that is an unmatched pair, (LT), and the maximum acceptable 

probability of not linking a pair that is a match, (NLT). For each 

pair, the user computes the corresponding indices. Then, LT and 

NLT in the index range are used to label the pair as being either 

linked, clerical, or non-linked as follows: If the index is above LT, 

the pair is linked; if it is below NLT, the pair is non-linked; if it is 

between LT and NLT, the pair is clerical, which is the case when the 

pair cannot be automatically classified but requires human inspection. 
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The measure for DR is then defined as the number of matches over 

the number of records in the set V. Although the probabilistic record 

linkage scheme is more sophisticated than the distance-based one, it 

does not, on the other hand, require a re-scaling or a weighting of the 

attributes [23, 44, 48, 53, 146], and is, thus, often a preferable option. 

* Other Record Linkage Methods 

Recently, the use of other record linkage methods has also been consid

ered for assessing DR. While, previously, the record linkage methods 

assumed that the two files contained shared variables, other methods 

that relaxed this condition have been recently developed. Some meth

ods use the correlations between the variables, or auxiliary population 

files, to improve the linkage accuracy. Alternative methods use Markov 

Random Files, or graph partitioning algorithms so as to increase the 

likelihood of a set of linkages between corresponding records in a group 

of files. It should be mentioned that these most recent methods are 

often used for extracting and linking information from a group of web-

pages [144]. 

2.4.2 Micro-data Information Loss 

The degradation of the data, of course, reduces the ability of data users to conduct 

the analysis they need for legitimate purposes. These effects fall into two categories 

[21, 72]: 

• Reduction of analytical completeness 

Some control methods, (typically those involving the recoding of taxonomic 

schemes into coarser categorizations), that could have been conducted with 

non-recoded data are not achievable. 

• Loss of analytical validity 

The loss of analytical validity is harder to define, but in some ways more critical 
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because of its insidious nature. Technically, loss of validity can be said to occur 

when a disclosure control method has changed a data set to the point where a 

user arrives at a conclusion different from what a similar analysis on the original 

data set would have led to. 

The loss in the content of information depends on the usage of data. Data is 

usually used in various areas, and it is very difficult to identify all its uses at the 

time of dissemination. Additionally, assuming all data uses can be identified, issuing 

several versions of the same original micro-data may result in unexpected disclosure. 

Thus, it is more reasonable to measure the amount of the IL in a generic way, which 

estimates how much the data is harmed by using any SDC method [21, 55, 93]. 

Generally speaking, the IL is very small, if the analytical structure of the micro-data 

file, after the masking is very similar (nearly identical) to its structure before the 

masking. In fact, preserving the structure of the micro-data file is very important to 

ensure that the new masked file will be analytically valid and interesting [44, 48, 93]. 

It is important to give a clear definition for both the terms "analytically valid" and 

"analytically interesting" [21, 55, 93]. 

• Analytically Valid. The micro-data file is analytically valid if, with respect to 

the original file, it approximately preserves the following: 

1. The means and covariances on a small set of sub-domains. 

2. The marginal values for a few tabulations of the data. 

3. At least one distributional characteristic. 

• Analytically Interesting. The micro-data file is analytically valid if at least six 

attributes on the important sub-domains, which can be validly analyzed, are 

provided. 

It is difficult to come up with a precise description of analytical validity and 

analytical interest without determining where the data will be used. But, several 
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complementary ways are highlighted to ensure the preservation of the structure of 

the original data [44, 48, 55, 93]: 

1. Compare the original micro-data with the masked micro-data. The more similar 

the SDC method is to the "identity" function, the less impact there is on the 

information content. 

2. Compare some statistics computed on the original and masked micro-data. 

Small differences between the statistics yield to little loss in the information 

content. 

3. Analyze the behavior of the particular SDC method used to measure its influ

ence on the structure of the original micro-data. 

An automatic data modification procedure can be used to measure the amount 

of the IL. Theoretically, if the original micro-data file is considered as a message 

to be transmitted, and the masked micro-data file as the transmitted message, and 

the modification that separates them as a noisy channel, then the idea is to use 

information theoretic concepts to quantify the IL quickly follows. Although this idea 

is possible to some extent, it is not practical because it is time-consuming [142]. 

Generally speaking, a data protector who protects the micro-data file usually 

knows how to protect the data and how to optimize the loss in the information 

content. Thus, a formal measure for the IL is used in order to compare the different 

possibilities of getting a safe micro-data file [142]. It is important to highlight the 

formal measures used to estimate the IL, which can be classified into two categories 

based on the type of the used data [21, 44, 48, 55, 93]: 

1. Information Loss Measure for Continuous Data 

There is no single quantitative measure that reflects the difference between the 

original and the masked continuous micro-data file. Therefore, the following 

tools are used to characterize the information contained in the micro-data file 
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[21, 44, 48, 55, 93]. It is most likely that these various tools are used to measure 

the loss in the data utility, (i.e., the loss of the accuracy sought by database 

users), through the discrepancies between the matrices X, V, R, RF, C, and 

F obtained from the original data and the corresponding X', V, R', RFr, C, 

and F' obtained from the protected micro-data file, where: 

X and X' : are the matrix representing the original and protected 

micro-file, respectively, which consists of n records 

and p attributes. 

V and V : are the covariance matrices of X and X', respectively. 

R and R' : are the correlation matrices of X and X', respectively. 

RF and RF' : are the correlation matrices between the p factors 

PC\, .. . , PCP obtained through principle components 

analysis from X and X\ respectively. 

C and C : are the commonalities between each of the p variables 

and the first principle component PC for X 

and X'} respectively. 

F and F' : are the factor score coefficient matrices, which contain 

the factors that should multiply each variable in X and 

X ' , respectively, to obtain its projection on each, 

principle component. 

Matrix discrepancy can be measured in at least three ways [21, 44, 48, 55, 93]. 

(a) Mean square error 

Sum of squared component differences between pairs of matrices, divided 

by the number of cells in either matrix. 

(b) Mean absolute error 

Sum of absolute component differences between pairs of matrices, divided 

by the number of cells in either matrix. 

(c) Mean variation 

Sum of absolute percent variation of components in the matrix computed 
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on protected micro-data with respect to components in the matrix of the 

original micro-data, divided by the number of cells in either matrix. This 

approach is not affected by scale changes of the attributes. In other words, 

in this case, there is no need to standardize the attributes. 

Measuring the IL using any (or all) of the various tools, which have been dis

cussed above, has a major disadvantage: The measure is only defined as a 

function of the protected masked micro-data, which does not depend on the 

original micro-data. The authors of [55] measure the information loss for a vari

able, V, as a function of three elements: The condition probability, the original 

micro-data i, and the masked category j . Thus, the per-record IL when V = i 

is masked as V — j can be defined as: 

p(pvy.,i,3) = -\ogP{y' = j\v = i). 

Measuring the IL for the whole micro-data file is then defined as: 

P{PV,V,,0,M) = EreMP(Pv,V, *r,Jr), 

where ir is the value taken by the variable V in record r of the original micro-

data file, O, and j r is the value taken by the variable V in record r of the 

masked micro-data file, M [93]. 

Finally, it is worth mentioning that the quantity IL is to be traded-off with 

the DR. Since DR is bounded, there is no risk higher than 100 percent. On 

the other hand, the upper bound does not practically exist, but it should be 

enforced for IL measures [21]. The authors of [93] have shown a way to obtain 

probabilistic information loss measures for assessing the impact of SDC meth

ods on continuous micro-data sets. Being probabilistic, a value between 0 and 

1 makes the protection easier, by finding an optimal balance between IL and 

DR. 

For more information about the various tools that are used to estimate the 

amount of the IL, and on measuring the matrix discrepancy, the reader is 
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referred to [21, 44, 48, 55, 93]. The question of estimating the general IL will 

be explained in more detail in Chapters 4 and 5. 

Information Loss Measure for Categorical Data. 

Applying the above measures on categorical data is not possible. For categorical 

data, three kinds of IL measures have been proposed in the literature [21, 44, 

48, 55]: 

(a) Direct Comparison of Categorical values 

The comparison of the original and the protected matrices requires a clear 

definition of the distance for categorical attributes. The distance is mea

sured by considering the distance between pairs of categorical values, when 

comparing a record in the original micro-data file and its corresponding 

record in the masked version [21, 55]. 

Measuring the distance for nominal attributes only uses the comparison of 

equality. But for the ordinal attributes, the distance is measured by the 

total number of categories between them, measured over the cardinality of 

the range of the ordinal attribute. More information on this issue can be 

found in [21, 55]. 

(b) Comparison of Contingency Tables 

An alternative strategy to the direct comparison of the values in the case 

of categorical variables is to compare their contingency tables. Contin

gency tables arc compared for a file before and after applying the masking 

method. The number of differences between both contingency tables quan

tifies the amount of the IL. Usually, the number of cells in the contingency 

table depends on the number of categories in the variable; thus, a normal

ized version exists, which is exactly the number of differences between the 

two contingency tables divided by the number of cells in all the tables con

sidered. For more information about such a metric, the reader is referred 

to [21, 44, 55]. 

(c) Entropy-Based Measures 

Entropy is essentially an information theoretic measure, but it can be used 
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in SDC if the masking process is modeled as the noise that would be 

added to the original micro-data in the event of its being transmitted over 

a noise channel [21, 83]: The use of entropy-based methods is limited to 

PRAM, because of the issues involving generalized noise addition, local 

suppression, and global recoding methods [48]. 

Let V be a variable in the original micro-data file and V be the corre

sponding variable in the masked file. The condition uncertainty of V given 

V can be deduced from the Markov matrix in PRAM as follows [21, 48]: 

H(V\V> =j) = - EILi P(v = i\V = j) log P(V = i\V = j). 

Thus, the loss in the information content can be calculated by accumulating 

the above expression for all individuals in the masked micro-data file, M 

as [21, 48]: 

IL(PVy,,M) = Y,reMH(V\V'=Jr). 

2.4.3 Trade-off between D R and IL 

Government agencies collect various types of data, but due to access restrictions, 

micro-data is usually accessed using a secure computer system. Of course, this access 

restriction affects public policy decisions made by any agency that has access to the 

non-confidential statistical summaries. This requirement to access the original micro-

data should not only satisfy the confidentiality requirements, but also the sufficient 

utility [82]. 

There is a very broad choice of methods for continuous micro-data protection (see 

Section 2.1). Most of these methods are parametric (i.e., in the micro-aggregation 

technique one parameter is the minimal number of records per group). Therefore, the 

user has to go through two choices rather than a single choice: A primary choice to 

select the masked method and a secondary choice to set an appropriate value for the 

parameters of the selected method [93]. 
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The optimal way to choose the appropriate method and parameter should yield 

to an optimal trade-off between IL and DR. This brings us to the need to combine 

the measures of IL with those related to DR. Generally speaking, there are two 

approaches to do this [93]: 

1. Explicit 

This method adapts a score for the method performance rating. Typically, this 

method combines the average values of the IL and DR. Using a score defines 

a new optimization problem by selecting a masking method and setting the 

appropriate values for its parameters [93]. 

2. Implicit 

Methods of this family assume that there is no specific score that can do justice 

to all methods, for all data uses, and for all disclosure scenarios. Thus, it is the 

responsibility of the data protector to separately compute several IL and DR 

measures, and to choose the most appropriate method based on a combination 

of the most relevant measures for specific data use/disclosure cases [93]. 

It is important to present a general principle that shows how to balance the 

trade-off between IL and DR. There are various strategies to obtain and reach 

the equilibrium point between them [27]. If R represents the disclosure risk and U 

the utility, one strategy involves computing R—U for each method, S, and parameter, 

P. The score is computed as follows: Score(0, M) = ———^———- , where M is 

the protected file obtained after applying method S with parameterization P to the 

original file. Otherwise, the U — R map, which is a graphical representation tool, is 

used. According to [27] "in its most basic form, R—U map is the set of paired values 

(R, U) of DR and data utility that correspond to many strategies for data release". 

Such (U, R) pairs are plotted on a two dimensional graph, so that the user can easily 

understand the influence of a masked method and/or the parameter choice [27]. 

A strategy that compromises between preserving the confidentiality requirements 

and maximizing the data utility was introduced by Kim et al. in [82]. The basic idea 
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here is to mask the multi-variate normal quantitative data using an additive noise 

approach and then, when it is necessary, use a re-identification/swapping approach 

to assure confidentiality. The most important advantage of this strategy is that of 

obtaining exact sub-population estimates, because this involves applying a controlled 

distortion that renders the estimates from the masked file nearly identical to those 

from the original file. This method has been extended to mask non-normal multi

variate data by involving transformations that preserve the essential characteristics 

of the data such as its mean, variance, and correlations [129]. 

The authors of [124] state that they can improve the performance of any specific 

SDC method by involving a post-masking optimization technique. The latter strategy 

preserves the moments of the first and second order by minimizing the IL between 

the original and the masked micro-data file. Simultaneously, it does not increase the 

DR because it always prevents the optimized masked file from being very close to the 

original file. 

In conclusion, consideration must also be given to the conceptual framework, 

since one must decide whether to publish the information after using one of the SDC 

techniques or not. This decision is a crucial one, because we have to estimate the loss 

associated with the possibility of disclosure and, simultaneously, the loss attained by 

not publishing the data. A Bayesian model can be used to make this critical decision. 

The final decision of whether to publish the data or not is determined by evaluating 

whether the risk of publication exceeds the loss of non-publication [150]. 

2.5 Micro-data Protection 

Micro-data protection methods usually generate a new released version of the statis

tical data by either of the following schemes [20]: 

• Generating synthetic data 

Using synthetic (or simulated) data was proposed decades ago as a method to 
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guard against DR [26]. Instead of releasing the real data, the scheme suggests 

generating a set of synthetic micro-data from a model fitted to the real data. 

The idea is to randomly generate data with the constraint that certain statistical 

or internal relationships of the original micro-data are preserved [142]. It would 

appear as if the synthetic data would have the advantage of circumventing 

the re-identification problem, because the published records are "invented" and 

are not derived from the real data. This is, however, not the case, because 

the synthetic data usually over-fits the original data, which may, in turn, be 

disclosed in the same way as the original data [20, 29, 144]. On the other hand, 

an obvious problem associated with using synthetic data is its data utility [47]. 

The only preserved statistical properties are those that are explicitly selected 

by the data protector [20, 47, 142]. More information about these methods can 

be found in [26]. 

• Masking original data 

Masking methods modify the original data in a special way. These modifica

tions seek to preserve the confidential information, while providing valid and 

interesting analytical statistical information. SDC methods for micro-data are 

usually known as "masking" methods. Generally speaking, masking methods 

can be classified based on two different points of view [20, 55, 142]: 

— Operational principle 

Masking methods that work on the basis of an operational principle can, 

in turn, be further classified into two categories depending on their effect 

on the original data [20, 142, 53, 55]: 

* Perturbative 

The confidentiality of the statistical data is preserved by distorting the 

micro-data. This distortion may add new and unique combinations 

to the released version of the data, or it could delete some unique 

combinations of scores. All perturbative methods should provide the 

data set with analytical results similar to the results that would be 

obtained from the original data set [20, 25, 55]. 
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* Non-perturbative 

These methods produce partial reduction of the details in the original 

data, instead of harming and altering the original data [20, 24, 55]. 

This can be achieved by making sure that every unsafe combination 

must not have a frequency below a predefined threshold value [142]. 

— The data type on which they are used 

This is an alternate classification of the masking methods based on the type 

of data that are used. This classification divides the masking methods into 

two parts: (i) Continuous, in which case the SDC methods are applied on 

continuous variables, and (ii) Categorical, which is the case when the SDC 

methods are applied on categorical variables [20, 55]. 

• Generating hybrid micro-data 

The third possibility to build a hybrid data set as a mixture of the masked 

original values and synthetic data set is to combine a masking method with 

Cholesky's decompositions [47]. A hybrid micro-data file offers numerous ad

vantages when compared to the traditional micro-data files: (i) It overcomes 

the lack of analytical validity by preserving both the uni-variate and multi

variate statistical properties of the original micro-data file, such as their means, 

covariances, and correlations. Besides this, it also preserves a fair amount of 

record-level similarity between the released and original files, which, in turn, 

allows sub-domain analysis [47]. (ii) The method is very fast, because its run

ning time is linear in the number of records, (iii) It overcomes the identification 

problem by publishing the simulated data and not the original real data. 

In this research, we will focus on masking methods, and an overview of the state-of-

the-art of these methods will be covered in detail in Sections 2.5.1 and 2.5.2. 
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2.5.1 Perturbative Masking Methods 

Perturbative methods release the entire original data. But, instead of releasing the 

exact value of the attributes, a perturbed value is released for each attribute. It is 

important to mention that not all the perturbative methods are designed for con

tinuous data. Table 2.1 indicates whether the perturbative methods are suitable for 

continuous and/or categorical data [25, 55, 76]. 

Table 2.1: Perturbative methods for various data types. 

Perturbative Methods 

Additive Noise 
Micro-Aggregation 

PRAM 
Data Swapping 

Rounding 
Resampling 

Lossy Compression 

Data types 
Continuous 

X 
X 

X 
X 

X 
X 

Categorical 

X 
X 
X 

The techniques which are known as additive noise, micro-aggregation, data swap

ping, and post-randomization are special cases of matrix masking. The released set 

V can be computed from the set V as follows: 

V = A V B + C (2.1) 

where A is a record-transforming mask, B is a variable-transforming mask, and C is 

a displacing mask (noise) [25, 55, 102]. We detail these methods below. 

• Additive Noise 

Masking with additive noise is one of the data perturbative techniques that 

statistically seeks to protect confidential micro-data by adding random noise 

to confidential numerical attributes, where the noise possesses the same cor

relation structure as the original data [13, 55, 102]. Note that this technique 
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does not belong to one of the encryption techniques, where the data is initially 

modified by a secure encryption, then transmitted, and finally the received data 

is "decrypted" by the user. 

The main additive noise algorithms reported in the literature are: Masking 

by adding uncorrelated noise, masking by adding correlated noise, masking 

by adding noise involving linear transformations, and masking by adding noise 

involving non-linear transformations. For more details on the specific algorithms 

for each of these topics, the reader is referred to [13, 19, 76]. 

Most masking methods combine transformations by adding noise [50, 70]. White 

noise is most frequently used, even though it may be subject to the bias problem. 

Despite this bias problem, white noise is still built into the /i-ARGUS software 

package [48, 55, 77, 102]. Studies demonstrate that additive noise perturbative 

techniques exhibit bias when the results of a database query on perturbed data 

produces a significantly different "result" than the same query executed on the 

original data [72]. Five types of biases have been identified as [143]: 

— Type A bias occurs when the perturbation of a given attribute causes 

summary measures (i.e., mean value) of that individual attribute to change 

due to a change in variance. 

— Type B bias occurs when the perturbation changes the relationships (e.g., 

correlations) between the confidential attributes. 

— Type C bias occurs when the perturbation changes the relationship (again, 

e.g., correlations) between confidential and nonconfidential attributes. 

— Type D bias deals with the underlying distribution of the data in a database, 

specifically on whether or not the data has a multi-variate normal distri

bution. 

— Type DM bias could severely impact the ability of an organization to gain 

significant benefits of knowledge management/discovery from the disclosed 

data. 

Finally, the nature of additive noise makes it unsuitable for categorical data. 
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On the other hand, it is well suited for continuous data for the following reasons 

[25, 55, 102]: 

— There are no assumptions on the range of possible values for the attributes. 

— The random noise, which is added to the original data, is typically contin

uous and has a mean of zero. 

— Approximate matching is possible with external files, because it depends 

on the amount of noise that is added. 

• Micro-Aggregation 

Micro-aggregation is a perturbative technique applicable to quantitative vari

ables [142]. The rationale behind this technique is that confidentiality rules 

allow publication of the original data, if records correspond to groups of k or 

more individuals, where no individual dominates the group and k is a thresh

old value [55]. The basic principle of micro-aggregation is as follows: Records 

are clustered into small aggregates or groups of size at least k. Rather than 

publishing the original variable for a given individual, the average of the values 

over the group to which the individual belongs is published [34, 45, 55, 102]. 

Micro-aggregation can be viewed as a technique like rounding or noise addition, 

although it has the property of preserving the grand total of the data involved 

[142]. In spite of keeping the total for a variable intact, it has a tendency to 

reduce the variances of the variables to which it is applied [142]. 

Generally speaking, generalizing uni-variate micro-aggregation to yield a multi

variate micro-aggregation scheme can be done using several variants such as 

fixed vs. variable group size [45, 92, 122], exact optimal vs. heuristic micro-

aggregation [45, 92, 77. 103], and categorical micro-aggregation [131, 56, 60]. 

Finally, individual micro-aggregation, micro-aggregation using ^-scores projec

tion and principle component projection, and micro-aggregation on unprojected 

multi-variatc data considering two variables at a time, three at a time, four at 

a time, or all variables simultaneously are built into the /i-ARGUS Software 

[48, 76, 77, 102]. 



CHAPTER 2. LITERATURE REVIEW 40 

In this research, we will focus on techniques within this family. They will, thus, 

be covered in greater detail in a subsequent section. Our primary results in this 

research endeavor deal with novel micro-aggregation strategies. 

• PRAM 

The Post-RAndomization Method (PRAM) is a probabilistic, perturbative 

method that has been inspired by the so-called randomized response technique 

[142]. It is used to protect the categorical attributes in the micro-data file [25]. 

PRAM produces a new masked file by changing the scores of some variables for 

certain records in the original file, according to a prescribed probability mech

anism (typically, a Markov matrix) [83]. The random procedure in PRAM 

methods is based on matching a record in the masked file with a known in

dividual in the original file (which occurs with a very low probability) [73]. 

The Markov approach makes PRAM very general, because it consists of noise 

addition, data suppression, and data recording [25]. 

Generally speaking, although the IL and DR issues associated with a PRAM 

technique largely depend on the choice of the Markov matrix, (which is still an 

open research topic [145]), it has been implemented in the //-ARGUS Software 

package [48, 76, 77, 102]. Finally, it is worth mentioning that the application of 

this method on continuous data is still open, since to-date, to the best of our 

knowledge, PRAM has only been applied on categorical data [25]. 

• Data Swapping and Rank Swapping 

Data swapping is considered a special case of PRAM [142]. The basic idea 

behind this method is to apply a sequence of elementary swaps of confiden

tial attributes between individual records in the micro-data files. Records are 

exchanged in such a way that lower-order frequency counts (or marginals) are 

maintained [25, 142]. An elementary swap consists of two actions: 

1. A random selection of two records, say i and j , from the micro-data set. 

2. An interchange of the values of the variable being swapped for records i 

and j . 
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The basic rationale for data swapping has also left a marked impact on subse

quent methods, as reported in [25]. 

Another important variant of the data swapping strategy is Rank Swapping [44]. 

The latter method was originally proposed for ordinal categorical variables. But 

since then, it has also been used for other numerical variables [96]. To achieve 

this, first of all, values of an attribute are ranked in an ascending order, and 

then each ranked value is swapped with another ranked value that is randomly 

chosen within a restricted range (i.e., the rank of two swapped values cannot 

differ by more than P% of the total number of records, where P is an input 

parameter). This algorithm is independently used for each original attribute 

in the original data set [44, 48, 55]. The authors [53] argue that a rank swap

ping method can be identified as being a method that yields a good trade-off 

between DR and IL. Consequently, this scheme has also been implemented in 

the /x-ARGUS Software package [48, 76, 77, 102]. 

• Rounding 

The rounding method is used only for continuous data. It replaces the original 

value of a variable by the rounded value4 [55]. For a given variable, rounded 

values are chosen from a set of rounding points defining a rounding set. This 

value can either be chosen deterministically or randomly An example of a 

deterministic rounding procedure is to round a value to the nearest integer 

multiple of the rounding base. A stochastic random rounding procedure could 

round each value, with certain probability, to an integer multiple of the rounding 

base [142]. In the case of multi-variate micro-data, rounding is usually applied 

to one variable at a time (uni-variate rounding), although examples of multi

variate rounding have been reported [55]. 

• Resampling 

The resampling method was originally proposed to protect tabular data, but 

resampling can also be used to protect numerical micro-data [43, 27]. The 

4 The rounded values are integer multiples based on a well-chosen rounding base [142]. 
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basic idea is taking t independent samples 5i , S2, • • •, St of size n of the values 

of a variable X. Then, the values are independently ranked using the same 

ranking criterion. Finally, the masked variable X' (where n 

is the number of records) is computed for each value, where x\ is obtained by 

evaluating the average value of the ith ranked value in each sample Si, S2, • • •, St 

[25, 44, 55, 102]. Resampling has been implemented in the /i-ARGUS Software 

package, and it has been tested for t = 1 and t = 3 [48, 77, 102]. 

• Lossy Compression 

Lossy compression is a new method that can be applied to continuous data[102]. 

The basic idea is to consider the micro-data file as an image (where records are 

rows, variables are columns, and the values themselves are pixels5). A lossy 

compression method is used on the micro-data file as follows: First of all, the 

original micro-data values have to be scaled to be integers into the interval 

of the gray-scale values, in order to produce a gray-scale image. Secondly, a 

compression algorithm (i.e., JPEG) is applied to yield a certain percentage, 

P%, quality on the image. Finally, a masked file is generated by unsealing 

(using the inverse of the scale transformation used in the first step) the image 

[25, 44, 48]. Here, it is important to mention that in spite of requiring an 

appropriate mapping between the attribute ranges and the color scales, (which 

depends on the compression algorithm used [55]), lossy compression methods 

have been implemented in the /i-ARGUS Software package. More information 

of such methods can be found in [48, 77, 102]. 

2.5.2 Non-Perturbative Masking Methods 

As mentioned in Section 2.5, non-perturbative methods do not destroy the original 

data, but reduce the detail in the original file. Some similar methods have been 

applied for categorical and continuous data, but others have only been suitable for 

categorical data. Table 2.2 lists the non-perturbative methods, and also indicates the 

'Typically, for a black and white image, the value of the pixel is its gray-scale level |55J 
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data for which each method is suitable [24] 

Table 2.2: Non-Perturbative methods for various data types. 

Non-Perturbative Methods 

Sampling 
Global Recoding 

Top and Bottom Coding 
Local Suppression 

Data types 
Continuous 

X 
X 

Categorical 
X 
X 
X 
X 

• Sampling 

Masking with a sampling method requires publishing a sample (or a subset) of 

the original records in the micro-data file, instead of publishing the entire records 

in the original file [55]. A sampling method is suitable for categorical micro-data, 

but its adequacy for continuous data is less clear. The main reason behind this 

is that the sampling method leaves the continuous attribute unperturbed for all 

records in the sample [24, 55]. This, of-course, can be easily identified, especially 

if the intruder matches the value of the attribute in the masked file with another 

value in an external administrative public file [f44]. More information about 

the technical specifications of a real-world application of sampling can be found 

in [24]. 

• Global recoding 

Global recoding schemes, which are intensively used by statistical offices, are 

more appropriate for categorical micro-data, because they help disguise records 

with unusual combinations of categorical attributes [24, 55]. In such a scheme, 

for a categorical attribute, several categories are combined to form a new cate

gory, and thus the resultant category should satisfy |D(y/ ) | < |D(Vi)|, where 

|.| is the cardinality operator [24, 55, 102]. In other words, two or more cat

egories of a variable in a micro-data file are combined into a single one, and 

the same coding is used for all the units. Of-course, reducing the number of 
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categories of a variable implies a reduction of the information content of the 

variable concerned [142]. 

Global recoding has been used for continuous variables by replacing the con

tinuous variable, V*, with another discretized version of V^. In other words, a 

potentially infinite range D(Vi) is mapped into a finite range D{V() [24, 55]. 

The reader has to remember that by discretization, one inherently obtains an 

unaffordable loss of information. Also, arithmetic operations that were straight

forward on the original Vi may be easily applied on the discretized version [102]. 

Implementing the process of global recording in computer software may either 

take place in an automatic way, where the choice of categories that are to be 

combined is determined according to an objective criterion, or in an interactive 

way, where the choice of categories to be combined is left to the user of the 

software [142]. This technique has also been implemented in the //-ARGUS 

package [48, 76, 77, 102]. 

• Top and bottom coding 

Top-down coding is a special case of the global recoding technique. It is used on 

variables that can be ranked, such as continuous and ordinal categorical data 

[24, 44, 48, 102]. While a top category covers the values of the variable above a 

certain upper threshold, QJJ, a bottom category covers the values below another 

specified lower threshold, 9L- The critical practical problem encountered in this 

technique is that of determining the appropriate values for OJJ and QL [142]. This 

method has also been implemented in the /i-ARGUS software package [77] 

• Local suppression 

Local suppression is a non-perturbative technique that involves deleting a value 

in a record and replacing it by a missing indicator [24, 55]. This procedure is 

applied to a single record at a time, and it does not require the deletion of all 

the values of the same variable. Thus, local suppression is not harmless when 

it comes to imputing values for missing variables [142]. 

In practice, local suppression is combined with global recoding, (which is the 
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primary SDC technique for a micro-data file), so as to remove a few remaining 

instances of unsafe records [142]. 

Generally speaking, this techniques is more applicable for categorical data than 

for continuous data. This is because, sometimes, the continuous attribute is a 

component of a set of key attributes, which renders each combination of key 

values unique. Since the suppression of the values of a continuous attribute is 

meaningless, it is generally assumed that local suppression cannot be used for 

continuous variables [24]. 

2.6 Micro-Aggregation Techniques (MATs) 

2.6.1 Introduction 

At present, a large number of agencies have collected useful data suitable for research 

purposes. A decision to prohibit these useful pieces of information from being dissem

inated has sometimes been made in an attempt to preserve the confidential nature of 

the data. Therefore, as explained earlier, there is a tacit conflict between the princi

ple of privacy and the need to discover new characteristics found in the data. As, in 

practice, neither principle can be totaly preserved, often, a trade-off between them is 

acceptable, and in order to access the confidential micro-data at lower costs, we have 

seen that it is expedient to apply an SDC technique. 

As explained earlier, various methods have been proposed and applied to ensure 

a good measure of confidentiality and data utility. Each method either provides a 

modified version of the entire data set, or the original exact data set where sensitive 

values of the variables are either erased or re-coded [115]. 

One of the most recent techniques proposed is the strategy called "Micro-aggregation". 

The latter comprises of a family of statistical disclosure limitation techniques used to 

protect micro-data files, each of which contains records on individual data subjects. 
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These belong to the family of substitution/perturbation approaches [10, 28, 45, 76, 

92, 115], where the individual values are replaced by values computed on small ag

gregates prior to publication. In other words, instead of releasing the actual values 

of the individual records, the system releases the mean of the "group" (or any other 

measure of central tendency, i.e., median, mode, weighted average [115]) to which 

the observation belongs. The confidentiality of the individual data subjects is pro

tected by ensuring that each group has at least a minimum number of observations, 

k [54]. If this were not the case, the average would not avoid disclosure because an 

individual contributing to the partit ion/ group, or an external individual, can guess 

the value of another respondent [22, 131]. The objective of this technique is to group 

similar records together, so that the replacement of actual values by the means of 

their associated groups, results in minimizing the IL [38, 74, 84]. 

Basically, MATs can be operationally defined with respect to two dominant suc

cessive phases [54, 131]: 

1. Partitioning 

The original micro-data file is partitioned into several disjointed clusters/groups 

so that all records in the same group are similar to each other and, simulta

neously, dissimilar to the records in other groups. Additionally, each group is 

forced to contain at least k records. 

2. Aggregation 

This phase computes a certain kind of prototype for each cluster/ group, and it 

replaces the original values in the micro-units by the computed prototype. This 

phase usually depends on the type of the variable concerned. 

The actual implementation of the MAT requires a clustering method and an 

aggregation method. Such methods were originally used for numerical data types. In 

this Thesis, we will concentrate on classes of numerical MATs, and will define the 

Micro-Aggregation Problem, based on such numerical variables. 
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2.6.2 Micro-Aggregation Problem (MAP) 

The MAP, as formulated in [22, 45, 74, 84, 92], can be stated as follows: A micro-

data set IA — {Ui, U2, • • •, Un} is specified in terms of the n "individuals", namely the 

U[s, each representing a data vector whose components are p continuous variables. 

Each data vector can be viewed as Ui = [un,Ui2,... ,Uip]
T, where u^ specifies the 

value of the j t h variable in the ith data vector, and it represents the j t h dimension 

in the space. Associated with the problem is a positive integer, k, referred to as the 

security parameter. Micro-aggregation involves partitioning the n data vectors into 

m groups so as to obtain a /c-partition Pfc = {G« | 1 < i < m}, such that each 

group, Gi, of size, rij, contains either k data vectors (fixed-size case), or between k 

and 2k — 1 data vectors (data-oriented case). Each data vector is contained in exactly 

one group, implying that U = (J™^ Gi and Gi f] Gj — 0. The j t h data vector 

in the ith group is denoted by Xij (where each Xij is an element of Li), while Xi is 

the average of the data vectors over the ith group, and X is the average of the data 

vectors over the entire set of all the n elements of U. Thus, Xi = ^- Y^jLi ^ih a n d 

X = i V " , ! , 

The optimal fc-partition, P^, is defined to be the one that maximizes the within-

group homogeneity6, since a larger value of this index implies a smaller information 

loss. The within-group similarity is defined as the Sum of Squares Error, (SSE), 

computed on the basis of the Euclidean distances of each individual data vector X^ 

to the centroid Xi of the group to which it belongs. It is given by: 

m ni 

SSE = J2 J2(Xij ~ Xi)T{Xij ~ Xi). (2.2) 

Analogously, the between-groups similarity is defined as the Sum of Squares Among 

the groups,(SSA), which is the squared deviations of the means from the total mean. 

GA large number of measures which quantify the "group homogeneity" have been reported in the 
literature. There are usually based on several distance definitions, such as the Euclidean distance, 
the Minkowski distance, and the Chebyshev distance. The most common homogeneity measure for 
clustering is the within-group sum of squares, the SSE [52]. 
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It is given as: 

m 

SSA = Y^ni(Xt - X)T(X{ - X). (2.3) 

The Total Sum of Squares is denoted by SST = SSA + SSE, or explicitly 

m rii 

SST = E D * « - *)T(^- - *)• (2-4) 

i = l j = l 

The Information Loss is quantified by a measure, IL standardized in [0,1] as: 

SSE , . 

IL = -ssf' (") 

The Information contained in the micro-aggregated data is given by the ratio: 

SSA 
SST 

= 1-IL. (2.6) 

It is important to highlight that the analysis of variance methods can be used 

as alternative methods to investigate the degree of information that is retained, or, 

equivalently, that is lost, by using the MAT. More details regarding this metric can 

be found in [115]. 

2.6.3 State-of-Art: MATs 

The principle of the MAT is based on the concepts related to the confidentiality of 

tabular data, where any cell of a table that contains data relative to less than three 

units, or which is dominated by a single unit, should not be disseminated so as to be 

consistent with a confidentiality rule. This principle is applied to a micro-data file by 

aggregating a fixed number of micro-units to avoid being dominated by any one of 
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them. Therefore, an MAT proposes that individual micro-units are replaced by the 

average of a subset of them [31, 32, 142]. 

Basically, an MAT relies on a clustering technique and an aggregation technique: 

MATs were originally used for numerical data [22, 131], and they can be further 

classified as Uni-variate methods or Multi-variate methods [28, 91]. 

2.6.3.1 Uni-Variate MATs 

Practical heuristic-based MATs have been proposed in [8, 22, 31, 33, 34]. The par

titioning mechanism advocated (for uni-dimensional data) in all these papers is the 

same: First of all, the elements are ranked in an ascending or descending order. Sub

sequently, groups of k consecutive values assumed by the variable in question are 

replaced by their average. If the total number of elements n is not a multiple of k, 

the last group will contain more than k elements [89, 115]. As pointed out in [45], 

one method to substantially reduce the information loss with such a philosophy is to 

assign the additional elements to the group containing the modal (or median value 

[46]) value of the data (rather than including them in the extreme sets). 

Two main approaches are used to sort one-dimensional data [31, 45, 89, 91, 115]: 

1. Single axis 

The micro-data set being micro-aggregated consists of a single variable or a 

number of variables. It is called a uni-variate micro-aggregation because the 

ranking of the micro-data file is based on its projection along a single chosen axis. 

This approach is recommended when there is a high correlation between the 

variables, because any single variable will reflect the characteristics of the data 

vector [92, 115]. If a particular variable is chosen to rank all the micro-units, this 

variable must somehow reflect the size of the data vector [91]. The result usually 

depends on the variable chosen, because it typifies the underlying structure of 

the population, and, therefore, it could render any statistical inference to be 

ambiguous [115]. 
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Since there is no guarantee that proximity on one variable implies proximity 

on others, a principle component has been used as a natural alternative to sort 

the data vector [31, 34, 89, 91]. Generally speaking, a principle component 

analysis reduces the dimensionality of the problem from P to usually 1, 2, or 

3 dimensions, by taking into account all the variables of the initial set, and, 

simultaneously, preserving the underlying multi-dimensional correlation struc

ture. Although it is true that such a scheme is sub-optimal, it can be seen that 

the resulting solution will not be far from the optimal one because it seeks to 

minimize the differences between the distances of the elements before and after 

the transformation process [115]. The rationale for this process is to preserve, 

as much as possible, the total variance of the original variables in the projected 

data [100]. 

Another alternative strategy, like the principle components analysis, takes all 

the variables into account, and is based on the sum of z-scores. Such a criterion 

gives equal importance to the variables by adding (across all variables) the 

standardized values for each observation [31, 34, 89, 91]. In other words, the 

rationale for this process is to store the records so as to take into account 

the variances of all the variables [100]. Finally, it is important to highlight 

that there is no guarantee that the axis chosen will provide an optimal micro-

aggregation, since these methods are very sensitive to the set of variables chosen 

[115]. Therefore, a single axis MAT suffers from two sources of IL: The one-

dimensional data sorting loss and the associated micro-aggregation loss [91, 92]. 

The authors of [100] have recently replaced the use of projection methods in 

micro-aggregation by the Sugeno integral aggregation function to calculate the 

projected axis. They have reported that using any aggregation function reduces 

the execution time, and, in some sense, increases the data protection. 

2. Individual Ranking 

There are many cases where the variables are not highly correlated. This forces 

heterogeneous values to become members of the same group if any method in

volving a single axis is used [115]. In order to avoid the IL caused by sorting 
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the micro-data file onto a single axis, the authors of [31, 32] propose that vari

ous uni-dimensional variables should be aggregated separately. This approach, 

which is known as blurring [32, 33, 34], deals with multi-variate data sets by 

micro-aggregating the variables one variable at a time. Indeed, the variables 

are sequentially and independently micro-aggregated, and every aggregation in

volves a fixed size of contiguous values. Therefore, this method produces better 

outlying observations, while leaving the majority of the data structure intact 

[31, 33]. The authors of [10] give a quantitative theoretical measure, which 

estimates the loss of the variance due to individual ranking micro-aggregation 

methods. Their results show that the expected total variance loss decreases with 

respect to the increase in the size of the sample under three different distribu

tions using the moments and spacing approaches [115]. Generally speaking, 

although individual ranking owes its popularity to its simplicity and to the fact 

that it leads to a low information loss [46], it also leads to a high disclosure 

risk7. It has a conceptual drawback, namely, that it does not partition the n 

data vectors in the micro-data set on a data-vector basis. Rather, the partition 

is obtained for each variable in turn, in the micro-data set [46, 89, 92]. 

The authors of [31, 46, 85] highlight an avenue by which the individual ranking 

MAT can be extended to permit the simultaneous micro-aggregation of several 

variables, so that a single partition for the entire data set is obtained. An 

alternative to the individual ranking scheme is the weighted moving average 

method that requires choosing a number of weights. For example, if wc assume 

that a triple weight (a, b, c) has been chosen, this means that the observations 

are first ranked independently, and instead of replacing the individual units 

by the average value, each value for the ranked variables in the observation is 

replaced by a new computed value comprising of a% of the previous value, b% 

of the current corresponding value, and c% of the next value in the observation 

sequence [115]. While this method does not lead to any aggregate being repeated 

7In individual sorting, an intruder knows that the real value of a variable in a data vector in the 
ith group is between the average values of the i — 1th group and i + 1th group. Consequently, if 
these two averages are close to each other, the intruder can determine a narrow real-valued interval 
to enable him to compromise the security of the system [46, 89, 91]. 
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k times in each group, it simultaneously suffers from the increment in the IL 

due to the two missing weighted moving averages at the beginning and at the 

end. This is because the replacement of these observations, using repetitions 

of existing values, may lead to values which are far from the original data set 

[115]. 

Hanani, a formal algorithm to find the optimal solution for the fc-partition problem 

to minimize the IL, was proposed by Defays and Nanopoulos in [34]. The paper 

incorporated the concept of determining a suitable set of hyperplanes separating the 

n data vectors into a number of homogenous groups. It did this by enforcing the fixed 

size group and by deriving each partition from a simple ranking of units in terms of 

a uni-dimensional variable that groups contiguous units [115]. As pointed out in [34], 

the problem is quite complex, and its practical implementation is both difficult and 

complicated. For example, it is highly recommended to start the algorithm from 

different initial partitions in order to avoid falling into local minima [115]. 

Initial research in the field proposed "fixed" MATs, which required that the size 

of each partition group was a fixed constant, k. These, in turn, led to the Fixed-Size 

Micro-aggregation or the Classical Micro-aggregation [33, 34, 115] algorithm. Recent 

developments [45, 89, 91, 92, 126] have concentrated on further reducing the infor

mation loss by using variable-sized data-dependent groups, which leads to families of 

Data-Oriented Micro-aggregation algorithms. The philosophy utilized is that groups 

need not consist of exactly k data vectors, but of at least k data vectors. They also 

preserve the natural data aggregate by allowing the group size to be between k and 

2fc — 1, depending on the structure of the data, so as to lead to more homogenous 

groups and to minimize the ultimate information loss [28, 45, 92]. Although methods 

yielding variable-sized groups are marginally more complex than those involving a 

fixed-size micro-aggregation, they are less likely to compromise the "privacy" of the 

micro-data sets as shown in [85]. 

Figure 2.1 illustrates the difference between fixed-size and variable-size MATs, 
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where Figure(a) shows nine micro-data units of two variables. If a fixed-size micro-

aggregation with k — 3 is used, as in Figure 2.1(b), a partition of three groups will 

be obtained, which seems to be unnatural to the distribution of the data. On the 

other hand, if a variable-size micro-aggregation is used, as in Figure 2.1(c), a partition 

of two homogeneous groups will be obtained. This definitely achieves a smaller IL 

compared to the fixed-size micro-aggregation [22, 46, 54, 89, 91, 92, 115]. . 

Two alternative heuristic approaches that incorporate variable-size micro-aggregation 

have been presented in [43, 45, 91]: 

• Micro-aggregation based on a genetic algorithm. 

• Micro-aggregation based on the Ward's algorithm. 

The authors of [45] presented a genetic algorithm that appears as an alterna

tive linear heuristic. It presents the fc-partitions as a binary string (the "chromo

somes"), and combines directed and random search strategies to attain a global op

timum [89, 91]. It starts from a random population of strings, evaluation, selection, 

crossover, and mutation operators are successively and iteratively applied to obtain a 

new superior generation that satisfies the convergence criterion. This method offers a 

good trade-off between the required speed and the information loss when the data set 

is very large or when the MAT has to be invoked online. But there does not appear 

to be a theoretical framework that allows optimal values to be found for the five input 

parameters: The probability of crossover, the probability of mutation, the population 

size, the maximum number of generations, and the convergence criterion used as a 

stopping iteration. Another weak point is that since this scheme is based on a heuris

tic random search, it provides solutions that are not reproducible. In other words, 

running a micro-aggregation based on a genetic algorithm twice on the same data set 

will probably yield two different micro-aggregated files [45, 91, 92]. Unfortunately, 

the technique presented in [45, 9.1, 92] is not easily adapted for the the multi-variate 

case. The main problem comes from the fact that a multi-dimensional space is only 

partially ordered. This renders the solution to the problem of properly representing 
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Figure 2.1: Fixed-size groups versus variable-sized groups. 
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multi-variate fc-partitions as binary strings, to be far from obvious [45, 89]. 

A hierarchical classification method can be used to obtain building blocks for the 

heuristic MAT so as to yield variable-sized groups. Ward's method, proposed in [139], 

is attractive because it is stepwise optimal: Two groups or data elements coalesced 

at each step are chosen so that the increase in the within-groups index, the SSE, 

caused by their union is minimal. However, Ward's method had to be adapted into 

the so-called k-Ward's method to render it applicable for micro-aggregation [43, 91]. 

The standard method merely involved building up a grouping hierarchy, whereas the 

ultimate goal is a fc-partition of the initial data set. As well, the authors of [43] showed 

that a fc-partition algorithm can be naturally turned into a truly multi-variate MAT. 

The main drawback of this method is its storage and running time complexities. 

Extending this result, a Secure-k Ward scheme was proposed in [85] so as to enhance 

the individual's privacy. This was done by employing two phases, an intra-group 

optimization and an inter-group optimization, with the intention of minimizing the 

information loss and the overall mean deviation. Finally, it should also be mentioned 

that the scheme proposed in [85] is compatible with the previous k-Ward's method 

proposed in the literature. 

The author of [121] showed that the width of the cluster is a suitable measure, 

especially for the highly skewed data. The total within-cluster width is measured by 

summing the gap between adjacent members of the clusters, which implies that the 

size of the cluster is controlled by a minimum number of adjacent gaps. Two direct 

methods based on the width of the cluster were proposed in [121, 122] to micro-

aggregate uni-variate data. First of all, after the data is sorted, all the gaps between 

the sorted data are computed, as well as the midpoints of the gaps. After this, a 

binary sorting tree is constructed in which the gap midpoints serve as the internal 

nodes of the tree and the data values are the external leaves of the tree. Finally, 

both methods attempt to achieve the micro-aggregation. The first proposed method 

uses the modified quick sort algorithm, which operates by recursively partitioning its 

input, while the second method treats the micro-aggregation problem as an optimiza

tion problem, which requires an objective function to choose between various sets of 
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micro-aggregations and a model with constraints that are included so as to define 

these possible sets of micro-aggregation. It is important to note that the adjacency 

concept is simple, natural and easy to implement in the uni-variate data. However, 

for bi-variate or multi-variate data, the adjacency is natural, the simplicity, and ease 

of implementation are lost due to not having well-defined multi-variate sorting tech

niques. Standard techniques from computational geometry have been adapted to the 

MAP [122], but we consider this to be outside the scope of this Thesis. 

The exact solution for the uni-variate MAP that appears in both the individual 

ranking and projected data approaches has recently been shown to be polynomially 

solvable as a shortest path problem [74]. Here, optimal partitions were shown to 

correspond to the shortest path on a graph. The strategy works as follows: First 

of all, the uni-variate data set is sorted in an ascending order. Thereafter, a graph 

is constructed in which each arc corresponds to a possible group that may be part 

of an optimal partition. Each arc is assigned a weight that is the error that would 

result if that group were to be a part of the ultimate partition. The micro-aggregated 

solution involves determining the set of arcs in the shortest paths of the graph. The 

complexity of the resulting algorithm is 0(nlogn), where n is the number of records 

in the database. In spite of having a polynomial algorithm for the optimal uni

variate MAP [74], heuristic algorithms are needed, because attaining the minimum 

information loss for the MAP is NP-hard for the multi-variate case [84, 103]. 

Finally, Table 2.3 summarizes the main numerical uni-variate micro-aggregation 

methods and their classification. 

2.6.3.2 Multi-Variate MATs 

A large number of heuristic methods have been proposed for solving the multi-variate 

MAP. These methods can be further summarized as follows [28, 46]: 

1. Projecting multi-variate data onto a single axis 
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Table 2.3: The classification of the numerical uni-variate micro-aggregation methods. 

Classification 

Single axis 

Individual methods 

Heuristic partitioning technique 

Micro-Aggregation Methods 

Particular variable 
Principal component 
Sum z score 
Aggregate function 

Individual ranking 
Weighted moving average 
Hanani's algorithm -(variance) 
k Wards -(distance) 
Genetic algorithm 
Minimize the total within cluster width 
(Quick Sorting or optimization approach) 
Shortest path -(Optimal) 

Instead of using a multi-dimensional distance to sort the data vectors, all prac

tical methods perform a straightforward uni-dimensional sorting by projecting 

the former onto a single axis (i.e., using the first principle component, the sum 

of z-scores or even a particular variable) [91, 92]. It is necessary to stress that 

all the above described numerical uni-variate MATs can easily be extended to 

multi-variate MATs using any projection method. 

2. Unprojected multi-variate data 

A natural improvement of the above is to deal directly with multi-variate data 

without projection. Either the data vectors can be sorted based on compar

ing all the variables simultaneously or they can be independently sorted them 

using more than one (for example, two or three) variable at a time. A num

ber of heuristic methods to micro-aggregate unprojected raw data utilize search 

techniques including hierarchical clustering, genetic algorithms, and tabu search 

[45, 92j. 

In spite of the simplicity of the uni-variate micro-aggregation and its low com

plexity, it is not very attractive because it either suffers from a high IL due to the 

data transformation (projection on to single axis) or from high DR, (especially, for 
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the individual ranking) [46, 45, 89]. The empirical results reported in most of the 

papers suggest that the multi-variate micro-aggregation on unprojected data offers a 

superior trade-off between the DR and IL, especially when groups of three or four 

variables are micro-aggregated at a time, rather than all variables at the same time 

[44, 45, 46]. 

The first algorithm to accomplish this was invented in 1998 by Domingo-Ferrer 

et al. [91, 45] and called the "Multi-variate fixed-size micro-aggregation" method. 

It micro-aggregates the multi-variate micro-data file based on the concept of the 

diameter distance of the data set as follows: It first searches for the two most distant 

records from the data set, say records r and s. Using these, two clusters are created; 

the first one comprises of r and its (k-1) nearest records, while the second comprises 

of s and its (k-1) nearest records. If there are at least 2k records that do not belong 

to the two clusters formed, the aggregated records are then computed for these two 

clusters, and they are removed from the original data set. This process is iteratively 

repeated until all the records in the original data set have been used in generating 

the new micro-aggregated file or, in other words, until the original data set is empty. 

But if there are between k and 2k —1 records, which do not belong to the two clusters 

formed, we form a third cluster with those records and stop the process. In a case 

when we have less than k records that do not belong to the two formed clusters r and 

s, it is mandatory to add these remaining records to the closest cluster [45, 52, 91]. 

The problem encountered is one of determining how to decide which are the most 

distant records. A truly multi-variate criterion has to be followed instead of projecting 

the data onto a single axis8. The most distant records are defined according to a truly 

multi-variate sorting criterion, which is the distance matrix, and this is referred to as 

the "Maximum-distance" (MD) [45, 89, 91, 92, 115] scheme. One of the disadvantages 

of using this sorting criterion is related to the storage capacity, since it requires 

quadratic time (quadratic in the size of the data set) [89]. Solanas et al. have 

8If a single axis is used to make a decision of the two most distant records in the multi-variate 
fixed-size micro-aggregation algorithm, then this algorithm is equivalent to performing a uni-variate 
fixed micro-aggregation. 
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recently shown that when the number of records is very large, the distance matrix 

can be efficiently stored by applying the blocking technique [127]. Another small 

disadvantage is that the grouping resulting from the MD usually depends on the 

extreme data vector with which one starts. In other words, the efficiency of the 

solution depends on which extreme data vector is taken as the first data vector and 

which is taken as the last [45, 89, 91, 92, 115]. This concern is clearly illustrated in 

Figure 2.2. If k is set to equal 3, Figure 2.2(a) represents a micro-data file consisting 

of 6 points with 2 variables. In this case it is obvious that the most distant records 

are a and e. Starting from vector a we will have two clusters, shown in Figure 2.2(b). 

But if we choose to start from vector e, we will have another different two clusters, as 

shown in Figure 2.2(c). Typically, the differences in the IL that result from choosing 

either extreme vectors as the first or last are small [45, 89, 91, 92, 115]. 

A natural way to obtain multi-variate data-oriented methods is to generalize some 

of the uni-variate data-oriented methods described in Section 2.6.3.1. The strongest 

advantage of a fc-Ward MAT is that it is easily adapted to the case of multi-variate 

unprojected data. The reason for this is that the fc-Ward method was originally 

designed as a multi-variate clustering algorithm [62. 79, 91, 139]. It is important to 

remind the reader that projecting the multi-variate data in order to know the first-

k and the last-A; elements in the A;-Wards algorithm, (as will be described in greater 

detail in Chapter 3), is not equivalent to a data-oriented uni-variate micro-aggregation 

scheme on projected data [45, 89, 91, 92, 115]. 

In 2005, an enhanced version of the "multi-variate fixed-size micro-aggregation" 

method, called the Maximum Distance to Average Vector (MDAV) scheme, appeared 

in [60] and was implemented as a built-in technique in the //-ARGUS Software tool 

version 4.0 [77]. This modification is based on the concepts used to compute the 

micro-aggregated record, namely, it depends on computing the centroid of the data 

set, instead of computing its diameter. After this, a quick search for the most distant 

record from the centroid, say r, is done. Subsequently, a new search for the most 

distant record from the record r, say s, is accomplished. The next step consists of 

creating two clusters, the first one comprising of r and its fc — 1 nearest records, while 
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Figure 2.2: Grouping with the maximum distance criterion. 
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the second comprises of s with its nearest k — 1 records. At the end of this stage, the 

two clusters are micro-aggregated and removed from the original data set. The latter 

steps are iteratively repeated until no more records remain in the original data set. 

The advantages of this new modified version of the MDAV are the increased speed 

of the micro-aggregation and the resulting reduction of the IL [52]. 

V — MDAV, which stands for Variable-size Maximum Distance to Average Vec

tor, is the first heuristic method applicable for a multi-variate variable-size micro-

aggregation [126]. It improves the well-known MDAV method in terms of low

ering the SSE and, simultaneously, maintains an equivalent computational cost. 

V — MDAV follows a strategy similar to the MDAV method, by building a dis

tance matrix and computing the global centroid. Thereafter, once the most distant 

record from the global centroid is found, a group of k records is formed by selecting 

the k — 1 records closest to the initial one. The next step is the most important one, 

where the V — MDAV overcomes the fixed-size constraint of the previous heuristics 

by adapting the data set distribution and generating variable-size groups. This step is 

achieved by searching for the closest unsigned record in the last formed cluster, emin, 

and computing its distance, din. After this, we compute the minimum distance from 

the selected record em,n to any of the remaining unsigned records, dout- A decision 

of the inclusion of emjn into the cluster is made if, and only if, din < ^dout, where 7 

is a gain factor; otherwise emin will not join the cluster. The extension step is termi

nated when either the group size is equal to 2k — 1 or when a decision of inclusion is 

not satisfied. The entire procedure is iteratively repeated until all the records in the 

original data set have been used in generating the new micro-aggregated file [52, 126]. 

The computation of the Minimum Spanning Tree (MST) leads to another multi

variate MAT [84]. This yields a new clustering algorithm obtained by splitting the 

minimum spanning tree using a constraint on the minimum group size. The MST can 

be considered as a potential strategy for any practical application, since it exploits 

the natural clustering effects in the data that are consistent with the objective of 

reducing the IL. 
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Domingo-Ferrer et at. have recently reported a multi-variate micro-aggregation 

heuristic referred to as the "//-Approximate" algorithm, which involves an approxima

tion bound for the SSE [39, 51]. The SSE of the micro-aggregated data is no longer 

greater than a multiple of the minimum SSEopt, which corresponds to the optimal 

multi-variate MAP [102, 103]. Bounds have been proven for two different optimality 

criteria: An 0 ( ^ 2 ) " approximation bound for minimum within-groups sums of Eu

clidean distances, and an 0 ( ^ 3 ) ~ approximation bound for minimum within-groups 

sums of squares [51]. Their philosophy involves creating a directed forest where all the 

original records are vertices. Each vertex has at most one outgoing edge, i.e., (u,v) 

is an edge between the two vertices v and u if v is one of the k — 1 nearest neighbors 

of u. The size of every tree in the forest should be between k and 2k — 1. When the 

algorithm terminates, the vertices in each tree are replaced by their aggregation [39]. 

The authors of [51] also explain how the value of k can be determined. 

As opposed to the above, the authors of [49] present a tighter approximation for 

the special case when k = 2, which is called the "Polynomial-time 2-approximation" 

for multi-variate micro-aggregation. Their solution represents an interesting option 

to implement 2-anonymity, because it results in low IL and thus high data utility in 

most scenarios except when internal intruders are likely, and when outliers are exist. 

A more recent hybrid technique for multi-variate micro-aggregation combines a 

multi- variate heuristic yielding fixed-size groups and a genetic algorithm yielding 

variable-sized group [88]. It is well-known that fixed-size heuristics are fast and able 

to deal with large data sets. On the other hand, the genetic algorithm obtains very 

good results (i.e., optimal or near-optimal), although it can only cope with very small 

data sets. Consequently, this new mixture blends the advantages of both types of 

heuristics and avoids their shortcoming. The main idea behind this hybrid algorithm 

is to partition the data set into a number of groups by invoking any fixed-size multi

variate micro-aggregation such as the MDAV, and then optimizing these partitions 

by means of the genetic algorithm [88]. 
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An adaptive fuzzy c-means based micro-aggregation technique has recently been 

proposed to build a set of clusters in which elements can belong to more than one 

cluster at the same time [133]. In other words, the fuzzy c-mean leads to a set of non-

disjoint clusters where each element has a partial membership index that expresses the 

degree of its membership to a particular cluster. Generally speaking, the membership 

degree is specified in the interval [0,1], where 0 implies "no membership" and 1 means 

a "full membership". The most interesting part of this algorithm involves replacing the 

individual values by the centroid value of each cluster. This is achieved by selecting a 

cluster to which certain records belong and by further selecting the values of different 

variables in the same records. There are, thus, four different alternative methods for 

the aggregation stage [57, 134]: 

• Selecting a cluster for a given record 

The selection of a cluster is based on either a uniform probability distribu

tion over the clusters with a non-zero membership or a probability distribution 

proportional to the membership degree. 

• Selecting the values for different variables in the same records 

Once the cluster is selected, either all variables are aggregated using the same 

cluster centroid or a cluster selection technique is applied for each variable of 

the same record. 

The authors of [57, 134] report that the fuzzy c-means method performs better 

than an additive noise, data distortion scheme that uses a probability distribution fol

lowed by resampling. However, it performs worse than the classical micro-aggregation, 

although with respect to the DR criterion, it is better. The reason behind this is that 

this method does not yield any clue about the masking method used nor about the 

clusters obtained by the method [57, 133]. Recently, an alternative fuzzy clustering 

method was proposed in [134], referred to as an entropy-based fuzzy c-means method. 

The only difference between the latter version and the previous one is the technique by 

which fuzziness is introduced. The fuzzy c-means strategy produces a fuzzy solution 

by involving the means, while the latter uses a term based on the entropy to force a 
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fuzzy solution. It appears as if an entropy-based clustering algorithm is significantly 

better than the standard fuzzy c-mean based clustering algorithm, additionally it is 

more stable [134]. 

It is important to remark that the exact solution to the MAP in the multi-variate 

case, (without projecting the data onto an "Euclidean" space of dimension of two or 

greater), is shown to be NP-hard [102, 103]. This opens an avenue of research, namely 

to produce an approximation polynomial time technique that can out-perform all the 

other techniques. This problem remains open. 

We conclude this section by presenting in Table 2.4 a summary of the main nu

merical multi-variate micro-aggregation methods and their classification. 

Table 2.4: The classification of the numerical multi-variate micro-aggregation meth
ods. 

Classification 

Projection onto single axis by 
vising principle component, 
sum of ^-scores, or even 
particular variable 

Unprojected methods 

Micro-Aggregation Methods 

Individual ranking 
Weighted moving average 
Hanani's algorithm 
Genetic algorithm 
k Wards 
Shortest path 
Multi-variate fixed-size micro-aggregation 
k ward multi-variate micro-aggregation 
Minimum Spanning Tree (MST) 
Maximum Distance to Average Vector (MDAV) 
Variable-size Maximum Distance to Average Vector (V — MDAV) 
Fuzzy C-mean 

\i-Approximate Algorithm 
Hybrid Algorithm 
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2 .6 .4 C a t e g o r i c a l M A T s 

Quantitative micro-aggregation has been a research topic for more than ten years, 

while qualitative micro-aggregation is quite new [54]. Although the actual imple

mentation of micro-aggregation requires only a clustering method and an aggregation 

procedure, the reason behind this relative lag in the latter field is the difficulty of 

involving both these processes in the case of categorical data [60, 131]. A fair bit 

of attention has, however, recently been given to extending the MAT to categorical 

data types [56, 58, 115, 131]. 

The aggregation function for categorical data can be distinguished on the basis 

of the categorical data type. In other words, the main operator in this case is the 

plurality rule (mode, or the voting procedure) for the nominal scales, while for the 

ordinal scale the median is used for the aggregation step [22, 54, 56, 60]. 

The author of [33] was the first one to suggest a generic method based on the in

dividual ranking technique for multi-variate data. The subsequent clustering method 

for categorical data appeared in [131], and this was, in turn, based on the fc-modes 

algorithm inspired by the fc-means algorithm for numerical data. More recently, the 

MDAV scheme has also been extended for categorical data [60]. 

As we will not be discussing categorical data in this Thesis, our review of this 

sub-area terminates here. 

2.6.5 Additional Applications 

Apart from being methods in their own right that permit micro-aggregation to be used 

as an SDC technique to yield a good trade-off between the IL and DR, the MAT 

can also be used in other applications, such as in linear regression and k-Anonymity. 

The authors of [66] enhanced the classical multiple linear regression model, which 

obtains the best linear unbiased estimates of the regression coefficients, to render it 
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more secure. This was achieved by deriving the estimator from the grouped aggre

gated data, although partial aggregation usually results in the loss of efficiency for 

estimates of the regression coefficients and their residual error variance. But this loss 

can be minimized by generating groups that are homogeneous with respect to the in

dependent variables being analyzed. In other words, this can be done by minimizing 

the within-group variation and by maximizing the between-group variation. 

Micro-aggregation has also been found to be an interesting alternative to general

ization or suppression for fc-anonymity9 [5, 39, 60]. A solution to fc-anonymity is based 

on generalization and suppression techniques. The latter perform poorly in terms of 

data quality because they are not suitable for all types of attributes [39]. The authors 

of [39, 60] report that using micro-aggregation for fc-anonymity circumvents most of 

the problems of generalization/suppression techniques because micro-aggregation is a 

unified approach, unlike the dual method that combines generalization and suppres

sion. Although the optimal MAP is A^F-hard, many heuristic approaches lead to a 

solution that is close to the optimal one. Micro-aggregation does not complicate the 

data analysis by introducing new categories, or by suppressing certain data fields. Fi

nally, micro-aggregation is also useful in protecting fields containing continuous data 

because it does not harm or destroy the underlying numerical semantics [60]. The 

author of [41] extends the use of micro-aggregation of all attributes for /c-anonymity 

to implement the property of P-sensitive fc-anonymity in a more unified and less 

disruptive way. 

Micro-aggregation has also been reported to be relevant to the field of Artificial 

Intelligence (AI), and has been used in some applications that require increasing the 

knowledge of a system for decision making and domain representation [59]. It can 

also be used in data mining or to compress the data set while minimizes the IL [52]. 

9k-anonymity is a useful concept to solve the tension between the data utility and respondent 
privacy in individual data. An anonymized data set is said to satisfy fc-anonymity for k > 1, if, for 
each combination of the values of a key identifier, at least k records exist in the da ta set sharing 
tha t combination [39, 60]. 
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2.6.6 Properties and Characteristics of the MAT 

2.6.6.1 V a r i a n t s of t h e M e t h o d s 

Micro-aggregation performs quite well with respect to the different existing criteria 

for IL and DR. Moreover, the authors of [53, 57, 131, 133, 134] show that it is 

the second-best method for numerical data, after the rank swapping method10. The 

authors of [94] show that the choice of parameter in the MAT has less influential 

than in rank swapping. Therefore, the behavior for micro-aggregation is more robust, 

even through medium and high values. It is important to mention that both MAT 

and rank swapping offer more protection to outliers than other SDC techniques. 

It is necessary to note that there are some important issues that should be taken 

into consideration when micro-aggregating social or business data. These issues are 

discussed below. 

• Selecting a segmentation of the set of the variables to apply the micro-aggregation 

It is important to determine the number of variables, (the best combination that 

leads to the minimum value of the IL [33, 34, 90]), that is to be used in the 

micro-aggregation process. Moreover, the initial vector of variables can be seg

mented into a number of variables, multi-variate or uni-variate, which we called 

segments. [31, 32, 66, 115, 119, 120]. A set of P variables can be treated as 

a single multi-variate variable, resulting in a single grouping, or as P separate 

variables, resulting in p groupings for each. It is well-known that dealing with 

all the variables simultaneously minimizes the loss in the information gained. 

It is reported in [54] that multi-variate micro-aggregation on unprojected data 

taking two or three variables at a time (rather than all variables) is the micro-

aggregation algorithm offering the best trade-off between IL and DR. 

• Selecting the number of steps to be applied in the micro-aggregation 

1 0Authors of [32, 33] show tha t some people reject data swapping on the basis of protecting 
individual data without preserving the moments of the initial distribution. 
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It is important to determine the number of steps that are required to micro-

aggregate all micro-units in the original file [66, 115]. For example, let us assume 

that 7 variables are used to micro-aggregate a micro-data file with 13 variables. 

The micro-aggregation process can be done either in a single step, by using all 

the variables together, in two steps, by using 3 variables in the first step and 4 

variables in the second step, or in three steps, by using 3 variables in the first 

step and 2 variables in the second and the third steps. The authors of [119, 120] 

show that the micro-aggregation in more than one step leads to a lower IL, 

and, simultaneously, a higher DR than the usual single-step micro-aggregation 

technique. 

• Selecting the type of the variable to be applied in the micro-aggregation 

It is usually recommended that independent variables are chosen to micro-

aggregate the micro-units, and it is preferable that the variable chosen is either 

discrete, real, or ordinal [32, 33, 66]. These types of variables do not take values 

over a very restricted set, and so they will minimize the probability of being 

compromised by intruders [14]. Generally speaking, the decision of determining 

which variables have to be involved in the micro-aggregation process is based 

on the previous knowledge about the characteristics of each variable [119, 120]. 

• Selecting the degree of aggregation 

The number of records per group, which is usually represented by k, a pre

defined threshold, plays an important role in determining the loss in the data 

utility, as well as the loss in the confidentiality. In fact, increasing the degree of 

the aggregation will decrease the IL and, simultaneously increase DR [33, 66]. 

The minimum size of such groups usually depend on several factors: The rules 

adapted in some countries, the degree of confidentiality of a segment of the 

variable, and the values taken by the variables in a group [32]. It is worth men

tioning that the decision of imposing a fixed size or a minimal size constraint 

has a clear effect on the homogeneity of the groups. Generally speaking, a min

imal size constraint usually leads to more homogeneous groups than the fixed 

size, and it is more difficult to be compromised [28, 45, 85, 92, 115]. In practice, 
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the statistical law that defines the requirements in order to make the data set 

confidential, usually sets the value of k to be either 3 or 4 [46, 115]. If k is 

greater than 4, it can be argued that basic analytic properties, such as these 

required for regression, can be seriously affected [140]. 

• Selecting the clustering procedure 

The methods are mainly characterized by the way in which the homogeneity of 

the groups is measured [11, 32, 33]. The main difference between the MATs 

lies in the way clusters are built (by modifications of a standard technique, 

novel approaches using genetic algorithms with an appropriate fitness function, 

etc.) [131]. The authors of [66] have suggested having a built-in function of 

the researcher's cardinal preference with respect to the grouping criterion. It 

is worth mentioning that applying the grouping criterion on the projected data 

will increase IL caused by the micro-aggregation itself [11, 45]. 

• Selecting the aggregation statistical procedure 

The MATs aim to partition the whole micro-units into groups of either k, or 

at least k micro-units group size. These micro-units are replaced by certain 

aggregation statistics, which are either the mean of the group or another mea

sure of central tendency (i.e. median, mode, weighted average) [31, 32, 115]. 

This usually depends on the type of the variables whether it is quantitative or 

qualitative [131]. 

• Selecting the sorting procedures 

The combination of fixed-size MATs with sorting algorithms could reveal some 

confidential information, although the sorting methods have to set up groups 

that are as homogeneous as possible in order not to lose too much informa

tion. Special attention should be paid to ranking the individuals in either an 

ascending or descending order [115]. This is especially important if some infor

mation about an individual is available through a non-confidential source (prior 

knowledge), because it is easy to gain added confidential information by using 

successive sorting instructions [66]. A general rule applicable for the sorting 

strategy used for single axis methods typically depends on the position of the 
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majority of the outliers [115]. If the outliers of the variables are to the left of 

the distribution curve, an ascending order has to be used in ranking the values 

of the variable. But if they lie to the right side of the distribution curve, a 

descending order is used to rank the values of the variables. 

• Measuring the homogeneity of a group 

Since the SST is fixed for a given data set, one should attempt to find a grouping 

that minimizes the SSE [31, 32, 33, 91]. Moreover, the concept of the underlying 

similarity in the definition of the groups can lead to various interesting variants 

of the basic methodology. The quantification of homogeneity in the multi

variate data set is not easily defined, because it can be measured in various 

ways, for example, using the within-group variance, the entropy, or a measure 

based on any type of distance [31]. For the quantitative variables, the Euclidean 

distance or the variance will determine the formation of groups, while for the 

ordinal variable this information will be determined by the absolute value of 

the difference in rank or by the entropy concept [32]. 

At this juncture, we mention some of the drawbacks of MATs, which can be listed 

as follows: 

1. The information present in the groups obtained by an MAT may sometimes 

obscure useful statistical information found in the database. 

2. Adding or deleting certain records from different groups is expensive. 

3. The bias introduced by using this technique decreases the variance with an 

amount equal to -^ Y2T=i S i i i ^fji w n e r e m represents the number of groups, 

kj represents the number of records in groups j , Sy is the distance between the 

centroid of the j t h group and the ith record which belongs to that group, and 

N represents the number of records in the micro-data file [104]. 

Finally, we conclude that there is no single method that out-performs the others 

[81], since there are no descriptive criteria defined to judge which is the best method 
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with respect to the complementary objective (IL and DR), the accuracy, and the 

execution time. Moreover, the choice of an optimal method usually depends on the 

nature of the data (i.e., the type of the variables and the statistical relation between 

them) [11]. 

2.6.6.2 Inference Control in D a t a Mining Versus MATs 

While MATs introduce intentional distortion to protect micro-data sets against dis

closure, AI techniques try to overcome the data distortion. Generally speaking, the 

goals of AI and MAT seem to be contradictory. This is because while MATs are 

used to hide information, AI techniques are used to infer information. The power 

of any AI technique is in its ability to reconstruct the original data from several 

distorted versions [137]. This can be achieved either by [59]: 

• Building a model for a given variable so as to discover a relationship between 

a sensitive attribute and others. Thus, if the attribute is disclosure protected, 

the aim is to infer the original value. 

• Releasing multiple protected versions of the same original data file will definitely 

increase the disclosure risk. In this case the users will try to reconstruct and 

find the original information out of n different distorted versions of the same 

file [137], either by using re-identification procedures based on sharing a set of 

common variables or by processing non-common variables. 

It should be mentioned that AI techniques can be beneficial if the data mining tools 

are combined with the micro-aggregation software packages. The protection can be 

achieved in two stages: First of all, the original data is protected by using one of 

the SDC techniques offered by the package. Secondly, the data mining tool will be 

used on both the original and the protected data sets to find models that lead to the 

original sensitive data. If the data mining scheme yields a good approximation, the 

data protector should return to the first stage and be enhanced. 
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Privacy preserving data mining is a related field that possesses similar goals [131]. 

It involves a set of two or more parties that want to compute joint shared functions 

on their private inputs. These computations should be done in a secure way, so as to 

preserve both correctness and privacy [81]. Prom this perspective, it can be seen that 

while the MAP is oriented to statistical databases, privacy preserving data mining is 

oriented to company proprietary information [131]. However, there seems to be large 

rewards in combining both of these strategies, and this is also another open area for 

research. 

2.6.6.3 Clustering Techniques Versus MATs 

The clustering problem and the MAP are similar when it concerns finding an opti

mal partition of elements for homogeneous groups. But, the clustering problem differs 

from the classical MAP in two aspects: First of all, in a clustering problem, the num

ber of groups is given a prion, whereas for micro-aggregation it is not. Secondly, and 

more importantly, in a clustering problem there are no constraints on the cardinal

ities of the groups, whereas in the MAP, each group must contain no fewer than k 

elements [45, 28, 91, 84, 121]. Many data clustering algorithms have been proposed in 

literature [15, 79, 130, 138]. Clustering algorithms may be good candidates for MAT 

if they can be adapted by efficiently enforcing the group size constraint [84]. 



Chapter 3 

Enhancing the Heuristic fc-Ward 

MAT 

3.1 Introduction 

We consider the problem of securing a statistical database by utilizing the well-known 

micro-aggregation strategy, and in particular, the A;-Ward strategy introduced in [139] 

and utilized in [45]. The latter scheme, which demonstrates a good trade-off between 

IL, and DR, coalesces the sorted data attribute values into groups, and on being 

queried, reports the means of the corresponding groups. In this chapter1 We demon

strate that such a scheme, as reported in the literature, can be significantly improved 

on two fronts. First of all, we minimize the computations done in evaluating the 

between-class distance matrix, to require only a constant number of updating dis

tance computations. Secondly, and more importantly, we propose that the data set 

be partitioned recursively before a fc-Ward strategy is invoked, and that the latter 

2A preliminary version of some of the results from this chapter appear in the Proceedings of 
ACISP'06, the Eleventh Australasian Conference on Information Security and Privacy, in Mel
bourne, Australia, in July 2006 [65]. The journal version of these results is currently under review. 

73 
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be invoked on the "primitive" sub-groups which terminate the recursion. Our ex

perimental results, done on uni-variate and projected multi-variate data using two 

benchmark data sets, demonstrate a marked improvement. While the IL is compa

rable to the A;-Ward micro-aggregation technique proposed by Domingo-Ferrer et.al. 

[45], the computations required to achieve this loss is a fraction of the computations 

required in the latter - providing a computational advantage which sometimes exceeds 

80% if one method is used by itself, and more than 90% if both enhancements are 

invoked simultaneously. 

This chapter is organized as follows: The Ward algorithm and k-W&rd_MAT 

are described comprehensively in Section 3.2 and Section 3.3, respectively. Section 

3.4 presents the improved versions of the fc-Ward MAT, which is followed by an 

algorithmic description of the two new modifications. Experimental results using the 

two usual reference benchmark data sets and the related discussions are provided in 

Section 3.5. Finally, Section 3.6 presents the overall conclusions of this work. 

3.1.1 Contribution of the Chapter 

As mentioned earlier the challenge in micro-aggregation is to modify the original data 

so that both the risk of disclosing confidential information and the loss of the data 

utility should be below a certain threshold determined by the data protector [42, 142]. 

This means that the data protector is the one who determines the MAT to be used 

based on the type of the data and its application [142]. 

The advantage of the shortest-path technique is that it leads to the optimal so

lution for uni-variate MATs from the perspective of the IL [74]. However, unfortu

nately, it is often not the optimal solution from the perspective of the DR - since the 

IL and DR criteria are often conflicting. This is because the shortest-path method 

provides similar statistics to the original data, which, in turn, increases the likelihood 

of information being disclosed. The literature [39, 60] reports that this problem can 

be overcome by solely determining the appropriate value of the minimum group size 
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parameter. This is achieved by ensuring A;-anonymity, where each data subject is 

distinguishable from at least k — 1 other data subjects. But the reader should observe 

that approximate heuristic uni-variate MATs which use a smaller value of k usually 

provide more protection, in spite of forfeiting some information when compared to 

the optimal solution. This motivates the present research which seeks for a "fast" 

scheme which can be effective for both the IL and the DR criteria. 

The fc-Ward is one of the heuristic MATs, which demonstrates a good trade-off 

between the IL and the DR, but it suffers from a fairly high computational complex

ity, as will be explained presently. The main contribution of this chapter is to render 

the k-Ward MAT a pragmatically applicable solution, and this is done by increas

ing the speed of the micro-aggregation process by incorporating two considerations, 

namely that of invoking recursive computations, (which is crucial for large-sized data 

sets), and by utilizing only critical values of the so-called distance matrix. This, in 

turn, is achieved by two enhancements to the fc-Ward algorithm, namely those which 

we have called Recursive fc-Ward (kWR), and the fc-Ward Diagonal (kWD), respec

tively. This chapter demonstrates the power of these modifications in increasing the 

speed of the strategy while almost preserving the IL. 

It should be mentioned that the strategy of using our recursive method can actu

ally be applied to any known MAT. As a proof of concept, we initiate this research 

by demonstrating its power on uni-variate data. However, the power of such a method 

can be appeared also for multi-variate data sets by projecting them onto a specific 

axis in a transformed domain using, for example, a Principle Component Analysis, 

(PCA), the sum of Z-Scores, (ZS), or a particular variable2. To be objective and 

unbiased, though, it is fair to point out that these mechanisms cannot be applied 

without projecting the multi-variate data set onto a single axis. This is because there 

is no straightforward formal algorithm to sort multi-variate data without performing 

an appropriate projection [45, 46, 89]. Furthermore, these schemes critically depend 

2This has also already been done for both the PC A and ZS projection methods and will be 
reported presently. 
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on the fact that the data points have to be ordered3. 

The advantage of these improved versions will be marked especially for "large" data 

sets. Since the distance matrix involving the set of data vectors cannot be computed 

and stored a priori4, these distances and the resulting matrix must be computed "on 

demand"- i.e., as and when they are needed. This, of course, demands a considerable 

computational overhead [91], which is significantly reduced by using the improved 

versions of the k-Ward's method. 

The combination of invoking a recursive computation and requiring a small subset 

of the distance computations is novel - we are not aware of any comparable results. 

However, the remarkable reduction in computation (sometimes as much as 80%) ren

ders the contribution of the chapter significant. 

3.2 Ward's Method 

The Ward method is an agglomerative clustering method that creates hierarchical 

groups of mutually exclusive partitions. Each partition attempts to attract members 

that are maximally similar with respect to certain specified characteristics. Given n 

vectors, the first partition consists of m = n single-record groups. It then permits 

their reduction t o m - 1 disjoint partitions by considering the union of all possible 

m(m — l ) / 2 pairs and selecting a union having a maximal value for the functional 

relation that reflects the criteria chosen by the user. This process can be repeated 

until the last partition consists of a set of groups with an acceptable criterion value 

3 T h e authors of [45] have presented a "multi-variate k-Ward" heuristic tha t does not rely on such 
a uni-variate projection. Wi th little work, we believe tha t our recursive strategy can be rendered 
applicable to such a methodology. Although we are currently considering how our matr ix optimizing 
operations can be applied to the scheme proposed in [45], it does not seem to be straightforward. 
This work is still open. 

4Solanas et al. have recently proposed a strategy by which the distance matrix can be effectively 
stored when the number of records is very large, by applying the so-called blocking technique [127]. 
We are currently investigating how our methods can be further enhanced by incorporating such 
blocking techniques. 
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[139]. The Ward method is formally described below. 

Algori thm 1 Ward Method [139] 

Input: n data vectors, and a stopping criterion specified either in terms of the 
required number of groups or the minimum inter-group distances. 
Output: The required partitions. 
Method: 

1: Create n groups each involving a single vector, and set this partition to be 
{Gi, G2, • • •, Gm} with m = n. 

2: Compute all the distance values above the main (zero) diagonal of the distance 
matrix. 

3: repeat 
4: Find the nearest pair of distinct groups, Gi and Gj. Merge them into a single 

group. 
5: Decrement the number of groups by unity. 
6: Update the distance matrix after the merge process. 
7: until criterion is satisfied 
8: End Algori thm Wards M e t h o d 

A crucial component of the Ward algorithm is the computation of the so-called 

distance matrix involving all the groups. Essentially, the latter matrix is a symmetric 

mxm matrix, where m is the number of groups at any particular step. The intention 

is that by computing this matrix we will be able to coalesce two groups, Gi and Gj, 

resulting in a partitioning with a smaller number of groups, without forfeiting the 

overall similarity index excessively. Unfortunately, the /c-Ward algorithm, as it has 

been used and reported, computes the entire matrix involving all the inter-group 

distances, which renders the computation excessive. Our goal is to minimize these 

computations by utilizing the ordered nature of the uni-variate data when data is, in 

itself, uni-dimensional, and in the projected case when the data is multi-variate, as 

will be explained presently. 
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3.3 A:-Ward Micro-Aggregation Technique 

Ward's agglomerative hierarchical clustering method, described above [15, 139], has 

been modified to provide an optimal fc-partition solution by enforcing the group-size 

constraint [43, 45, 91]. Such a k-Ward_MAT can be applicable for quantitative data, 

and for qualitative data when an appropriate distance is defined. The authors of [45] 

proved that the k-Ward's algorithm terminates after a finite number of steps, and that 

the computational complexity is quadratic (i.e., 0 (n 2 ) ) . The following definitions and 

results are needed to understand the concept of an optimal ^-partition; the proofs of 

the respective assertions can be found in [45, 91, 92]. 

Proposi t ion 1. An optimal solution to the k-partition problem of a data set exists 

such that each of its groups has a size greater than or equal to k and less than 2k f45j. 

Definition 1. For a given data set, a k-partition P is said to be finer than another 

k-partition P' if every group in P is contained by a group in P' [45, 91]. 

Definition 2. For a given data set, a k-partition P is said to be minimal with respect 

to the relationship "finer than" if there is no k-partition P' ^ P such that P' is finer 

than P [45, 91 J. 

Proposi t ion 2. For a given data set, a k-partition P is minimal with respect to the 

relationship "finer than" if, and only if, it consists of groups with sizes > k and < 2k 

[45]. 

Based on the Ward algorithm and the above propositions, the authors of [45, 91] 

have developed the k-Waxd_MAT algorithm for micro-aggregation. The essential 

qualifiers for this are the facts that the distance criterion is the SSE and that each 

group should contain between k and 2k — 1 elements. The k-Waxd_MAT algorithm 

is given below. 

The formal proof of the convergence of the A:-Ward_MAT algorithm can be found 

in [45]. The experimental results related to A;-Ward_MAT, found in [45], are included 

in Section 3.5 of this chapter. 
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Algori thm 2 k-Ward_MAT [45] 

Input: A set of sorted data records 
Output: The groups of micro-aggregated records 
Method: 

1: Form a group from the first (smallest) k elements of the data set and another 
group with the last (largest) k elements of the data set. Initialize the intermediate 
elements so as to constitute single-element groups. 

2: Use Ward's method until all elements in the data set belong to a group containing 
k or more data elements. In the process of forming groups by Ward's method, 
the criterion used is the SSE, and it involves computing the entire inter-group 
distance matrix. Also, in the process, never merge two groups both of which have 
a size greater than or equal to k. 

3: for each group in the final partition that contains 2k or more data elements do 
4: Apply this algorithm again to particular group containing 2k or more elements. 
5: end for 
6: return the set of groups and report the mean of the group (on being queried). 
7: End Algori thm A;-Ward_MAT 

3.4 Optimized A:-Ward Micro-aggregation Technique 

The authors of [45] claim that the performance of MAT depends on the distribution 

of the variables. However, it has been observed that no single method outperforms 

all other methods for all variables involving real-life data. This conclusion was made 

after testing all the competing methods for each variable and using the method which 

yielded the lowest IL5. In this chapter, we restrict our study to the fc-Ward scheme, 

because it demonstrates a good trade-off between the IL and the DR. In addition to 

this, we also propose an extension of the scheme to multi-variate micro-aggregation 

after a projection-based preprocessing phase. This has already been achieved, and 

the results will be included in a later section. In this regard, we observe that there 

It is well known that minimizing the two criteria, namely the IL and the DR can have contradic
tory implications. As researchers, we encounter a real paradox here. Such a study must assess how 
much information must be hidden to preserve privacy while, at the same time, how much must be 
retained to make the data usable. Such a discussion is, unfortunately, a study in its own right, and it 
is not included in this chapter. However, preliminary discussions can be found in [27, 102, 124, 120]. 
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is much room for improvement when it concerns the speed of micro-aggregation. In

deed, the current A> Ward's method suffers from two major disadvantages: First, that 

of the excessive computational burden encountered by processing all the data ele

ments and, additionally, that of computing the "entire" distance matrix that contains 

the distances between every single pair of groups. Therefore, we propose two modifi

cations by which we can enhance this method and reduce the required time needed 

to micro-aggregate the data set. These optimizations also lead to enhancements in 

the multi-variate case. 

3.4.1 Optimizing Distance-Based Computations 

The first modification we achieve is in the Ward method itself [139] and, more specifi

cally, in the phase that computes the distance matrix. The latter is an m x m matrix, 

where m represents the number of groups included at each step. It contains the dis

tance values between the groups (recorded as Dij) that, in turn, represents the SSE 

obtained by potentially merging Gi with Gj. This matrix is symmetric and has a zero 

diagonal. 

The A;-Ward's method requires a number of basic steps to generate a near optimal 

^-partition, where the best-case number of steps is n(l — 1/k), and the worst-case 

number is (n/k — l ) (n /2 + k — 2) [45]. At each basic step, the number of groups is 

reduced by unity. Currently, there are two different approaches to compute the value 

of the distance matrix, namely using either a stored matrix approach, or invoking a 

stored data approach. In the A;-Ward method, which uses a stored matrix approach6, 

(m2 — m) /2 values are computed at the initialization step, and m — 1 values are 

recomputed at each basic step. But using our newly introduced enhanced version of k-

Waid_MAT, the so-called fc-Ward Diagonal, kWD, only m — 1 values are computed 

in the initial step and at most 2 values are recomputed during a basic step. On 

the other hand, using a stored data approach7 for a fc-Ward scheme requires no 

6The distance matrix is computed, stored, and retrieved from storage as needed. 
7The distance matrix is computed when needed rather than retrieved from storage. 



CHAPTER 3. ENHANCING THE HEURISTIC k-WARD MAT 81 

initialization step, and it computes (m2 — ra)/2 values at each basic step. As opposed 

to this, kWD computes only m — 1 values, which lie on the diagonal above the main 

zero diagonal. 

In principle, kWD behaves just like k-W&rd_MAT, but the primary difference 

involves the way the Ward algorithm is invoked. While A;-Ward_MAT invokes the 

Ward algorithm as in Section 3.2, kWD avoids computing all the values above the 

main diagonal in order to find the nearest pair of distinct groups. Rather, it computes 

only the SSE values that lie on the principal diagonal above the main zero diagonal. 

Consequently, the only change required lies in Step 2 of the Ward algorithm, as shown 

below. 

Algor i thm 3 kWD 
Input: A set of sorted data records 
Output: The groups of micro-aggregated records 
Method: 

1: Same as in A;-Ward _ MAT. 
2: Same as in k-Waid_M AT except that when we invoke Ward's method, rather 

than computing all the values above the main diagonal we compute only the 
values that lie on the diagonal above the main diagonal. But, when the value 
represents the operation of merging two groups both of which have a size greater 
than or equal k, it would further require a search for the nearest group of size less 
than k so as to effectively compute the minimum distance. 

3: Same as Step 3-5 in k-Wa,rd_MAT. 
4: return the set of groups and report the mean of the group (on being queried). 
5: End Algori thm kWD 

The rationale for optimizing the computation, as in the kWD, is based on the 

mathematical results given presently. Figure 3.1 visualizes the computation of the 

distance matrix using both the A;-Ward and the kWD schemes. 

Since we are grouping an ordered data set, we present a result that states that 

the distance value of merging Gi with Gi+j is less than the distance value of merging 

G{ with Gj+fe, when k > j with a very high probability. This is shown in Theorem 

1, which needs the result of Lemma 1 below. 
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Figure 3.1: Comparison between k-Waid__MAT and the Optimized version kWD in 
computing the distance matrix using the stored matrix approach. In the initialization 
step, (a) k-Waxd_MAT computes all values that lie above the diagonal, while (b) 
kWD computes only the diagonal which is above the main diagonal. At each basic 
step, (while merging groups Gi with G,+i, (c) k-Ward__MAT computes all values 
that lie on the column corresponding to Gj^+i and the row G^j+i above the diagonal, 
while (d) kWD computes at most two values (Gij+i,Gi-i) and (Gj-^G^i+i). 

L e m m a 1. Let ¥k — {Gi, G2, G 3 , . . . , Gm} be an optimal partition. Then each par

tition Gi = {xn,Xi2,..., xini] satisfies this property Xim < Xj\, where i < j , 

1 < i < m and 1 < j < m. 

Proof. 

Let us assume that Xini > Xj\ in F*k the optimal partition. Observe that having the 

optimal partition implies a minimum value of the IL, which is directly proportional 

to the SSE. If Xini > Xji for any j > i, the SSE can be shown to have not 

attained the minimum value. This is due to the fact that if Y^i=i(xn ~ %i)2 'ls t n e 
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contribution for Gi and Xw=i ( 
j)2 is the contribution for Gj, these quantities are 

not minimized because Xj\ — x~i< Xj\ — Xj as per our assumptions. Consequently, to 

further minimize the SSE, Xj\ should be partitioned into Gi and not into Gj. Thus, 

the IL obtained if Xini > Xj\ is not the minimum value, which means that P^ is not 

an optimal partition. Hence the result. • 

Theorem 1. Consider the quantity D(Gi,Gj), defined as n
w ^ , (x~i — %j)2 • Then, 

if the index k > j,and the size of the groups Gi+k and Gi+j satisfy rti+k <• n and 

ni+j < n respectively, then 

D{Gi, Gl+k) > D(Gi, Gi+j), Whenever 
ni+k > ni+j 

D(Gi, Gi+k) > D(Gi, Gi+j), Whenever ni+k < rii+j and if the groups 

Gi+j and Gi+k have different elements 

k D(Gi, Gi+k) < D(Gi, Gi+j), Otherwise. 

Proof. 

First of all, observe that by definition, V(7j, X{ = •—• ]C?ii xij 

Since all the elements in the data set are ranked in an ascending order, it implies 

that we have the ordering: x, < Xi+j < Xi+k, where i = 1 ,2 , . . . , with i + j and 

i + k < n. The distance between groups Gi and Gj is computed as D(Gi,Gj) — 

S(**-%)2[45]. 

The latter is nothing more than the squared difference between the means of the 

groups weighted by a scalar factor, namely, J 1 ^ . For i = 1, 2 , . . . , with i + j < n 

and i + k < n, we now consider the various cases when (3.1) is true, knowing that 

(3.2) is always true. 

[Xi — Xi+j) < \x~i — Xi+k) (3-1) 
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which is equivalent to determining when (3.3) holds: 

[Xi ~ Xi+jY < ; (Xi ~ Xi+k) . (3.3) 
n% + ni+j rii + ni+k 

We consider the three pertinent mutually exclusive and exhaustive cases. 

• Case (ni+j = ni+k) 

If rii+j — rii+k, the multiplying terms n^"'+J = n^+h _ Since the a^s are 

sorted by virtue of (3.2), a simple algebraic manipulation shows that the RHS 

of (3.3) is greater than its LHS, and (3.3) follows. 

• Case (ni+j < ni+k) 

The difference between rii+k and rij+j is bounded by [1, k — 1] based on Propo

sition 1 in [45], and so. in the worst case, the difference cannot exceed k — 1. 

Thus (3.3) implies: 

m + ni+J ^ xt+j) ^ ni + nt+k Vx» xi+k) 
nj ni+j / _ _ N2 < rtj (rii+j+k-l) / - _ - \2 

^ n , + ni+j Vx» ^+j) ^ m + (ni+j+k-l) ^ Xl+k> ' 

But <?J-*i+k£ > 1, and 2 ^- -M 
(rij + ni+j+ k -1) n 

'+? „ < 1 Vfc > 1 
(n, + ni+j+ k — 1) rij+j + (fc-l)n, 
T h u s fa- +

( : i
+

f ; ^ ) f c n ^ ) + tfc-Dn- < g I £ ^ and so (3.3) follows. 

• Case (n i + i > n i+fc) 

As in the above case, we know that f.\ _ *i+kt > 1. A gain, the maximum 

difference between ni+j and rii+k is fc — 1. Since we are grouping data which is 

ordered, we have: 
(tij + ni+j+ k -1) ni+j + (fc-l)nj -. 

(rii + ni+j+ k — 1) m+j 

The value of p ~ !<+fcg is almost always greater than K + ni+i+ k -i) n,+j + (fc-i)n, 

except in the single case when xi+j = Xi+k as shown in Lemma 1. This case 

occurs only when both Gi+j and Gi+k have elements with a single repetitive 

entry (with different frequencies). More precisely G,;+j and Gi+k contain the 

same quantity, v, with group sizes equal to ni+j and ni+k, respectively. Thus 

xi+j = xi+k, and the magnitude of the quantity (n': + !l]+3+ni+~+k'-i) t ^ " ^ " ' 
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Figure 3.2: Components of the similarity distance matrix for a micro-data file that 
have to be computed for algorithm kWD 

will play the predominant role in determining the value of the minimum dis

tance in the distance matrix. In this case D(Gi, Gi+k) < D(Gi, Gi+j), which 

specifies the only case where (3.3) does not follow. 

The theorem follows. • 

Theorem 1 can be used to reduce the computational time required for determining 

the nearest pair of distinct groups to be merged in Step 2 in the k-Wa.rd._MAT 

algorithm. As shown above, the condition D(Gi, Gi+k) > D(Gi, Gi+j) is almost always 

true, except in a single case where both groups Gi+j and Gi+k have elements with 

a single repetitive entry - which is an event occurring with a very small probability. 

Thus, if this event is ignored, it is obvious that computing the distances between Gi 

and Gi+i for all i < n — 1 is sufficient to determine the minimum distance value 

in the distance matrix. It turns out that, due to the ordering of the elements (and 

the sets), the values of these distances lie on the principal diagonal above the main 

(zero) diagonal. This is, indeed, what the kWD algorithm achieves at Step 2, thus 

significantly reducing the computational time. 

T h e o r e m 2. Algorithm KWD produces the same output as the k-Ward strategy. 

http://k-Wa.rd._MAT
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Proof. 

Before proceed, we observe that by virtue of the previous result, algorithm kWD 

will be considered correct if it correctly achieves the following steps: 

1. Computing the values, which lie on the diagonal above the main zero diagonal. 

As argued above, this is adequate when it concerns determining the minimum 

distance between groups in the similarity distance matrix. 

2. Ensuring that none of the values which lie on the diagonal above the main zero 

diagonal, represent the merging of two groups both of which have a size greater 

than or equal to k. 

In the case when both the merged groups have a cardinality less than k, the 

first point above follows directly as a consequence of Lemma 1 and Theorem 1. 

This is because the values which lie on the diagonal above the principal diagonal, 

truly evaluate the minimum distance values among the entire set of values above the 

main zero diagonal. More formally , this is true as a consequence of the fact that 

D(Gi, Gi+k) > D(Gi, Gi+j) for i + j < m, i + k < m, and k > j . 

The argument becomes marginally more complex when the groups involved have 

cardinalities greater than k, which represents the second condition. In this case, if the 

distance value represents the event associated with such a merge, the k-Waj:d_MAT 

will search for the next (or second) minimum distance between two groups along the 

same row, and will then merge them. The next minimum distance value is the nearest 

(nonadjacent) neighbor on the same row, whose cardinality is less than k. Observe 

that this is analogous to Step 2 of algorithm kWD, where for every group (say, with 

row-index i) which has a cardinality greater than or equal to k, the latter algorithm 

seeks out a group (with column index, j) whose cardinality is less than k. Thus, to 

determine the group with the associated column, all we need to do is to traverse the 

row from index i + 1 till we find such a group. This is, of-course, true by virtue of the 

non-increasing sequence of distances along the row, (namely, those indicated by the 

' + ' symbol in the associated row as in Figure 3.2). During the traversal, we either 
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encounter a group of size less than k, or result in the conclusion that no such group 

exists. In the first scenario, the computed distance value will be the entry used for 

the minimum distance candidates. As opposed to this, in the second scenario, the 

minimum value will be one of the remaining values which lie on the diagonal above 

the zero diagonal (see Figure 3.2). Since these distances are computed in the body of 

the loop, the theorem follows. • 

3.4.2 Recursive fc-Ward Optimization 

Having discussed how the fc-Ward computation can be improved for a single parti

tioning, we now propose a recursive and superior mechanism, referred to as Recursive 

k-Ward Micro-aggregation, kWR, for further minimizing the computations for the 

entire data set. Our strategy is the following: Rather than process all the data using 

a fc-Ward method, we propose that the data be recursively subdivided into smaller 

subsets. We emphasize that the smaller subsets need not be obtained as the result of 

invoking a fc-Ward algorithm on the original data. This strategy leads to a sequence 

of so-called divide-fc-Ward-coalesce steps, which are invoked recursively to ultimately 

yield the desired micro-aggregated records. This recursive subdivision can be "arbi

trary" (i.e., based on any meaningful criterion), and it does not need to utilize any 

underlying clustering methodology. Furthermore, we propose that each subset be 

micro-aggregated independently. Finally, the micro-aggregated records are combined 

in order to obtain the entire set of records appropriately grouped. 

The algorithm that implements the kWR can be formalized as follows. Let 

the input data set be given by InSet and the output micro-aggregated records 

be OutSet. We first partition the InSet set into J mutually exclusive subsets 

InSeti,InSet2, • • • ,InSetj. We then compute the SST for this set and for each 

subset. Subsequently, we calculate the value of i=ssT(inSet) an<^ c o m P a r e it to a 

user-defined threshold, 6. If the value of i=ssT(inSet) *s s m a U e r than 9, a traditional 

A;-Ward MAT is invoked to yield the micro-aggregated records. Otherwise, the origi

nal data set is further recursively subdivided into the J sub-subsets, and the process 
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is recursively invoked, thus proceeding towards the leaves of the recursive tree. Ob

serve that a traditional fc-Ward MAT is invoked only when the corresponding input 

set is not only small enough but when it also preserves the minimization of the IL. 

Algori thm 4 kWR 

Input: InSet: A set of sorted data set records; 9: The user-defined threshold; 
J: A fixed constant. 
Output: OutSet: The micro-aggregated records 
Method: 

l: if (Size(InSet) > 2Jk) then 
2: Partition InSet into J mutually exclusive Sets InSeti, InSet2,. •., InSetj 

3: if V > ^ S T ) then 
4: call fc-Ward (InSet) 
5: return OutSet 
6: else 
7: for i — 1 <— J do 
8: call Recursive-fc-Ward_MAT (InSet^OutSeti) 
9: end for 

10: return OutSet = OutSet1{jOutSet2- • - ( JOutSet j 
11: end if 
12: else 
13: call A;-Ward (InSet) 
14: return OutSet 
15: end if 
16: End Algori thm kWR 

The proposed recursive method is consistent with our overall objectives of mini

mizing the IL, minimizing the DR, and reducing the required time to micro-aggregate 

all the records in the data set. The main advantage of this modification, compared 

to the corresponding non-recursive version, is that kWR can micro-aggregate the 

data set in significantly less time without sacrificing either the IL or the DR. An

other advantage of such a strategy is that such a modification will provide a natural 

way to design an efficient algorithm inherently suitable for multi-processor machines, 

and especially for shared-memory systems where the communication of data between 

processors does not have to be planned in advance because distinct subsets can be 
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executed on different processors. Apart from this, such a method can also make ef

ficient use of memory caches because after a subset is small enough to be stored in 

cache the partitioning can be achieved without accessing the slower main memory. 

The most intricate part of designing such a recursive method involves determining 

a suitable threshold value, 9, because it depends on the structure, distribution, and 

statistical measures of the data set. Indeed, from our experience, a good initial guess 

of 9 is generally around the value of i=ssT(inSet) • 

Using a recursive strategy ensures that at least J subsets are obtained from the 

entire data set, which leads to a noticeable saving on time. Further, by this recursive 

method we not only reduce the required time to micro-aggregate the records, but also 

attempt to preserve the minimization of the IL. This is achieved by invoking the 

base (terminating) step, where the IL is minimized for each atomic partition. 

T h e o r e m 3. The running time for the kWR Algorithm is bounded by [ 0 ( n l°g n)> 0 ( n 2 ) ] • 

Proof. 

The proof of our complexity claim contains two parts: 

1. We first prove that the upper bound of the complexity of algorithm kWR is 

given by Q){n2). 

To do this, we observe that the worst case of algorithm kWR will occur when 

the data elements are maximally close to each other. This occurs when there 

are no gaps between the various data elements, leading to a satisfaction of the 

9 condition on Line 3. Such a scenario will lead to the further invocation of 

the original fc-Ward algorithm, which, in the worst case, leads to an obvious 

complexity of order 0(n2) in. 

2. We now prove that the lower bound of the time complexity of algorithm kWR 

is given by Q)(n\ogn). 

The best case of algorithm kWR occurs when the data is full of gaps that 

renders the 9 condition (see Line 3) to be always False. The size of the Inset 
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data set will then determine the complexity of the algorithm. We see that there 

are three mutually exclusive and exhaustive cases: 

• Case 1. This is the case when the size of InSet, n, is greater than or equal 

2 Jk. Such a case will cause the recursive invocation of algorithm kWR J 

times after the 9 condition fails. This will require 0 ( n ) time to compute 

the SST for each subset. 

• C a s e 2. This is the case when the size of InSet, n, is less than 2Jk and 

greater than 2k. In this case, the latter cannot be further divided into J 

subsets. Hence, the original fc-Ward algorithm will be invoked, leading to 

a time complexity of 0 ( n 2 ) -

• Case 3. When the size of InSet is equal to 2k, this will further invoke the 

A;-Ward algorithm. Such an invocation will place the first k elements in 

the first subset, and the last k elements in the second group. Thus, since 

there are no elements between the two subsets, the algorithm terminates 

with O ( l ) computations8. Now, it is clear that the event that InSet has 

a size smaller than 2k is an event of probability zero, because when the 

size of InSet is less than 2 Jk, it will not be further divided into J subsets. 

This implies that this event cannot occur. 

Merging these arguments, we see that the running time of algorithm kWR is 

T(n), where: 

' JT(n/J) + 0(n), n > 2Jk 
Tin) = { 0{n2), 2k < n < 2Jk 

O ( l ) , n < 2k. 

By considering the different "paths" of the event tree when the above scenarios 

can occur, it can be shown that9 : 

logj(n-2 Jk) 2Jk 

T(n) = Y, J*J + EO(*2) + 0(1). (3.4) 
i=0 i=2k 

8This is, quite simply, because the set is already sorted. 
9 The details are omitted in the interest of brevity. 
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Consider the first term. By using the so-called Mastering method [18], we can 

see that Yli=o ^ * 7 ~ Q)(nlogn) . Similarly, when considering the 

second term, we see that Yli=2k 0 (^ 2 ) = 0 ( 1 ) because k and J are constants, 

and the values of both of these terms are negligible comparable to n, the size 

of the data. Thus, the best case running time of algorithm kWR is Q){n\ogn). 

The theorem follows. • 

3.5 Experimental Results 

In this section, we describe our data sets, explain our experimental methods, and 

present the results we have obtained by using kWD, kWR, and kWDR for micro-

aggregation. All the programs were written in the C++ language, and the tests were 

performed on an Intel(R) Pentium (R)M Processor with the clock speed of 1.73 GHz., 

and with 512 MB of RAM. 

The data used in the experiments is given in Section 3.5.1. Sections 3.5.2 and 

3.5.3 report the results for the univariate MAT. The corresponding results for the 

projected multi-variate data sets are given in Section 3.5.4. 

3.5.1 Data Sets 

We tested the various versions of the fc-Ward_MAT using the two reference data 

sets10 that have been used as benchmarks in previous studies [45, 53]: 

1. Tarragona D a t a Set [45] 

This set involves 834 companies in the Tarragona area. Each company has 

13 associated quantitative variables, as follows: Fixed_Assets (Var l ) , Cur

rent _ Assets (Var2), Treasury (Var3), Uncommitted_Funds (Var4), Paid-up_Capital 
10In future, we shall merely refer to these data sets as the Tarragona and Census data sets. 
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(Varb), Short-term _Debt (Var6), Sales (Var7), Labor_Cost (Var8), Descrip

tion (Var9), Operating_Profit (VarlO), Financial_Outcome (Varll), Gross_Profit 

(Var l2) , and Net_Profit (VarlS). Table 3.1 shows the main descriptive statis

tics of the Tarragona data set. 

Table 3.1: Statistical Summary for Tarragona data set 

Tarragona Data Set 

Variable 

Varl 

Var2 

Var3 

Var4 

Var5 

Var6 

Var7 

Var8 

Var9 

VarlO 

Varll 

Varl2 

Varl 3 

Maximum 

4994098 

4539074 

497490 

3939325 

1493787 

3601182 

15382214 

1372449 

378927 

1207056 

108058 
1267541 

873843 

Minimum 

0 
-26538 

-38776 

-515464 

90 
-2701 

0 
0 

-119 

-251798 

-357071 

-301172 

-301172 

Mean 

105338.8261 

210314.0204 

19352.86811 

120218.6571 

39946.43165 

159344.012 

546958.2818 

74447.95923 

10855.10312 

27622.76499 

-8366.248201 
21243.48441 

14133.80096 

Median 

33930.5 

90545 

5656 

40580 

11000 

67045 

244794.5 

36200 

3614 

8475.5 

-3548 

4055 

2844.5 

Mode 

0 
0 
0 
769 
10000 

10393 

277939 

0 
0 

4750 

0 
2580 

1955 

Std.Dev. 

278227.8001 

432394.3559 

44704.9887 

303023.5211 

105988.4465 

326846.4954 

1155792.694 

135407.5982 

27193.58137 

88221.54817 

25690.3612 

80287.94397 

56155.53656 

2. Census D a t a Set [53] 

This set was obtained on July 27, 2000, using the Data Extraction System 

of the U.S. Bureau of the Census. It contains 1,080 records that were ob

tained using the extraction procedure described in [14], and it has 13 quan

titative variables11: Final_Weight (Varl), Adjusted__Income (Var2), Insur-

ance_Contribution (Var3), Business_Earnings (Var4), Federal_Tax (Var5). 

Payro l lDeduct ion (Var6), Interest_Income (Varl), Total_Earnings (Var8), 

Total_0±ncome (Var9), Total__Income (VarlO), State_Tax ( V a r l l ) , Tax

able Income (Varl2), and Amount (i.e., total wage and salary) (Varl3). Table 

3.2 shows the main descriptive statistics of the Census data set. 

1 1 The full forms of the variables can be found in [14]. 
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Table 3.2: Statistical Summary for Census data set 

Census Data Set 
Variable 

Varl 
Var2 
Var3 
Var4 
Var5 
Var6 
Var7 
Var8 
Var9 
VarlO 
Varll 
Varl2 
Varl 3 

Maximum 
689039 
99894 
7091 

21260 
116721 
11480 
83454 
105941 
49425 
97604 
7932 

97604 
97604 

Minimum 
13567 
6539 

16 
1 

3570 
2 
8 
1 
1 

80 
6 
80 
80 

Mean 
196039.81 
56222.76 
3173.14 
7544.66 

45230.84 
2597.18 

39712.95 
5162.23 
1421.41 

40068.61 
2962.65 

39523.38 
38444.56 

Median 
180349.00 
58412.50 
3215.50 
7068.00 

43278.00 
2322.00 

41155.00 
1586.50 
353.00 

39000.00 
3002.00 
38000.00 
36000.00 

Mode 
13567 
6539 

16 
1 

3570 
2 
8 

5000.00 
500.00 

30000.00 
4207.00 
30000.00 
30000.00 

Std.Dev. 
101251.42 
24674.84 
1401.83 
4905.20 
21323.47 
1826.44 

21224.16 
9449.64 
3750.89 

20816.01 
1427.23 

20601.28 
20677.57 

3.5.2 Results for Uni-variate MATs 

The run time characteristics of the optimized /c-Ward micro-aggregation algorithms, 

(for the uni-variate case), for the data sets are discussed in more detail in this section. 

The sorted data approach was chosen to obtain the specific implementation of 

kWD. Table 3.3 presents the results obtained by executing kWD and the IL 100 

times for each variable. From the table we see that kWD leads to a huge reduction in 

the running time required to micro-aggregate all the records in the data set compared 

to the original k-Waid_MAT. For example, the required time to micro-aggregate the 

values of Varll in the Tarragona data set using k-W&id_MAT was 19.86 seconds 

while it was only 3.95 seconds using kWD. The percentage of time improvement 

reaches up to 80.11% on the Tarragona data set. Similarly, the required time to 

micro-aggregate all values of Var2 in the Census data set was 42.41 seconds using 

k-W&rd_MAT, but the kWD required only 8.36 seconds. Again, the percentage of 

time improvement is as high as 80.29% on the Census data set. Interestingly, both 

the fc-Ward_MAT and kWD obtain the same value of the IL for each variable in 

both the data sets. 
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Table 3.3: Comparison between the original fc-Ward_MAT, kW, and the optimized 
kWD on the Tarragona and the Census data sets. In this case we used the value of 
fc=3. 

Tarragona Data Set 
Var 

Varl 
Var2 
Var3 
Var4 
Var5 
Var6 
Var7 
Var8 
Var9 
Var 10 
Varll 
Varl2 
Varl 3 

kW 
IL 

7.176 
0.557 
0.775 
1.487 
2.018 
0.586 
1.921 
0.338 
1.287 
1.905 
2.966 
4.748 
4.958 

Time 

19.89 
19.72 
19.77 
19.61 
49.03 
19.69 
19.81 
19.73 
20.02 
19.69 
19.86 
19.72 
19.84 

kWD 
IL 

7.176 
0.557 
0.775 
1.487 
2.018 
0.586 
1.921 
0.338 
1,287 
1.905 
2.966 
4.748 
4.958 

Time 

5.41 
4.98 
4.99 
4.88 
12.78 
5.03 
5.03 
4.95 
5.47 
4.67 
3.95 
4.72 
4.83 

Improv.(%) 

72.80% 
74.75% 
74.76% 
75.11% 
73.93% 
74.45% 
74.61% 
74.91% 
72.68% 
76.28% 
80.11% 
76.06% 
75.66% 

Census Data Set 
Var 

Varl 
Var2 
Var3 
Var4 
Var5 
Var6 
Var7 
Var8 
Var9 
VarlO 
Varll 
Var 12 
Varl3 

kW 
IL 

0.131 
0.001 
0.008 
0.005 
0.024 
0.034 
0.002 
0.443 
0.732 
0.003 
0.008 
0.004 
0.005 

Time 

42.44 
42.41 
42.58 
42.03 
41.92 
42.00 
42.06 
41.69 
44.84 
47.02 
47.11 
47.31 
48.34 

kWD 
IL 

0.131 
0.001 
0.008 
0.005 
0.024 
0.034 
0.002 
0.443 
0.732 
0.003 
0.008 
0.004 
0.005 

Time 

9.48 
8.36 
8.42 
8.84 
8.91 
9.14 
8.36 
10.66 
10.05 
10.34 
10.28 
10.28 
10.59 

Improv.(%) 

77.66% 
80.29% 
80.23% 
78.97% 
78.75% 
78.24% 
80.12% 
74.43% 
77.59% 
78.01% 
78.18% 
78.27% 
78.09% 

In the case of kWR, the data set was partitioned into 2 subsets ( J = 2) when

ever the base condition was not satisfied. As explained previously, finding the best 

threshold value, 0, is far from trivial. Indeed, the value of 9 plays an important role 

in determining the required time, and also in determining the value of the IL. Thus, 

if 6 has a certain value, (which does not allow the base condition to be satisfied), it is 

clear that the recursion will be invoked more often; this will lead to a huge reduction 

in the running time, but to an increased value in the IL. It is important to mention 

that the number of recursions invoked differs from one variable to another, but for 

each specific variable the number of recursive calls seems to be the same regardless 

of the value of k. This makes sense because the recursion divides the data set into 

subsets, as per the base condition, before invoking the micro-aggregation method. 

Besides, we also observe that the base terminating condition is generally satisfied at 

the same positions for each specific variable regardless of the value of k. Finally, we 

have observed that changing the value of k affects the value of the IL and the running 

time, but it does not seem to affect the total number of recursive invocations. 
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Tables 3.4 and 3.5 show a comparison between the original k-Ward_MAT and 

kWR on the Tarragona and Census data sets, respectively. In the table, the sequence 

of recursive calls is represented by an expression of well-matched parentheses. Thus, 

for example, there are two recursive calls for the variable Var2 in the Tarragona 

data set, and this is represented by the parenthetic string "(()(()()))"• The first time 

the algorithm is invoked, it divided the entire data set into two partitions, each 

recursively invoking the algorithm again. The first partition was continued with no 

further divisions or recursions, while the second partition was divided into another 

two sub-partitions and the algorithm was recursively invoked for each sub-partitions, 

which ultimately terminated the process. It turns out that in this case the value 

of 9 = 0.8 is suitable for all the 13 variables of the Tarragona data set, and the 

percentage of the time improvement reaches up to 93.65% on varYl after 8 recursive 

calls. But for the Census data set, we observe that we have to set 9 differently for each 

variable, and that values of 9- which are respectively 0.4, 0.28, 0.31, 0.28, 0.31, 0.38, 

0.29, 0.70, 0.80, 0.31, 0.27, 0.32, and 0.30 (respective to the corresponding variables 

Varl to Var l3) - lead to the best solution. kWR yielded the same value of the IL in 

most of these variables, except for the cases of Var4, Varb, Var6, Varll, and VarYl 

where it gave a value close to the value of IL obtained by the original k-MVaid_MAT 

as shown in Table 3.5. We believe that the reason for this minor deviation from 

the optimal is due to the nature of the data. An examination of the values of data 

in the Tarragona data set shows that since they are relatively close to each other, 

there are not many gaps between the values. But in the case of the Census data set 

such gaps exist. Thus, there are many divisions on the Census data set, which will 

marginally increase the IL. However, we still believe that such a small loss is worth 

the significant computation gain. 

3.5.3 Dynamic threshold 

Since we are attempting to reduce the computational time and the IL , we have also 

experimented the schemes using a dynamic threshold, which varies at each step. This 
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Table 3.4: Comparison between the original k-Waid_MAT, kW, and the optimized 
kWR using a fixed threshold on the Tarragona data set. In this case we used the 
value of k—3. 

Var 

Varl 
Var2 
Var3 

Var4 
Var5 
Var6 
Var7 
Var8 
Var9 

VarlO 
Var 11 
Varl 2 
Var 13 

kW 
IL 

7.176 
0.557 
0.775 

1.487 
2.018 
0.586 
1.921 

0.338 
1.287 
1.905 
2.966 
4.748 
4.958 

Time 

19.89 
19.72 

19.77 

19.61 
49.03 
19.69 
19.81 
19.73 
20.02 
19.69 
19.86 
19.72 
19.84 

kWR 
TL 

7.176 
0.557 
0.775 

1.487 
2.018 
0.586 
1.922 

0.338 
1.287 
1.909 
2.967 
4.748 
4.958 

Time 

5.31 
3.75 
5.91 

1.49 
22.36 
3.70 
3.75 
3.75 
3.83 
1.23 
1.99 
1.19 
1.26 

Improv.(%) 

73.30% 
80.98% 
70.11% 

92.40% 
54.40% 
81.21% 
81.07% 
80.99% 
80.87% 
93.75% 
89.98% 
93.97% 
93.65% 

Recursion 

(()(()(()()))) 
(()(()())) 

(00) 
(((((()())())())())(()())) 

(()(()())) 
(()(()())) 
(()(()())) 
(()(()())) 
(()(()())) 

((((()())())())(()(()()))) 
((()())(()())) 

((((((()())())())())())(()(()()))) 

((((((()())())())())())(()(()()))) 

Table 3.5: Comparison between the original k-Wa,rd_MAT, kW, and the optimized 
kWR using a fixed threshold on the Census data set. In this case we used the value 
of k=3. 

Var 

Varl 
Var2 
Var3 
Var4 
Var 5 
Var 6 

Var7 
Var8 
Var9 

VarlO 
V a r l l 
Var l2 

Var 13 

kW 
IL 

0.13 
0.00 
0.01 
0.00 
0.02 
0.03 

0.00 
0.44 
0.73 
0.00 
0.01 
0.00 
0.00 

Time 

42.44 
42.41 
42.58 
42.03 
41.92 
42.00 

42.06 
41.69 
44.84 
47.02 

47.11 
47.31 
48.34 

kWR 
TL 

0.13 
0.00 
0.01 
0.01 
0.03 
0.08 
0.00 
0.44 
0.73 
0.01 
0.11 
0.03 
0.01 

Time 

12.73 
7.78 
6.94 
7.02 
7.13 
6.97 
12.45 
12.36 
9.95 
13.59 
5.23 
13.67 
16.44 

Improv.(%) 

70.00% 
81.66% 
83.70% 
83.30% 
82.99% 
83.40% 

70.40% 
70.35% 
77.81% 
71.10% 
88.90% 
71.11% 
65.99% 

Recursion 

(()(()())) 
(()(()())) 

(()(()(()(()(()()))))) 
(()(()(()(()(()((()())(()(()(()(()())))))))))) 
(()(()(()(()(()(()(()((()())(()(()())))))))))) 

(()(()(()(()((()())(()(()()))))))) 

(00) 
(00) 

(()(()())) 

(()(()(()((()())())))) 
( ( ( ( ( ) ( ) ) ( ( ( ) ( ( ) ( ( ) ( ) ) ) ) ( ( ) ( ( ) ( ( ( ) ( ( ) ( ) ) ) ( • • • ) ( ) ) ) ) ) ) ) ) ) 

(0(0(0(00)))) 
(0(0(0(00)))) 
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dynamic threshold was computed as: 

SSTjInSetx) + SST{InSet2) 

~ SST(InSet) ' 

At each step, the dynamic threshold was passed as a parameter to the invoked 

recursion. Tables 3.6 and 3.7 show the power of the dynamic threshold scheme that 

yields the same value of the IL obtained by original k-Wavd_MAT on both the 

Tarragona and Census data sets. Additionally the computation time is reduced sig

nificantly and, thus, in one example, the percentage of the time improvement reaches 

up to 91.04% on Var 11 in the Tarragona data set, while it is 45.44% on Var 3 in 

the Census data set. 

Table 3.6: Comparison between the original fc-Ward_MAT', kW, and the optimized 
kWR using a dynamic threshold on the Tarragona data set. In this case we used the 
value of k='S. 

Var 

Varl 
Var2 
Var3 
Var4 
Var5 
Var6 
Var7 
Var8 
Var9 

VarlO 
Var 11 
Var 12 
Varl3 

fcW 
IL 

7.18 
0.56 
0.78 
1.49 
2.02 
0.59 
1.92 
0.34 
1.29 
1.91 
2.97 
4.75 
4.96 

Time 
19.89 
19.72 
19.77 
19.61 
49.03 
19.69 
19.81 
19.73 
20.02 
19.69 
19.86 
19.72 
19.84 

kWR 
IL 

7.18 
0.56 
0.78 
1.49 
2.02 
0.59 
1.92 
0.34 
1.29 
1.91 
2.97 
4.75 
4.96 

Time 

10.30 
5.78 
5.78 
5.66 

24.89 
5.70 
5.78 
5.72 
5.91 
5.76 
1.78 
3.88 
3.73 

Improv.(%) 
48.22% 
70.69% 
70.76% 
71.14% 
49.24% 
71.05% 
70.82% 
71.01% 
70.48% 
70.75% 
91.04% 
80.32% 
81.20% 

Recursion 

((()()) 
((()( 
((()( 

(()())) 
))()) 
))()) 

Since it is prudent to investigate the computational advantage obtained by using 

a combination of the two modifications, kWD and kWR, we have also devised an 

augmented modification, kWDR, which is the overall optimized version of the original 

k-Waid_MAT. Thus, kWDR computes the micro-aggregation by recursive calls, 

and in each case it computes only the distance values advocated by Theorem 1. The 
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Table 3.7: Comparison between the original fc-Ward_MAT, kW, and the optimized 
kWR using a dynamic threshold on the Census data set. In this case we used the 
value of k=3. 

Var 

Varl 
Var2 
Var3 
Var4 

Var5 
Var6 
Var7 

Var8 
Var9 

VarlO 
V a r l l 
Varl 2 

Var l3 

fcW 
IL 

0.131 
0.001 
0.008 
0.005 
0.024 
0.034 
0.002 

0.443 
0.732 

0.003 
0.008 
0.004 

0.005 

Time 

42.44 
42.41 
42.58 
42.03 
41.92 
42.00 
42.06 

41.69 
44.84 
47.02 
47.11 
47.31 
48.34 

kWR 
IL 

0.131 
0.001 
0.008 
0.005 
0.024 
0.034 
0.002 

0.443 
0.732 

0.005 
0.008 
0.004 

0.005 

Time 

30.78 
23.48 
23.23 
23.33 
23.31 
23.52 

23.56 

23.55 
26.13 
29.63 
29.73 
29.94 
30.83 

Improv.(%) 

27.47% 
44.64% 
45.44% 
44.49% 

44.39% 
44.00% 
43.98% 

43.51% 
41.73% 
36.98% 
36.89% 
36.72% 
36.22% 

Recursion 

(00) 
(()(()())) 

(()(()(()(()())))) 
(()(()(()(()())))) 

(()(()())) 

(0(0(0(0)))) 
(00) 
(00) 
(00) 

(()(()(()()))) 

((()(()()))(()(()(()())))) 

(0(0(00))) 
(0(0(00))) 

results of kWDR are shown in Table 3.9. The reduction of time reaches up to 97.36% 

on the Tarragona data set by using a combination of kWD and kWR with a fixed 

threshold, while a combination of kWD and kWR with a dynamic threshold yields 

the 95.23% advantage on the Census data set. 

To conclude, Figure 3.3 shows a comprehensive comparison between the original 

k-Wavd_MAT, kWD, kWR, and kWDR respectively using the Tarragona Data set. 

The power of our contribution is, thus, visually obvious. 

3.5.4 Results for Multi-variate MATs 

The previous experimental results display the value of the quantity IL, and the re

quired computational time for uni-variate MATs. We now demonstrate its applica

bility for multi-variate data, by considering several optimized versions of the fc-Ward 

method on such data. Any multi-variate MAT is designed to permit the simultaneous 

micro-aggregation of several variables, so as to yield a single A;-partition for the entire 
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Table 3.8: Comparison between the original k-Ward_MAT, kW, and the optimized 
kWDR which is a simultaneous combination of both kWD and kWR on the Tarrag
ona data set. In this case we used the value of k=3 and a fixed threshold. 

Var 

Varl 
Var2 
Var3 
Var4 
Var5 
Var6 
Var7 
Var8 
Var9 

Var 10 
Varll 
Varl2 
Varl3 

kW 
IL 

7.176 
0.557 
0.775 
1.487 
2.018 
0.586 
1.921 
0.338 
1.287 
1.905 
2.966 
4.748 
4.958 

Time 

19.89 
19.72 
19.77 
19.61 
49.03 
19.69 
19.81 
19.73 
20.02 
19.69 
19.86 
19.72 
19.84 

kWDR 
IL 

7.176 
0.557 
0.775 
1.487 
2.018 
0.586 
1.921 
0.338 
1.287 
1.909 
2.967 
4.748 
4.958 

Time 

3.08 
1.23 
2.16 
0.59 
5.70 
1.22 
1.22 
1.24 
1.31 
0.56 
0.81 
0.52 
0.56 

Improv.(%) 

84.51% 
93.76% 
89.07% 
96.99% 
88.37% 
93.80% 
93.84% 
93.72% 
93.46% 
97.16% 
95.92% 
97.36% 
97.18% 

Table 3.9: Comparison between the original k-Waid_MAT, kW, and the optimized 
kWDR which is a simultaneous combination of both kWD and kWR on the Census 
data set. In this case we used the value of k=3 and a dynamic threshold. 

Var 

Varl 
Var2 
Var3 
Var4 
Var5 
Var6 
Var7 
Var8 
Var9 

VarlO 
Varll 
Varl2 
Varl3 

fcW 
IL 

0.131 
0.001 
0.008 
0.005 
0.024 
0.034 
0.002 
0.443 
0.732 
0.003 
0.008 
0.004 
0.005 

Time 
42.44 
42.41 
42.58 
42.03 
41.92 
42.00 
42.06 
41.69 
44.84 
47.02 
47.11 
47.31 
48.34 

kWDR 
IL 

0.131 
0.001 
0.008 
0.005 
0.024 
0.034 
0.002 
0.443 
0.732 
0.005 
0.011 
0.008 
0.009 

Time 
13.39 
2.42 
2.03 
2.20 
2.52 
2.27 
4.28 
4.39 
5.67 
5.70 
4.59 
6.55 
6.92 

Improv.(%) 
68.45% 
94.29% 
95.23% 
94.77% 
93.99% 
94.60% 
89.82% 
89.47% 
87.36% 
87.88% 
90.26% 
86.16% 
85.68% 
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Figure 3.3: Comparison between k-Wavd_MAT , kWD, kWR, and kWDR using 
the Tarragona Data set. In this case we used the value of k=3 

data set. As mentioned in Chapter 2, two approaches have been reported for such 

multi-variate MATs. The projected data MAT is one in which the multi-variate 

data set is projected onto a single axis prior to invoking micro-aggregation. Since the 

projected data leads to a uni-variate data set, it can be sorted, after which any of the 

optimized versions referred to above can be used for micro-aggregation. As reported 

in [45], it is important, however that the multi-variate data set be normalized prior 

to the projection and the micro-aggregation phases, to prevent any of the undesired 

properties discussed there. 

To avoid repetition, the results we present are necessarily brief. 

Tables 3.10 and 3.11 respectively show a comprehensive comparison between the 

original A;-Ward and the different optimized versions of the projected multi-variate 

MAT on the Tarragona and Census data sets. The projection is done by using the 

sum of the z-scores of the variables, ZS, or the first principle component, FPC. 

The methods by which the data is preprocessed and examined arc identical to those 

reported in [43, 45]. The improvement in the micro-aggregation time by using the 
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Table 3.10: Results for multi-variate MATs for the Tarragona data set obtained by 
projecting using the FPC and the ZS indices, In the table we compare the original 
k-Wavd_MAT, kW, and the optimized kWD, kWR using either a fixed threshold, 
(kWR—F), or a dynamic threshold, (kWR—D), and kWDR which is a simultaneous 
combination of both kWD and kWR — D, by setting k = 3. 

Projection 

SZ 

FPC 

Method 

kW 
kWD 
kWR-F 
kWR-D 
kWDR 

kW 
kWD 
kWR-F 
kWR-D 
kWDR 

Tarragona Data Set 
IL 

30.13 
30.13 
30.13 
30.13 
30.13 

25.35 
25.35 
25.35 
25.35 
25.35 

Time 

22.43 
4.89 
3.27 
10.06 
6.39 
28.32 
10.86 
3.28 
5.81 
2.09 

Improv.(%) 

78.20 
85.42 
55.15 
71.51 

61.65 
88.42 
79.48 
92.62 

Recursion 

(()(()())) 
(00) 
(00) 

(0(00)) 
(00) 
(00) 

Table 3.11: Results for multi-variate MATs for the Census data set obtained by 
projecting using the FPC and the ZS indices, In the table we compare the original 
k-Waid_MAT, kW, and the optimized kWD, kWR using either a fixed threshold, 
(kWR—F), or a dynamic threshold, (kWR—D), and kWDR which is a simultaneous 
combination of both kWD and kWR — D, by setting k — 3. 

Projection 

SZ 

FPC 

Method 

kW 
kWD 
kWR-F 
kWR-D 
kWDR 
kW 
kWD 
kWR-F 
kWR-D 
kWDR 

Census Data Set 
IL 

28.58 
28.58 
28.61 
28.58 
28.58 
29.54 
29.54 
29.54 
29.54 
29.54 

Time 
48.82 
0.86 
7.33 
11.64 
6.56 

61.813 
21.63 
6.72 
7.72 
2.61 

Improv.(%) 

98.24 
84.99 
76.16 
86.56 

65.01 
89.13 
87.51 
95.78 

Recursion 

(()(()(()((()())(()((()())(()(()(()(()())))))))))) 
(0(0(0(0(0(0(00))))))) 
(0(0(0(0(0(0(00))))))) 

((((()(()()))(()(()(()()))))())()) 
((((()())())())()) 
((((00)0)0)0) 
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kWD was as high as 78.20% and 61.65% on the ZS and FPC projections of the 

Tarragona data set, respectively. Similarly, the time improvement reached up to 

98.24% and 65.01% on the ZS and the FPC projection of the Census data set. The 

kWR method was also applied by using a fixed threshold, kWR — F, or a dynamic 

threshold, kWR — D on the projected data sets as explained in Section 3.4.2. In the 

case of kWR — F, the threshold value was set to 0.8 for the projected Tarragona data 

set, and to 0.3 for the projected Census data set. These "optimal" setup parameters 

were obtained by trial-and-error testing. Generally speaking, the time improvement 

using the kWR — F was more than that obtained by using the kWR — D- it reached 

up to 89.13% by using kWR — F on the FPC projection for the Census data set, 

and up to 87.61% by using the kWR — D on the FPC projection for the same data. 

Unfortunately, the value of the IL was sometimes affected by invoking kWR — F, 

(as can be observed in Table 3.11 for the projected ZS of the Census data sets), 

while the value of the IL remains the same by using the kWR — D. Finally, it is 

important to mention that the combination of the kWD and kWR — D increases the 

improvement of the required time to 95.78% on the FPC projection of the Census 

data set without any noticeable change in the value of the IL. It is, thus, clear that 

the enhanced versions of such proposed schemes are applicable to the processing of 

multi-variate data sets, by projecting them onto a single axis using the FPC or ZS 

methods. 

3.6 Conclusion 

In this chapter, we have considered the problem of securing a statistical database. 

We have resorted to the well-known micro-aggregation technique, and in particular, 

considered the fc-Ward strategy introduced in [139] and utilized in the state-of-the-

art methods [45]. The latter scheme coalesces the sorted data attribute values into 

groups, and on being queried, reports the means of the corresponding groups. We 

have shown that such a scheme, as reported in the literature, can be enhanced by min

imizing the computations done in evaluating the between-class distance matrix and 
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by recursively partitioning the data set before fc-Ward strategy is invoked. When the 

latter is invoked on the "primitive" sub-groups which terminate the recursion. Our ex

perimental results, done on two benchmark data sets, report a marked improvement. 

While the IL is comparable to the k-Waxd_MAT proposed by Domingo-Ferrer et.al. 

[45], the computations required to achieve this loss is a fraction of the computations 

required in the latter. This provides a computational advantage that sometimes ex

ceeds 80% if one method is used by itself, and more than 90% if both enhancements 

are invoked simultaneously. 

Finally, although all these methods, were formally proven to be efficient for uni

variate data sets, we were also able to demonstrate the power of the schemes for 

multi-variate data. This was achieved by using a projection mechanism, such as 

the FPC or ZS, and then invoking the MAT on the projected data. Again, the 

favorableness of the result demonstrated the applicability of the methods. 



Chapter 4 

A Fixed Structure LA-Based MAT 

4.1 Introduction 

We consider the MAP which involves partitioning a set of individual records in a 

micro-data file into a number of mutually exclusive and exhaustive groups. This 

problem, which seeks for the best partition of the micro-data file, is known to be 

NP-hard and has been tackled using many heuristic solutions. In this chapter1 we 

present the first reported Learning Automata (LA) based solution to this problem. 

The LA modify a fixed-structure solution to the Equi-Partitioning Problem (EPP) to 

solve the MAP. The newly proposed method competes in a superior manner against 

the state-of-the-art methods not only from the IL perspective, but when it concerns 

a criterion involving a combination of the IL and the DR. The scheme has been 

implemented, tested and evaluated for different real-life and simulated data sets. The 

results clearly demonstrate the applicability of LA to the MAP, and its ability to 

yield a solution that obtains the best trade-off between IL and DR when compared 

to the state-of-the-art. 

*A preliminary version of some of the results from this chapter appeared in the Proceedings of 
PSD'Qd, the Privacy in Statistical Databases Conference, in Rome, Italy, in December 2006 [64]. 
The journal version of these results is currently under review. 

104 
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The structure of this chapter is as follows: Section 4.2 initially provides a basic 

introduction to the field of LA, and also explains how LA principles can be used 

to formulate a solution to the MAP. Section 4.3 presents the Object Migrating 

Micro-aggregated Automaton both informally and algorithmically. In Section 4.4 we 

describe how we compute the composite score, which we refer to as the Scoring In

dex (SI), used for ranking the MDAV and the new L.A-based methods with certain 

specific parameterizations. Experimental results using real-life benchmark and simu

lated data sets, are discussed in Section 6.3. Finally, Section 6.4 presents the overall 

conclusions of this work. 

4.1.1 Contribution of the Chapter 

As mentioned in the literature, this problem in its multi-variate setting is known to be 

NP-haid [103], and has been tackled using different approaches such as hierarchical 

clustering [45, 91, 92], genetic algorithms [45, 91, 92, 128], graph theory [74, 84], and 

fuzzy clustering [57, 133]. All the heuristic MATs seek to minimize the value of 

the IL. Observe that minimizing the IL, though important, is difficult to enforce, 

essentially because any SDC strategy is primarily intended to enhance the security of 

the data. Indeed, the definition of optimality for an SDC is defined in the literature 

as being equivalent to offer the best trade-off between the IL and DR [27, 93]. In 

this vein, the recent development of MATs [60] leaves the researcher no excuse to 

circumvent the problem of trying to reduce the value of the IL as much as possible 

[49]. 

As argued by most researchers, maintaining a happy medium between the IL 

and DR is not trivial. Indeed, even the question of how such a compromise can be 

attained has not been fully investigated. In this chapter, we shall argue that a good 

MAT should be capable of minimizing the IL, and yet be able to attain to suitable 

value for a well-defined composite measure. One such measure, which we refer to as 

the SI, is a linear combination of the IL and DR. Our aim is to find a good strategy 

to optimize the latter. 
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In general, minimizing the IL directly follows the goal of maximizing the simi

larity between the records in each group. The latter, in turn, can be maximized by 

using two criteria, namely that of requiring the total SSE to be as low as possible 

and, simultaneously, preserving the relationships between the individual records in 

the micro-data file. This is precisely the rationale of our current methodology. In this 

chapter, we achieve this by attempting to solve the problem using the principles of 

LA. We have described one such LA called the Object Migrating Micro-aggregated 

Automaton (OMMA), which is capable of grouping similar records, and simultane

ously differentiating records which do not belong together. The unique strength of 

this methodology lies in its applicability to cluster multi-variate data sets without 

resorting to projection in any preferred direction. The chapter, thus, demonstrates 

the power of LA to minimize the IL, leading to results comparable to those obtained 

from the best available heuristic methods for micro-aggregation such as the Maxi

mum Distance to Average Vector (MDAV) [60] and the Minimum Spanning Tree 

Partitioning Algorithm (MST) [84]. The remarkable reduction obtained in the IL 

can be noticed when micro-aggregating multi-variate data (which sometimes exceeds 

11% when compared to the MDAV and MST), and it renders the contribution of 

this chapter significant. Apart from this, the OMMA also yields the best reported 

values for the above mentioned index, the SI. We argue that the applicability of LA 

to the MAT provides a promising strategy to effectively protect sensitive data in the 

micro-data file not only based on minimizing the value of the IL but also on offering 

the best trade-off between the IL and DR. The limitations and possible extensions 

of the OMMA are explained in a subsequent section. 

It should be mentioned that by using our strategy, the OMMA can actually 

be applied to many types of attributes - continuous, ordinal or nominal. The only 

difference that we foresee will be in designing the aggregation operator (i.e., one which 

yields the "mean" for the continuous data, or the median for categorical data), which 

is computed for each group, and which is used to replace the original records. But 

the main strength of the methodology lies in its applicability to cluster multi-variate 

data sets without resorting to projection in any preferred direction. This is because 
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the scheme does not merely utilize the distance between the individual records, but 

it also attempts to keep the SSE minimum. 

4.2 Learning Automata (LA) 

Our solution to the MAP involves LA. LA have been used to model biological 

learning systems and to learn the optimal action which a random environment of

fers. The learning is accomplished by actually interacting with an environment and 

processing its responses to the actions that are chosen, while gradually converg

ing toward an ultimate goal. There are various applications that use LA includ

ing parameter optimization, statistical decision making, telephone routing, pattern 

recognition, game playing, natural language processing, modeling biological learn

ing systems, string taxonomy, detection and tracking, distributing the process of 

a parallel application, routing in communication networks and object partitioning 

[71, 75, 95, 98, 99, 105, 109, 111, 112, 113, 147]. Since the literature on LA is exten

sive, we refer the reader to [98] for a good survey. 

The functionality of the LA can be described as a sequence of repetitive feedback 

cycles. The feedback cycle involves two entities, the Random Environment and the 

LA. During each cycle the automaton chooses an action, which triggers a response 

from the Environment, and uses the received response - that can be either a reward 

or a penalty- with the knowledge gained from the previous cycles to determine which 

is the next action to be chosen. By the process of learning, the automaton adapts 

itself to the Environment and determines the optimal action, i.e., the action which 

has the minimum penalty probability, or has a maximum reward probability. 

Incorporating LA in any application domain is an evidence of the power of the 

philosophy. Basically, LA learn from the random environment. The actual technique 

involved in applying the LA philosophy in the different applications involves modeling 

the actions, simulating the transforming functions, and representing the system's 

output in order to have reward or penalty responses. This is where the creativity of 
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the researcher becomes apparent. 

Stochastic LA can be classified into two main classes: 

1. Fixed Structure Stochastic Automata (FSSA): These FSSA have the property 

that their transition and output functions do not change with time. These 

LA seem to possess powerful properties useful for solving different NP-hard 

problems, as we will show in this chapter. 

2. Variable Structure Stochastic Automata (VSSA): These VSSA have a dy

namically changing structure, because their transition and output matrices are 

time varying. In practice, however, they are merely defined in terms of action 

probability updating rules which are either of a continuous or discrete nature 

[3, 110]. Automata with a variable structure are generally much faster in their 

convergence. 

The basic idea used to solve the MAP is based on a sub-class of LA solutions that 

has been used to solve the object partitioning problem [71, 111, 112]. As documented 

in the literature, the object partitioning problem involves partitioning a set of |P| 

objects into |N| groups or classes, where the main aim is to partition the objects into 

groups that mimic an underlying unknown grouping. In other words, the objects 

which are accessed together must reside in the same group [112]. In the special case 

when all the groups are required to contain the same number of objects, the problem 

is also referred to as the EPP. Many solutions involving LA have been proposed to 

solve the EPP, but the most efficient algorithm is the Object Migrating Automaton 

(OMA) [112]. The latter was first proposed by Oommen and Ma [112], and some 

modifications to the original algorithm were added by Gale et.al. [71] to create the 

Adaptive Clustering Algorithm (ACA). 

For the rest of this section, in all brevity, we discuss the fundamental of LA and 

present the algorithm due to Oommen and Ma [112] and the modified version by Gale 

et.al. 
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4.2.1 Similarities Between the MAP and the EPP 

The idea behind using LA as an MAT comes from the elegance of using LA in 

solving the EPP. LA possess many attractive features that make them applicable 

to the MAT such as simplicity, ease of implementation, and the ability to study the 

relation between the individual objects/records without computing any statistical 

queries. We will show that the similarity between the EPP and the MAP render 

LA as one of the promising candidate tools to solve the latter. This is because : 

• The EPP and MAP are NP-hard problems, primarily due to the exponential 

growth in the number of partitions of records/objects. 

• The EPP dictates that each partition must have the same number of objects, 

which is a condition analogous to the one associated with the MAP for the 

fixed-size micro-aggregation criterion, which states that each group must have 

approximately the same number of records. 

• The EPP and MAP seek to partition the records/objects into groups that 

mimic the underlying unknown groups. In the case of the EPP, the objects 

which are accessed together more frequently by a random sequence of queries are 

said to be in the same partition. As opposed to this, in the MAP, the records 

which are similar to each other, are required to be in the same group so as to 

maximize the within-group and to minimize the between-group similarities. 

4.2.2 Fundamentals 

An FSSA is a quintuple (a, $ , (5, F, G) where 

• a = { « i , . . . , O.B} is the set of actions that, it must choose from. 

• $ = {4>i,..., (f)S} is a set of states. 
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• (3 = {0,1} is its set of inputs. The " 1 " represents a penalty, while the "0" 

represents a reward. 

• F is a map from <E> x j3 to $ . It defines the transition of the internal state of 

the automaton on receiving an input. F may be stochastic. 

• G is a map from $ to a, and it determines the action taken by the automaton 

if it is in a given state. With no loss of generality, G is deterministic. 

As discussed above, the automaton is offered a set of actions, and it is constrained 

to choose one of them. When an action is chosen, the Environment gives out a 

response /3(n) at a time "n". The automaton is either penalized or rewarded with an 

unknown probability Q or 1 — Q , respectively. On the basis of the response f3(n), the 

state of the automaton </>(n) is updated and a new action is chosen at (n+1). The 

penalty probability C; satisfies: 

Ci = Pr\p{n) = l\a(n) = a*] (i = 1,2, . . . ,R). 

4.2.3 Object Migrating Automaton (OMA) 

The Object Migrating Automaton (OMA) is an ergodic automaton that has R actions 

{ « i , . . . , OR} representing the possible underlying classes. Each action a, has its own 

set of states {(f>a, <pi2 • • •, <fiiM}, where M is the depth of memory, and 1 < i < R 

represents the number of classes. <f>n is called the most internal state and (piM is the 

most external state. 

A set of W physical objects {Ai,A2,...,Aw} is accessed by a random stream 

of queries, and the objects are to be partitioned into groups so that the frequently 

jointly-accessed objects are clustered together. The OMA utilizes W abstract objects 

{0\, O2, • • •, Ow} instead of migrating the physical objects. Each abstract object is 

assigned to a state belonging to an initial random group but in its boundary state. 

The objects within the automaton move from one action to another, and so, in this 
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case, all the W abstract objects move around in the automaton. If the abstract 

objects Oi and Oj are in the action ah, and the request accesses < At,Aj >, then 

the OMA will be rewarded by moving them towards the most internal state (j>hi-

But a penalty arises if the abstract objects Oi and Oj are in different classes, say 

a/j and ag, respectively. Assuming Oi is in Q e {(j)hi, <l>h2, • • •, ^IIM} a n d Oj is in 

Q e {(f>gi, 4>g2, • • •, <PgM}, they will be moved as follows: 

• If Ci 7̂  4>hM and Q / 4>9M, Oi and Oj are moved one state toward 0/>M and 4>9M, 

respectively. 

• If exactly one of them is in the boundary state, the object which is not in the 

boundary state is moved towards its boundary state. 

• If both of them are in their boundary states, one of them, say Oj is moved to 

the boundary state of the other object 4>9M- In addition, the closest object to 

them is moved to the boundary state (phM, so as to preserve an equal number 

of objects in each group. 

It is important to point out that the random stream of queries contains information 

about an optimal partition, and the OMA attempts to converge to it. The automaton 

is said to have converged when all the objects associated with a class are in the deepest 

(or second deepest) most-internal state. 

The OMA can be improved by the following: Assume a pair of objects < Oi, Oj > 

is accessed, where Oi is in the boundary state, while Oj is in a non-boundary state. 

In this case, a general check should be made to find another object, in the boundary 

state of the partition containing Oj. If there is an object, then swapping is done 

between this object and Oj in order to bring the two accessed objects into the same 

partition. In turn, instead of waiting for a long time to have these accessed objects in 

the same partition, the convergence speed can be increased by swapping the objects 

into the right partitions. 

The formal algorithm for the OMA can be found in [71, 112]; it is shown in 



CHAPTER 4. A FIXED STRUCTURE LA-BASED MAT 112 

Algori thm 5 Enhanced OMA [71] 

Input: The abstract set of objects, a number of state per action, a sequence of 
random queries in form (Oj, Oj) 
Output: A periodic clustering of the objects into R partitions 
Notat ion: 0 is the state of the abstract object Oj. It is an integer in the 
r a n g e l . . . RN, where, if (h — 1)N + 1 < Q < hN, then the object Oj is assigned 
t o Qf/i. 

Method: 

1: Initialize Q for 1 < i < W randomly among the boundary state of classes, each 
class having W/R objects. 
for a sequence of T queries do 

Read query (Ai,Aj) 
if ((0 div N)=(Ci div N)) then 

if (0 mod N ^ l ) then 

0 = 0 - 1 
end if 
if (Q mod N ^ 1) then 

0 = 0 - i 
end if 

else 
if (((0 mod N ) ^ 0) and ((£,- mod N ) ^ 0)) then 

0 = 0 + 1 
0 = 0 + 1 

else if (£; mod N ^ 0 ) then 
if (Ov: unaccessed object in group of Oj where (v mod N — 0) then 

temp = Q; Q = (v; 0 = temp; 
end if 

0 = 0 + 1 
else if (Q mod N ^ 0) then 

if (0„: unaccessed object in group of Oj where 0 m ° d N = 0) then 
temp = Q; & = (v; 0 = temp: 

end if 

0 = 0 + 1 
else 

temp = Q 

0 = 0 
t = index of an unaccessed object in group of Oj where Ot is closest to Q 
0 = temp 

end if 
end if 

end for 
return Partitions based on the s ta te{^} 
End Algorithm Enhanced OMA 
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Algorithm 5. 

4.2.4 Restrictions of the OMA to the MAP 

The reported instances of the OMA are not directly applicable for the MAP. To 

develop our solution, we highlight the main restrictions, and the necessary enhance

ments which must be added to the OMA in order for it to be useful in our present 

application domain. 

• In case of the MAP, the user does not have access to the stream of random 

queries. Rather, the only available data is the set of individual records stored 

in the micro-data file. It is thus apparent that we have to artificially "generate" 

a sequence of "queries" (or pairs) which can be used to operate on a machine 

similar to the OMA. The above restriction has a "two-edged" implication. First 

of all, in the EPP, the user usually requests the system to obtain a query pair of 

the form < Oi,Oj > . However, in the MAP, it is the responsibility of the user 

to determine which records are similar or dissimilar, and this determination is 

a problem to be solved in its own right. Secondly, the placement of the objects 

in the automaton and the stream of random queries, together, serve to either 

reward or penalize the automaton. However, in the case of the MAP, the 

question of obtaining a reward/penalty response is not provided by the user, 

but it has to be inferred. This again has to be solved. 

• Unlike the EPP, which has no way of penalizing "non accessed elements", a 

solution to the MAP must develop a strategy for penalizing such records by 

considering how similar the records within the same groups are. Clearly, this is 

superfluous for the EPP because, in that problem, the automaton is absolutely 

dependent on the user's queries. In the present problem, it is crucial that an 

automaton can quantify how fitting a record is for any given group. 

• The optimal partition for the EPP yields crucial information in the stream of 

random queries. As opposed to this, in the context of the MAP, the system 
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has no notion of how to characterize the optimal partition. This renders the 

problem of adapting the OMA to solve the MAP more difficult. 

• In the same vein, the definition of the optimal partition for the EPP is quite 

different from that of the corresponding solution for the MAP. In the case of 

the EPP, all objects which arc accessed together more frequently should be in 

the same partition, while in the MAP all similar records should be in the same 

group. 

• The criteria which are used to reward and penalize the automaton in the EPP 

is quite unlike the one used for the MAP. In the EPP, the automaton is 

rewarded or penalized based on the (unknown) probability of any two objects 

being jointly accessed. But in the context of the MAP, the automaton is reward 

or penalized by conducting a comprehensive study of the relation between the 

individual records, quantified by the various error criteria, such as the distance 

between each record and the other records in the micro-data file, and more 

importantly, the overall SSE . 

• Although the EPP and MAP utilize analogous rules for a reward phenomenon, 

as we shall see, they differ in performing the penalty rules. In case of the EPP, 

the automaton enforces the rule that the pertinent object migrates, if and only 

if at least one of the accessed objects is at the boundary state of the different 

partitions. As opposed to this, in the MAP, the automaton enforces the rule 

that the records are migrated to another group whenever migrating the object 

reduces the overall SSE. 

• The automaton used to solve the EPP is said to have converged, when all the 

objects are found in the most (or the last two) internal states of each partition. 

However, we propose that the convergence in the MAP occur when the measure 

of the IL is unchanged. 
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4.3 Object Migrating Micro-aggregated Automaton 

(OMMA) 

In this section, we define the OMMA as an 7-tuple as: (U, $ , «, {3, Q, G, L ), where 

• U = {U\, U%, • • •, Un} is the micro-data file. 

• $ = {fa, (j)2,..., (phNi} is the set of states. 

• a = {at, «2, • • •, cth} is the set of h actions, each representing a group into which 

the records of U must fall. 

• j3 = {0,1} is its set of inputs. The " 1 " represents a penalty, while the "0" 

represents a reward. 

• Q is the transition function, which specifies how the records should move be

tween the various states. This function is quite involved and will be explained 

in detail presently. 

• The function G partitions the set of states for the groups. For each group, aij, 

there is a set of states {<t>(j-i)M+i,...,<j>-M}i where M2 is the depth of memory. 

Thus, 

G{<f>i) = a, (j - 1)M + 1 < i < jM. (4.1) 

This means that the record in the automaton chooses « i , if it is in any of the 

first M states, and that it chooses a2 if it is in any of the states from (J>M+\ 

to 4>2M, etc. We assume that 4>U-I)M+I is the most internal state of group a,-, 

2Generally speaking, the depth of the memory, M in the LA could play an important role in 
determining the accuracy of the LA, while the eignevalues of the underlying chain would determine 
the rate of convergence. In practice, the LA is assumed to have converged when all objects are in the 
most internal states in each partit ion. To the best of our knowledge we are not aware of any method 
used to determine the best value for M except the trial-and-error approach. In our case, since the 
convergence criterion depends on attaining to a non-increasing value of IL, it is not implicitly tied 
to the value M. Thus, in the case of the OMMA. M seems to have no effect on the computational 
t ime and the algorithm's convergence and accuracy . 
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and that 4>JM is the boundary state. These are called the state of "Maximum 

Certainty" and "Minimum Certainty", respectively. 

L is the similarity list specifying the records deemed to be collectively similar. 

It is stored as a list of tuples of the form < Ri,Rj > , where the records included 

are those for which the similarity index is greater than or equal to a predefined 

threshold, 6. 
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Figure 4.1: The OMMA process used to generate the micro-aggregated file. 

Before we explain in greater detail the OMMA, it is worth mentioning that this 

new scheme is applicable when the number of individuals in the micro-data file is an 

exact multiple of the minimum group size k. When the number of records is not an 

exact multiple of k, we propose that the MAT be invoked for a marginally smaller 

file (by removing a few elements in the set), and then including them subsequently 

in the appropriate partitions - after the MAT process. 
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The overall model for this application domain is given in Figure 4.1 which shows 

that the OMMA process consists of three phases involved in generating the micro-

aggregated data file as follows: 

1. Loading and standardizing the micro-data file. 

The variables encountered in the micro-data file have to be standardized prior to 

the micro-aggregation process. The standardization is performed by replacing 

the individual values, Xi, for a specific variable, Vj, by (XJ — Xj)/<jj, where 

Xj and Oj are, respectively, the average and the standard deviation of the 

values taken by the variable Vj. The importance of this phase is evident when 

we consider multi-variate micro-data, because having standardized variables 

prior to the micro-aggregation process removes many undesirable properties, 

and yields equal weights for all the variables encountered in the micro-data file. 

2. Constructing the similarity list that simulates the similarities between micro-

records. 

The similarity list, L, simulates the probability of any two records being to

gether in the same group or not. This simulation is based on the real distance 

value between every pair of records. Therefore, building the similarity list re

quires creating the symmetric N x N distance matrix. Each entry in the matrix 

is computed using the Euclidean metric between the two records in question 

as follows, D{Ri) Rj) = - \ / S d = i ( - ^ ~~ Rjd)2) where D(Ri, Rj) is the computed 

distance between the two records Ri and Rj, and the entry is placed in the ith 

row and the j t h column. The rationale behind building the similarity matrix 

is to simulate the probability of these two records being together in the same 

group, and this, in turn, is used in constructing the similarity list. It is worth 

mentioning that constructing the similarity list is done only once, and this can 

be considered as a preprocessing operation, and hence the OMMA method is 
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suitable for small and moderate-sized data sets3. Thereafter, it requires com

paring the elements of the distance matrix with a certain user-defined threshold, 

9. The question of determining 9 is open. As it stands now, we have used the 

following single heuristic: 9 is quite simply assigned to be related to the value 

of the difference between the largest and smallest values in the distance matrix. 

More explicitly, 

9 = -[Maxitj D(i,j) - Minitj D{iJ)], 

where D(i,j) is the computed distance value between Ri and Rj. In general, 

this threshold value is used to make the scheme arrive at an efficient grouping. 

Finally, if the distance value between Ri and Rj is less than or equal to 9, we 

will add a tuple < Ri, Rj > to the similarity list. By computing the quantities 

D(Ri, Rj) between each pair of records in the micro-data file, and by system

atically utilizing the similarity list structure, the automaton must adaptively 

learn how to group the records effectively. 

3. Performing the learning cycle, which is where the MAP is solved. 

The learning phase is the core of the clustering, and the OMMA model is 

initialized by placing all the records at the boundary state of their initially 

randomly-chosen groups. This indicates that the OMMA is initially uncertain 

of the placement of the records, because the different states within a given 

group quantify the measure of certainty that the scheme has for a given record 

belonging to that group. As the learning cycle proceeds, similar records will be 

rewarded for their being together in the same group, and they will be penalized 

by either moving toward their boundary state, or to another group. After the 

randomly distribution of the micro-records, a certain index will be assigned to 

each record to specify the state of group it belong to, and the value of the SSE 

for each group will be calculated to quantify the homogenousity factor of that 

3 T h e associated computational time can be reduced by using the blocking technique |127|. Since 
the OMMA runs in a very reasonable t ime in all the small and medium-sized cases, we have not 
resorted to the blocking technique in our implementation. The concept of using a hierarchy of 
OMMA for large data sets has to be investigated. 
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group. 

The OMMA moves into its main learning loop by setting the old value of the 

IL to be equal to oo (a large positive number), and by then processing the 

constructed similarity list, L, one tuple at a time. It is worth mentioning that 

the length of the similarity list might be decreased with time by deleting the 

tuple after being sure that, although these two records are close to each other, 

their being in the same group will lead to increase the total SSE. The latter 

consideration is relevant since the SSE functionally determines the value of the 

IL4. 

The list L is now traversed repeatedly, and similar records in the tuples are 

processed. If they are both assigned to the same group, the automaton is 

rewarded. However, if they are assigned to distinct groups, the automaton is 

penalized. After L has been processed, we compare the newly computed value 

of the IL, ILnew, with the old value, IL0x&, produced in the previous cycle. If 

ILnew < ILdd, the learning phase continues by entering the next learning cycle. 

But, if ILnew — IL0id, the learning phase terminates and the micro-aggregated 

file is generated. It should be mentioned that ILnew cannot be greater than 

ILoia, because the records will move, if and only if, the SSE remains the same 

or is reduced. Clearly, the value of IL is non-increasing. 

We now describe the actual transitions represented by Q for each of these op

erations. 

(a) Transitions for Rewards 

On being rewarded, since the records Ri and Rj are in the same group, say 

au, both of them are moved toward the most internal state of that group, 

one step at a time. See Figure 4.2 and Algorithm 7. 

(b) Transitions for Penalt ies 

This case is encountered when two similar records, Ri and Rj, are allocated 

in distinct groups, say, au and av respectively (i.e., Ri is in state Q, where 

4 T h e clustering in the OMMA is achieved based on two conflicting criteria - minimizing the 
distance between the records, and maintaining the total SSE to be as small as possible. 
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Cie{$(u-i)M+i, • • • > 4>UM}, and Rj is in state ( j , where Qe{^(v-i)M+i, ••-, </w})-

In this case, they are moved as follows: 

• Case 1: If both Q and Q are not the boundary states 4>UM and 4>VM, 

respectively, Ri and Rj are moved one state toward the corresponding 

boundary state. See Figure 4.3 and Algorithm 8. 

• Case 2: This occurs when at least one of i?, or Rj is at the boundary 

state of Minimum Certainty, say Q — <fiVM- Studying the effect of mi

grating any record Rx in au to Rj, under the condition that Rx j^ Ri, 

requires investigating the effect of the potential moves on the sum

mation of the SSEau and SSEav, which we shall refer to as SSEauv. 

Here we need to consider the k — 1 different swapping possibilities. If 

the new value of SSEauv is less than or equal to the previous value of 

SSEauv, we have to physically swap the chosen record Rx, which leads 

to the minimum SSEauv value with Rj, and proceed to update the 

values of the SSE for both groups. Subsequently, we assign both Rj 

and Rx to the boundary state of au and av, respectively. Otherwise, 

the tuple < Ri,Rj > will be deleted from the similarity list. This is 

clarified in Figure 4.4 and Algorithm 9. 

• Case 3: If both Ri and Rj are at the boundary states of their different 

groups, say Q = 4>UM and Q — <$>VM, we have to study all the differ

ent possibilities of swapping any record Rx, under the condition that 

Rx 7̂  Ri and Rx ^ Rj, in au or av with Rj or Rj, respectively, on the 

SSEauv. We then choose the option that leads to reducing the value 

of SSEauv. In such a case, we physically swap the records, update the 

values of the SSE for both groups, and assign the swapped records 

at the boundary state. If we failed to find a candidate to be swapped 

so as to reduce the value of SSEauv, we should not delete this tuple 

because we are not in a position to confirm the proposition that these 
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Figure 4.2: The automaton has been rewarded, since both Ri and Rj are similar and 
located in the same group. 

Figure 4.3: The automaton has been penalized, since Ri and Rj are similar but 
located in distinct groups. Neither of them is at the boundary state. 

two records, being in the same group, will decrease or increase the 

total SSE. This is because both records are in the state of minimum 

certainty, and, thus, it is likely that during the processing of L an

other of the tuples in the similarity list will force one of these records 

to migrate to another group, rendering the reprocessing of this tuple 

useful. This scenario is described in Figure 4.5 and Algorithm 10. 

For the sake of completeness, (and to not disturb the continuity) the discussed 

scheme is algorithmically described in Algorithm 6 with the respective modules being 

given as separate procedures. 
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Algori thm 6 Learning Phase in the OMMA 

Input: The standarized micro-data file U, M: the number of states per action, k: 
the number of records per group, the Similarity List L. 
Output: Calculate the value of the IL after this learning cycle. 
Note : Ri is in state Q, which belongs to au, and Rj is in state Q, which belongs 
to av 

Method: 
1: Randomly initialize Q for 1 < i < N (N: represents the index of records in U) 

among the boundary state of classes, each class having k records. 
Calculate the value of the SSE for each group in the OMMA. 
repeat 

Read tuple (Ri, Rj) from L. 
if ( (0 div M) = (Cj div M)) then 

Reward_Record(£j) 
Reward_Record(Cj) 

else 
if (((0 mod M) / 0) and ((Q mod M ) ^ 0 )) then 

Penalize_Two_Unbound_Records(Ci,Cj) 
else if (0 mod M ^ 0) then 

Penalize _Bound_\Jnbound_Records(Ri,Rj, Activity _Attribute,G) 
else if (Q mod M ^ 0) then 

Penalize_Bovnid_\Jnhound_Records(Rj ,Ri,Activity _Attribute,G) 
else 

Penalize _ Two _ Bound _ Records (Ri,Rj,G) 
end if 

end if 
until (all tuples in the Similarity List have been processed) 
Replace the the individual records by the mean value corresponding to their group 
return The IL value at this learning cycle 
End Algor i thm Learning Phase in the OMMA 
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Algori thm 7 Procedure Reward_Record 

Input: Q, which represents the index of the state where the record i?, is located 
in the LA. 
Output: The updated value of Q. 
Method: 

1: if (d mod M / l ) then 

2: Ct = d - 1 
3: end if 
4: return Q 
5: End Procedure Reward Record 

Algori thm 8 Procedure Penalize_Two_Unbound_Records 
Input: Q. which represents the index of the state where the record Ri is located 
in the LA, and Q, which represents the index of the state where the record Rj is 
located in the LA. 
Output: The updated values of Q and Q. 
Method: 

1: 0 = 0 + 1 
2: Ci = Ci + l 
3: return Q and Q 
4: End Procedure Penalize Two U n b o u n d Records 
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Algorithm 9 Procedure Penalize_Bound_Unbound_Records 

Input: Ri, which represents the record located at Q in the LA, and which is not 
at the boundary state of au. Rj, which represents the record located at Q in the LA, 
and which is at the boundary state of av. The other inputs are the Similarity List, 
L, and the values of the SSEau and SSEav. 
Output: The updated values of (x, Q, the Similarity List L and the value of the 
SSEau and SSEav. 
Method: 

1: for all Rx in the group, au, which contains i?, and Rx ^ Ri do 
2: Compute the new values of SSEau and SSEav after swapping(Rx, Rj) 
3: end for 
4: Search for the minimum value of SSEauv which is equal to summation of the new 

value of SSEau and SSEav 

5: if (the new value of SSEauv < the previous value of SSEauv) then 
6: Swap (Rx,Rj) 
7: Update the SSEav and SSEav. 
8 : Cx = vM, the boundary state of av. 
9: Q — uM, the boundary state of au. 

10: else 
11: delete this tuple from the Similarity List, L. 
12: end if 
13: return (x, Q, Similarity List L, and the updated values of the SSEau and 

SSEav. 
14: End Procedure Penalize Bound Unbound Records 
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Figure 4.4: (A) The automaton has been penalized, since Ri and Rj axe similar but 
located in distinct groups. Rj is at the boundary state, while Ri is not at the boundary 
state. After searching for the most suitable record that leads to the minimum value of 
the SSE, we have two choices for the scenario when k = 3. In the first case (see (B) 
above), we perform a physical swap between (Ru,Rj). In the second case, (in (C)), 
no record-swap leads to a smaller value of the SSE, and thus, the tuple < Ri, Rj > 
is deleted from the similarity list. 
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Algori thm 10 Procedure Penalize_Two_Bound_Records 
Input: i?j, which represents the record located at Q in the LA, and which is at 
the boundary state of au. Rj, which represents the records located at Q in the LA, 
and which is also at the boundary state of av. The other input are the values of the 
SSEau and SSEav. 
Output: The updated values of Q, Q, (x and the value of the SSEau and SSEav. 
Method: 

1: for all Rx in the group, au, which contains Ri and Rx ^ Ri do 
2: Compute the new values of SSEau and SSEav after swapping(i?x, Rj) 
3: end for 
4: Search for the minimum value of SSEauv which is equal to summation of the new 

value of SSEau and SSEav and assign it to SSEi. 
5: for all Rx in the group, av, which contains Rj and Rx ^ Rj do 
6: Compute the new values of SSEav and SSEau after swapping(Rx,Ri) 
7: end for 
8: Search for the minimum value of SSEQuv which is equal to summation of the new 

value of SSEau and SSEav and assign it to SSE2 
9: if (SSE1 < SSE2) then 

10: if (SSEi < the previous value of SSEanv) then 
11: Swap (Rx, Rj) 
12: Update the values of SSEau and SSEau. 
13: Cx = vM is assigned to the boundary state of av 

14: Q = uM is assigned to the boundary state of au 

15: end if 
16: else 
17: if (SSE2 < previous value of SSEauv) then 
18: Swap (Rx, Ri) 
19: Update the SSEau and SSEav. 
20: Cx = uM is assigned to the boundary state of au 

21: Q = vM is assigned to the boundary state of av 

22: end if 
23: end if 
24: return Q, Q, C,x and the updated value of the SSEau and SSEav. 
25: End Procedure Penalize Two Bound Records 
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Figure 4.5: (A) The automaton has been penalized, since Ri and Rj are similar but 
located in distinct groups. However, both of them are in a boundary state. After 
searching for the most suitable record that leads to the minimum value of the SSE, 
we encounter four swapping options for the scenario when k — 3 - which, in turn, 
depend on the best candidate record. For example, a physical swap between (Ri, Rx) 
is done when Rx is the best candidate (as in case (B)). Similarly, a physical swap 
between (Rj,Ry) is done, when Rv is the best candidate, (as in (C)). 
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4.3.1 Formal Properties of The OMMA 

We now state and formally prove a property of the OMMA. 

Theorem 4. The learning process in the OMMA leads to a monotonically decreasing 

IL. 

Proof. 

We shall prove the theorem by contradiction. To do this we assume that the value of 

the IL at time n, IL(n), is less than the value of the IL at time n + 1. IL{n + 1). 

If the condition IL(n + 1) > IL(ri) has to be satisfied, it implies that there is at 

least one movement of two objects (data elements) that causes this increment. This 

movement could either be a consequence of a reward or a penalty, as seen in Case 1, 

Case 2, or Case 3 of the LA transition. 

Consider the case of a reward. In this case, the pair of objects move one state towards 

the most internal state. This means that each group continues to have the same 

objects as in the previous step, which further implies that the value of the SSE of 

each group does not change. Clearly, such a movement will only result in an identical 

IL. 

Consider now the response referred to as Case 1 in the scenario of a penalty. In this 

case, the respective objects move a single state toward the most external state. Again, 

each group still has the same objects as in the previous step, which again implies that 

the value of the SSE of each group does not change. Thus, clearly, an IL- increasing 

movement could not have occurred. 

Consider, finally, the effect of responding as per Case 2 or Case 3 of a penalty. These 

are the cases when either of the objects are migrated to another partition. However, 

by virtue of the pre-checking mechanism (Line 5 of Algorithm 4 and Lines 10 and 

17 of Algorithm 5) such an IL- increasing could not have occurred. Note that if the 

summation of the SSE for the groups after the migration is less than or equal to the 

summation of the SSE for groups prior to it, the objects will migrate; otherwise no 

movements is permitted. 

Since all the four different types of movements lead to values of the SSE which are 
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either equal to or less than the total SSE of the previous step, it is clear that the 

value of the IL at the end of each step is less than or equal to the corresponding value 

in the previous step. The results follow. • 

A straight forward Corollary of this is that the OMMA converges to a local 

minimum of the IL. We conjecture (from our experiment results) that it also attains 

the global minimum with the e-optimal property, but this is, as yet, unproven. 

4.4 Comparing the MDAV and OMMA Methods 

Quantifying the quality of MATs is based on two criteria, namely the IL and the 

DR, both of which have been explained in [53, 146]. In this chapter, we also consider 

how we can compare MATs using a composite measure involving both the IL and 

the DR. 

Information Loss: To evaluate the loss in the data utility caused by an MAT 

on a continuous micro-data file, we seek a measure which assesses how different the 

masked file is from the original one. Earlier, the quantity IL was measured in a 

generic way, by essentially estimating how much the data was "harmed" by using 

the MAT [22, 45, 74, 84, 92]. Such a measurement does not demonstrate how the 

statistics have been structurally modified by virtue of invoking the micro-aggregation 

process, and how much the modification is. 

We believe that any criterion to evaluate the quality of the published data set 

should not be only based on the proximity between the masked and the original data 

files. Rather, it should additionally examine whether the published file preserves 

the natural statistical characteristics of the original file, namely, those which can 

be evaluated by computing some positional moments such as the means, variances, 

covariances and correlations. Examinations of this sort will definitely help in building 

a clear image about the potential of the MATs, and in choosing the technique which 

has the least impact on the desired statistics. 
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As mentioned in [21, 48, 94, 102, 119], several measures to quantify the IL have 

been proposed. Five of these measures will be used in this chapter to construct 

a comparative benchmark. This will be done by assuming that the original and 

masked micro-data sets are specified in terms of the n ordered individuals such as 

X — {Xi,X2,...,Xn} and X' = {X[, X'2,..., X'n}, respectively. Observe that each 

Xi is an instantiation of the random vector (of dimension d) X_, whose mean is 

X, and each X[ is an instantiation of the random variable XL, whose mean is X'. 

Thus, each data vector in the original and masked data sets can be represented as 

Xi = [xn,Xi2, • • •, Xid]T a n d X[ = \x'iX, x'i2,..., x'id]
T, respectively, where both x^ and 

the values associated with the j t h variable. Symbolically: 

X and X' : Are the original and masked data sets. 

X and X' : Are the mean vectors of X_ and XL, respectively, where those 

are computed as X = \ YIi=i Xi a n d X' = \ YT%=\ X[. 

V and V : Are the covariance matrices of X_ and XL, respectively. Thus, 

V = E[(X -X){X~ X)T] and V - E[(XL - X')(XL - X')T). 

S and S' : Are the vectors representing the variance of the components of 

X_ and XJ_ respectively, and are given as S = Diag[V], and 

S' = Diag[V]. 

TZ and 1Z' : Are the correlation matrices of X_ and XL respectively. If V is 

the diagonal matrix with the standard deviation of the 

variables along the main diagonal (and with zero's elsewhere), 

then, n = r~x v r-\ and w = r-1 v r-1. 

The difference or the "discrepancy" between two matrices can be measured in 

at least three ways: Mean square error, Mean absolute error, and Mean variation. 

In this chapter, we use the mean variation5 when it concerns data structures, data 

means, data variance, and data covariance, while the mean absolute error is used to 

measure the data correlation difference6, as shown in Table 4.1. This leads to five 

5The following rule is applied to all the mean variation formulae. If x\j = 0 and x\ • =£ 0, then we 
divide the difference by |a^.-|. If Xij = x'^ = 0, the term is not added to the sum. 

(>The mean variation is commonly used because it is a unit-free measure, since the variation is 
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distinct metrics M l , M2, M 3 , M4, and Mb, whose significance and explicit forms 

are tabulated in Table 4.1. 

Finally, the overall IL, referred to {GIL), is defined as follows: 

G1L = 100 * 
M l + M2 + M 3 + M4 + M5 

(4.2) 

where the explicit form for M l — M 5 are given in Table 4.1. 

Table 4.1: Information loss measures. 

Metric 

M l 

M2 

M 3 

M4 

M5 

Measurement 

Mean variation of data 

Mean variation of data means 

Mean variation of data variances 

Mean variation of data covariates 

Mean absolute error of data correlations 

Matrix 
discrepancy 

X-X' 

X-X' 

S-S' 

V-V 

K-n' 

Mathematical 
expression 

nd 

£-3 = 1 \xj\ 

d 
V d [vn~v'nS 

d 

£-j = l£-l<i<i \Vij\ 
d(d+l) 

1 

£-j=l 12l<i<j \rij~rij\ 
d(d-l) 

Disclosure Risk: The effect of applying different MATs is not, really, limited 

to the IL. We contend that the loss of confidentiality as a result of disseminating 

the published micro-aggregated file must also be analyzed. This is true because 

the DR does not only depend on the data, but also on the Intruder who knows 

something about the population. Therefore, any DR assessment must evaluate the 

risk of providing additional information which can assist in linking a masked record 

with the corresponding record in the original data set. In addition, we need to 

divided by the original variable. However, it is not suitable if the original variable is likely to be 
zero or close to zero, which is the case for data correlations. For near-zero correlations, even a small 
change would lead to a significant mean variation, and this would be wrongly interpreted as a large 
IL. On the other hand, since the correlations are already unit-free, the mean absolute error was 
used as a good option for this quantity. 
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evaluate the risk that the values of original records can be accurately estimated from 

the published masked records [14. 94, 142]. 

The first kind of risk is evaluated through a strategy known as the Record Linkage 

Disclosure technique (RLD). Each record in the masked file is linked to its nearest7 

record in the original file. The linkage computation proceeds by evaluating the dis

tances between each record in the masked file and all the records in the original file. 

Thereafter, the "nearest" and "second nearest" records for each record in the masked 

file are considered. A Match is said to have occurred when the index of the published 

record is equal to the index of either the nearest or the second nearest record in the 

original file [23, 44, 48, 53]. The number of Matches yields an estimate of the number 

of published records whose original identity can be re-identified by the Intruder. DR 

is defined as the proportion of Matches among the total number of records in the 

original or published file. 

To apply this method, researchers generally assume that an Intruder has an ex

ternal file containing a subset of the key variables that are common to the published 

file. The Intruder attempts to match the published file and the external file using 

the subset of common shared variables so as to discover additional information about 

the original record. The literature reports several disclosure scenarios depending on 

the number and the identity of the key variables in the original file - which are also 

assumed to be known to the Intruder. 

The second kind of risk is evaluated by means of a so-called confidential Interval 

Disclosure (ID) technique. In this case, we assume that the Intruder is not attempting 

to pair masked records with original records. Rather, the Intruder is only interested 

in determining an approximate value for the original record. The ID operates as 

follows: Each variable is independently ranked, and a rank interval is defined in the 

neighborhood of the value that the variable takes on for a specific record, say r. The 

rank of this value should be less than P% of the total number of records, and the 

7This distance is typically measured using the Euclidean distance. It is worth mentioning that 
both files are usually standardized [23, 53]. 
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value in the center of the interval should correspond to the value of the variable in 

record r [23, 44, 48]. For example, let us assume that a variable is sorted, and that r is 

a value taken by that variable in a certain record. Then, the interval centered around 

value r consists of values rather than ranks, and so the lower bound of the interval 

equals the value with Ranku, = Rank(r) — P%, and the upper value of the interval 

equals the value Rankub = Rank(r) + P%. A Match is said to have occurred when 

the values of all variables in the original record fall in the corresponding calculated 

intervals8. 

A confidence index for the Intruder for each interval size is evaluated by using this 

measure, and a smaller interval implies a lower value for the confidence. Normally, 

the average confidence is computed by using a certain fixed range of percentages (say, 

between 1% and 10%) of the records. Obviously, a large value of P implies that less 

information is revealed, and a large value for DR. 

The overall global DR, given as GDR, is defined as the average of the DR as 

computed by both the above strategies, and has the form: 

aDR = ™£i£ . ,4,) 

Overall Scoring Index: As we know, the indices of the IL and DR reflect 

completely different aspects of an MAT. Most researchers have concentrated on 

either of these criteria. While this is an accepted practice, we feel that a more fair 

index would be one which considers both of them simultaneously. In this vein, we 

define the Scoring Index, SI, to be a linear combination of the indices obtained for 

the IL and DR as: 

SI = x GIL + (l-x) GDR. (4.4) 

8At the extreme points, the bounds of the interval are computed as follows: For rmin. the value 
of Rank^f, is set at rmin, and Rankub is assigned the value Rank(rmin) + P%. Analogously, for 
Tmaxi t.he value of Ranku, is assigned at the value with Rank(rmax) — P%, and Rankub is set at 
Tmax-
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Through out our studies, we have set the value of x to be 0.5, implying that we 

give equal weight to the IL and DR measures. 

4.5 Experimental Results 

4.5.1 Data Sets 

The OMMA has been rigorously tested and the results obtained seem to be very 

promising. We have tested it using the two real-life benchmark reference data sets 

used in previous studies and various simulated data sets9 using Matlab's built-in-

functions: 

1. The Tarragona data set which contains 834 records with 13 variables [45]. 

2. The Census data set which contains 1080 records with 13 variables [53j. 

3. A uniform distribution (min=0; max=1000). 

4. A normal distribution (/x=0; CT=0.05). 

5. A uniform distribution (min=0; max=40.000) which contains 10,000 records 

and 16 dimensions. 

6. A normal distribution (/i=500; cr=150) which contains 6,000 records and 16 

dimensions. 

In all the data sets, discrete variables were approximated as being continuous. 

The data sets in items 3 and 4 above involved vectors with dimensions ranging 

from 12 up to 22, and sets of cardinality from 1, 200 up to 5,400. 

9 T h e experiments were also done to investigate the scalability of the OMMA with respect to the 
size of the data, its dimensionality, and the number of records per group. 
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It is worth mentioning that the generated simulated data sets have been generated 

to mimic real-life scenarios [102]. To achive this, the resulting simulated data sets, 

described in items 5 and 6 above, had two properties that were important to our 

experiments: 

1. Key variables are necessary to estimate the disclosure risk using RLD. There

fore, the selection criterion of the key variables was based on choosing the 

minimum number of repetitions of values in each variable. More specifically, 3 

key variables were chosen for the uniform data sets, while 5 key variables were 

chosen for the normal data set. 

2. The number of records in each data set is based on the number of key variables. 

In general, the size of the simulated data should be low, as one would not expect 

repeated values for continuous variables. However, there were repetition in the 

data set. Our selection of 4, 800 records in the uniform data, and 1, 560 in the 

normal data set, because this was the cardinality of the set which corresponded 

to the largest integer which is a multiple of 3, 4, 5 and 6. Thus, the MAT could 

be invoked with a minimum group size of k = 3, 4, 5 or 6. 

4.5.2 Results 

For a given value of the minimum group size k, we compared the percentage value 

of the IL = SSE/SST resulting from the OMMA and the MDAV strategies. It is 

important to mention that the MDAV was implemented based on the centroid con

cept and not a diameter concept10. The memory value, M, was set to be 5 for all the 

experiments, since it yielded the best solution and a reasonable computational time. 

All the programs were written in the C++ language, and the tests were performed on 

an Intel(R) Pentium (R)M Processor with the clock speed of 1.73 GHz., and with 

512 MB of RAM. The OMMA was applied to the uni-variate data sets and the 

10We did not program the MDAV scheme. We are extremely thankful to Dr. Francesc Sebe for
giving us his source code. 
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multi-variate data sets. 

Table 4.2: Comparison of the percentage of the IL between the MDAV and the 
OMMA on the Tarragona and Census data sets (uni-variate Methods). In this case 
the value of k was set to be k = 3. The column "Converge" indicates the index of the 
cycle in the learning phase when the value of the total SSE does not change. 

Tarragona Data Set 
Variable 

Varl 
Var2 
Var3 
Var4 
Var5 
Var6 
Var7 
Var8 
Var9 

VarlO 
Varll 
Varl2 
Varl3 

MDAV 
IL 

7.15200 
0.63586 
0.51702 
1.48854 
1.69394 
0.47503 
1.96623 
0.42182 
1.28625 
1.74929 
2.58368 
4.14703 
5.00563 

OMMA 
IL 

7.15199 
0.63586 
0.51702 
1.48854 
1.69394 
0.47503 
1.96623 
0.42182 
1.28627 
1.74929 
2.58367 
4.14703 
5.00563 

Converge 
2 
4 
5 
4 
5 
4 
5 
4 
4 
4 
3 
5 
4 

Census Data Set 
Variable 

Varl 
Var2 
Var3 
Var4 
Var5 
Var6 
Var7 
Var8 
Var9 

VarlO 
Varll 
Varl2 
Varl 3 

MDAV 
IL 

0.13155 
0.00138 
0.00828 
0.00489 
0.02449 
0.03262 
0.00171 
0.43418 
0.72176 
0.00611 
0.01353 
0.00689 
0.00808 

OMMA 
IL 

0.13155 
0.00138 
0.00828 
0.00489 
0.02449 
0.03262 
0.00172 
0.43418 
0.72176 
0.00611 
0.01353 
0.00689 
0.00808 

Converge 
4 
4 
5 
4 
4 
4 
4 
5 
5 
5 
4 
5 
8 

Table 4.2 shows a comparison between the MDAV and the OMMA. In this table, 

both strategies have been applied on uni-variate data sets, for each of the "Tarragona" 

and "Census" data sets containing 13 continuous variables, and the value of k was set 

to 3 in all the experiments. The results clearly show that the OMMA obtains values 

of the IL exactly same as those obtained by the MDAV scheme. The reason for this 

appears to be the uniqueness of the optimal solution in the uni-variate case when n is 

multiple of k. It is worth mentioning, that the OMMA reaches the minimum value 

of the IL with an average of 4 successive learning cycles in the Tarragona data set, 

while 5 cycles are required, on the average, to reach the minimum value of the IL in 

the Census data set. The computation time required to micro-aggregate each variable 

independently was as low as 1.93 seconds (on the average) for the Tarragona data 

set, while for the Census data set it was, on the average, about 2.93 seconds. We also 

can unequivocally conclude that for uni-variate micro-aggregation the time required 
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to micro-aggregate all the individual records to reach the minimum IL increases with 

respect to the data size. Besides, the number of learning cycles, required to lead to 

the minimum value of the IL, is proportional to the computation time. 

Table 4.3: Comparison of the percentage of the IL and the computation time between 
the MDAV and the OMMA on the real-life data sets (Tarragona and Census), and 
simulated data sets (Uniform and Normal distributions) for multi-variate methods. 

Data 
Set 

Tarragona 

Census 

Uniform 
distribution 

Normal 
distribution 

k 
value 

2 
3 
6 

3 
4 
5 
6 

3 
4 
5 
6 

3 
4 
5 
6 

MDAV 
IL 

9.2750 
16.9661 
26.4047 

5.6535 
7.4414 
8.8840 
10.1941 

22.4608 
29.1714 
33.9636 
37.1577 

26.9348 
33.9256 
39.564 

43.4592 

Time 

0.28 
0.20 
0.11 

0.33 
0.25 
0.27 
0.24 

4.18 
4.45 
4.62 
4.75 

0.45 
0.78 
0.59 
0.60 

OMMA 
IL 

9.2435 
15.1290 
24.2609 

5.2290 
6.7623 
8.0900 
9.1429 

21.3214 
26.2564 
29.8415 
32.8529 

25.1386 
30.7705 
35.1803 
38.5145 

Time 
5.44 
11.69 
36.08 

20.16 
30.00 
48.84 
63.97 

33.50 
60.21 
70.11 
125.59 

1.15 
1.80 
2.03 
2.23 

Converge 

7 
5 
5 

5 
4 
4 
4 

7 
7 
7 
7 

6 
6 
6 
6 

Improv. 

(%) 
0.34% 
10.83% 
8.12% 

7.51% 
9.13% 
8.94% 
10.31% 
5.34% 
11.10% 
13.81% 
13.10% 

7.15% 
10.25% 
12.46% 
12.84% 

The power of the OMMA is clearly evident when it is used on multi-variate 

data sets, since the OMMA has the ability to measure the similarity between the 

individual records based on two different criteria. The first criterion, C\, involves 

studying the relation between the records quantified in terms of the distance between 

each record and the other records. As opposed to this, the second criterion, C*2, 

attempts to maintain the SSE as low as possible. The OMMA has the ability to 

prioritize these two criteria, and to reflect the corresponding evaluation in the process 

of awarding rewards and penalties. In the case of a reward, the potential of having 

any two records in the same group is increased by moving both of them, one state 

towards the most internal states. Thus, in this setting, C\ is given a higher priority 

than C2. Similarly, in the scenario of a penalty (see Case 1), processing the tuple 
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and moving both records one state towards the boundary state having the minimum 

certainty (while preserving the minimum value of SSE), again lends C\ a higher 

priority than Ci- But, in Case 2 and Case 3 when a penalty response is processed, 

the OMMA forces the corresponding records to migrate to groups that preserve the 

number of records in each group, and to move towards the condition in which the 

absolute minimum value of the SSE is obtained. This has the effect of giving C2 a 

higher priority than C\. 

Table 4.3 shows the results of using the OMMA on multi-variate data sets, where 

we micro-aggregate all the individual records with all the variables simultaneously. In 

this case, we have tested the OMMA with different values of k in order to determine 

the effect of increasing the number of records per group. It seems to be apparent 

that increasing the number of records per group tends to increase the value of the IL 

besides increasing the required computational time. 

Table 4.3 shows that the values of the IL measured for the OMMA were less than 

the corresponding values measured for the MDAV. The percentage of improvement 

in the IL was as high as 10.83% in the Tarragona data set when k = 3, requiring 

only 11.68 seconds. Similarly, in the Census data set the improvement was as high as 

10.31% when k = 6, requiring 63.97 seconds. But in case of simulated data sets, the 

improvement in the IL reached up to 13.81% when k = 5 in the uniform data set, and 

it was as high as 12.84% when k = 6 in the normal data set. In term of comparison, we 

believe that minimizing the loss in the data utility is more important than minimizing 

the computational time, especially because micro-aggregation is usually performed 

off-line where additional time resources are less stringent. However, the question of 

how the decrease in IL is related to the increase in computation time is still open. 

To be consistent with the state-of-the-art, we have also compared our IL values 

with the corresponding loss values yielded by the MST in [84]. In the Tarragona data 

set, the percentage improvement in the IL was up to 3.02% when k = 3. Similarly, in 

the Census data set, the percentage improvement in the IL reached up to 3.52% when 

k — 3, 6.34% when k = 4, and 8.17% when k = 5. This clearly demonstrates that 
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the OMMA competes in a superior manner against all the state-of-the-art strategies. 

The authors of [84] had suggested that a MST partitioning-based method should be 

considered as a potential candidate for any practical application. In this context, we 

recommend using the OMMA in micro-aggregating a multi-variate data set. 

Table 4.4: Scoring the MDAV and OMMA with respect to the GIL and GDR by 
computing the index SI, for k = 3, 4, and 5 by using Census data set and the 
simulated Uniform and Normal distributed data sets. 

Data 

Census 

Uniform 

Normal 

Creterion 

GIL 

RLD 
ID 

GDR 

SI 

GIL 

RLD 
ID 

GDR 

SI 

GIL 

RLD 
ID 

GDR 
SI 

fc = 3 
MDAV 

28.61000 
60.71330 
1.98148 

31.34739 
33.80500 

115.43193 
0.10880 
0.00417 
0.05648 
57.74420 
108.98124 
0.64936 
0.00855 
0.32895 
54.65510 

OMMA 
22.81600 
63.14640 
2.25926 
32.70283 
30.90800 
41.28212 
1.09259 
4.33611 
2.71435 
21.99824 

76.07109 
10.74100 
1.57692 
6.15896 

41.11503 

fe = 4 
MDAV 

33.25400 
49.70570 
0.73148 
25.21859 
36.12700 

116.11979 
0.06944 
0.00000 
0.03472 
58.07725 

89.03977 
0.65705 
0.00000 
0.32853 

44.68415 

OMMA 
28.40800 
53.53510 
1.02778 

27.28144 
33.70400 

45.16758 
0.86343 
1.25625 
1.05984 

23.11371 

40.14807 
7.34936 
0.39103 
3.87019 
22.00913 

fc = 5 
MDAV 

38.67200 
42.09810 
0.26852 
21.18331 
38.83600 

120.91989 
0.06019 
0.00000 
0.03009 
60.47499 
110.86944 

0.2814 
0.00000 
0.14071 
55.50507 

OMMA 
38.62400 
48.58860 
0.61111 
24.59986 
38.81200 

56.38516 
0.55093 
0.50069 
0.52581 
28.45549 

51.84437 
5.40449 
0.09829 
2.75139 
27.29788 

The other set of experiments were carried to test the SI of MDAV and OMMA. 

Therefore, they have been scored as per the SI index on the simulated data sets and 

the Census11 data set, which contains seven key variables: Varl, Var2, Var3, Var5, 

VarlO, Varll, and VarYl. 

Table 5.2 displays the SI for the MDAV and OMMA methods for various values 

of k, which was set to be either 3, 4 or 5 as per the accepted requirements stated in 

[46, 115, 140]. As per Equation (4.2), the GIL was computed by averaging the values 

of Mi, M2 , M3, M4, and M5. In general, the value of the GIL is directly proportional 

"Scoring them against the Tarragona data set is meaningless because the latter contains no so-
called key variables. 
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to the number of records per group represented by the value, k. Therefore, in the 

Census data set, the best value of GIL for the OMMA was obtained when k = 3, 

and was equal to 22.816%, while the best value of GIL for the MDAV was 28.610% 

when k — 3. In the context of the simulated data sets, and in general, the value of 

GIL for the OMMA is almost half the value that was obtained by using the MDAV 

(i.e., the value of GIL for the OMMA in the uniform data set and when k = 3 was 

41.28%, while it was equal to 115.43% for the MDAV). Clearly, the OMMA method 

preserves the data utility more efficiently than the state-of-the-art, MDAV. 

We also compared the GDR (which estimates the risk of data being disclosed) 

using the RLD and ID techniques. The RLD was computed using distance-based 

metric computations, where the average value was computed over several scenarios. 

Each scenario computed the average of the RLD over all possible ( c ) = g ! ( / l g ) ; 

combinations, where S is the number of key variables in the micro-data file, and C 

is the number of chosen variables that are known to the Intruder. The results (Table 

5.2) generally shows that estimating the risk of disclosing the secure information 

using the RLD method is inversely proportional to the number of records per group 

represented by k. Thus, in the Census data set, the percentage value of the RLD for 

the MDAV was as low as 60.71% when k = 3, 49.70% when k = 4, and 42.10% when 

k = 5, while it was 63.15% when k = 3, 53.54% when k = 4, and 48.59% when k = 5 

for the OMMA. Similarly, simulated data sets report the same fact which is that the 

MDAV method is more secure than the OMMA method in estimating the RLD, 

for example, the percentage value of the RLD by using the MDAV on the uniform 

data set was around 0.1%, while it was around 1.0% by using the OMMA. On the 

other hand, the percentage value of the ID was calculated as the average value for 

various settings of P, ( 1 , 2 , . . . , 10%) on Census data set, when the value of k was 

assigned to be 3, 4, and 5. We observe that the minimum percentage value of the ID 

was equal to 0.26852%, which was achieved by invoking the MDAV when k = 5. As 

opposed to this, the minimum percentage value of the ID for the OMMA was almost 

comparable - to 0.6111% when k = 5. In the simulated data sets, the percentage 

value of the ID was equal to zero for the OMMA and MDAV. Therefor, the range 
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Figure 4.6: The effect of invoking the MDAV and OMMA on the GIL and GDR 

indices when k — 3, 4 and 5 for Census data set. 

of the p values was extended to reach up to 30% of the original size of the data sets. 

The percentage value of the MDAV remained zero, while the minimum percentage 

value for the OMMA reached up to 0.5% and 0.098% when k = 5 in the uniform and 

normal data sets, respectively. 

Finally, the SI value was computed for each MAT based on Equation (4.4). 

Observe that a lower score value implies a superior performance. From the table we 

see that the OMMA technique has, almost consistently, a better performance index 

than the MDAV not only from the GJL perspective, but also as from the perspective 

of a combination of the GIL and GDR for different values of the k. Thus, for example, 

in Census data set the OMMA method scores the minimum value that was equal to 

30.91 when k = 3, and to 33.704 when k — 4. Besides the OMMA scores almost half 
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the SI value which was obtained by the MDAV by using the simulated uniform and 

normal data sets. 

An interesting exercise involves studying how the OMMA and the MDAV com

pared when "all" the factors coming to play. In other words, it would be good if we 

could understand the conditions when one algorithm is superior to the other and vice 

verse. While this can be done in many ways, we have plotted the GIL versus the GDR 

for the Census data set, in Figure 5.2, for both schemes. This figure presents sets of 

paired values of GIL and GDR for the respective algorithm for different values of k 

ranging from 3 to 5. The user should observe the influence of a masked method as 

the value of k changes. From the curve we see that the OMMA optimizes these con

flicting criteria in a superior way than the stat-of-the-art MADV method, because 

as the value of k increases, the increase of GIL does not effect the value of GDR in 

the OMMA method as it does in the case of the for MDAV. 

Finally, we discuss the performance of the OMMA and MDAV with respect to 

three other issues. 

1. The scalability of the OMMA wi th respect to cardinality. 

We have tested both the schemes on the uniform and the normal distributions 

with data set sizes cardinalities 1200, 2400, 3000, 4500, and 5400, with 16 vari

ables and k = 3, as shown in Table 4.5. The impact of increasing the size of 

the data set leads to minimizing the IL value, increasing the computational 

time and, in the case of the OMMA, increasing the number of learning cycles 

required to reach to the minimum value of the IL. The percentage of the im

provement in the IL that the OMMA obtains, ranges from 6.69% to 3.03% 

when the data size equals 1,200 and 4,500, respectively, for the uniform dis

tribution, and for the normal distribution, this ranges from 5.46% when the 

data size equals 1, 200 to 3.03% when the data size is 4, 500. As the reader can 

observe, Figures 4.7 and 4.8 display similar trends for minimizing the value of 

the IL as a function of the data set size for uniform and normal distributions, 

respectively. 
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Table 4.5: Comparison of the percentage of the IL and the computation time between 
the MDAV and the OMMA on simulated uniform and normal data sets for multi
variate methods. This table investigates the scalability with respect to data size. 

Data 
Set 

Uniform 
Distribution 

Normal 
Distribution 

No. of 
Records 

1,200 
2,400 
3,000 
4,500 
5,400 

1,200 
2,400 
3,000 
4,500 
5,400 

No. of 
Groups 

400 
800 
1000 
1500 
1800 

400 
800 
1000 
1500 
1800 

Dim. 

16 

16 

k 
value 

3 

3 

MDAV 
IL 

27.67671 
24.64686 
23.66435 
22.38678 
21.71397 

27.74187 
24.80187 
23.82211 
22.29773 
21.62495 

Time 
0.42 
1.28 
2.00 
4.45 
6.42 

0.36 
1.28 
1.99 
4.45 
6.46 

OMMA 
IL 

25.82418 
23.71665 
22.69465 
21.60147 
21.05564 

26.22697 
24.00719 
23.06686 
21.57716 
20.96986 

Time 
0.66 
5.13 
9.88 
21.64 
33.05 

0.65 
3.76 
6.45 
16.23 
29.97 

Converge 
6 
6 
8 
7 
7 

7 
6 
7 
6 
9 

Improv. 
(%) 

6.69 
3.77 
4.10 
3.51 
3.03 

5.46 
3.20 
3.17 
3.23 
3.03 

2. The scalability of the OMMA wi th respect to dimensionality. 

We have also tested both strategies on the uniform and the normal distributions 

for different numbers of variables, including 12, 14, 16, 18, 20, 22 and 24, when 

the data size was set to 3,000 and the value of k was set to 3, as shown in Table 

4.6. Again, we observe that, the value of the IL is proportional to the number 

of the variables used in the micro-aggregation process. Increasing the dimen

sionality implies increasing the loss in the utility of the information. This makes 

sense, because, informally speaking, increasing the dimensionality leads to min

imizing the similarity between the individual records and, at the same time, 

reducing the correlation between the different multi-variate records. The inter

esting point here is that the computational time required to micro-aggregate all 

the individual records seems to be inversely proportional to the dimensionality 

in the OMMA scheme, but proportional for the MDAV scheme. This can be 

justified as follow: In the OMMA case, increasing the dimensionality seems 

to minimize the within-group similarity, and simultaneously reduce the corre

lation between them. This, thus, leads to a smaller size for the similarity list 

structures, which in turn, obviously, requires less time to process all the tuples. 

As opposed to this, in the case of the MDAV, increasing the dimensionality 
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requires more time to achieve the computation of the distances between the 

multi-variate records. The highest percentage of the improvement in the IL is 

4.04% when the number of variables is 16 for the uniform distribution, while 

for the normal distribution, the highest percentage advantage is 4.52% when 

the number of variable is 12. It should be mentioned that , the OMMA works 

perfectly when the number of variables used to micro-aggregate the data set is 

moderate and not too high. Thus, for the uniform distribution with the dimen

sionality of 22, and the normal distribution with a dimensionality of 24, the 

OMMA is faster than the MDAV, while the value of the IL increases. Fig

ures 4.9 and 4.10 display similar trends for minimizing the value of the IL as a 

function of the dimension of the data set for uniform and normal distributions, 

respectively. It is worth mentioning that the value of the IL is proportional to 

the dimension of the variables used in the micro-aggregation process. 

Table 4.6: Comparison of the percentage of the IL and the computation time between 
the MDAV and the OMMA on simulated uniform and normal data sets for multi
variate methods. This table investigates the scalability with respect to the data 
dimensionality. 

Data 
Set 

Uniform 
Distribution 

Normal 
Distribution 

No. of 
Records 

3,000 

3,000 

No. of 
Groups 

1000 

1000 

Dim. 

12 
14 
16 
18 
20 
22 

12 
14 
16 
18 
20 
22 

k 
value 

3 

3 

MDAV 
IL 

17.55012 
20.80110 
23.64962 
26.07906 
28.59153 
30.51047 

17.65475 
20.93491 
23.82211 
26.29432 
28.62054 
30.57049 

Time 

1.61 
1.81 
2.00 
2.23 
2.45 
2.67 

1.59 
1.81 
1.99 
2.24 
2.42 
2.64 

OMMA 
IL 

16.92778 
20.05538 
22.69465 
25.23600 
27.45749 
29.41102 

16.85623 
20.30601 
23.06686 
25.36438 
27.56436 
29.41102 

Time 

20.75 
12.38 
9.88 
6.25 
4.17 
1.97 

29.66 
18.66 
6.47 
5.03 
3.67 
2.97 

Converge 

7 
6 
8 
7 
7 
6 

6 
9 
7 
7 
7 
6 

Improv. 

(%) 

3.55 
3.59 
4.04 
3.23 
3.97 
3.60 

4.52 
3.00 
3.17 
3.54 
3.69 
3.79 

3. The scalability of the OMMA wi th respect to the number of records 

per group. 

The scalability of the OMMA and the MDAV regarding the group size has 
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Table 4.7: Comparison of the percentage of the IL and the computation time between 
the MDAV and the OMMA on simulated uniform and normal data sets for multi
variate methods. This table investigates the scalability with respect to the number 
of records per group. 

Data 
Set 

Uniform 
Distribution 

Normal 
Distribution 

No. of 
Records 

2,400 

2,400 

No. of 
Groups 

800 
600 
480 
400 
300 
240 
200 

800 
600 
480 
400 
300 
240 
200 

Dim. 

16 

16 

k 
value 

3 
4 
5 
6 
8 
10 
12 

3 
4 
5 
6 
8 
10 
12 

MDAV 
IL 

24.64686 
31.39147 
36.55690 
40.37307 
46.01553 
49.91325 
53.22947 

24.80187 
31.68612 
36.54596 
40.23421 
46.32321 
50.22509 
52.78059 

Time 
1.27 
1.28 
1.30 
1.30 
1.30 
1.30 
1.30 

1.28 
1.31 
1.33 
1.31 
1.30 
1.33 
1.32 

OMMA 
IL 

23.71665 
29.17778 
33.12187 
36.19842 
40.65105 
43.61896 
46.16533 

24.00719 
29.27261 
33.24953 
36.30028 
41.14944 
43.99177 
46.64860 

Time 
5.13 
7.28 
10.42 
15.89 
19.64 
28.50 
37.58 

3.71 
8.19 
8.23 
13.55 
21.86 
27.86 
37.38 

Converge 
6 
7 
7 
9 
7 
7 
7 

6 
10 
8 
8 
9 
7 
7 

Improv. 
(%) 
3.77 
7.05 
9.40 
10.34 
11.66 
12.61 
13.27 

3.20 
7.62 
9.02 
9.78 
11.17 
12.41 
11.62 

also been studied for both the uniform and the normal data sets, where the 

group sizes were 3, 4, 5, 6, 8, 10, and 12, and for the data set cardinality 

of 2,400, with the dimensionality of 16, as shown in Table 4.7. Here, the 

value of the IL increases with the number of records per group. This is a fair 

observation, because having many records in the group tends to minimize the 

within-group similarity, and to simultaneously maximize the similarity between 

the groups. This also tends to increase the value of the IL. In the OMMA 

the computational time required to micro-aggregate the records increases with 

the number of records per group. This too can be justified because when the 

OMMA forces the records to migrate to another group, choosing the record is 

not an easy job, as it depends on a comprehensive study of the effect of migrating 

every other possible record- which equals (k — 1) possibilities for Case 2, and 

2(k — 1) possibilities for Case 3. As opposed to this, the computational time 

is fixed in the MDAV strategies (because it depends only on the size of the 

data set and the dimensionality). Thus, obviously, increasing the group size 
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tends to increase the efficiency of the OMMA by leading to a minimum value 

of the IL, as opposed to the MDAV. In the uniform data set the percentage 

of improvement for the IL is as high as 13.27%, which is obtained when the 

group size equals 12. As opposed to this, this improvement reaches 12.41% for 

the normal data set, when the group size equals 10. Figures 4.11 and 4.12 show 

that both schemes possess similar trends for the IL as a function of the group 

size, and that the value of the IL is proportional to the number of records per 

group. 

4.6 Conclusions 

In this chapter we have presented, to our knowledge, the first reported LA-hased 

solution to the MAP, which is known to be iVP-hard. We have shown that our 

newly devised scheme, the OMMA can successfully be used to micro-aggregate a 

multi-variate micro-data file. The OMMA competes in a superior manner to the 

state-of the art MDAV and MST methods in minimizing the loss in the information 

for such data. The percentage of improvement reaches up to 13% when compared to 

the MDAV scheme on real-life and simulated data sets. The proposed strategy also 

scales well with respect to the size of the data set, the dimensionality, and the group 

size. By defining a score index, SI, as a composite measure involving the IL and DR, 

we see that proposed strategy also obtains a minimum score value when compared to 

the MDAV method. This indicates that the OMMA technique is probably the best 

MAT not only from the IL perspective, but also from the viewpoint of a measure 

which is as a combination of the IL and DR. Therefore, the OMMA can thus be 

highly recommended for advantageous micro-aggregation. 



Chapter 5 

Using Neural Methods to Solve the 

MAP 

5.1 Introduction 

This chapter1 presents a possibly pioneering endeavour to tackle the MAP in secure 

statistical databases, by resorting to the principles of associative Neural Networks 

(NN). The prior art has improved the available solutions to the MAT, by incorpo

rating proximity information, and this is done by recursively reducing the size of the 

data set by excluding points which are farthest from the centroid, and those which 

are closest to these farthest points. Thus, although the method is extremely effective, 

arguably it uses only the proximity information, while ignoring the mutual Interac

tion between the records. In this chapter, we argue that inter-record relationships 

can be quantified in terms of two entities, namely their "Association" and "Interac

tion". This means that the records which are not necessarily close to each other may 

*A preliminary version of some of the results from this chapter appeared in the Proceedings 
of 7C77CS"07, the 9th International Conference on Information and Communications Security, in 
Zhengzhou, China, in December 2007 [107]. The journal version of these results is currently under 
review. 
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still be "grouped" because their mutual Interaction could be significant. Based on 

the theoretically sound principles of NNs, we believe that the proximity information 

can be quantified using the mutual Association, and their mutual Interaction can be 

quantified by invoking transitive-closure like operations on the latter. By repeatedly 

invoking the inter-record Associations and Interactions, the records are grouped into 

sizes of cardinality "A;", where k is the security parameter in the algorithm. Our exper

imental results, which are done on artificial data and on the benchmark real-life data 

sets, demonstrate that the newly proposed method is superior to the state-of-the-art 

not only from the IL perspective, but also when it concerns a criterion involving a 

combination of the IL and the DR. 

The structure of this chapter is as follows: We first present a full description of the 

Associative Cluster Neural Network algorithm, which is used in unsupervised classi

fication, in Section 5.2. In Section 5.3 the Interactive-Associative Micro-Aggregation 

Technique is presented informally and algorithmically. Then, in Section 5.4, we 

present the results of experiments we have carried out for synthetic and real data 

sets. The chapter finishes in Section 5.5 with some conclusions. 

5.1.1 Contribution of the Chapter 

As mentioned in Chapter 2 and 4, this problem in its multi-variate setting is known to 

be NP-h&rd [103], and has been tackled using different approaches such as hierarchical 

clustering [45, 91, 92], genetic algorithms [45, 91, 92, 128], graph theory [74, 84], 

fuzzy clustering [57, 133] and machine learning [64]. As we know from our previous 

discussions, all the reported heuristic MATs, seek to minimize the value of the IL. 

Although minimizing the loss in the data utility is an important issue, we again 

argue that maintaining a happy medium between the IL and DR is also crucial 

[27, 49, 60, 93]. In this chapter, we shall argue that a good MAT should be capable 

of minimizing the IL , and yet be able to attain to suitable value for a well-defined 

composite measure, SI (as mentioned in Chapter 4). Our aim is to find a good 

strategy to optimize the latter. Observe that the DR in an MAT is solely determined 
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by the minimum group size parameter k, namely, by ensuring k-anonymity, where each 

data subject is distinguishable from at least k — 1 other data subjects [39, 60]. 

In general, minimizing the IL directly follows maximizing the similarity between 

records in each group. The state-of-art MATs depend on utilizing the "Euclidean" 

distance, which serves as the criterion playing a central role in estimating the similar

ity between the records. However, this distance function does not completely capture 

the appropriate notion of similarity for any data set. Our position is that the notion 

of similarity should be measured by using a metric that also unravels the relation

ship between the inter-records. We believe that this can be quantified in terms of 

two quantities, namely the mutual "Association" between the individual records and 

their mutual "Interaction". We propose to measure these quantities using Associ

ation Similarity Rules2 (ASRs). In this context, we mention that the concepts of 

Association and Interaction are derived from the Associative Cluster Neural Network 

(ACNN), which estimates the similarity between neurons by building a dynamic 

model evaluated through the interaction between the neurons inside each group, and 

the interaction among the groups themselves. 

The main contribution of this chapter is to integrate the foundational concepts of 

ASRs with MATs so as to devise a new strategy for estimating the similarity. This 

new method demonstrates that the IL can be reduced taking two measurements into 

consideration. First of all, we consider the mutual Association between the records. 

Secondly, and more importantly, we also consider the mutual Interaction between the 

records by using a transitive-closure like operation when k > 3. This, in turn, is 

achieved by invoking our newly proposed Interactive-Associative Micro-Aggregation 

Technique (I AM AT). The effect of these considerations can be seen to minimize 

the IL by up to 13% when compared to the state-of-the-art. Apart from this, the 

I AM AT also yields the best reported values for the above mentioned index, the 

SI. We argue that the applicability of the new strategy in estimating the similarity 

provides a promising strategy to effectively protect sensitive data in the micro-data 

2 Association Similarity Rules are well-known da ta mining techniques used to discover the rela
tionships between pat terns in different application domains [6, 7, 9, 68, 87, 116]. 
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file not only based on minimizing the value of the IL but also on offering the best 

trade-off between the IL and DR. 

5.2 Associative Cluster ing Neura l Network (ACNN) 

The Associative Cluster Neural Network (ACNN) was proposed [148] as a recurrent 

NN model that dynamically evaluates the Association of any pair of patterns through 

the Interaction between them and the group of patterns. The ACNN possesses many 

attractive features, such as its simple structure, its respective learning mechanism, 

and its efficient clustering strategy, which uses the Association as a new similarity 

measure. Its superiority in clustering and analyzing gene expression data has also 

been demonstrated [149]. The rationale behind this superiority probably lies in the 

inherent advantages of ASRs, that possess the potential to ensure that the similarities 

between patterns within the same cluster increase, whereas the similarities between 

different clusters decrease. 

The ACNN initializes the Association between any two neurons by evaluating 

the relationship between them and by setting the learning ratio, a, to the most 

suitable value. The learning ratio should guarantee that the initial association is 

large when the distance (i.e., proximity in the feature space) between the patterns is 

small. The ACNN studies the Interaction level of each pair of patterns based on the 
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Association made by the other patterns, and defines the similarity threshold which 

ensures a robust performance. The association value between any two patterns has to 

be updated based on the result of the Interaction level, and this is, in turn, scaled by 

using the well-known sigmoid function. This procedure has to be iteratively executed 

until there is no noticeable change in the successive Associations. Subsequently, the 

ACNN constructs the cluster characteristic matrix to describe the cluster property 

at the end of the learning phase, after which it determines the number of clusters and 

labels the patterns with the index of the cluster that they belong to. We describe the 

structure and operation of the ACNN, more formally, below. 

The structure of the ACNN is depicted in Figure 5.1, which clusters the patterns 

based on evaluating the similarities between them. In the ACNN, each pattern is 

represented by a neuron, while the similarity between them is measured by their 

mutual Association denoted as a^, and which satisfies the following conditions: 

{ ciij > 0 : Xi and Xj are associated 

O'ii < 0 : X{ and Xj are unrelated. 

The ACNN initializes the association between any two neurons, say Xt and Xj, 

as follows: 

a?;j(0) = r{XuXj) = e - ^ ^ , (5.1) 

where Xi and Xj are two patterns, r() is a function that evaluates the relationship 

between any two patterns, and a reflects the decay coefficient that uses the Mean 

Square Distance in the exponential function, which, in turn, is utilized to determine 

the initial association a^ between them. The value of a. is assigned so as to guarantee 

that the initial association is large when the distance between Xi and Xj is small and 

vice versa. Typically, it is given by: 

Jn 
Gt = — — (5.2) 
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Learning the successive Association between the patterns is done through a num

ber of learning cycles (or epochs). In the cycle with index lt\ the training of the NN 

simulates the Interactions of each pair (JQ, Xj), and this is based on the Associations 

made by the other patterns on each of them. In other words, for a pattern Xp, the 

ACNN attempts to associate X; and Xj with values api and aPj, respectively. If the 

values of the Association are greater than 0, Xp has the potential to be in the same 

cluster containing the pair (Xi,Xj), where the latter is given as: 

f.s_j E ^ i M * - 1 ) ® ^ * - 1 ) P ^ iJ and i ^ j 

and in which 

, >, . u x v u > 0 and v > 0 , 
«00«H n tVi . (5-4) 

0 otherwise. 

The association value between any two patterns has to be updated based on the 

result of the Interaction level, as follows: 

M * ) H r w w ' l. *j. (5-5) 
^ = J, 

where if is the sigmoid function given as: 

eyij(t)-dij(t) _ i 

and where 9 is a similarity threshold that ensures that the characteristics of the 

unsupervised learning are preserved. The interesting issue here is not one of having a 

fixed threshold. Rather, each threshold value is derived by making use of the means 

of the mutual Interactions over all the data points to adjust the sigmoid function, 

and to thus attain a robust performance. To achieve this, 0„ is defined as: 

1 n 

9ij(t) = 2(n-l) S W £ ) + %*(*))• (5-7) 
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All the above equations ensure that the similarities within the same cluster in

crease, whereas the similarities among different clusters decrease as the dynamic sys

tem evolves. 

The learning process is terminated if the change in the successive Associations 

is less than a user-defined threshold. In other words, the learning terminates when 

E(t) FH 0, where, 

1 n n 

z = l 3=1 

The cluster characteristic matrix, A4 — [rriij], that describes the clustering prop

erty at the end of the ACNN learning phase, is defined in terms of its components 

as: 

f 1 an > 0 , s 
ma = < (5.9) 

{ 0 ai3- < 0. 

It can be seen that each pattern Xi has its cluster characteristic vector Mj = 

{mn, rrii2, • • •, min} that records its cluster property by identifying the associated pat

terns in the same group. The number of clusters is determined as C — rank(M) — |\I>|, 

where rank(Ai) is the rank of the matrix A4, and |\I/| is the cardinality of rejected pat

terns (W), (i.e., those which are isolated from all the other patterns), and is defined3 

as: 

* = { M I J2n
p=1mpt = l;i = l,...,n } . (5.10) 

Each pattern will be labeled with the index of the cluster it belongs to. This is 

done by first excluding the rows of M. which are repetitive, yielding the matrix M. 

of size C x n. The rows of J\A satisfy: 

n 

ML = {Mi\^mpi>l; M^Mj i,j = l,...,C;i^j}. (5.11) 
P=i 

3This is equivalent to: \1/ = {Mj | ma = 1; mpi = 0 V p ^ i}. 
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Any pattern Xi in the data set will be labeled as 

j if 3Mj e ML, s.t. m^ = 1 
e{Xi) { J 3 " ' Jl (5.12) 

0 otherwise. 

where 0 is a labeling function in which 0 represents no label, implying that Xi is a 

rejected pattern without an associated label. 

The ACNN learning mechanism is algorithmically described below in Algorithm 

11. 

5.3 Interactive-Associative Micro-Aggregation 

Technique {I AM AT) 

The state-of-the-art MATs use a proximity function, and in particular, the Euclidean 

distance, to measure the similarity between records. To the best of our knowledge, 

the combination of the Association and the Interaction between individual records 

has not been taken into consideration while micro-aggregating the data file. We now 

discuss how these two criteria are applicable to micro-aggregate the data file so as to 

further minimize the IL. 

5.3.1 Inadequacy of Using the ACNN Directly 

Although the basic ACNN dynamically evaluates the Association and the Interaction 

between the patterns, it is not directly applicable to the MAP in its virgin form. We 

shall now explain how the principles motivating the ACNN can be extended to solve 

the MAP. 
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Algori thm 11 Associative Cluster Neural Network (ACNN) 
Input: A set of patterns, where each pattern represents a neuron. 
Output: The set of labeled patterns with the cluster number. 
Method: 

1: Compute the decay coefficient a = i ,^n— i,^n—v ,.m. a determines the 

decay in the exponential function in the association function given below. 

2: Initialize the association value between every pair of neurons a^yd) = e 
3: t = 0. 
4: Repea t 
5: t = t + l. 

6: Stimulate all the interactions on each pair, say (Xi,Xj), as follows: 

E L i O i p t * - 1 ) ® ^ * - 1 ) V + hj and i ^ j 

i x-x ( u x s u > 0 and t> > 0 
where w (X) f = < n , 

^ 0 otherwise. 
7: Compute the dynamic similarity threshold between every pair of neurons: 

8: Compute the sigmoid function between every pair of neurons as 
( (+W — eVii{t)~eii{t) - 1 

fyliijK1)) — evij(t)-9i:i{t) + 1 -

9: Update the association value between every pair of neurons based on the 
Associations made by other neurons linked with them as follow: CLij{t) = 

<P(yij{t)) i # j 
1 i = j . 

10: Compute E(t) = \Y^A=I1L!J=I \aij(t) ~ aij{t ~~ 1)1 a s the change in successive 
Associations. 

11: Unt i l (£ ( i ) « 0) 
12: Compute the cluster characteristic matrix, which describes the cluster prop

erty at the end of the ACNN learning phase. It is built as follows: m,;.,- = 
1 dij > 0 
0 ciij < 0. 

13: Determine the rejected patterns, ^ = {Afj|^™=1mpj = 1 i — 1,... ,n}. The 

rejected patterns do not associate with any other pattern. 
14: Calculate the number of clusters C = rank(A4) — |\I/|. 
15: Select C different cluster characteristic vectors 

ML = {Mt | E ; = i ^ > l ; M^Mj i,j = l,...,C; i^j}. 
16: Label each pattern with the indices of the cluster it belongs to as: 

j if 3 Mj e ML, s.t. m^ = 1 
1 0 otherwise. 

17: Return the labeled patterns with the index of the clusters they belong to. 
18: End Algor i thm Associative Cluster Neural Network (ACNN) 
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5.3.1.1 Feature Values 

In a neural setting, the weights of the neurons are updated based on the relative rela

tionship between them. These weights are usually updated by gradient-like consider

ations, so that a change in the weights leads to a better classifications or performance. 

Consequently, in all such networks (including the ACNN) the weights could be both 

positive or negative, quite simply because increasing the values of certain features 

may have a negative impact on the optimization problem. 

As opposed to this, it is meaningless to have weights that are negative in the MAP. 

This is because the fundamental reason for tackling the problem is to determine how 

the records are associated with each other, and clearly, the concept of the records 

being negatively associated is irrelevant. Thus, if we are to use the principles of the 

ACNN to solve the MAP, it is imperative that the weights are never allowed to 

become negative. Rather, we would prefer that they stay within the interval [0,1]. 

This is achieved by, first of all, computing the initial Association using the distances, 

and secondly, by updating the Interactions only as long as they are non-negative. 

This is achieved by resorting to a single-shot training phase, as will be explained 

presently. 

5.3.1.2 Ineffectiveness of Sigmoidal Mappings 

When Minsky suggested the weakness of the Perceptron, he showed that it was inca

pable of resolving the basic XOR problem. However, the field of NNs received a huge 

"boost" when it was discovered that if these primitive neural units were cascaded and 

interconnected, the discriminant could be arbitrarily complex. To effectively model 

the switching and clipping effects in such complex domains, researchers introduced 

functions such as the sigmoidal function whose purpose was to transform the input 

space using highly non-linear mappings. 

It is our position that such switching and clipping effects are not pertinent to the 
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study of the MAP. The reason for this is quite straightforward: The Associations 

and the Interactions between the records are, in one sense, related to their relative 

proximity, and we have no reason to believe that these quantities fall off or change 

abruptly. Rather, our experience is that these quantities vary smoothly with the 

relative proximity of the records. 

5.3.1.3 Trans i t ive-Closure- l ike P r o p e r t i e s 

Obtaining the set of shortest paths on a graph can be achieved by using a transitive-

closure algorithm that traverses all the edges of the graph. In this case, the shortest 

paths are obtained by using the operation of "Addition" on the weights of the edges 

along any given path, and invoking the "Minimum" operation over all the possible 

paths. However, the underlying algorithm has been proven to be much more powerful 

if it is mapped using the properties of a semi-ring (S, ® , (^)), where (i) S is the set of 

elements (weights) associated with an edge, (ii) (J) represents an abstract "Addition" 

operation over the elements of S, and (iii) (^) represents an abstract "Multiplication" 

operation over the elements of S. In particular, if S is the set of reals, and ® and (^) 

represent the arithmetic addition and product operations respectively, the transitive 

closure algorithm would lead to a matrix multiplication scheme, which is central in 

determining the multi-step Markov matrix for a Markov chain. 

The basic ACNN computes the Interaction between the neurons using the prod

uct involving aip and aPj. The total two-step Interaction is thus, effectively, the 

contribution of the transitive-closure operation of the path from Xj to Xj via all the 

possible intermediate nodes, Xp. In our case, the issue of interest is not the total 

Interaction between the relevant nodes, but rather the node X* which contributes to 

the maximal Interaction between Xi and Xj. Thus, unlike the ACNN, in our solu

tion, we do not compute the sum of all the Interactions between the nodes. Rather, 

we report the one which is maximally interacting with the nodes already in the same 

cluster, say Xi and Xj. This is a fundamental difference between our present scheme 

and the ACNN, because it renders the computations both easier and faster, and is 
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yet able to coalesce the nodes based on the inferred interactions. 

5.3.1.4 One-shot Training 

The final difference between our present scheme and the ACNN is the fact that we 

have resorted to a one-shot "training" mechanism. This is atypical for most NNs. 

Indeed, most NNs repeatedly run the NN over the data set till their respective 

weights converge. Some families of NNs (for example, the Adachi's network [1]) have 

been reported, which actually yield the final weights using a single pass over the data 

set. 

In our case, we argue that repeatedly running the updating algorithm over the data 

set is superfluous. Rather, by initially computing the Associations, we are able (by 

the strategy mentioned in the earlier sub-section) to arrive at the best Interactions. 

The ACNN requires that the set of associations are then re-computed. But, since 

these associations are computed based on the relative proximities of the records, and 

since the interactions are computed based on the latter, it is meaningless, in the case 

of the MAP, to re-compute the associations. Indeed, if we resorted to doing this, it 

would lead to weights that are negative which again, as argued above, is unacceptable. 

It would also lead to the "rejection" of many records - which is inappropriate for the 

MAP. Thus, in the I AM AT, the corresponding matrices are computed in a one-shot 

manner. Subsequent computations are required only after the learned groups of size 

k are removed in each learning cycle. 

Based on the above principles, we now present the design of our newly-proposed 

scheme, the I AM AT. 

5.3.2 Design of the I AM AT 

We propose the I AM AT to micro-aggregate the records in the data set by using a new 

methodology to evaluate the similarity between them. This similarity is intuitively 
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expressed by their inter-record relationships, and is estimated by measuring the "As

sociation" and "Interaction" as modeled in the ACNN. The resulting measurements 

are similar to the ones that cluster the records based on the distance between them. 

Consequently, instead of merely assigning relatively "close" records to be in the same 

group, we choose to "estimate" the Association and the Interaction between them, 

and if the combination of these indexes is relatively high, we assign them to be in the 

same group. Otherwise, we determine that they should be in two different groups. 

We believe that using this pair of measurements will help to achieve a more robust 

performance than other existing measures, which is a claim that we have verified. 

From a top level, we can describe it as below. 

The I AM AT is a consequence of incorporating the above considerations into the 

elegant MDAV strategy. Consider the I AM AT for any specific value of k. The 

I AM AT uses the centroid of the data set to relatively determine the least associated 

record, say Xr. Subsequently, we achieve a quick search to obtain the record that is 

most associated to Xr, say Xs. After this, we propose to choose k — 2 records based 

on the mutual Interaction between each record inside the group and the remaining 

unassigned records. Consequently, the next step consists of creating a cluster that 

comprises of the associated pair (Xr, Xs) and the most interactive k — 2 records. At 

the end of this stage, the cluster is micro-aggregated and removed from the original 

data set. The above steps are iteratively repeated until no more that k — 1 records 

remain in the original data set. The I AM AT terminates by assigning the remaining 

unassigned records to the last group. The scheme is algorithmically described below 

in Algorithm 12, after which each step is explained in greater detail. 

Unlike the MDAV, instead of measuring the distance between the records, the 

I AM AT utilizes the association as per the ACNN. The ACNN classifies the records 

as being associated if the value of the Association index, ajj, is positive. Otherwise 

the neurons will be classified as being unrelated, leading to its "rejection". Clearly, 

rejecting records will not comply with the spirit and goal of the MAP whose aim 

is to minimize the IL. We believe that an Association between any pair of records 

exists regardless of its value, and this could be very small when it is close to zero, or 
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Algori thm 12 Interactive-Associative Micro-Aggregation Technique (I AM AT) 

Input: The original micro-data file, V, that contians n unassigned records, and the 
parameter, k. 
Output: The micro-aggregated micro-data file, V. 
Method: 

1: Compute the centroid of V as \i = \ Y^i=i Xi-

2: Compute the scaling factor a as a — t ,„„ , " — ^ . 
n lz^;=l l l ^ i - M l ) 

3: Compute the association values between [i and each record, A,, as a^ — e 
4: Initialize the number of groups to zero. 
5: while there are more than (k — 1) Unassigned records in V do 
6: Increment the number of groups by unity. 
7: Initialize the number of records inside the group to zero. 
8: Select the least associated Unassigned record, Xr, to the centroid /J, as follows 

Xr — Min a^i and mark it as Assigned record. 
9: Compute the association values between Xr and each Unassigned record, A,;, 

in V. 
10: Select the most associated Unassigned record, A s , to Xr as follows Xs = 

Max ari and mark it as an Assigned record. 
11: Compute the association values between A s and each Unassigned record, Xil 

in V. 
12: Add Xr and Xs to the group and increment the number of records inside the 

group by two units. 
13: while the number of records inside the group is less than k do 
14: for all Unassigned records, Xp, in V do 
15: Initialize the Interaction of Xp, rjp, to 1. 
16: for all Assigned records inside the group, X{ do 
17: Update the value of Interaction as follows r\p — r\v * a^. 
18: end for 
19: end for 
20: Let A* be the record which has the highest value for r\p and mark it as an 

Assigned record. 
21: Add A* into this group and increment the number of records inside the group 

by unity. 
22: C o m p u t e t he associat ion values between the most interact ive record, X* and 

each Unassigned record, A,, in T>. 
23: end while 
24: Remove the present cluster from the set T>. 
25: end while 
26: Assign the remaining Unassigned records to the last group. 
27: return the micro-aggregated data file, V. 
28: End Algori thm (I AM AT) 
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very large when is close to unity. Therefore, the I AM AT quantifies the value of the 

Association between two records, say X, and Xj, to belong to the interval [0,1], and 

this is computed as follows: 

n*i-*jl l2 

a>ij = aji = r(Xi,Xj) = e <* . (5.13) 

where r() is the identical function used in the definition of the ACNN, which evaluates 

the relationship between any two records, and which also involves a. As mentioned, 

the value of a is assigned so as to guarantee that the initial Association is large when 

the distance between Xj and Xj is small and vice versa. Typically, it is given by: 

a l(\^n \\X--±(Tn X)\\2)' ^5 '14 '1 

The rationale for incorporating the Association with the Interaction between the 

records inside a group, is that it leads to more homogeneous groups. The concept 

of the Interaction turns out to be crucial in forming the cluster, because we believe 

that merely being close to the farthest records is not a reason that is sufficiently 

important for any record to be grouped with the most distant one. Rather, we 

propose that the Interaction with respect to all the records inside the group has to 

be taken into consideration while clustering the records. As mentioned earlier, the 

latter is computed by invoking transitive-closure like operations. Finding the most 

interactive record with the associated pair is achieved by searching for the maximum 

product of the Association between the unassigned records, say Xp, and each record 

in the associated pair, (Xi,Xj), as follows: 

f Oip{t- 1) x apj(t- 1) p ^ i,j and i ^ j 
Vn = S . . . (5-15) 

[ 0 i = J. 

The above equation is valid when k = 3. By increasing the value of k, the 

transitive-closure is applied by adding one unassigned record at a time. The decision 

of grouping the unassigned record with other records in the group depends on the 
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Interaction of that record with respect to other records inside the group. Logically, 

the most interactive unassigned record has been chosen as follows: 

Index Maximum 1<p<n f]p, (5.16) 

where 

i= i 

where Xj represents the record inside the group, Gj, of size rij and Xp represents the 

unassigned record. 

5.4 Experimental Results 

5.4.1 Data Sets 

The I AM AT has been extensively tested4 and the results obtained seem to be very 

good, where the "goodness" of a scheme refers to the combination of its being efficiently 

computed, and its offering a good trade-off between the IL and DR. We have tested 

it using the two real-life benchmark reference data sets used in previous studies, and 

in various simulated data sets obtained using the Matlab's build-in functions. These 

sets are: 

1. The Tarragona data set which contains 834 records with 13 variables [45]. 

2. The Census data set which contains 1080 records with 13 variables [53]. 

3. A uniform distribution (min=0; max=1000). 

4The reader is encouraged to re-visit, Section 4.4 of Chapter 4 to see how the MDAV and the 
new method are compared using the composite Scoring Index, namely SI. 
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4. A normal distribution (fi=0; cr=0.05). 

5. A uniform distribution (min=0; max=40.000) which contains 10,000 records 

and 16 dimensions. 

6. A normal distribution (/i=500; a=150) which contains 6,000 records and 16 

dimensions. 

While that data sets in items 1, 2, 5, and 6 are identical to those in Chapter 4, 

the data sets in items 3 and 4 involve vectors with dimensions ranging from 10 up to 

80, and sets of cardinality from 10,000 up to 100,000. The latter data sets were used 

to investigate the scalability of the I AM AT with respect to the size of the data, its 

dimensionality, and the number of records per group. 

5.4.2 Results 

For a given value of the security parameter k, which represents the minimum number 

of records per group, we compared the percentage value of the IL = (SSE/SST) 

(as defined in Chapter 2) resulting from the I AM AT and the MDAV strategies. It 

is important to mention that the MDAV was implemented based on the centroid 

concept and not a diameter concept5. All the programs were written in the C++ 

language, and the tests were performed on an Intel(R) Pentium (R)M Processor with 

the clock speed of 1.73 GHz., and with 512 MB of RAM. 

Table 5.1 shows the improvement of the solution obtained by using the I AM AT as 

opposed to the MDAV on the multi-variate real data sets, where all the 13 variables 

were used simultaneously during the micro-aggregation process. The reduction in the 

value of the IL attained up to 8% on the Tarragona data set, and 5.12% on the Census 

data set when the group size was equal to 3. But in the case of the simulated data 

sets, the improvement in IL reached up to 14.47% when k = 5 in the uniform data set, 

5We did not program the MDAV scheme. We are extremely thankful to Dr.Francesc Sebe for 
giving us his source code. 
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Table 5.1: Comparison of the percentage of the IL and the computational time be
tween the MDAV and the I AM AT on the real-life data sets (Tarragona and Census), 
and simulated data sets (Uniform and Normal distributions) for multi-variate meth
ods. 

Data 
Set 

Tarragona 

Census 

Uniform 
Distribution 

Normal 
Distribution 

k 
value 

3 
4 
5 

3 
4 
5 
6 

3 
4 
5 
6 

3 
4 
5 
6 

MDAV 
IL 

16.9593 
19.7482 
22.8850 

5.6535 
7.4414 
8.8840 
10.1941 

22.4608 
29.1714 
33.9636 
37.1577 

26.9348 
33.9256 
39.564 

43.4592 

Time 
0.17 
0.12 
0.12 
0.22 
0.19 
0.17 
0.17 

4.18 
4.45 
4.62 
4.75 

0.45 
0.78 
0.59 
0.60 

IAMAT 
IL 

15.6023 
19.2872 
22.7164 

5.3639 
7.2170 
8.8428 
9.9871 

19.9730 
25.2008 
29.0478 
32.1441 

24.1245 
30.0154 
34.5886 
38.0086 

Time 

0.31 
0.22 
0.23 
0.41 
0.44 
0.42 
0.42 

8.52 
7.85 
7.48 
7.18 
0.92 
0.81 
0.87 
0.75 

Improv. 
(%) 
8.00 
2.33 
0.74 

5.12 
3.02 
0.46 
2.03 

11.08 
13.61 
14.47 
13.49 

10.43 
11.53 
12.58 
12.54 
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and it was as high as 12.58% when k — 5 in the normal data set. It is, thus, evident 

that the impact of the group size on the solution is minimized by increasing the 

number of records per group in the real data stes. To be fair, the computational time 

required to execute the I AM AT is almost double the computational time required for 

the MDAV, although, in every case, the time was marginal - less than 0.5 second. 

In term of comparison, we believe that minimizing the loss in the data utility is 

more important than minimizing the extremely small computational time, especially 

because the micro-aggregation is usually performed off-line where the additional time 

requirement is less crucial. However, the question of how the decrease of IL is related 

to the increase in the computational time is still open. 

Table 5.2: Scoring the MDAV and I AM AT with respect to the GIL and GDR by 
computing the index SI, for k = 3, 4, and 5 by using the Census data set and the 
simulated Uniform and Normal distributed data sets. 

Data 

Census 

Uniform 

Normal 

Creterion 

GIL 

RLD 
ID 

GDR 

SI 

GIL 

RLD 
ID 

GDR 
SI 

GIL 
RLD 
ID 

GDR 

SI 

k = 3 
MDAV 

28.6100 
60.7133 
1.9815 

31.3474 
33.8050 
115.4319 
0.1088 
0.0042 
0.0565 
57.7442 

108.9812 
0.6494 
0.0085 
0.3290 
54.6551 

IAMAT 

22.1500 
61.8889 
1.8704 

31.8796 
30.5750 
37.8225 
1.1875 
4.7194 
2.9535 
20.3880 

61.8348 
11.8173 
0.8248 
6.3210 

34.0779 

fc = 4 
MDAV 

33.2540 
49.7057 
0.7315 
25.2186 
36.1270 
116.1198 
0.0694 
0.0000 
0.0347 
58.0773 

89.0398 
0.6571 
0.0000 
0.3285 
44.6841 

IAMAT 

30.3120 
51.9070 
0.8611 
26.3840 
34.6560 
45.1763 
0.8449 
1.2437 
1.0443 

23.1103 

80.1520 
6.7410 
0.1987 
3.4699 

41.8109 

fc = 5 
MDAV 

38.6720 
42.0981 
0.2685 
21.1833 
38.8360 
120.9199 
0.0602 
0.0000 
0.0301 
60.4750 

110.8694 
0.2814 
0.0000 
0.1407 
55.5051 

IAMAT 

34.9580 
43.1771 
0.5556 
21.8663 
36.9790 
53.3052 
0.5556 
0.4924 
0.5240 
26.9146 
105.2394 
5.3885 
0.0406 
2.7145 
53.9770 

The other experiments were carried to test the SI of the MDAV and IAMAT. 

Therefore, they have been scored as per the SI index on the simulated data and the 

Census6 data sets, which contains seven key variables: Varl, Var2, Var3, Varb, 

6Scoring them against the Tarragona data set is meaningless because the latter contains no so-
called key variables. 
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VarlO, Varll, and Varl2. 

Table 5.2 displays the SI for the MDAV and I AM AT methods for various values 

of k, which was set to be either 3, 4 or 5 as per the accepted requirements stated in 

[46, 115, 140]. As per Eq. (4.2), the GIL was computed by averaging the values of 

Mi, M2, M3 , M4 . and M5 . In general, the value of the GIL is directly proportional 

to the number of records per group represented by the value, k. Therefore, in the 

Census data set, the best value of GJL for the I AM AT was obtained when k — 3, and 

was equal to 22.15%, while the best value of GJL for the MDAV was 28.61% when 

k = 3. In the context of the simulated data sets, and in general, the value of GIL 

for the I AM AT is less than half the value that was obtained by using the MDAV 

(i.e., the value of GIL f° r the I AM AT in the uniform data set and when k = 3 was 

37.82%, while it was equal to 115.43% for the MDAV). Clearly, the I AM AT method 

preserves the data utility more efficiently than the state-of-the-art, MDAV. 

We also compared the GDR (which estimates the risk of the data being disclosed) 

using the RLD and ID techniques. The RLD was computed using distance-based 

metric computations, where the average value was computed over several scenarios 

(as mentioned in Chapter 4). Each scenario computed the average of the RLD over 

all possible ( c ) = Cus-cy. combinations, where S is the number of key variables in 

the micro-data file, and C is the number of chosen variables that are known to the 

Intruder. The results (Table 5.2) generally shows that estimating the risk of disclosing 

the secure information using the RLD method falls inversely "proportional" with the 

number of records per group represented by k. Thus, in the Census data set, the 

percentage value of the RLD for the MDAV was as low as 60.71% when k = 3, 

49.70% when k = 4, and 42.10% when k = 5, while it was 61.89% when k = 3, 

51.90% when k = 4, and 43.18% when k = 5 for the I AM AT. Similarly, for the 

simulated data sets, we report the same fact which is that the MDAV method is 

more secure than the I AM AT method in estimating the RLD. For example, the 

percentage value of the RLD by using the MDAV on the uniform data set was 

around 0.1%, while it was around 1.0% by using the IAMAT. On the other hand, 

the percentage value of the ID was calculated as the average value for various settings 
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o 

Figure 5.2: 
indices when k = 3, 4 and 5 for Census data set. 

of P, ( 1 , 2 , . . . , 10%) on the Census data set, when the value of k was assigned to be 

3, 4, or 5. We observe that the minimum percentage value of the ID was equal to 

0.27%, which was achieved by invoking the MDAV when k — 5. As opposed to this, 

the minimum percentage value of the ID for the I AM AT was almost comparable -

to 0.56% when k = 5. In the simulated data sets, the percentage value of the ID was 

equal to zero for the I AM AT and MDAV. Therefore, the range of values for P was 

extended to reach up to 30% of the original size of the data sets. The percentage value 

of the MDAV remained zero, while the minimum percentage value for the I AM AT 

reached up to 0.49% and 0.04% when k = 5 in the uniform and normal data sets, 

respectively. 

Finally, the SI value was computed for each MAT based on Eq. (4.4). Observe 

that a lower score value implies a superior performance. From the table we see that 

the I AM AT technique has, almost consistently, a better performance index than the 
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MDAV not only from the GIL perspective, but also as from the perspective of a 

combination of the GIL and GDR for different values of k. Thus, for example, in 

Census data set the I AM AT method scores the minimum value that was equal to 

30.58 when k = 3, to 34.66 when k = 4, and 36.98% when k = 5. Besides the 

I AM AT scores almost half the SI value which was obtained by the MDAV by using 

the simulated uniform and normal data sets. 

An interesting exercise involves studying how the I AM AT and the MDAV com

pared when "all" the factors coming to play. In other words, it would be good if we 

could understand the conditions when one algorithm is superior to the other and vice 

versa. While this can be done in many ways, we have plotted the GIL versus the GDR 

for the Census data set, in Figure 5.2, for both schemes. This figure presents sets of 

paired values of GIL and GDR for the respective algorithm for different values of k 

ranging from 3 to 5. The user should observe the influence of a masked method as 

the value of k changes. From the curve we see that the I AM AT optimizes these con

flicting criteria in a superior way than the stat-of-the-art MADV method, because 

as the value of k increases, the increase of GIL does not effect the value of GDR in 

the I AM AT method as it does in the case of the MDAV. 

We also undertook a comprehensive evaluation of the performance of the I AM AT 

scheme so as to investigate the scalability of the technique with respect to the cardi

nality of the data set, its dimensionality and the number of records per group. 

• The scalability of the I AM AT wi th respect to cardinality. 

We tested both the I AM AT and the MDAV schemes using data based on the 

uniform and the normal distributions with cardinalities ranging from 10, 000 

records up to 100, 000 with 10 variables as shown in Tables 5.3. The percentage 

of the improvement achieved by invoking the I AM AT in the IL, (when the value 

of k was set to 3) ranges from 10.02% to 11.25% for the normal distribution, 

and ranges from 10.47% to 11.28% for the uniform distribution. The same 

experiments were repeated for the value k = 4. The improvement increased 

and reached as high as 13.73% for the normal distribution and 13.67% for the 
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uniform distribution. It is fair to state that the I AM AT requires almost triple 

the computational time needed to execute the MDAV scheme. Figures 5.3 and 

5.4 display similar trends for minimizing the value of the IL as a function of 

the data set size for uniform and normal distributions, respectively. In general, 

increasing the size of the data set tends to minimize the IL value. It should be 

mentioned that the I AM AT was superior to the MDAV in every single case. 

Table 5.3: Comparison of the percentage of the IL and the computation time between 
the MDAV and the I AM AT on simulated data involving the uniform and normal 
distributions. The results demonstrate the scalability of the I AM AT with respect to 
the size of the data set (when k = 3 and k = 4). 

Data 
Size 

10k 

20k 

30k 

40k 

50k 

60k 

70k 

80k 

90k 

100k 

k 
value 

3 
4 

3 
4 

3 
4 

3 
4 

3 
4 

3 
4 

3 
4 

3 
4 

3 
4 

3 
4 

Normal Distribution 
MDAV 

IL 

10.5383 
13.9376 

9.0065 
11.9354 

8.2177 
10.8849 

7.7352 
10.2238 

7.3644 
9.7234 

7.0538 
9.3513 

6.8195 
9.0358 

6.6273 
8.7898 

6.4592 
8.5584 

6.3125 
8.3799 

Time 

13.53 
12.05 

54.33 
48.90 

125.75 
111.84 

222.23 
200.42 

349.66 
315.04 

505.63 
457.50 

693.42 
623.89 

909.36 
809.397 

1,152.77 
1,044.77 

1,421.75 
1,512.68 

IAMAT 
IL 

9.4821 
12.2106 

8.0597 
10.3653 

7.3392 
9.4488 

6.8839 
8.8732 

6.5548 
8.4382 

6.2888 
8.1119 

6.0700 
7.8243 

5.8972 
7.6063 

5.7387 
7.4010 

5.6021 
7.2293 

Time 

32.96 
29.37 

135.14 
120.37 

304.38 
277.20 

547.57 
494.94 

855.77 
773.92 

1,247.30 
1,115.69 

1,683.27 
1,520.94 

2,194.42 
1,981.06 

2,776.69 
2,505.86 

3,418.86 
3,413.98 

improv. 

(%) 
10.02 
12.39 

10.51 
13.15 

10.69 
13.19 

11.01 
13.21 

10.99 
13.22 

10.85 
13.25 

10.99 
13.41 

11.02 
13.46 

11.15 
13.52 

11.25 
13.73 

Uniform Distribution 
MDAV 

IL 

10.5437 
13.9202 

9.0458 
11.9617 

8.2435 
10.9228 

7.7576 
10.2733 

7.3724 
9.7694 

7.0896 
9.3707 

6.8504 
9.0776 

6.6537 
8.8183 

6.4797 
8.5885 

6.3265 
8.3933 

Time 

13.75 
12.24 

58.57 
63.15 

127.04 
143.17 

226.43 
222.74 

335.32 
389.45 

516.40 
644.32 

723.90 
629.73 

924.03 
1002.77 

1181.84 
1252.61 

1615.74 
1656.90 

IAMAT 
IL 

9.4400 
12.2069 

8.0903 
10.4275 

7.3442 
9.4976 

6.9063 
8.9063 

6.5611 
8.4574 

6.2956 
8.1338 

6.0822 
7.8523 

5.9029 
7.6247 

5.7529 
7.4140 

5.6218 
7.2456 

Time 

33.87 
29.96 

139.59 
145.09 

311.29 
328.02 

554.01 
526.37 

867.68 
903.39 

1275.53 
1386.01 

1790.66 
1500.12 

2277.30 
1959.25 

2855.63 
2485.42 

3209.00 
3546.72 

improv. 
(%) 

10.47 
12.31 

10.56 
12.83 

10.91 
13.05 

10.97 
13.31 

11.00 
13.43 

11.20 
13.20 

11.21 
13.50 

11.28 
13.54 

11.22 
13.68 

11.14 
13.67 

• The scalability of the IAMAT wi th respect t o dimensionality. 

We also tested the IAMAT and the MDAV on the uniform and the normal 

distributions for various dimensions of the variables ranging from 10 to 80, 
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Figure 5.3: The improvement of the I AM AT in reducing the percentage value of the 
IL as a function of the cardinality of the data set using normally distributed data 
when k = 3 . 
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Figure 5.4: The improvement of the I AM AT in reducing the percentage value of the 
IL as a function of the cardinality of the data set using uniformly distributed data 
when k = 3 . 



CHAPTER 5. NEURAL-BASED ENHANCEMENTS TO MATS 174 

when the data size was set to 10, 000 records, and the value of k was set to 

3. Table 5.4 shows that the highest percentage of the improvement in the IL 

was about 10% for both the uniform and normal distributions. The computa

tional time required to micro-aggregate all the individual records was almost 

directly proportional to the dimensionality in both schemes, and the required 

computational time in the I AM AT was almost double the required time for 

the MDAV. Figures 5.5 and 5.6 show that both the I AM AT and MDAV 

schemes have similar trends for the IL i.e., they are almost proportional to the 

dimension of the variables used in the micro-aggregation process for both distri

butions. As expected, increasing the dimensionality implies increasing the loss 

in the data utility. This is intuitively appealing because, informally speaking, 

increasing the dimensionality tends to minimize the similarity between the indi

vidual records and, at the same time, reduce the Association and the Interaction 

between the different multi-variate records. 

Table 5.4: Comparison of the percentage of the IL and the computation time be
tween the MDAV and the I AM AT on simulated data involving uniform and normal 
distributions. The results demonstrate the scalability of the I AM AT with respect to 
the dimensionality of the micro-data file. 

Number 
of 

variables 

10 
20 
30 
40 
50 
60 
70 
80 

Normal Distribution 
MDAV 
IL 

10.5383 
24.3766 
32.6044 
37.5679 
40.8705 
43.3104 
45.3212 
46.8119 

Time 
13.53 
24.30 
35.50 
47.00 
40.87 
70.01 
82.78 
93.78 

IAMAT 
IL 

9.4821 
22.3577 
29.9938 
34.8732 
38.2173 
40.7761 
42.7483 
44.3459 

Time 
30.14 
41.26 
69.79 
64.98 
67.87 
89.88 
104.6 
113.17 

improv. 
(%) 

10.02 
8.28 
8.01 
7.17 
6.49 
5.85 
5.68 
5.27 

Uniform Distribution 
MDAV 
IL 

10.5437 
24.4692 
32.5113 
37.4627 
40.8427 
43.3912 
45.3778 
46.8533 

Time 
13.75 
25.03 
36.67 
47.18 
58.78 
69.48 
81.45 
97.10 

IAMAT 
IL 

9.4400 
22.2454 
29.9711 
34.8052 
38.2470 
40.8478 
42.8263 
44.4367 

Time 
33.87 
46.40 
60.00 
72.68 
85.98 
98.81 
112.48 
132.42 

improv. 
(%) 

10.47 
9.09 
7.81 
7.09 
6.36 
5.86 
5.62 
5.16 

The scalability of the IAMAT wi th respect to the number of records 

per group. 

The scalability of the IAMAT and the MDAV with regard to the group size 
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Figure 5.5: The improvement of the I AM AT in reducing the percentage value of the 
IL as a function of the dimension of the data set using normally distributed data 
when k = 3 and n = 10, 000. 
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Figure 5.6: The improvement of the I AM AT in reducing the percentage value of the 
IL as a function of the dimension of the data set using uniformly distributed data 
when k = 3 and n = 10, 000. 
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Figure 5.7: The improvement of the IAMAT in reducing the percentage value of the 
IL as a function of the number of records per group using normally distributed data 
when n = 10,000 and d = 10. 
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Figure 5.8: The improvement of the IAMAT in reducing the percentage value of the 
IL as a function of the number of records per group using uniformly distributed data 
when n = 10,000 and d = 10. 
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has also been studied for both the uniform and the normal distributions, where 

the group size ranged from 3 to 10, and for the cardinality of the data set 

being 10,000 records, with a dimensionality of 10 variables. Table 5.5 shows 

the percentage of improvement in reducing the value of the IL. This reduction 

reached 12.74% for the normal distribution when the group size was 5, and 

reached 12.31% for the uniform distribution when the group size was 4. Figures 

5.7 and 5.8 show that both schemes possess similar trends for the IL as a 

function of the group size, and that the value of the IL is proportional to the 

number of records per group. This is, again, a fair observation, because having 

many records in the group tends to minimize the within-group similarity, and 

to simultaneously maximize the similarity between the groups. This also tends 

to increase the value of the IL. 

Table 5.5: Comparison of the percentage of the IL and the computation time be
tween the MDAV and the I AM AT on simulated data involving uniform and normal 
distributions. The results demonstrate the scalability of the I AM AT with respect to 
the number of records per group. 

k 
value 

3 
4 
5 
6 
7 
8 
9 
10 

Normal Distribution 
MDAV 
IL 

10.5383 
13.9376 
16.5221 
18.7797 
20.3782 
21.6869 
22.8931 
23.8439 

Time 
13.53 
11.93 
11.17 
10.68 
10.32 
10.12 
9.87 
9.07 

IAMAT 
IL 

9.4821 
12.2106 
14.4167 
16.4650 
18.0344 
19.1562 
20.4255 
21.4969 

Time 
32.96 
28.79 
26.67 
26.86 
25.48 
26.67 
24.92 
26.06 

improv. 
(%) 

10.02 
12.39 
12.74 
12.33 
11.50 
11.67 
10.78 
9.84 

Uniform Distribution 
MDAV 
IL 

10.5437 
13.9202 
16.4020 
18.5484 
20.2887 
21.5464 
22.7587 
23.6922 

Time 

13.75 
12.24 
11.45 
10.96 
10.56 
10.31 
10.07 
9.92 

IAMAT 
IL 

9.4400 
12.2069 
14.4091 
16.4152 
18.0431 
19.1668 
20.3952 
21.4520 

Time 
33.87 
29.96 
29.32 
28.78 
28.28 
26.32 
26.02 
25.92 

improv. 
(%) 

10.47 
12.31 
12.15 
11.50 
11.07 
11.04 
10.39 
9.46 

5.5 Conclusions 

In this chapter, we have considered the problem of achieving micro-aggregation in se

cure statistical databases. The novelty of our method involves enhancing the primitive 
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MAT that merely incorporates proximity information. The state-of-the-art MAT re

cursively reduces the size of the data set by excluding points which were farthest from 

the centroid and those which were closest to these farthest points. Thus, although 

the state-of-the-art method was extremely effective, we have argued that it uses only 

the proximity information, and ignores the mutual Interaction between the records. 

In this chapter, we have proved that inter-record relationships can be quantified in 

terms of two entities, namely their "Association" and "Interaction" that can be mea

sured by invoking transitive-closure like operations, and by mapping the problem into 

a neural setting using the ACNN. By repeatedly invoking the inter-record Associ

ations and Interactions, we have shown that the records can be grouped into sizes 

of cardinality "k". Our experimental results, which were done on artificial data and 

on the benchmark data sets for real life data, demonstrate that the newly proposed 

method is superior to the state-of-the-art by as much as 13%. Thus, we believe that 

our strategy leads to a very promising tool for solving the MAP. 

By defining a score, SI, as a composite measure involving the IL and DR, we 

see that proposed strategy also obtains a minimum score value when compared to 

the MDAV method. This indicates that the I AM AT technique is probably the best 

MAT not only from the IL perspective, but also from the viewpoint of a measure 

which IS clS ci combination of the IL and DR. 



Chapter 6 

Utilizing Dependence-Based 

Information to Enhance MATs 

6.1 Introduction 

Although Artificial Intelligent (AI) techniques have been used in various applications, 

their use in maintaining security in SDBs has not been reported. This chapter1 

presents results, that to the best of our knowledge is pioneering, by which concepts 

from causal networks are used to secure SDBs. We consider the MAP in secure 

SDBs which involves partitioning a set of individual records in a micro-data file into 

a number of mutually exclusive and exhaustive groups. This problem, which seeks 

for the best partition of the micro-data file, is known to be NP-hard, and has been 

tackled using many heuristic solutions. In this chapter, we would like to demonstrate 

that in the process of developing MATs, it is expedient to incorporate Al-based 

1A preliminary version of some of the results from this chapter appear in the Proceedings of 
ACISP'08, the Thirteenth Australasian Conference on Information Security and Privacy, in Wol-
longong, Australia, in July 2008 |108], and in the Proceeding of AI'08, Twenty-First Australasian 
Joint Conference on Artificial Intelligence, in Auckland, New Zealand in December 2008 [106]. The 
journal version of these results is currently under review. 
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causal information about the dependence between the random variables in the micro-

data file. This can be achieved by pre-processing the micro-data before invoking any 

MAT, in order to extract the useful dependence information from the joint probability 

distribution of the variables in the micro-data file, and then accomplishing the micro-

aggregation on the "maximally independent" variables. Our results, on real-life and 

artificial-life data sets, show that including such information will enhance the process 

of determining how many variables are to be used, and which of them should be used 

in the micro-aggregation process. 

The structure of this chapter is as follows: In Section 6.2 describes how we can 

enhance micro-aggregation by incorporating dependence, and this is done both infor

mally and algorithmically. Then, in Section 6.3, we present the results of experiments 

we have carried out for synthetic and real data sets. The chapter finishes in Section 

6.4 with some conclusions. 

6.1.1 Contribution of the Chapter 

Central to the study of SSDs are a family of algorithms classified in the literature as 

being MATs. Apart from being fast and efficient, they are also intuitively appealing 

because they are akin to the family of clustering methods. This chapter considers 

how such methods can be enhanced, both with regard to "accuracy" and efficiency, 

by learning, and thereafter incorporating the information that relates to the depen

dence between the random variables being analyzed. In all brevity, we are not aware 

of any other reported method which specifically incorporates such dependence-type 

information to optimize an MAT, or for that matter, to optimize a method which 

controls the IL and the DR in SSDs. 

Understanding the presence and structure of dependency between a set of random 

variables is a fundamental problem in the design and analysis of many types of systems 

including filtering, pattern recognition etc. As far as we know its application in SDC 

has been minimal. Utilizing this information is the goal of this chapter. Typically, in 
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modern day systems, the data protector has been able to choose the technique and set 

its parameters without a thorough understanding of the characteristics of the micro-

data file, and the stochastic dependence of the variables. Although gleaning this 

information could be particularly difficult and even time-consuming, our hypothesis 

is that this information is central to the micro-data file, especially when working in 

a high dimensional space. 

In general, the result of the multi-variate MATs depends on the number of vari

ables used in the micro-aggregation process. In other words, deciding on the number 

of variables to be taken into account, and on the identity of the variables to be micro-

aggregated, is far from trivial. Domingo-Ferrer and Torra have reported in [54] that 

multi-variate micro-aggregation on unprojected data taking two or three variables at 

a time (rather than incorporating the information in all the variables) offers the best 

trade-off between IL and DR. The unanswered question is that of inferring which 

variables should be used in this process. We believe that a solution to this puzzle lies 

in the inter-variable "dependence" information. 

The authors of [120] have emphasized that the decision about which variables are 

to be chosen has to be gleaned from a priori "knowledge about the characteristics of 

each variable from the experts". While this is a feasible approach, we argue that it is 

subjective, and that a formal objective method is desirable. Indeed, what will happen 

if the researcher encounters a new project for which there is no prior knowledge? Or 

how we will proceed if an expert for a specific data domain is not available? Our aim 

is to minimize the necessity to depend on a human expert, but rather to have the 

ability to study and estimate the characteristics of each variable objectively. Thus, we 

seek a systematic process by which we can choose the desired variables automatically 

and, thereafter, micro-aggregate the file. 

This chapter involves MATs, but rather from a perspective different than the 

ones that have been considered in the literature. We propose a scheme by which we 

can avoid using the information in all the dimensions (for example, in computing the 

distance between two records etc.). Furthermore, neither will we resort to projecting 
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the micro-data file onto a single axis, nor will we attempt to micro-aggregate it using 

any specific sorting method [31, 32, 33, 34, 89, 91, 92, 115]. The main contribution of 

this chapter is to extract useful information from the joint probability distribution of 

the variables in the file to be micro-aggregated. Then, rather than use all the vari

ables in the micro-data file, we propose to only process the "maximally independent" 

variables in the subsequent multi-variate micro-aggregation. Indeed, we propose to 

use such a method as a pre-processing step before any MAT is invoked, and to test 

the effect of using such a dependency analysis on the micro-aggregation process so as 

to reduce the computational time, and IL. 

6.2 Enhancing Micro-Aggregation with Dependence 

(EMAD) 

It is well-known that the result of the multi-variate MATs depends on the num

ber and the identity of the variables used in the micro-aggregation process. Since 

multi-variate micro-aggregation using two or three variables at a time offers the best 

trade-off between the IL and the DR [54], the question we intend to resolve involves 

understanding why we have to maintain and use vast dimension-dependent resources 

in the clustering phase in order to compute the distance between the micro-records. 

We shall also study how we can minimize the computation time needed to evaluate 

the distance between a single micro-data record and the mean of the group it belongs 

to. This computation involves evaluating 

d 

i=\ 

where X and Y are two multi-variate data vectors with their components being {XJ} 

and \i)i) respectively, and d represents the dimension of the space. 

D(X,Y) = 
\ 
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We consider the problem of determining the dependencies between the different 

variables within a micro-data file, and then combining the latter with the MAT in 

such a way as to reduce the overall required computational time, and/or reduce the 

corresponding IL. 

The primary goal of any MAT is to reduce the loss in the data utility by choosing 

the most suitable sub-set of variables with size equal to three [54] prior to invoking 

the multi-variate micro-aggregate. Theoretically, to know the best sub-set of vari

ables that has to be used in order to obtain the minimum value of the IL, we have to 

consider all different possibilities of combinations, namely the ( c ) = Cus-cy. c o r m 3 i -

nations, where S is the number of variables in the original micro-data file, and C is 

the number of chosen variables which are used in projecting and micro-aggregating 

the data file. 

We propose that the key idea in choosing a sub-set of the variables by avoiding the 

combinatorial solution, should be based on the dependence model of the micro-data 

file. If the variables are highly-correlated, then using any one of them will somehow 

reflect the stochastic nature of the others. If we, thus, incorporate this logic into 

our consideration, we believe that we can reduce the number of variables which will 

be used to measure either the distance between the micro-unit and the mean of the 

group it belongs to, or the distance between the micro-units themselves. Thus, in 

turn, this will reduce the dimensionality of the space to d! < d. The new distance 

that will thus be computed will be: 

d' 

^2(xi - yi)2 where d! < d. (6.2) 
i = l 

The reader should observe that our goal is quite distinct from the reported meth

ods of projecting the multi-dimensional space onto a single axis using a particular 

variable, the sum z-scores scheme, or a principal component analysis. The reduction 

in the dimensionality is not done randomly. Rather it is to be done based on a formal 

criterion. Our aim is to micro-aggregate the multi-dimensional vector by maximally 

D'(X,Y) 
\ 
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using the information in the "almost-independent" variables, and we plan to do this 

by finding the best dependence tree. We believe that we can achieve this by eval

uating the dependence between the variables in the micro-data file by using either 

the method due to Chow and Liu [17] or the method due to Valiveti and Oommen 

[135, 136]. 

We formalize these concepts below. The joint probability distribution of the ran

dom vector V = [Vi, V2)..., VyT in terms of conditional probabilities is given as 

P ( V ) = P(Vi)P( W ) P ( W , V2)... P(Vd\Vt, V2,..., Vd-X), (6.3) 

where each Vi is a random variable. 

It is obvious, from the above expression, that each variable is conditioned on 

an increasing number of other variables. Therefore, estimating the kth term of this 

equation requires maintaining the estimates of all the kth order marginals. Clearly, it 

is impractical to gather the estimates for the joint density function P ( V ) for all the 

different values which V could assume. We, therefore, simplify the dependency model 

by restricting ourselves to the lower-order marginals, using the approximation which 

ignores the conditioning on multiple variables, and retaining only dependencies on at 

most a single variable at a time. This leads us to the following [135]: 

d 

^«(V) = n P r M V ; - ( 0 ) » (6-4) 
i=l 

where -Pa(V) is the approximated form of -P(V), and Vi is conditioned on Vj^) for 

0 < j(i) < i. 

The dependence of the variables can be represented as a graph G = ( V , E , W ) 

where V = {Vi, V2,..., Vd} is a finite set of vertices, which represents the set of 

random variables in the micro-data file with d dimensions, E is a finite set of edges 

{(Vi, V})}, where (Vi,Vj) represents an edge between the vertices V* and Vj. Finally, 

W = {wij} is a finite set of weights, where Wij is the weight assigned to the edge 
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{Vi, Vj) in the graph. The values of these weights can be calculated based on a number 

of measures, as will be explained presently. 

In G, the edge between any two nodes represents the fact that these variables are 

statistically dependent [17]. In such a case, the weight, Wij, can be assigned to the 

edge as being equal to the Expected Mutual Information Measure (EMIM) metric 

between them. Generally speaking, the EMIM metric between two variables, given 

by I*(Vi,Vj) for discrete distributions, has the form: 

m ^ £ P r ( ^ ) l o E ^ ^ , (6.5) 
Vi jVj 

where the summation above is done over all values of v^ and Vj which Vi and Vj can 

assume. 

Observe that any edge, say (Vi, Vj) with the edge weight I*(Vi, Vj) represents the 

fact that Vi is stochastically dependent on Vj, or that Vj is stochastically dependent 

on Vi. Although, in the worst case, any variable pair could be dependent, the model 

expressed by Eq.(6.4) imposes a tree-like dependence. It is easy to see that this 

graph includes a large number of trees (actually, an Q)(Sd~2^) of such spanning trees). 

Each of these trees represents a unique approximated form for the density function 

F ( V ) . Chow and Liu proved that searching for the best "dependence tree" is exactly 

equivalent to searching for the Maximum Spanning Tree2(M<ST) of the graph [17]. 

Further, since the probabilities that are required for computing the edge weights are 

not known a priori, Valiveti and Oommen showed that this could be achieved by 

estimating them in a maximum likelihood manner [135, 136]. They showed that the 

Maximum Likelihood (ML) estimate for the best dependence tree, can be obtained 

2Two generic greedy algorithms can be used to solve the Minimum Spanning Tree problem, 
namely, the so-called Kruskal and the so-called Prim algorithms. Both of them run in time Q)(E\g V) 
by using ordinary binary heaps [18, 118, 125]. Since we are attempting to compute the Maximum 
Spanning tree, it is obvious that we have to order the edges in a decreasing order (as in Kruskal) 
or to extract the maximum edges weight (as in Prim). We have used the Kruskal algorithm in our 
experiments. 
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by computing the MST of the graph, where the edge weights are computed using the 

EMIM of the estimated probabilities, as shown in Figure 6.1. 

Estimate marginals and 
2 n d order joint probability 

distributions. 

Compute completely 
connected graph with 

EMIM estimates 

Compute Maximum 
Spanning Tree 

(MST) of the Graph 

Set of spanning 

trees 0 ( N (""->) 

Compute probability 

of any tree, Tf 

generating Samples 

Find T which 

maximizes this 

Figure 6.1: Equivalent procedures for finding the Maximum Likelihood Estimate of 
the tree-based dependence from the samples. 

It is worth mentioning that this solution is truly both elegant and efficient. A 

rigorous ML solution to obtaining the best tree would involve computing it from the 

set of all possible spanning trees, which (at the enumeration level itself) is a com-

binatorially explosive problem. To solve the ML problem in a formal manner, one 

has to first obtain the set of all the graph's spanning trees, and then determine the 

tree which maximizes the likelihood function evaluated in terms of the dependence 

described by the tree itself. Observe that the solution obtained by solving for the 

MST is many orders of magnitude less complex. It involves estimating the probabili

ties (and not the structure) of the Binomial (multinomial) distributions using a ML 

estimate, and then merely computing the MST. The fact that these two processes 

lead to the same estimate (as shown in Figure 6.1) is far from trivial to prove, but is 
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indeed, true. 

It should be mentioned here that the weights of the edges in the graph, G, can 

be computed using either the EMIM metric or the x2 metric proposed by Valiveti 

and Oommen [135]. The latter, Ix(Vi:Vj), is an alternative measure that quantifies 

the dependence information between pairs of random variables, and is computed by: 

I i v v . ) = T(PrM-P(v,)P(v,)? ( 6 a ) 

Ix has the following desirable characteristics relevant to capturing dependence 

information: 

jx(V5,y-) = o mp{viiVj) = P{vi)p{Vj) 
Ix(Vi,Vj) > 0 otherwise. 

It turns out that for binary and normally distributed random variables, the Ix 

metric is exactly equivalent to the /* metric in finding the dependence tree [135, 

136]. But, when the underlying dependence is not actually based on a tree structure, 

both of them estimate the best dependence tree corresponding to their representative 

measures. Valiveti and Oommen showed the interesting feature that although their 

estimation for the best dependence tree does not always match, the total weights are 

almost always identical. 

By way of example, consider a micro-data file which incorporates 6 variables (as 

in Figure 6.2) and thousands of records. Let us assume that we intend to micro-

aggregate this file using any MAT, for example, the MDAV method. In such a 

case, the prior art will process all the six variables to quantify the relevant distances 

during the clustering stage. We could choose a sub-set of size three to be used in the 

micro-aggregation process. In general, we will have to go through the 20 different 

combinations of size three in order to attain the minimum value of the IL. However, 

if we are able to discover any existing inter-variable dependencies, this could render 
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Figure 6.2: The fully-connected undirected graph represents the dependence between 
six random variables. 

the problem simpler. Let us assume that we compute the EMIM-b&sed edge weights 

for all pairs of nodes, and create the fully-connected undirected graph G, as in Figure 

6.2. By using the strategy alluded to above, we obtain a tree as in Figure 6.3.a, which 

shows the case when the MST leads to the ML condition that the variables B, C, 

and D depend on the variable A, and that variables E and F depend on variable D. 

Since these dependent variables are maximally-correlated to the variable that they 

depend on, we propose to use the vertices that have the maximum number of In /Out 

edges in the graph to micro-aggregate the micro-file. We believe that the nodes which 

possess this property are the best candidates to reflect the characteristics of the entire 

multi-variate data set because they connect to the maximum number of nodes that 

statistically depend on it, as argued in Conjecture 1. 

C o n j e c t u r e 1. Micro-aggregating the micro-data file can be best achieved if the nodes 

which possess the maximum number of In/Out edges in the tree obtained as the MST 

of the underlying undirected connected graph G, are used as the input to solve the 



CHAPTER 6. ENHANCING MATs USING DEPENDENCY 189 

MAT. 

Rational for Conjecture 

The existence of an edge between two nodes in the connected undirected graph signi

fies that these two nodes are statistically correlated to each other, and that a variation 

of one of these variable is reflected by a corresponding change in the other. Thus, the 

variables which are connected to each other via edges in the skeletal tree represent 

nodes which are connected to each other based on the best tree-based dependence, 

and in turn, reflect the maximal shared characteristics within the variables of the 

micro-data file. Thus, any node which has a larger number of In /Out edges is one 

which connects to a larger number of nodes, and is thus capable of individually rep

resenting more "other" variables. This implies that the best candidates to be used 

to represent the other variables in the micro-aggregation are those which have the 

maximum number of In/Out edges. 

In order to invoke this property, we first rank the nodes of the graph based on 

the number of In/Out edges in a descending order and choose the first d! variables, 

where d! is usually determined by the data protector, and is usually equal to 3 or 4. 

Thus, for example, based on the above discussion, for the data represented by the 

variables of Figure 6.3, the micro-aggregation process will be invoked by using two 

variables instead of using the entire set of six variables in the micro-data file. Figure 

6.3(b) shows that the selected sub-set of the variables is {A, D}, since both of them 

connect to 3 variables while the other variables in the micro-data file connect to only 

a single variable. The process outlined above has been formalized in Algorithm 13 

which presents an automated way to select a sub-set of the variables to be used in 

the multi-variate micro-aggregation process. 
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(a) 

Figure 6.3: An example of a dependence tree used to micro-aggregate the data file 
containing 6 variables. 

Algorithm 13 EM AD 
Input: U: the micro-data file, and C: the number of variables that will be used in 
the micro-aggregation process. 

Output: d': the sub-set of the variables that will be used in the multi-variate MAT. 

Method: 
1: Estimate the first and second order marginals of the random variables from the 

various micro-records. 
2: Create a fully-connected undirected graph, where the 

Nodes: Represent the random variables in the micro-data file. 
Edges: Represent the possible statistical dependence between these vari

ables. 
Weights of the edges are computed either by using: 

Pr(vj,Vj) 
Vjj 

EMIM =* r(Vu V3) = E , ^ . Pr(vit v?) log ^ § ^ , OR 
v-2 . j <\T y \ _ V (Pr(vi,Vj)-P{vi)P{vj))2 

A =?" 1X\y^ v3) — L^Vi,Vj P(vi)P{vj) 

3: Invoke Kruskal's algorithm to compute the Maximum Spanning Tree of the graph. 
4: Rank the nodes of the graph based on the number of In/Out edges in a decreasing 

order, and reckon the first d! variables to be the sub-set to be used in the MAT. 
5: Return the sub-set of variables which will be used in the micro-aggregation 

process before invoking the MAT 
6: End Algori thm EM AD 
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6.3 Experimental Results 

6.3.1 Data Sets 

In order to verify the validity of our methodology in projecting the multi-variate data 

set into a subset of random variables to be used in the micro-aggregation process, two 

benchmark real-life data sets and three simulated data sets were used in the testing 

phase. Table 6.1 summarizes the characteristics of each data set by defining its type, 

dimensionality and cardinality. 

Table 6.1: The characteristics of various data sets. 

Name of the data set 

Tarragona 
Census 
Sim 1 
Sim 2 
Sim J, 

Type 

Real 
Real 

Simulated 
Simulated 
Simulated 

Dimensionality 

13 
13 
8 
16 
22 

Cardinality 

834 
1080 
5000 

10,000 
20,000 

1 

1 

2Cf3() v")4 

5n6o7o 

(a) Sim_l (b) Sim_2 (c) Simji 

Figure 6.4: The true structures for the simulated data sets 

The Tarragona and Census benchmarks are reference data sets used in previous 

studies for their special statistical properties [45, 53]. On the other hand, the sim

ulated data were generated or tested for various dimensions of random vectors, as 
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follows: First of all, the number of random variables was determined. Thereafter, 

the "true" structure of the defined dependence tree which imposed the dependence 

relationships between the variables was selected subjectively, as shown in Figure 6.4. 

Then the second-order marginal distributions were randomly generated. The proce

dure by which these were generated was as follows: If we define the entire space of 

each variable to be between 1 and 1000, this space is sub-divided into a number of 

subspaces with equal width, say 100. That means that we limit ourselves to be dealing 

with 10 events where each event represents a sub-interval of width equal to 100 from 

the entire domain as follows: {h = [ l ,100] , / 2 = [101,200],.. . , i i 0 = [901,1000]}, 

thus, effectively simulating a multinomial distribution. In the latter, each outcome is 

a random number belonging to exactly one of the 10 sub-intervals, Ij, with probabil

ity, Pj, where j = 1 ,2 , . . . , 10. If rij represents the number of occurrences of values 

belonging to Ij and n represents the number of independent records, we have 

10 10 

J2m = n,Y,Pi = h (6-8) 
i = l i = l 

where the probability mass function of the multinomial distribution is 

i 10 

/ ( n 1 , n 2 , . . . , n 1 0 ) = - r - 1 -Y[Pt- (6-9) 
n i n2 • • • n io i=l 

Observe that prior to assigning the second order marginal distributions for the 

rest of the tree, we had to also randomly generate 10 different probabilities for the 

most independent variables (the root variable) when its values belonged to each of 

the above defined sub-intervals. 

To randomly populate the file, we can now randomly assign values to the condi

tional probability from the joint and marginal distributions as follows: If, as per the 

assumed tree-based dependence, variable Vm. depends on variable Vn, this means we 

have to define a set of probabilities, { P n m } , when the value of Vn, say Vin, belongs 
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to any defined sub-interval Ij given that the value of variable Vm, say Vim belongs to 

any sub-interval It. Thus, 

Pmn = Pr(vin 6 Ij\ vim e It), (6.10) 

where i represents the index of the record in the micro-data file and assumes values 

in {1, 2 , . . . , n } . The indices j and I represent the indices of the sub-interval where 

the random variable falls, and which are the result of dividing the entire domain into 

10 sub-intervals. Finally, the indices n and m represent the specific dimensions in the 

micro-data file, and are in the range { 1 , . . . , d}, n ^ m. 

The above procedure was implemented for all pairwise combinations of random 

variables associated with the micro-data file. 

6.3.2 Results 

The experiments conducted were of five categories: In the first set of experiments the 

intention was primarily focused on testing whether the best dependence tree can be 

learned (or rather, inferred) from the continuous micro-data file, and if it sufficiently 

reflected the dependence model. In the second set of experiments, the goal was to 

investigate whether the algorithm is able to infer the dependence model between the 

random variables when additional information about the dependency between the 

sibling in the tree is available. In the third set of experiments, the goal was primarily 

to validate our strategy for determining the subset of variables (from the entire set of 

variables) to micro-aggregate the micro-data file, and to study its effect on the value 

of the IL. The fourth set of experiments was designed to determine the most suitable 

metric to calculate the edge weights of the fully-connected graph so as to minimize the 

required computation time and maximize the accuracy of estimating the dependence 

model and its effect on the value of the IL. Finally, since we are working with 

continuous vectors, the last set of experiments focused on understanding the effect 
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of assuming normality (i.e, the relevance of the Central Limit Theorem [61]) on the 

data set in calculating the edges weights. 

• Experiment Sets 1: 

The first set of experiments was done on two types of data sets: Simulated 

data sets with a known structure of the best dependence tree which is to be 

inferred by the learning algorithm, and the real data sets possessing an unknown 

dependence model between the variables. It is worth mentioning that we could 

not approximate the dependence information of the multi-variate data set in 

its current form due to the inaccurate estimation for the joint and marginal 

probability distributions for continuous variables. This is a consequence of 

having a large domain space with only few records (sometimes only one or two) 

for each region of the corresponding random variable. Consequently, most of 

the estimated marginal and joint probability values were close to zero. Clearly, 

in these cases, the estimated probabilities will not reflect the actual dependence 

relationship between any corresponding variables. 

In order to overcome this challenging problem that prevents us from utilizing 

the dependence information, we were forced to reduce the domain space by 

categorizing the micro-data file as follows: We first scanned the micro-data file 

to specify the domain space of each variable in the file, and then divided it into 

a number of sub-intervals sharing the same width. After that, we achieved a 

categorization phase by replacing the values belonging to a certain sub-interval 

in each variable by the corresponding category/code. For example, in the case 

of the simulated data sets, all the variables shared the same domain space 

between 1 and 1000, which was divided into 10 subintervals, as explained earlier. 

Consequently, all values belong to the [1, 100] interval were replaced by 1, all 

values belong to the [101, 200] interval were replaced by 2 and so on. The above 

procedure was repeated for all the variables so as to generate the categorical 

micro-data file. 

From the above discussion, it is clearly shown that "width" parameter plays a 

predominant role in controlling the degree of smoothing and estimating the best 
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dependence tree. Our experiments indicated that assigning a suitable value to 

the width parameter guaranteed the convergence of the MST to the true un

derlying (unknown) structure of the best dependence tree. The most important 

point that one has to be aware of in a practical scenario is that a larger value 

for the width parameter implies a lower variance and a higher bias, because 

we are essentially assuming a constant value within the sub-interval. Generally 

speaking, the value of the width parameter should be large enough to generate 

a sufficient number of sub-intervals from the defined domain space to guaran

tee a satisfactory level of smoothing. The actual value used is specified in the 

respective experimental results. 

Consider the tree structure given by Sim_l, Sim_2, and Sim_3 as given in 

Figure 6.4. Approximating the dependence information of the simulated data 

sets based on the structure of the MST obtained using the EMIM metric 

succeeded in locating the real structure when the width parameter was set to 

the values 50, 100, and 150 for Sim_l, 70, 100, and 120 for Sim_2, and 90, 100 

and 110 for Sim_3. Figure 6.5 shows the edge weights and the value of Ix for 

each simulated data set when the value of width was equal to 100. Figures 6.6, 

6.7 and 6.8 show different snapshots of the convergence to the final structure of 

the dependence model for various sample sizes for Sim_l, Sim_2 and Sim_3, 

respectively, when the value of the width parameter was set to 100. 

Approximating the dependence information for the real data sets was a little 

more "tricky", because of the unknown structure for the best dependence tree. 

Changing the value of the width parameter has an effect on the structure of the 

best dependence tree to which the algorithm converged. Figures 6.9 and 6.10 

clearly show different structures for the best dependence tree by changing the 

value of the width for the Tarragona and Census data sets, respectively. 

• Experiment Sets 2: 

The second set of experiments involves the so-called Sibling-related Model. The 

aim here was to see if the algorithms possessed the ability to infer the structure 

of the dependence model between the random variables if additional information 
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The Total Weight = 0 .207122 The Total Weight = 0 .246389 

(a) Sim_l (b) Sim_2 

The Total Weight = 0 .28221 1 

(c) Sim__3 

Figure 6.5: The best dependence tree for the simulated data sets obtained by using 
the EMIM metric. 



CHAPTER 6. ENHANCING MATs USING DEPENDENCY 197 

Figure 6.6: The "inferred" dependence tree for the Sim_l binary data set as the 
number of samples increases. The width parameter was set to 100. 

about the dependency between the siblings in the tree is available. The results 

that we have obtained are quite amazing. 

To be more specific, we consider the possibility that after the structure of the 

underlying tree is determined, the probability values between the siblings in 

the structural tree are related. For example, thus, if a particular node had 

index i and its children were nodes j and k, the probabilities that could be 

independently set were: 

Pr[x3 = 0\xt = 0] 

Pr[xj = 0\xi = 1] 

Since the probabilities of the siblings were thus determined, the values of Pr[xk — 

0\xi = 0] and Pr[xk = 0\xi = 1] were then set to be 1 — Pr[xj = 0\xi = 0] 

and 1 — Pr[xj = 0|x?; = 1] respectively. Further, observe that a result of 

these assignments, the probabilities, Pr[xj = l |x; = 0], Pr[xj = l |x, = 1], 

Pr[xk = l\xi = 0] and Pr\xk = l|^i = 1] were automatically assigned, since the 

sum of these quantities and the values of their counterparts, is unity. 

The question we were interested in investigating was to see if our strategy for 
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(a) 1000 (b) 2500 

(c) 4000 

Figure 6.7: The "inferred" dependence tree for the Sim_2 binary data set as the 
number of samples increases. The width parameter was set to 100. 
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Figure 6.8: The "inferred" dependence tree for the Sim_3 binary data set as the 
number of samples increases. The width parameter was set to 100. 
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(c) Width = 150,000 

Figure 6.9: The best dependence tree for the Tarragona data Set obtained by using 
the EMIM metric with various values of the width parameter. 

(a) Width = 1,000 (b) Width = 5,000 (c) Width = 10,000 

Figure 6.10: The best dependence tree for the Census data set obtained by using the 
EMIM metric with various values of the width parameter. 
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learning the dependence tree using the MST on the constructed fully-connected 

graph (where the edges weights are calculated using the EMIM or the %2 

metric) was able to converge to the true (unknown) dependence tree even if this 

sibling relationship was not known. The answer was always in the affirmative. 

By way of example, consider two binomial data sets with 6 variables. Both 

of them share the same dependency model between the variables, as shown 

in Figure 6.11. The only difference between these two data sets is that the 

values of the probabilities used to generate the random variables in the true 

tree structure - which in one case was sibling-related, and in the other was not 

sibling-related. Tables 6.2 and 6.3 show the values of the random probabilities 

which were used in generating each variable in the data set. Observe that in the 

first data set these values are related, while they are independent in the second 

data set. Figure show different snapshots of the convergence to the dependence 

model as the number of samples is increased. 

The actual trees learnt for the data sets, as the number of samples processed 

increased, are given in Figures 6.12 and 6.13 respectively (reported at snapshots 

50, 150 and 5,000). The decrease in the EMIM and chi2 metrics with time 

are plotted in Figure 6.14. Observe that the final inferred tree in both cases is 

exactly the unknown tree - which, again, was correctly inferred, and that the 

values of both the metrics ultimately converged to the lowest possible values. 

Thus we conclude that the relationship between the probabilities of generation 

of the sibling random variables, was not able to "confuse" the algorithm in 

learning the unknown structure. 

It should be mentioned, though, that in the cases in which the sibling probabili

ties were related, the learning was faster - which we believe is quite remarkable. 

All these figures assure that although we have exactly identical dependence 

model, the random probability values between the variables in addition of hav

ing dependent or independent probabilities between the sibling variables play 

predominant role in determining the rate of convergence and the number of 

records which are used to converge to the real model. 
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Table 6.2: The probability values used in generating the corresponding random vari
ables when the corresponding probabilities for the sibling nodes in the structural 
dependence tree are related. 

Probability 

Prob(xl=0) 
Prob(xl=l) 

Prob(x2=0|xl=0) 
Prob(x2=0|x1=l) 
Prob(x3=0xl=0) 
Prob(x3=0xl = l) 
Prob(x4^-0Jxl=0) 
Prob(x4=0|xl=l) 
Prob(x5=0|x3=0) 
Prob(x5=0|x3=l) 
Prob(x6=0|x3=0) 
Prob(x6=0|x3=l) 

value 

0.40 
0.60 
0.30 
0.10 
0.70 
0.90 
0.20 
0.60 
0.80 
0.40 
0.15 
0.76 

Table 6.3: The probability values used in generating the corresponding random vari
ables when the corresponding probabilities for the sibling nodes in the structural 
dependence tree are unrelated. 

Probability 

Prob(xl=0) 
Prob(xl=l) 

Prob(x2^0|xl=-0) 
Prob(x2=0|xl=l) 
Prob(x3=0|xl=0) 
Prob(x3=0|xl=l) 
Prob(x4=0|xl=0) 
Prob(x4=0|xl = l) 
Prob(x5=0]x3=0) 
Prob(x5=0|x3=l) 
Prob(x6=0|x3-0) 
Prob(x6=0|x3=l) 

value 

0.40 
0.60 
0.30 
0.10 
0.60 
0.70 
0.20 
0.60 
0.40 
0.50 
0.15 
0.76 
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Figure 6.11: The best dependence tree for a binomial data sets with 5,000 records 
and 6 variables. 

(a) N = 50 (b) N = 70 (c) N = 80 

Figure 6.12: The "inferred" dependence tree for the binary data set as the number of 
samples increases. In this case, the probabilities between the sibling random variables 
are related. 

(a) N = 50 (b) N = 100 (c) N = 250 

Figure 6.13: The "inferred" dependence tree for the binary data set as the number of 
samples increases. In this case, the probabilities between the sibling random variables 
are unrelated. 
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Figure 6.14: The convergence of the corresponding metric for the Set — UpA data sets 
by using (a) the EMIM metric to calculate the edges weights. In (a) the probabilities 
between the siblings are related, and in (b) these probabilities between the siblings 
are unrelated. 
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• Exper iment Sets 3: 

The third set of experiments verified our conjecture that it was expedient to 

use the sub-set of the variables obtained (from the best dependence tree) by 

projecting the micro-data file into 3, 4 or 5 variables before invoking the multi

variate micro-aggregation process. 

Since an MAT seeks to reduce the loss in the data utility, it must be pointed out 

here that the value of the IL depends on the sub-set of variables used to micro-

aggregate the multi-variate data file. As mentioned earlier, to infer the best 

sub-set of variables to be used in the micro-aggregation, we have to go through 

all the different projection possibilities. The results (Table 6.4) show that the 

estimation of the percentage value of the IL for various data sets obtained by 

projecting the entire data set into specified number of variables prior to invoking 

the MDAV method. The value of the IL was bounded between the minimum 

value (in the fourth column) that was obtained by using the variable indices 

addressed in the third column, and the maximum value (in the sixth column) 

that was obtained by using the indices addressed in the fifth column. The last 

column in Table 6.4 represents the average value of the IL over all the different 

combinations of projected variables in the micro-data file. 

The most interesting observation was that the minimum value of the IL ob

tained by using 3, 4 or 5 projected variables in the Tarragona and Census data 

sets were exactly the same. This implies using the same "most independent vari

ables", which in turn, preserve the same high value for the variance. Therefore, 

in the case of real-life data sets, we recommend projecting the entire micro-data 

file using 3 variables, since using a larger number of variables to project the 

micro-data file requires more time without leading to significant reduction in 

the IL value. 

Practically, due to the exponential number of combinations, we could not cover 

the entire solution space so as to reach to the best sub-set of the variables 

to be used in the micro-aggregation'5. As opposed to this, by involving only 

3On our processor, it took up to a few hours or even days depending on the dimensionality and 
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Table 6.4: The value of the IL obtained by using the MDAV multi-variate MAT 
after projecting various data sets into the specific number of variables. 

Data Set 

Tarragona 

Census 

Sim 1 

Sim_2 

Sim 3 

No. of 
projected 
variables 

1 
2 
3 
4 
5 

1 
2 
3 
4 
5 

1 
2 
3 
4 
5 

1 
2 
3 
4 

1 
2 
3 

No. of 
possible 

combinations 

13 
78 

286 
715 
1287 

13 
78 

286 
715 
1287 

8 
28 
56 
70 
56 

16 
120 
560 
1820 

22 
231 
1540 

Indices of the 
variables used to 
obtain the min. 

value of IL 

10 
11,13 
2,3,10 

2,3,10,11 
2,3,10,11,12 

10 
4,13 

7,8,10 
7,8,10,11 

7,8,10,11,12 

2 
1,8 

2,4,7 
2,4,7,8 

1,3,5,6,7 

2 
1,16 

1,8,11 
1,8,11,12 

2 
2,22 

2,7,13 

The min. 
value of IL 

37.6374 
24.7415 
20.7141 
20.7141 
20.7141 

38.2133 
22.5795 
15.6043 
15.6043 
15.6043 

56.6216 
46.8576 
37.6486 
37.6486 
37.6522 

61.6118 
56.6698 
51.6551 
51.6551 

62.5849 
59.0211 
55.5274 

Indices of the 
variables used to 
obtain the max. 

value of IL 

8 
5,8 

5,6,11 
5,6,11,12 

5,6,11,12,13 

1 
1,8 

1,8,9 
1,8,9,10 

1,8,9,10,11 

3 
3,5 

4,6,7 
4,6,7,8 

3,4,6,7,8 

11 
9,13 
6,8,9 

6,8,9,10 

7 
8,11 

4,6,14 

The max. 
value of IL 

48.1006 
45.6925 
34.1569 
34.1569 
34.1569 

62.9093 
55.634 
45.815 
45.815 
45.815 

59.8342 
51.3179 
42.2961 
42.2961 
42.1577 

63.0976 
59.0037 
54.3367 
54.3367 

64.0993 
60.9375 
57.7998 

The average 
value of IL 

43.1017 
31.6609 
25.1587 
25.4997 
25.6141 

45.79787 
31.618 

21.2046 
22.0308 
22.8299 

58.6944 
49.4823 
39.7095 
39.5901 
39.7102 

62.7308 
58.2026 
53.3249 

53.18 

63.7251 
60.4842 
56.9827 
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the vertices that have the maximum number of I/O edges in the connected 

undirected graph to micro-aggregate the micro-data file, we were able to obtain 

an acceptable value of the IL close to its lower bound, and which is always (in 

all the cases) superior to the average value. Thus, such an automated strategy 

for projecting the multi-variate data sets will reduce the solution space to be 

searched which, in turn, reduces the computation time required to test the 

candidate variables, and to choose the best sub-set from them. 

Tables 6.5 and 6.6 shows the percentage value of the IL obtained by using 

our strategy in projecting the micro-data file into sub-sets of sizes 3 and 4, 

respectively, prior to invoking the MDAV method. When the Census data set 

was projected onto a number of variables prior to the micro-aggregation, the 

minimum values of the IL were equal to 17.47% when the width value was 

equal to 1,000 and the number of variables was set to 3 or 4, to 16.23% when 

the width value was equal to 5, 000 and the number of variables was equal to 

3 or 4. The value of the minimum IL was equal to 18.29% and to 17.70% 

when the width value was equal to 10, 000 and the projection was onto 3 and 

4 variables, respectively. It is worth mentioning that the values obtained were 

quite close to the lower bound of the IL, i.e., 15.60%, as shown in Table 6.4, 

besides being superior to the average values over all the different combinations 

[i.e., 21.20% and 22.03% for 3 and 4 variables, respectively). Similar results 

were obtained for the Tarragona data set when the minimum value of the IL 

using 3 or 4 variables was equal to 24.13% by setting the width value to 50, 000 

or 100,000. But, it was equal to 25.05% when the width was 150,000. Again, 

these values were closer to the lower bound of the IL which was 20.71%, and 

were superior to the average value which was close 25.5%. In Tarragona data 

set, the minimum values of the IL, when the width value was set to 50, 000, 

100,000 and 150,000, were equal to 24.13%, 24.13% and 25.04%, respectively. 

The values obtained were quite close to the lower bound of the IL, i.e., 20.71%, 

as shown in Table 6.4, besides being superior to the average values over all the 

different combinations {i.e., 25.16%). Finally, we would like to state that the 

cardinality of the data set, to exhaustively search the entire space. 
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simulated data set yielded similar results to those of the real data sets where the 

minimum values of the IL were equal to 38.11% for Siml, 51.95% for Sim2 and 

55.82% for Sim3. These values were quite close to the lower bound of the IL 

which were equal to 37.64% for Siml, 51.65% for Sim2 and 55.52% for Sim3, 

respectively. 

Table 6.5: The value of the IL obtained by using the MDAV multi-variate MAT 
after projecting various data sets using 3 variables by using the EMIM metric to 
calculate the edge weights in the connected undirected graph. 

Data set 

Tarragona 

Census 

Sim 1 

Sim 2 

Sim 3 

Width value 

50,000 

100,000 

150,000 

1,000 

5,000 

10,000 

100 

100 

100 

No. of possibilities 

5 

3 

2 

2 

6 

1 

2 

2 

2 

Variable indices 

7,4,1 
7,4,10 
7,4,2 
7,4,12 
7,4,6 
7,4,1 
7,4,2 
7,4,12 
7,4,2 

7,4,12 
1,10,7 
1,10,12 
2,10,8 
2,10,5 
2,10,1 

2,10,13 
2,10,7 

2,10,12 
1,2,12 
1,3,4 
1,3,6 

1,3,4 
1,3,6 

1,3,5 
1,3,18 

IL 

24.1333 
24.1881 
25.0465 
25.6574 
25.6826 
24.1333 
25.0465 
25.6574 
25.0465 
25.6574 

17.4700 
25.3632 
16.2332 
17.3421 
17.7012 
21.0694 
21.1128 
21.5828 
18.2996 

51.9684 
52.1126 

51.9684 
52.1126 

56.1318 
55.8246 

• Experiment Sets 4: 

The fourth set of experiments compares the EMIM and x 2 metrics in calcu

lating the edge weights in the connected undirected graph. Generally speaking, 
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Table 6.6: The value of the IL obtained by using the MDAV multi-variate MAT 
after projecting various data sets using 4 variables by using the EMIM metric to 
calculate the edge weights in the connected undirected graph. 

Data set 

Tarragona 

Census 

Sim 1 

Sim_2 

Sim 3 

Width value 

50,000 

100,000 

150,000 

1,000 

5,000 

10,000 

100 

100 

100 

No. of possibilities 

10 

3 

1 

1 

15 

4 

1 

1 

1 

Variable indices 

7,4,1,10 
7,4,1,12 

7,4,10,12 
7,4,1,6 
7,4,1,2 

7,4,2,10 
7,4,2,12 
7,4,6,10 
7,4,6,12 
7,4,2,6 

7,4,1,12 
7,4,1,2 

7,4,2,12 
7,4,2,12 

1,10,7,12 
2,10,8,12 
2,10,8,13 
2,10,5,8 
2,10,7,8 

2,10,5,12 
2,10,5,13 
2,10,1,12 
2,10,1,13 
2,10,1,5 

2,10,7,12 
2,10,7,13 

2,10,12,13 
2,10,1,8 
2,10,7,5 
2,10,1,7 

1,2,12,10 
1,2,12,5 
1,2,12,8 
1,2,12,7 

1,3,4,6 

1,3,4,6 

1,3,5,18 

IL 

24.1333 
24.1333 
24.1881 
24.2114 
24.9648 
25.0465 
25.0465 
25.6826 
25.6826 
26.0992 

24.1333 
24.9648 
25.0465 
25.0465 

17.4700 
16.2322 
16.2322 
17.0012 
17.0012 
17.3421 
17.3421 
17.7012 
17.7012 
19.4846 
21.1128 
21.1128 
21.5828 
21.9116 
23.0105 
26.4757 

17.7012 
19.4846 
21.9116 
26.4757 

38.1105 

51.9684 

56.1318 
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the x2 is faster in leading to a convergence to the best dependence tree than 

the EMIM metric since it required a smaller number of observations or records 

to converge. It is worth mentioning, though, that both metrics converged to 

the same true structure of the dependence model for the simulated data sets 

by setting the value of the width parameter to 100. The scenario is completely 

different for the real data sets, as seen in Figures 6.15 and 6.16 which display 

different structures for the best dependence tree for the Tarragona and Census 

data sets, respectively, using various values for the width parameter. Table 

6.7 shows the value of the IL obtained by invoking the MDAV method af

ter projecting various data sets into three variables by using the \ 2 metric to 

calculate the edges weights in the connected undirected graph. In the simu

lated sets, the x2 metric led to the same value of the IL which was obtained 

by using the EMIM metric because they converged to the same dependence 

tree, implying that they used the same set of variables to micro-aggregate the 

micro-data file. As opposed to this, in the real data sets, the x2 converged to 

a different "best" dependence tree compared to the one obtained by using the 

EMIM metric, thus leading to a different value of the IL. In general, the value 

of the IL obtained by using the x2 metric was lower than the corresponding 

value obtained by using the EMIM metric for the Census data sets, but it was 

higher than the value obtained by using the EMIM metric in Tarragona data 

set. Table 6.7 shows that the values of the IL for the Tarragona data set, when 

the width value was set to 50,000, 100,000 and 150,000, were equal to 25.1%, 

24.8% and 25.7%, respectively, and for the Census data set the minimum values 

of the IL were equal to 17.47% when the width value was set to 1, 000, 16.23% 

when the width value was set to 5,000, and to 18.16% when the width value 

was set to 10, 000. In general, the %2-based solution space was superior to the 

EMIM-bused solution. 

• Experiment Sets 5: 

The distribution of the average of a set of random variables tends to be Nor

mal, even when the distribution of the individual random variable is decidedly 
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(a) Width = 50,000 (b) Width = 100,000 

(c) Width = 150,000 

Figure 6.15: The best dependence tree for the Tarragona data set obtained by using 
the x2 metric with various values of the width parameter. 

(a) Width = 1,000 (b) Width = 5,000 

(o) Width = 10,000 

Figure 6.16: The best dependence tree for the Census data set obtained by using the 
X2 metric with various values of the width parameter. 
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Table 6.7: The value of the IL obtained by using the MDAV multi-variate MAT 
after projecting various data sets using 3 variables by using the x2 metric to calculate 
the edge weights in the connected undirected graph. 

Data set 

Tarragona 

Census 

Sim 1 

Sim_2 

Sim_3 

Width value 

50,000 
100,000 
150,000 

1,000 

5,000 

10,000 

100 

100 

100 

No. of possibilities 

1 
1 
1 

2 

4 

4 

2 

2 

2 

Variable indices 
7,2,12 
7,1,12 
7,4,12 
1,10,7 
1,10,12 
10,2,8 
5,8,2 
10,5,2 
10,5,8 
1,5,8 
1,8,12 
1,5,12 
5,8,12 

1,3,4 
1,3,6 

1,3,4 
1,3,6 

1,3,5 
1,3,18 

IL 

25.0923 
24.8137 
25.6574 
17.4700 
25.3632 
16.2322 
17.0012 
17.3421 
22.5430 
18.1627 
18.8725 
20.2778 
21.9324 

51.9684 
52.1126 
51.9684 
52.1126 

56.1318 
55.8246 
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non-Normal. This is a consequence of the Central Limit Theorem, which is the 

foundation for many statistical procedures, because the distribution of the phe

nomenon under study does not necessarily have to be Normal. Therefore, the 

last set of experiments assumes the Normality of the micro-data file to quickly 

compute the first and second order marginals, and to thus lead to the MST 

for computing the best dependence tree. Subsequently, we applied our strategy 

to choose the subset of random variables to project the file before invoking the 

MDAV method. 

Under an assumption of normality, the edge weight, tUy, between two variables 

Vi and Vj in the connected undirected graph can be calculated by [136]: 

Wij =-^ log(l - pi) (6.11) 

where pf • represents the correlation coefficient between the two variables Vi and 

Vj in the graph. 

The beauty of estimating the dependence model assuming normality is that 

it does not depend on any parametric value. Therefore, it leads to a unique 

MST if the edges weight are unique. Figure 6.17 shows the best dependence 

tree for the simulated and real data sets. It is worth mentioning that using the 

correlation between two random variables in calculating the edges weights of the 

graph does not lead to convergence to the "true" underlying dependence model 

in the case of the simulated data sets. However, generally the overall process 

yielded a value of IL close to the minimum value of the IL after projecting 

the entire data set into 3 variables although the search space was greater than 

the search space that resulted from using the j 2 or the EMIM metrics. The 

minimum value of the IL was equal to 23.10% for Tarragona data set, 16.34% 

for Census data set, 37.8% for Siml, 51.96% for Sim2, and 55.64% for Sim3. 

Finally, we conclude by stating that each method of calculating the edges weights 

has its own advantages and disadvantages. We believe that, in practice, the user is the 

only one who is capable of deciding which is the most suitable metric for the specific 
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Table 6.8: The value of the IL obtained by using the MDAV multi-variate MAT 
after projecting various data sets into 3 variables assuming normality. 

Data set 

Tarragona 

Census 

Sim_l 

Simjl 

Sim 3 

No. of possibilities 

5 

5 

6 

3 

10 

Variable indices 

2,4,10 
2,4,1 
2,4,7 
2,4,12 
2,4,6 

4,10,5 
4,10,9 
4,10,6 
4,10,7 

4,10,12 

7,2,3 
7,1,3 
7,1,6 
7,2,6 
7,3,6 
7,1,2 

4,1,3 
4,1,12 
4,3,12 

20,1,5 
20,2,13 
20,2,5 
20,2,3 
20,1,3 
20,1,13 
20,5,13 
20,3,5 

20,3,13 
20,1,2 

IL 

23.1068 
24.9648 
25.0465 
25.9818 
26.0992 

16.3416 
16.8352 
19.6712 
20.2959 
20.9725 

37.8147 
37.8676 
38.1610 
38.1704 
41.4843 
42.0634 

51.9684 
52.0159 
53.9267 

55.6419 
55.6631 
55.8020 
55.8722 
55.9010 
55.9474 
57.1943 
57.3903 
57.4192 
57.4770 
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(a) Tarragona (b) Census 

(c) Sim_l e) Sim_3 

Figure 6.17: T h e best dependence t ree for the real and s imulated d a t a sets assuming 

normali ty. 
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data sets. Table 6.9 summarizes the characteristics of each metric in calculating the 

edge weights of the connected undirected graph. 

Table 6.9: Characteristics of the EMIM, \ 2 a n d Correlation metrics in calculating 
the edges weights of the connected undirected graph. 

Width parameter 

No. of Combinations 
in search space 

Convergence to the best 
dependence tree structure 

Convergence speed 

EMIM 

Sensitive 

Medium 

Converge 
Slower than 

X2 metric 

x2 

Sensitive 

Small 

Converge 
Slower than 

assuming Normality 

Correlation 

Not sensitive 

Large 
Does not 

always converge 
Faster than 

both metrics 

6.4 Conclusions 

In this chapter we have shown how the information about the structure of the de

pendence between the variables in the micro-data file can be used as a fundamental 

indicator before invoking any MAT. By using this information, we have proposed a 

new automated scheme as a pre-processing phase to determine the number and the 

identity of the variables that are to be used to micro-aggregate the micro-data file. 

This is achieved by constructing a connected undirected graph whose nodes represent 

the random variables in the micro-data file, edges represent the statistically depen

dencies, and the edges weights are computed either by using the EMIM, \ 2 o r the 

correlation values when a normality constraint is assumed. The experimental results 

show that such a methodology involving projecting the multi-variate data sets reduces 

the solution space, which further directly reduces the computation time required to 

search the entire space combinatorially. In spite of this, this methodology leads to 

a solution whose IL values are close to the minimum value of the IL that can be 

obtained by exhaustively searching over the entire search space. 



Chapter 7 

Conclusion and Future Research 

7.1 Overall Contributions 

With the increasing ability of users to access data and information, privacy and se

curity have become primary concerns. Simultaneously, the need to access detailed 

statistical information is becoming mandatory for various governmental and private 

companies. This Thesis dealt with the issue of security and the efficient utility of data 

in the protection of micro-data files in statistical agencies. We specifically considered 

the problem of preventing the disclosure of confidential information concerning partic

ular individuals without significantly harming the utility of the data being protected. 

In this context, we argued that the DR and IL, and a composite newly-devised metric 

are among the most important metrics for protecting the statistical data. 

The research in this Doctoral Thesis focused on the family of MATs which include 

recent well-known techniques in the area of SDC for micro-data. The rationale behind 

these techniques is the confidentiality rules of dissemination that allow publication 

if, and only if, each record in the published file corresponds to a group of a size 

equal to k or more individuals, where no individual in the original file dominates the 

group excessively. In general, data aggregation is not only the central concept in 

217 
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data security and privacy, but also in many applications in computer science, such as 

artificial intelligence and data mining. 

This section summarizes the work presented in this Thesis, and gives the overall 

conclusions of each chapter, and the lists of areas where further research can be 

conducted. In all brevity we mention that while Chapter 1 introduced the overall 

Thesis, and listed its main motivation and objectives, Chapter 2 embarked on a fairly 

comprehensive survey of the field of SDC techniques in general and, more specifically, 

on the family of MATs. In addition to covering the different approaches to measure 

the IL and DR. Chapter 2 described the existing methods available to resolve their 

conflicting goals. 

The main contributions of the Thesis involve: 

1. Enhancing the Heuristic A;-Ward MAT. 

2. Using Fixed Structure LA to Solve the MAP. 

3. Using NN Methods to Solve the MAP. 

4. Utilizing Dependence-Based Information for MATs. 

We shall visit each of these in the next section. 

7.2 Enhancing the Heuristic /c-Ward MAT 

7.2.1 Contributions 

This chapter presented an enhancement to the fc-ward MAT with respect to the 

required computational time. This was achieved by, first of all, minimizing the com

putational burden involved in evaluating the between-class distance matrix, and also 

by recursively partitioning the entire data set before invoking the standard fc-Ward 
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method. The latter optimization partitioned the data set using either a fixed thresh

old or a dynamic one. In this chapter we showed that invoking these two optimization 

strategies simultaneously could reduce the computational time up to 90%. The various 

optimization strategies were applied to uni-variate data sets, and also on multi-variate 

data sets projected using the first principal component or the sum of Z-scores. 

7.2.2 Future work 

We foresee the following avenues for future research. 

1. The question of investigating how these methods can be used for multi-variate 

online statistical databases is open. 

2. Clearly, a shortest path algorithm will lead to an optimal solution. We sub

mit that the philosophy that we have introduced in Chapter 3 is also valid for 

shortest-path-based algorithms. Indeed, the question of whether the shortest 

path for the graph can be approximately computed quickly using recursive invo

cations of shortest paths for its sub-graphs is a very interesting problem. Such 

a study remains open. 

3. We believe that our recursive strategy can be rendered applicable to a "multi

variate k-Ward" heuristic that does not rely on such a uni-variate projection. 

Although we are currently considering how our matrix optimizing operations can 

be applied to the scheme proposed in [45], it does not seem to be straightforward. 

This work is still open. 

4. It is plausible that our proposed time-based optimization could induce some 

statistical bias in the way the data is aggregated. It would be interesting to 

see what impact this has with respect to the privacy issue. However, we add in 

passing, that such a bias-based analysis will be data and distribution dependent 

and, is thus, far from trivial. 
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5. Problems related to statistical inference in databases have been solved with a 

variety of tools [2, 12, 35, 36, 37, 97, 114]. Incorporating these tools into our 

present framework would help to describe the limitations of our approach and/or 

the types of data sets that are, or are not, well suited for such an aggregation 

technique. Interestingly, this could involve the extension of our mechanism for 

discrete or ordinal data elements. All of these are open problems, warranting 

research "projects" in their own right! 

7.3 Using Fixed Structure LA to Solve the MAP 

7.3.1 Contribution 

This chapter proposed the use of a sophisticated learning algorithm, namely the 

OMMA, to solve the MAP and optimize the MAT. The method was based on the 

notion of specifying various levels of uncertainties for pairs of individuals belonging 

to the same group. The OMMA increased or decreased these uncertainty levels 

depending on whether a known similar pair is "correctly" or "incorrectly" clustered by 

the algorithm. The new algorithm was compared extensively to another algorithm 

that was developed and implemented in the //-Argus software package (MDAV). It 

yielded the same results as the latter for the uni-variate case, and showed improvement 

for multi-variate micro-aggregation. The improvement in the value of the IL measure 

was about 10% on real data sets, and up to 13% on simulated data sets. Preliminary 

tests showed that the proposed strategy scales well with respect to the size of the 

data set, the dimensionality, and the group size. By defining a composite measure 

involving the IL and DR, we proved that proposed strategy also obtains a minimum 

score value when compared to the MDAV method. This indicates that the OMMA 

technique is probably the best MAT not only from the IL perspective, but also from 

the viewpoint of a measure which was a combination of the IL and DR. 
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7.3.2 Future Work 

We foresee the following avenues for future research. 

1. It will be interesting to see how we can extend the OMMA for the data-oriented 

micro-aggregation, where the group size, rij, satisfies fc < n, < 2k. 

2. The question of studying whether the minimum group size constraint can be 

treated as a "soft constraint" associated with a certain preference level is open. 

3. The problem of incorporating other families of learning automata, especially 

those of continuous variable structure types, with a fixed-size or variable-size 

group constraints, is also unsolved. 

4. The question of applying the concepts of hierarchical OMMA for a large data 

set is also an interesting avenue for future work. 

5. Finally, it would be good if some studies were conducted to compare the OMMA 

to the MDAV with respect to the computational time for large real data sets, 

typically containing more than 100, 000 records. 

7.4 Using NN Methods to Solve the MAP. 

7.4.1 Contribution 

This chapter provided a practical methodology (for micro-aggregating the micro-data 

file) that is based on the theory of NNs and their novel clustering properties. Our 

newly-proposed scheme, referred to as the I AM AT, introduced the Association and 

the Interaction between records as a new metric for measuring the similarity. The 

I AM AT strategy preserved the meaning of the closeness between the records so as 

to coalesce them into groups, and to also maximize the actual Interaction among the 

records inside each group. In general, incorporating the concepts of the Interaction 
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among the records and their mutual Association, had been shown to be advantageous 

to solving the MAP, because they have the effect of minimizing the IL. Our experi

ments clearly showed a significant improvement to the state-of-the-art MDAV. The 

improvement in the value of the IL measure was about 8% on real data sets and up 

to 14% on simulated data sets. This indicated that the resulting clusteres results in 

better grouping compared to the classical Euclidean distance approach. Preliminary 

tests showed that the new strategy scales well with respect to the cardinality of the 

data set, the dimensionality, and the group size. Again, the method also yields a 

superior SI value when compared to the MDAV method. This indicated that the 

I AM AT is probably one of the best MATs not only from the IL perspective, but 

also from the viewpoint of a measure which is a combination of the IL and DR. 

7.4.2 Future Work 

We foresee two avenues for future research. 

1. It would be fascinating to study how we could extend the I AM AT towards 

data-oriented MAT, where the group size, n*, satisfies k < Ui < 2k. 

2. The question of investigating the effect of having a dynamic value of a on the 

compactness of each group and on the value of the IL remains unsolved. We 

believe that we can compute the dynamic value of a in any iteration based on 

the remaining unassigned records at the end of every iteration in the clustering 

phase. As opposed to this, the fixed value is computed once before invoking the 

clustering phase, and is based on the entire data set. 
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7.5 Utilizing Dependence-Based Information for MATs 

7.5.1 Contr ibut ion 

This chapter discussed how the presence and structure of dependency between a 

set of random variables in the micro-data file is valuable information that can be 

used as a fundamental indicator before invoking any MAT. We proposed a new 

automated scheme as a pre-processing phase to determine the number and the identity 

of the variables that are to be used in the micro-aggregation phase. This is achieved 

by constructing a completely connected, undirected graph whose nodes represent 

the random variables in the micro-data file, whose edges represent the statistically 

dependencies, and whose edge weights are computed by using either an information 

theoretic, x2 o r correlation-based measure. The advantageous and disadvantages 

of these respective measures were investigated. The experimental results showed 

that such a methodology involving projecting the multi-variate data sets reduces the 

solution space, which further directly reduces the computation time required to search 

the entire space combinatorially. Additionally, this methodology leads to a solution 

whose IL values were close to the minimum value of the IL obtained by exhaustively 

searching over the entire search space. In general, this chapter presented an entirely 

new approach to tackling a tough problem for which no prior solution was available. 

7.5.2 Future Work 

We foresee three avenues for future research. 

1. We believe that our newly automated scheme can be rendered applicable to any 

known MAT. Therefore, it will be interesting to see how it can be applied to 

the OMMA, and the I AM AT. 

2. An investigation on the effect of this methodology on the value of the DR would 

also be interesting. 
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3. As argued above, the use of dependence information can help to reduce the re

quired computational time in the aggregation stage, so as to effectively measure 

the distance between the records. We believe that capturing such dependence 

information is not only important to MATs, but also to other SDC techniques, 

such as data swapping. However, since data swapping annihilates multi-variate 

relationships - such as the regression and the correlations between two or more 

variables [96] - the question of considering how the swapping can be used on a 

selected set of dependent variables without disturbing or removing any mutual 

relationships, remains open. 

7.6 Future Research Avenues 

From the literature we have reviewed, it appears as if there is a scarcity of good 

practical methods for MATs which are based on perturbative techniques. We do not 

imply that there are no methods available, or that none of them perform well. On 

the contrary, as mentioned in Chapter 2, numerous methods have been proposed and 

studied, especially in the recent past, where novel schemes for specific applications 

have been developed. But based on the fact that this field is relatively new, none of 

these methods have attained to such a degree of maturity so as to grant it the right 

to be called a "standard benchmark technique" worthy to be imbedded as a built-in 

function and labeled as being the "optimal" strategy. However, some of the available 

methods are very promising, and, generally speaking, using an adaptive clustering 

method in an MAT represents a very positive approach. This is because it will 

reduce the area of the search space significantly by enforcing the group size constraint 

[15, 79, 130, 138]. Additionally, combining data mining tools with the MAT can be 

very beneficial since a resulting scheme can yield a good trade-off between the DR 

and the IL criteria [59, 131, 137]. 

Several overall research directions for further investigation arise from this Thesis. 

They are discussed below. 
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• The need to further merge the areas of LA and micro-aggregation so as to devise 

a novel MAT, which can provide variable-size groups for a multi-variate data 

set, is open. We know that the main challenge in micro-aggregation is to de

sign good heuristics which minimize the IL and the DR. This can be achieved 

by providing a variable-group size which, in turn, implies a lower loss in the 

data utility because it generates more homogeneous groups. This, of-course, 

also leads to the preservation of the natural data aggregation by allowing the 

group sizes to be between k and 2k — 1. In addition, a variable-group size will 

result in decreasing the likelihood of the information being compromised. How

ever, such a variable-group size constraint would directly imply a more complex 

implementation than the schemes which constrain a fixed-size, as explained in 

Chapter 4. 

The primary disadvantage of the current OMMA scheme is that the micro-

data file is to be equi- partitioned. With a little insight it is not trivial to 

translate the fixed- size constraint into the variable-size constraint. Hence, 

this improvement will decrease the IL and the DR. Generalizing the OMMA 

to handle the variable group size constraint will increase the difficulty of the 

problem, since we have no formal method of determining how to characterize 

the optimal solution. The main concept utilized in the OMMA version was the 

limit imposed on the number of records in each group. The purpose of setting 

this limit was to prevent having any interleaving groups. But if variable-group 

size is used, this limit is no longer valid since each class may or may not have 

exactly the same number of groups. In other words, in the current version we 

assumed a knowledge of the number of the groups. In contrast, in a future 

study, we would seek a solution, which requires the number of groups to be 

bounded between n/(2k — 1) and n/k. 

Due to the fact that each group may have a different number of records (i.e., 

between k and 2k — 1), the religious invocation of the OMMA is not applicable. 

With a little insight, it is easy to see that the scenario encountered for a reward 

does not pose any explicit problem (see Section 4.3). This is because enforcing 
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the reward condition does not alter the basic constitution of the groups. On 

the other hand, the problems encountered on enforcing a penalty are numerous 

which deserve further investigation. 

• Numerous government organizations, such as Statistics Canada, aim to release 

useful statistical summaries for public use and for analysis, without violating 

the confidentiality requirements. An extremely fascinating avenue for future 

work is to focus on applying our newly-developed techniques to such real-life 

data sets. The main goal of such studies will be to test the applicability of the 

applied methodology in a real scenario, and to assess their ability to overcome 

the relevant limitations and handicaps of the currently-used methods. Besides 

this, it would be beneficial to analyze the effect of the new micro-aggregation 

schemes from the perspectives of regression, dependency, and linear models. 

Such an investigation would also attempt to extensively study the effect of the 

micro-aggregation process on the IL, DR, and the SI. 

• The wavelet transformation possesses the characteristic of providing spatial and 

frequency domain information, which play a predominant rule in many appli

cations such as image compression, watermarking, and clustering. An integra

tion between the fields involving wavelet transformation and micro-aggregation 

would prove to be extremely rewarding. To the best of our knowledge, we are 

not aware of any MAT that utilizes the characteristics of wavelets during the 

micro-aggregation process. We believe that such a transformation can guide 

the process of micro-aggregation by operating in the transformed feature space, 

and by thus identifying clusters at different levels of the transformed space. The 

goal of such a research endeavor would be to understand how this integration 

can be achieved while simultaneously preserving almost the same computational 

time and minimizing the loss in the data utility and the risk of disclosing the 

confidentiality. 

• The processes of updating, deleting, or inserting individual records in the micro-

data file causes a serious problem in the problem of micro-aggregation. This, 

in turn, implies a large burden on the time and storage required to re-compute 
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the micro-aggregated file after the change. The question of devising MATs in 

the presence of time varying data files remain open, and would definitely lead 

to many future research projects and theses. 
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