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Abstract 

The population is aging at an unprecedented rate around the world and the majority of the 

aging population suffers from chronic illnesses like heart disease, stroke, diabetes, 

respiratory diseases, and cancers in addition falls are major cause of mortality with 

elderly patient 

Remote patient monitoring offers improved care to patients with chronic and/or acute 

illnesses in their place of residence without the need for frequent visits to the hospital, 

thus reducing the medical cost as well as improving the quality of life for the patients. A 

remote patient monitoring system architectural design is proposed that is cost effective, 

robust and scalable so that components can be added as plug-and-play modules. 

The proposed architecture was extended to include an adaptive information content 

management method and buffering scheme to reduce the loss of patient data and improve 

survivability of the monitoring system under adverse network conditions like network 

congestion and/or temporary loss of network connectivity. 

A remote patient monitoring system to monitor bed occupancy using a pressure 

sensitive mat was implemented and a trial was conducted to verify its application in the 

field. A usability study was done to evaluate the user response to a graphical user 

interface (GUI) prototype for the bed occupancy remote patient monitoring system. Using 

the feedback from this usability study, the functional GUI was implemented. The 

application of an adaptive information content management method for the bed 

occupancy monitoring system was demonstrated and the improvement in the survivability 

of the system was evaluated. 
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Chapter 1: Introduction 

1.1 Motivation 

The population is aging around the globe at an unprecedented rate. The UN report on the 

aging population states that "By 2050, the number of older persons (60+years) in the 

world will exceed the number of young for the first time in history." [1]. The health of a 

person typically deteriorates as they age. An aging population will have significant 

impact on health care spending and costs. Elderly people are more likely to suffer from 

chronic diseases like, congestive heart failure, diabetes, Chronic Obstructive Pulmonary 

Disease (COPD) and chronic wounds or skin ulcers. 

In the last decade and especially in last 5 years there has been enormous interest and 

research in technologies for Remote Patient Monitoring (RPM), telemonitoring, 

homecare, smart homes and eHealth. This has been facilitated by the advances in cheaper 

hardware, sensor technology, Wireless Personal Area Network (WPAN) technology 

(Bluetooth, Zigbee etc), the Internet and increased bandwidth available over wireless 

broadband networks. 

Innovative approaches to chronic health care services are needed to reduce the burden 

on already stretched resources and to keep the cost of care manageable. Telehealth 

technologies, specifically the RPM technologies, are one such innovation [2]. 
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The RPM systems collect and monitor patient status in an environment outside of 

hospital or supervised medical facility. Monitoring of patient data involves the use of 

medical and non-medical sensors, software and hardware for collecting, processing and 

transmitting data/results to the remote healthcare provider. The data/results can be 

transmitted continuously or periodically as well as in real-time or via store and forward 

method. These data/results are then used by healthcare providers to monitor the patient's 

status for emergency intervention as well as trend review. Figure 1.1 shows a generic 

architecture of an RPM system. The patient home signifies where patient resides and non-

wearable sensors are present. The connection to network from home can be wired or 

wireless. On the other hand wearable sensors can be monitored in home and outside using 

wireless technology. 

WiredAMreless 
Network 

Health 

r«f 
j^bk. ^ T « • ^HHk mL:..:W& 
1™""'H 

j _ i i 

/ f ^ 

Database 

• 

C ~\ Data 
Analysis 

^ \ J 

Central Node 

V 
GUI 

Figure 1.1: Generic Architecture of an RPM System. 
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Mobile (m) Health is defined as using mobile communications devices such as PDAs 

and mobile phones to provide health services and information. mHealth provides a 

convergence of wireless communication and computing technologies to provide 

healthcare services. One of the strategies mHealth uses to provide healthcare services 

include the use of the RPM system [3]. 

Given the challenges of limited financial and human resources and changing 

demographics, the RPM systems will play a critical role in improving the quality of 

service for patients at a reduced cost as well as in reducing the stress and strain on 

healthcare providers. With high bit rate 4G network a feature rich and comprehensive 

RPM system with the ability to monitor various chronic and acute conditions becomes 

realizable [3]. 

1.2 Problem Statement 

The driver for this thesis is the current lack of the architectural framework for the RPM 

systems. There is a significantly growing interest in the use of the RPM systems in 

healthcare. With healthcare costs and aging population, research is being widely 

conducted in to the RPM systems with a variety of sensors for different medical 

conditions, Wireless Sensor Networks (WSNs), signal processing of sensor data, Body 

Area Network (BAN) and data. Most of the currently proposed RPM systems monitor a 

set of medical conditions using different wireless sensor technologies (WSN and BAN). 

There is very little work done on how to integrate monitoring systems for individual 

biological/environmental signals in a synergetic and unified RPM system. Lack of 

standardization for the RPM systems has lead to systems that are incompatible due to 

different technologies used as well as differences in their architecture. They cannot be 
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integrated in to a comprehensive RPM system, thus interoperability of different RPM 

systems is not guaranteed. 

There is very little work being done in the area of overall architecture of the RPM 

system. Unless a generic architectural model for the RPM systems is defined too many 

heterogeneous models of the RPM systems will exist leading to limited penetrations due to 

incompatibility, restricted scope and even obsolescence due to constantly evolving 

technology in the network and computing field. 

If the RPM systems are to achieve wider penetration architectural design of the RPM 

systems capable of monitoring a variety of medical conditions as well as being flexible 

enough to integrate newer sensors, wireless technologies and providing scalability so that 

newer sensors/processors/software can be added as plug-and-play modules is critical. 

1.3 Thesis Objective and Scope 

This thesis addresses the area of architectural framework for an RPM system. The RPM 

system architecture needs to be forward looking to take advantage of the newer wireless 

technologies like 4G and above which offer significantly higher network bandwidth than 

before as well as proliferation of smartphones. It also must be able to integrate well with 

the newer computing paradigm shift like cloud computing. 

Wireless networks suffer from network congestion during peak hours as well as 

temporary loss of connectivity for short duration. While no RPM system can survive 

catastrophic network failure, the RPM system architecture needs to be robust and ensure 

that component failures, network congestion and temporary loss of network connectivity 

are handled without risking the patient's wellbeing. 
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The objective of this thesis is to develop a generic framework for the architecture of an 

RPM system that is scalable, adaptable for different sensor technologies and medical 

conditions, non intrusive, real-time, mobile, cost effective and robust. The proposed RPM 

system architecture utilizes the higher bandwidth available with upcoming wireless 

technologies like 4G and beyond as well as fits in well with future trends in computing 

models like cloud computing. 

The first part of this thesis proposes an Adaptive Information Content Management 

(AICM) methodology for the RPM system architecture that is robust and can handle short 

term network congestion as well as temporary loss of network connectivity without losing 

critical patient data. The proposed method ensures that the patient's welfare is not 

jeopardized due to network conditions. The thesis will demonstrate how the proposed 

AICM methodology for an RPM system can be applied to pressure sensitive mat sensor 

data to improve survivability of the RPM system under adverse network conditions. No 

clinical trial was done to collect pressure sensor data used in this research. The pressure 

sensor data used was collected during an earlier clinical trial by a separate research team at 

Carleton University. 

An implementation of an RPM system using pressure mats to monitor bed occupancy 

of the patient will be presented to demonstrate how the proposed RPM system architecture 

can be functionally realized in practice. A usability trial will be conducted to gain 

understanding of the healthcare provider's requirement for the Graphical User Interface 

(GUI) with the RPM system. The implemented bed occupancy RPM system will be used 

for the usability trial. The results of the usability trial will be used to implement a GUI for 

the bed occupancy RPM system. 
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1.4 Thesis Contribution 

The following is a list of the research contributions that were made during this thesis 

research; the details of the contributions will be explained throughout the following 

chapters. 

• Proposed a centralized processing architecture for an RPM system that will 

utilize the high bandwidth available with 4G and higher wireless network in 

the future. The proposed architecture can seamlessly integrate with future 

computing models like cloud computing. The proposed architecture is easy to 

maintain, upgrade and is scalable. 

• An AICM method is proposed for the RPM systems that will significantly 

improve the survivability of the RPM system when there is network congestion 

causing a drop in available network bandwidth and/or temporary loss of 

network connectivity. The AICM method handles adverse network condition 

by reducing the bandwidth requirements of the RPM system while still 

preserving the critical patient data. The proposed AICM method is presented 

in Chapter 5. 

• A buffering scheme for the AICM method is proposed to maximize the 

survivability time of the RPM system. 

• The proposed AICM method was applied to the bed occupancy data collected 

in an earlier clinical trial to demonstrate how improved survivability for the 

RPM system can be realized. The proposed AICM method and buffering 

scheme presented in Chapter 5, 6 and 7 has been submitted for review in [4]: 

V. Joshi, A. Arcelus, M. Holtzman, R. Goubran and F. Knoefel, "Adaptive 
Information Content Management and Buffer Caching Design for Robust 
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Remote Patient Monitoring System," IEEE Trans, on Information Technology 
in BioMedicine, 2011 (under review). 

• Implemented a bed occupancy RPM system using pressure sensitive mats to 

monitor bed entry/exit times of the patient. The implemented bed occupancy 

RPM system was tested in a lab and was trialed with a voluntary patient for 

one week. The system was also used to collect entry/exit data for the smart 

home project at Carleton University called Technology Assisted Friendly 

Environment for the Third Age (TAFETA) located at the Elisabeth Bruyere 

Hospital in Ottawa, Canada. 

• A usability study was conducted by research teams at Carleton and Wilfrid 

Laurier University along with University of Toronto's Nursing school for the 

usability test and qualitative analysis of the GUI design of the RPM system 

which included the pressure sensitive mat sensor for the bed entry/exit 

monitoring along with a GPS sensor. A GUI prototype was developed for the 

usability study. Using the results of the usability study a GUI was designed for 

the bed occupancy RPM system. The proposed bed occupancy RPM system 

was presented at [5], [6] and [7]: 

W. Sun, H. Nguyen, D.M. Doran, R. Goubran, S. Doherty, F. Knoefel, A. 
Tosine, V. Joshi, and E. Sadowski, "Integration of Bio-mobility Information 
with at Point-of-Care Decision Support System for Safer Client Care," 
presented at the Canadian Nursing Informatics Association, Mississauga, ON, 
Nov. 22-25, 2009. 

W. Sun, H. Nguyen, D.M. Doran, R. Goubran, S. Doherty, F. Knoefel, A. 
Tosine, V. Joshi, and E. Sadowski, "Integration of Bio-mobility Information 
with at Point-of-Care Decision Support System for Safer Client Care," 
presented at the Sigma Theta Tau 23rd Annual Research Conference: 
'Promoting Excellence in Nursing Practice Through Research'. London, ON, 
Apr. 30, 2010. 
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H. Nguyen, D.M. Doran, R. Goubran, S. Doherty, F. Knoefel, A. Tosine, H. 
Nguyen, V. Joshi, W. Sun, and E. Sadowski, "Integration of Bio-mobility 
Information with at Point-of-Care Decision Support System for Safer Client 
Care," presented at the 4th National Community Health Nurses Conference, 
Toronto, ON, June 16-18, 2010. 

The two posters presenting the user and sensor aspects of the RPM system 

was accepted and presented at the e-Health 2010, Vancouver, BC, May 2010, 

[8] and [9]: 

D. Doran, R. Goubran, S. Doherty, F. Knoefel, A. Tosine, H. Nguyen, V. 
Joshi, W. Sun and E. Sadowski, "Technology Integration Into Home Care 
Nursing: Meeting the Challenges of Chronic Disease Management," poster 
presentation at e-Health 2010, Vancouver, BC, May 30 - June 3, 2010. 

A. Tosine, H. Nguyen, V. Joshi, D. Doran, A. Parush, R. Goubran, S. 
Doherty and E. Sadowski, "User Research of a Proposed Home Care 
Clinician's Non-intrusive Remote Monitoring System's Graphical User 
Interface," poster presentation at e-Health 2010, Vancouver, BC, May 30 -
June 3, 2010. 

1.5 Thesis Outline 

Chapter 2 provides details of the current status of the RPM system. It also outlines 

objectives of the RPM system along with sensor technologies employed in the RPM 

system. It captures the various architectural design criteria for the RPM system. 

Chapter 3 outlines the architecture of the existing RPM systems. 

Chapter 4 proposes centralized data processing architecture for the RPM system that 

exploits the high bit rates available with current and future high capacity wireless 

network like 4G and beyond. It also provides a comparison of the proposed architecture 

with the architecture of the RPM systems currently being used. 
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An AICM method for the RPM system is proposed in Chapter 5. This proposed 

method provides for a robust architecture for the RPM system with improved 

survivability in case of network congestion or temporary loss of network connectivity. 

Chapter 6 proposes a data buffering scheme for the proposed AICM method to 

enhance the survivability of the RPM system. 

Chapter 7 provides the details of the implemented bed occupancy bed entry/exit RPM 

system. It also gives details of the usability study for the GUI requirements for an RPM 

system. Implementation of a GUI for the bed occupancy RPM system based on the 

results of the usability study are also presented along with results of the patient trial 

conducted using the implemented bed occupancy RPM system. It then goes on to show 

an example of how the AICM method for the RPM system can be realized using the bed 

occupancy RPM system as an example. 

Chapter 8 presents a discussion on different techniques that may be used for the 

AICM for an RPM system. 

Chapter 9 presents conclusions from the thesis including the contribution and 

suggestions for future work. 

References are listed at the end. 
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Chapter 2: Remote Patient Monitoring System 

Design Considerations 

2.1 Background 

The WHO (World Health Organization) report "Preventing chronic diseases: a vital 

investment" estimates that without preventative actions 388 million people will die from 

chronic diseases in the next 10 years. Many of these deaths will occur prematurely, 

affecting families, communities and countries [10]. It also indicates that chronic disease 

does not only affect elderly people, "almost half of chronic disease deaths occur 

prematurely, in people under 70 years of age. One quarter of all chronic disease deaths 

occur in people under 60 years of age.", e.g. type-2 diabetes in children and adolescence 

is becoming highly prevalent worldwide due to childhood obesity. 

A 2007 study by independent economic think tank, The Milken Institute indicates that 

six chronic diseases like heart disease, hypertension, pulmonary disease, mental disorder, 

stroke and diabetes cost $180B per year and indirect impact is close to $530B in the USA 

[11]. 

The Center for Technology and Aging draft report shows that [2]: 

• Eight out of ten older Americans are faced with the health challenges of one or 

more chronic diseases. 
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• Chronic disease accounts for three-quarters of America's direct health 

expenditures. 

• People with chronic disease cost 3.5 times as much to serve compared to others, 

and account for 80% of all hospital bed days and 96% of home care visits. 

This has resulted in very one sided health care spending where 5% of patients use 

50% of the health care budget. While the cost of caring and treating chronic diseases is 

increasing exponentially on the other hand there is an increasing shortage of healthcare 

providers in developed countries like the UK, USA and Canada [12], [13], [14], [15]. 

Ballooning healthcare cost is a major concern around the world and with the population 

aging at a faster rate the healthcare cost is set to rise at alarming rate. 

An American study indicates that 17.6 percent of all Medicare hospital admissions are 

readmissions and a majority of these are avoidable and can provide a saving of up to $15 

billion annually [2]. Studies in Europe have shown similar savings [15], [16]. Monitoring 

patient mobility and balance can significantly reduce the number of falls in older adults. 

Falls are responsible for almost 43% of all unintentional injury deaths in older adults. 

Over 1.8 million seniors were treated in US hospital emergency departments for fall 

injuries, and one out of four was subsequently hospitalized [2]. Currently the Ontario 

government spends 42% of its budget on healthcare. The government of Ontario's 2010 

report on "Ontario's Long-Term Report on the Economy" indicates that healthcare cost 

will grow to 50% of its budget in near future [17]. 

RPM systems will play a pivotal role in future healthcare model both as a mean to 

reduce cost as well as improving healthcare provided to the aging population. 
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2.2 RPM Systems in mHealth 

The increasing cost of medical care, increased bandwidth availability especially with 

wireless networks, reduction in cost of telecommunication, reliability of 

telecommunication network, low cost availability of high quality video equipment all have 

contributed to significant interest in use of mHealth for providing health care [18] 

[19][20]. 

The RPM system used in mHealth provides patient monitoring by transmitting sensor 

data from the patient site to the central node using end to end wireless technology [21], 

[22], [23], [24], [25]. The sensor data may be processed at the patient site or the raw data 

may be transmitted directly to the central node for further processing. The patient's mobile 

device provides continuous monitoring in real-time. 

The mHealth market is growing and will see a significant spurt in next decade and 

RPM systems will share major portion of that growth. According to Juniper Research's 

Mobile Health Opportunities Report, "public and private healthcare providers will be able 

to save between $1.96 billion and $5.83 billion in healthcare costs through the use of 

remote patient monitoring using cellular networks by the year 2014" [25]. Currently heart 

rate monitoring constitutes the majority of the RPM systems currently in the market in the 

USA. The report predicts that "monitoring market, for chronic diseases such as Asthma, 

COPD and diabetes, could eventually represent a much larger market in terms of numbers 

of monitored individuals and even revenues" [25]. 

With high speed wireless network it is possible to explore the feasibility of RPM 

systems that will be completely wireless providing mobility, scalability and universal 

access. 
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2.3 Current Status of RPM System 

The RPM system operates autonomously with no patient or healthcare provider 

intervention except in the case of failure [15], [26], [27], [28], [29], [30], [31], [32], [33], 

[34], [35]. 

RPM can be used to: 

• Improve quality of life of elderly as well chronically ill patients. 

• Reduce the cost of healthcare services. 

• Allow patients to chose where they want to live, specifically outside of supervised 

medical facilities since RPM systems can be operated anywhere. 

• Improve quality of care by early detection of deteriorating medical condition 

resulting in prompt intervention, preventing the condition becoming critical, 

thereby reducing emergency visits and better treatment. 

• It can act as a tool for preventative healthcare. 

• It can also provide emergency alerts under emergency conditions. 

• RPM systems can be tailored to provide personalized healthcare. 

• RPM systems can improve post acute care management resulting in reduced 

readmission and better recovery. 

Numerous RPM systems have been proposed using a variety of sensors, WSN 

technologies, network technologies to connect healthcare providers to patients with 

different of medical condition, e.g. cardiac monitoring [36], [37], [38], [39], [40], sleep 

[41], [42], [43], [44], [45], [46], [47], [48], [49], [50], snoring [51], mental health [52], 

fall and mobility detection [53], [54], [56], [57], [58], emergency audio help [59], [60], 
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[61], respiratory [62], [63], blood pressure [64] and EEG monitoring [65], [66], [67]. This 

list is not an exhaustive summary but does provide an overview of the some of the major 

areas of research in RPM. 

RPM systems are available commercially to monitor different patient conditions some 

of them are listed in Table 2.1. 

Table 2.1: Commercially available RPM Systems 

Company 

Wave 
Technology 
Group [67] 

Vitaphone [68] 

Emfit [69] 

Biotronik [70] 

Boston 
Scientific [71] 

Medtronic [72] 

St. Jude Medical 
[73] 

TeleMedCare 
Error! Reference 

source not 
found. 

Device 

Wave EEG 
Monitor 

Vitaphone 1300 

Non-Contact Vitals 
Monitor and IP 

Nurse-Call System 

CardioMessenger 
I/II 

LATITUDE® 
Patient Management 

system 

CareLink Remote 
Monitoring Network 

Merlin@home 
transmitter 

TeleMedCare 
Health Monitor 

Vital Signs Monitored 

EEG Monitor. 

Connection via Bluetooth to Cell phone. 

ECG Recorder. 

Connection via Bluetooth to Cell phone. 

Heart and Respiration rates and movement activity. 

Connection via wireless to monitor and then 
LAN/WLAN. 

Cardiac Resynchronization Therapy Defibrillator 
(CRT-D), Implantable Cardioverter Defibrillator 

(ICD), Pacemakers. 

Connection via wireless to monitor and then cellular 
network. 

CRT-D, ICD. 

Connection via Bluetooth and Landline. 

Insertable Cardiac Monitors , Pacemakers, CRT-D, 
ICD. 

Connection to wireless monitor and the cellular 
network or landline connection. 

Pacemakers, CRT-D, ICD. 

Connection to wireless monitor and then landline 
connection. 

Weigh, Body Temperature, Blood Pressure, Blood 
Oximetry, Blood Glucose, Spirometry (lung function), 

ECG (heart function). 

Connection to cellular network or landline connection. 
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As seen from Table 2.1 the majority of the commercial systems RPM systems provide 

monitoring of the implanted cardio devices like pacemakers and defibrillators. RPM 

systems providing more comprehensive monitoring of variety of vital signs for chronic 

conditions are becoming available in the market e.g. TeleMedCare Health Monitor Error! 

Reference source not found.. Though capabilities of the commercially available RPM 

systems are currently limited more complex RPM system models will be coming to 

market as the demand grows. 

2.4 Objectives of RPM System 

Objectives of the RPM system that can monitor acute and chronic patient conditions are 

diverse and often conflicting. Based on the research in to RPM systems the most critical 

overall objectives of the RPM system are summarized below [2], [15], [26], [27], [28], 

[29], [30], [31], [32], [33], [34], [35]. 

1. Chronic condition monitoring (non Real-Time critical) 

Chronic patients are monitored to detect changes/trends in the patient's medical 

condition over a period of time, generally on a daily/weekly basis. This allows for 

early detection of deteriorating medical conditions resulting in prompt 

intervention, reducing emergency visits and better treatment as well as monitoring 

patient response to a particular treatment. The monitored data is non real-time 

critical and is not used to generate any emergency alerts, e.g. sleep pattern, 

mobility/gait data, weight, cough, snoring etc. 

2. Acute condition monitoring: Emergency Alerts (Real-Time critical) 

If vital signs (biological as well as environmental) of the patient suddenly changes 

the healthcare provider must be notified immediately so timely assistance to the 
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patient can be provided. This requires detection of sudden changes in the patient's 

signs (blood pressure, heart rate, fall, high temp etc) and/or environmental 

conditions (e.g. room temp, stove being on for too long etc) and notification to 

appropriate care provider without tangible delay. 

3. In Home and/or Outdoor Monitoring 

The RPM system should be capable of monitoring patients both inside their house 

as well as when they go outdoors. The sensors used for in house monitoring may 

be different than the ones used for monitoring when patient leaves the house. 

Wearable sensors are better suited for outdoor monitoring [75]. 

4. Non-Intrusive sensors 

The sensors should not impede the patient's daily activities or in any way restrict 

their range of motion e.g. sensors used for sleep monitoring should not interfere 

with their sleep pattern. Sensors should not be obtrusive in any way that will make 

the patient feel self-conscious or inhibited either in private and/or public, this is 

even more important from a privacy perspective. Sensors also should not prove to 

be a health hazard, e.g. lose wires, electric shock due to water, snow etc. This is 

especially true of wearable sensors. Sensors used in the home or outside the home 

should not interfere with their social interaction or make other people feel 

constrained. Wearable sensors should not have dangling wires/components which 

can be health hazards. 

5. Unaided/Autonomous Monitoring 

Operation of the RPM system not only should be non-intrusive but it should be 

automatic and self-starting. Very minimal if any onus should be placed on patients 
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in setup, operation and maintenance of the system. The operation of the RPM 

system needs to be transparent to the patient. Self-sustaining operation of the RPM 

system is critical if RPM systems are to achieve wide acceptance. The majority of 

the patients are elderly and with serious and chronic medical conditions and the 

RPM systems should not be an additional burden to them. 

6. 24 Hour monitoring 

Many medical conditions e.g. fall, Electrocardiograph (ECG) etc, need to be 

monitored on a continuous basis. So the RPM system must be capable of 

monitoring patients around the clock 24 hours day. 

7. Monitoring of Biological and Environmental Signals 

Different patient conditions require a variety of biological and environmental 

signals to be monitored, e.g. blood pressure, ECG, room temperature, humidity, 

movement etc. Each patient will have different sensor needs. So the RPM system 

needs to be configurable to meet the requirement of individual patient monitoring 

needs. 

8. Patient Mobility 

The ability to monitor the patient over wide areas inside and outside home is 

important for ensuring patient mobility. The RPM system should not put a 

restriction on the patient's movements either inside or outside their residence. 

This means the system should be operable under any condition outside home e.g. 

different social settings, shopping mall, dinner with family/friends etc as well as 

in the home. If the RPM system limits patient mobility it will adversely affect 

patients buy in to the RPM system. 
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2.5 Signals Monitored by RPM Systems 

The RPM system is used to monitor both biological as well as environmental signals. 

Table 2.2 provides a list of biological signals typically monitored by RPM systems along 

with medical conditions for which they are used. 

Table 2.3 provides a list of environmental signals typically monitored by RPM 

systems along with medical conditions and/or patient well being for which they are used 

[2], [76], [77]. Such environmental monitoring is especially helpful for patients with one 

or more cognitive disabilities. 
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Table 2.2: List of Biological Signals commonly monitored using RPM systems. 

Biological Signal 

Breathing Rate [62], [63] 

Heart Rate and Heart Rate Variability 
[26], [38] 

ECG [38] 

Electroencephalography (EEG) [65], 
[66], [67] 

Saturation of Peripheral Oxygen (Sp02) 
[26] 

Body Temperature [26] 

Glucose [26] 

Blood Pressure [26] 

Sleep [50] 

Mobility/Balance [53], [55] 

Weight [26] 

Audio [59], [60] 

Typical Medical Conditions 

Cardiovascular, Pulmonary, 
Psychiatric disorders, COPD 

Cardiovascular, Pulmonary, 
Psychiatric disorders 

Cardiovascular, Pulmonary, 
Psychiatric disorders 

Seizure Disorders, Dementia, Head 

Injuries, Brain Tumours, Infections, 

Degenerative Diseases, and Metabolic 

Disturbances that affect the brain 

Cardiovascular, Pulmonary, 
Psychiatric disorders 

Fever 

Diabetes, Vascular or Neurological 
Complications 

Hypertension 

Sleep Disorders, Sleep Apnea, 
Cardiovascular, Pulmonary, 
Psychiatric disorders 

Pain, Arthritis, Post-Surgical 
Recovery, Falls 

Cardiovascular, Pulmonary, Stress, 
Psychiatric Disorders, Diabetes 

Seizure, Pulmonary, Sleep Apnea 
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Table 2.3: List of Environmental signals commonly monitored using RPM systems. 

Environmental Signals 

Room Temperature 

Humidity 

Fridge Door 

Prescription Medication 

Location 

Audio 

Typical Medical Condition 

Dementia, Psychiatric condition 

Dementia, Psychiatric condition 

Dementia, Psychiatric condition 

Dementia, Psychiatric condition 

Fall, Dementia, Psychiatric condition, 
Heart Attack, Seizures 

Help Command, Audio recognition 

2.6 Remote Patient Monitoring System Components 

As shown in Figure 1.1 the main RPM system components include: 

1. Sensors: Biological and environmental sensors are used to monitor different 

patient conditions. Sensors then transmit that data over a short distance (l-10m) to 

a local node using low power wireless technology like Bluetooth, Zigbee etc [78]. 

Sensors may transmit raw data or can also have built in DSP processor to process 

the raw data before transmitting the processed signal. Sensors can be stationary or 

wearable and need to be non-intrusive. 

Table 2.4 provides a list of typical sensors used in RPM systems along with the 

biological and environmental signals each sensor monitors and the typical data 

requirement for those signal data. It also gives which signal data may be used to 

provide emergency alerts. 
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Table 2.4: Typical sensors currently used along with their data rate and real-time 

requirements. 

Sensor 

Audio 
(microphone) 

[51] 

IR Camera [57] 

Pressure Mats 
[55] 

Video Camera 
[79], [80] 

UWB Sensor 
[81], [82] 

EEG [65], [66], 
[67] 

ECG [36] 

Accelerometer 
[44], [79] 

GPS [2] 

Weight 

Glucose 

Home Temp and 
Humidity 

Prescription 
Medication 

Condition 
Monitored 

Cough, Wheezing, Sleep 
Apnea, Audio command, 
Seizure, Breathing Rate, 

Heart Rate 

Bed entry/exit, Balance, 
Mobility. Breathing 

Rate, Seizures 
Bed entry/exit, Balance, 

Mobility. Breathing 
Rate, Sleep Apnea 

Bed entry/exit, Balance, 
Mobility. Breathing 

Rate, Seizures 
Bed entry/exit, Balance, 

Mobility. Breathing 
Rate, Seizures 

Seizures, Dementia 

Heart Rate 

Balance, Mobility. 
Breathing Rate, Sleep 

Apnea, Heart Rate, 
Exercise 

Location, Exercise, 

Weight 

Diabetes 

Safety 

Compliance 

Monitoring 
Frequency 

Continuous 

Continuous 

Continuous 

Continuous 

Continuous 

Periodic 

Continuous 

Continuous 

Continuous 

Periodic 

Periodic 

Periodic 

Periodic 

Transmission 
Rate 

-350 kbps 

> 1 Mbps 

-150 kbps 

>1 Mbps 

>1 Mbps 

> 10Kbps 

-20 Kbps 

- 20 Kbps 

-10 Kbps 

1 sample/day 

- 5 samples/ day 

1 sample/ min 

-5 samples/day 

Real 
Time 
Alerts 

Yes 

No 

Yes 

Yes 

Yes 

No 

Yes 

Yes 

Yes 

No 

Yes 

Yes 

No 
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Local Node: The local node connects to all the sensors and receives data from 

them. The local node can perform different operations on the received data, e.g. 

data can be processed further to obtain signal features, and it may store the data for 

store-and-forward mode method. It also provides connectivity for sending raw or 

processed data over the Internet to the central node. The local node may also 

provide the interface for the patient to view their monitored data. The local node 

can be a PC, mobile phone or a dedicated device depending on the functionality it 

provides. 

Central Node: The central node receives raw or processed data from all the 

patients connected to RPM system. It acts as a repository for all the patient data. It 

may also have connectivity to the patient's medical records using the Electronic 

Health Record (EHR) system. The central node may need to further process and 

analyze the patient data and may evaluate patient status, trends in the patient's 

medical condition and may generate emergency alerts if the patient's condition is 

critical. For emergency alert capability data must be processed in real-time. 

Signal/data processing is shared between the local and the central node. How 

the processing load is distributed across the central and the local node is an RPM 

architectural design consideration. 

It also provides storage for the RPM patient data it receives. The central node 

also acts as an access node for healthcare providers to access the monitored and 

analyzed patient data to evaluate patient condition, treatment progress, any early 

signs of deteriorating condition etc. The access maybe provided using a Web 

based GUI. 
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4. Network Connectivity: Connectivity between the local and the central node can 

be provided using wired or wireless technology. A local server acts as a bridge 

between its sensors and a central server, which may also serve as a gateway to a 

Wide Area Network (WAN) such as the Internet or a mobile Wireless WAN 

(WWAN). As mentioned in Chapter 1, newer generations of wireless broadband 

technologies like 3G/4G do offer data rate in excess of 100 Mbps. While the 

penetration and reliability of these newer wireless technologies is still low, high 

capacity wireless technologies will become widely available in the near future [3], 

[21].While it is possible to use existing wired broadband networks while patient is 

home, only wireless network can be used when patient is outside the home. 

2.7 RPM System Architecture Design Criteria 

The RPM system architecture needs to meet the objectives of the RPM system defined in 

Section 2.1. The critical architectural design criteria for the RPM system can be 

summarized as shown in Table 2.5. The following subsections discuss each criterion in 

detail. 

Table 2.5: Design Criterion for RPM system. 

RPM System Architectural Criteria 

Cost 

Scalability 

Network BW and Data Compression 

Network QoS and Reliability 

Wireless Technologies 

Data Security 

Real-time signal processing 

Sensor Battery Life 
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2.7.1 Cost 

The cost of the RPM system includes capital, installation and operational cost as listed 

below: 

1. Equipment Cost: This includes cost of all the RPM system components like 

Sensors, Routers, Server, Database, Wireless device (PDA etc). This cost will 

reduce significantly with wider deployment and high volume. Using standard off-

the-shelf components will reduce the hardware cost, development cost and cost of 

maintenance. 

2. Installation Cost: This is the cost of initial installation of the RPM system at the 

patient's home and the cost of the central node installation. 

3. Network Cost: The sensor data sent over the network by the RPM system can be 

very high, especially when high data rate sensors like audio and video are used. 

The data rate can be as high as 1 Mbps or more in such cases, especially when 

monitoring is continuous. Cost of transmitting monitored data to the central node 

in such case can be high, e.g. a 1 Mbps system could be transmitting -90 Gb of 

data per day. The cost of such high data transmission over current networks can 

be prohibitive for RPM system. Unless the transmission cost per bit is reduced 

from current levels different techniques to reduce the data sent by high data rate 

sensor must be considered in the RPM system design to make it affordable. 

4. Maintenance Cost: The cost of maintaining the RPM system can be significant 

especially given the high reliability requirements of the RPM system. RPM 

system architecture can have significant influence on the maintenance cost. The 

cost of maintaining system components at remote patient site will be the major 
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factor influencing overall maintenance cost of the RPM system. With a large 

number of patient sites spread over a wide geographical area, the cost of 

maintaining local nodes will be significant. The number of components at patient 

the site will significantly affect the RPM system cost, the more the components at 

patient site, more maintenance will be required. Using off-the-shelf components 

instead of proprietary hardware and software will also reduce maintenance costs 

since they are easier to obtain and generally cheaper. 

5. System Upgrade Cost: The RPM system hardware (including sensors) and 

software will be upgraded over a period of time either to replace existing 

hardware or software with newer versions. The upgrade process needs to be 

nonintrusive and should not affect system reliability. The upgrade procedures that 

require access to the patient's home need to be kept to a minimum since access to 

patient homes is costly, intrusive and will affect the patient's daily activity and 

can affect patient acceptance of the RPM system. The cost of upgrading the RPM 

system can get significant when large number of RPM systems is in operations. 

Lack of standardization and use of proprietary technologies for most of the RPM 

system components (sensors, WSN, EHR, data security and GUI etc) has lead to a silo 

effect with different RPM systems using incompatible interfaces. This leads to higher 

initial investment and maintenance cost. Adding new services or devices to existing 

systems can be a challenge requiring custom modification, high development cost and 

higher maintenance cost. Use of standardized rather than proprietary technologies will 

make RPM systems cost-effective and will help achieve higher penetration. 
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Continua Health Alliance, a non-profit, open industry coalition of the healthcare and 

technology companies, is driving the standardization of the RPM system technologies 

[83]. Currently it has more than 200 members across the world. The objective of the 

alliance is "to improve the quality of personal healthcare. Continua is dedicated to 

establishing a system of interoperable personal health solutions with the knowledge that 

extending those solutions into the home fosters independence, empowers individuals and 

provides the opportunity for truly personalized health and wellness management." [83] 

2.7.2 Scalability 

The RPM system needs to be scalable since each patient may need different medical 

conditions to be monitored. Scalability allows tailoring of each RPM system for each 

individual patient as well as provide the ability to add more sensors if needed. New 

sensors are being constantly introduced in the market. These sensors may replace existing 

sensors or provide the ability to monitor additional biological/physiological signals. 

The RPM system should be able to add/delete sensors from the local sensor network 

with minimal manual intervention. The sensor network datafill should handle 

addition/deletion of sensors automatically. So the local sensor network for the RPM 

system should be auto-configurable. 

As penetration of RPM systems in healthcare industry grows the number of patients 

connected to the central node will increase significantly. Also with the increase in number 

of signals being monitored the data per patient will also grow. The central node acts as 

interface between the patient, the healthcare professional, patient records and a clinical 

decision support system if available. It is a central repository of all the monitored patient 

data and must provide a seamless interface to healthcare providers on a real time basis. 
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The database access for patient information must be fast. So the central node must be 

scalable to handle an increased dataflow as well as increased access by users in a seamless 

manner. Constant interruption to upgrade or poor performance will not be accepted by 

users and can lead to loss of critical patient data. The central node should be designed so 

that it is not a bottleneck limiting system performance. 

The increase in patients and signals being monitored will affect the profile of the 

healthcare providers using the RPM system. Signals being monitored can change the type 

of healthcare providers accessing the data. In some cases specialist from different 

hospitals may collaborate for treatment in which case an enterprise solution will be needed 

for the central node. This will add to the security and confidentiality requirement for the 

node. The scalable design of the central node will become essential to handle the future 

growth. Scalability of the RPM system is an important design criterion. 

2.7.3 Data Compression 

Power consumption of battery operated sensor must be kept low to prolong the battery 

life. The majority of the battery power consumption happens when the sensor is 

transmitting data so keeping the sensor data to a minimum will prolong the battery life. 

Data compression in the RPM system may be used to reduce data transmitted by the 

sensor to the local node. Data compression techniques could be lossless or lossy [78]. 

While lossless compression is ideal since no information is lost, depending on the 

signal being monitored it may not offer significant reduction in data rate. Lossy 

compression can provide much higher compression ratio but at reduced quality since 

information content is reduced by lossy compression. So a trade-off exists between the 

sensor data compression algorithm used and the battery life. The choice of data 
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compression algorithm will also be dictated by the kind of data the sensor is transmitting 

and criticality of the data. 

2.7.4 Network QoS and Reliability 

To prevent loss of patient data the communication networks must meet bandwidth 

requirement of the RPM system [38], [84]. Real-time critical patient data requires that 

network connectivity between sensors, the local node and the central node is constantly 

maintained. This makes reliability of underlying communication network used by RPM 

system a must. 

Providing support for real-time RPM application over IP networks imposes new 

requirements for IP network architecture. The IP network is a packet switched network 

and was designed with data services like Internet, IP VPNs etc in mind. The service model 

for IP network is the "Best Effort" model. The best effort model does not guarantee packet 

delivery. Since IP protocol does not guarantee delivery many applications requiring 

guaranteed delivery use TCP protocol on top of IP to ensure packet delivery [85], [86], 

[87], [88], [89]. 

Packet loss happens in IP networks due to congestion. Congestion can be due to 

demand being higher than the capacity of the network , sudden increase in traffic, changes 

in routes, links going down etc. Congestion in IP network results in: 

• Delay: Packets get queued up at the router/server, taking longer time to exit the 

router introducing delay in packet arrival time at the destination. 

• Packet Loss: The queue buffers in routers/servers get exhausted, routers/servers 

start dropping packets resulting in loss of transmitted data. 
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• Jitter: Packets sent from the source follow different routing path having variable 

delay so packets are received at the destination with varying length of delay time. 

Sensor data in the case of RPM systems is generally non-bursty. The delay, jitter and 

loss of data due to communication channel will affect reliability of the RPM system and in 

the case of critical patient data may put the patient's life in danger [38]. The IP network 

used by the RPM system needs to provide the following services: 

• Adequate bandwidth provision (to avoid general congestion) 

• Rapid traffic restoration (to keep disruption after a failure to acceptable levels) 

• Admission control (to avoid local congestion affecting individual user sessions) 

Network QoS is a broad term used to describe how different application traffic is 

treated by the communication network. The QoS allows the network to satisfy specific 

service requirements of a particular application over all the underlying networks like 

ATM, Frame Relay, Ethernet and 802.1 networks, SONET, and IP-routed networks. The 

QoS provides better service by guaranteeing bandwidth, managing congestion, set priority 

for traffic etc. 

For the real-time requirements of emergency response, the reliability needs for the 

patient data delivery and need for patient mobility requires QoS guaranteed from the 

communication network being used by the RPM system. The network needs to have the 

ability for the QoS provisioning for the RPM system [89], [90]. 

The network can provide three basic levels of end-to-end QoS [85], [86], [87], [88]: 

• Best-effort service: Does not guarantee packet delivery. 

• Differentiated service (soft QoS): Traffic is differentiated in to different classes 

and is handled based on the QoS mechanism defined for that class. Some classes 
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are treated better than the others (faster response, more average bandwidth, and 

lower average loss rate). This differentiated treatment is not a hard guarantee over 

the end-to-end connection as each service provider may interpret the QoS 

differently. This is especially true if the connection involves multiple hops. 

• Guaranteed service (hard QoS): This service requires reservation of network 

resources so the network can meet the traffic flow's specified service requirements. 

This service is provided using Resource ReSerVation Protocol (RSVP). 

Guaranteed service requires prior network resource reservation over the connection 

path. It is hard to reserve network resources over the Internet. 

Network QoS for real-time applications is implemented using following mechanisms 

in routers [85], [86], [87], [88]: 

• Classifier: The packets are classified based on some filtering criteria specified by 

the originator. 

• Marker: Packets are marked to indicate the class of service to which they belong. 

The marking is done using DiffServ/TOS (Differentiated Services/Type of Service, 

IPv4) or Traffic Class Octet (IPv6). This field indicates to network how each 

packet should be treated. 

• Shaper: Provides a smoothing effect to bursty traffic using buffering. For real

time applications shaper should not be used. 

• Scheduler: Scheduler decides how the packets are queued out. Two types of 

schedulers are used namely, priority schedule and weighted scheduler. Priority 

scheduling provides the least amount of delay. 
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• Queue Management: Queue management decides how the packets are handled 

when queue buffer gets full. Tail drop management just drops packet when the 

queue becomes full. Active Queue Management (AQM) drops packets when a 

certain queue buffer depths are exceeded. Real-Time applications should not use 

AQM. 

As seen from the multiple mechanisms for the QoS mentioned above there are 

different ways to control delay, loss and jitter in the network. The QoS mechanism needs 

to be tailored for each real-time application. 

There are different technologies used for switching signals in high speed networks like 

Ethernet, ATM (Asynchronous Transfer Mode) and MPLS (Multiprotocol Label 

Switching). Each of these technologies provides support for the QoS. 

• Ethernet IEEE 802.1Q: Most of the RPM systems will use LAN using Ethernet 

so the QoS over Ethernet is critical for real-time applications. Ethernet IEEE 

802.1Q provides 4 bytes for the QoS mechanism. The VLAN id field is used to 

group certain type of traffic based on common requirements and handled based on 

different QoS requirements e.g. based on DiffServ. It also has 3 bits to define 8 

classes of services [90]. 

• ATM: ATM is a virtual connection oriented system with each connection setup 

associated with its QoS requirements, e.g. delay, loss and cell delay. With highly 

guaranteed QoS, the ATM network is highly suitable for real-time applications. 

ATM provides four classes of service: Constant Bit Rate (CBR), Variable Bit Rate 

(VBR), Available Bit Rate (ABR) and Unspecified Bit Rate (UBR). Due to the 

fixed size of ATM cells jitter and delay in ATM network is minimized [87], [88]. 
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• MPLS: MPLS networks operate over existing IP network but uses underlying IP 

network facilities. One advantage of the MPLS network is its ability to recover 

from failures quickly and also have backup paths available in case a failure occurs. 

Though MPLS does not provide QoS mechanism it can be used with DiffServ or 

RSVP protocol to provide the desired QoS. The Virtual Circuits (VCs) of a the 

Label Switched Paths (LSPs) of MPLS, can be dedicated to the use of specified 

traffic types and can be integrated with traffic differentiation schemes such as 

DiffServ [85]. 

One way to ensure the network is connected is for the local node to send a regular 

heartbeat signal to the central node. The lack of regular heartbeat from the local node may 

be used to generate an alert to healthcare providers to verify patient and network status. 

Use of the RPM system for real-time and critical patient data requires that a 

mechanism to ensure that network QoS meets the RPM system performance requirement 

is mandatory. 

2.7.5 Wireless Technologies 

2.7.5.2 Wireless Sensor Network Technologies for RPM 

The WSN is an essential part of the RPM system for unobtrusive monitoring of patients 

as well as providing patient mobility [32], [78], [91], [92], [93]. Unobtrusiveness of the 

RPM system will significantly help with patient acceptance and reducing constraints put 

on patients. 

Wired sensors are expensive to install and scalability of a wired network is limited. 

On the other hand wireless sensors can be installed easily and cheaply. Another 
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advantage of wireless sensors is that they can be deployed in large quantities. WSN is 

very easy to scale up or down. 

The main wireless protocol technologies used or proposed for the RPM system WSN 

are Bluetooth, Bluetooth Low Energy (LE), Zigbee and UWB [94], [95], [96], [97]. 

1. Bluetooth: Bluetooth protocol is a short range (~10m) Wireless Personal Area 

Network (WPAN) technology defined by Bluetooth SIG [98]. It is geared towards 

voice and data application. IEEE 802.15.1-2005 protocol was derived from 

Bluetooth VI.2 protocol. While Bluetooth protocol offers data transfer rates of up 

to 1 Mbps its high battery power consumption and low number of nodes (7) poses 

major constrains for its adoption to an RPM system sensor network [98]. 

2. Bluetooth Low Energy (LE): In 2006 Nokia along with its development partners 

released low power usage protocol based on Bluetooth technology under brand 

name "Wibree". In 2007 "Wibree" was adopted as Bluetooth Low Energy 

technology. In July 2010, the Bluetooth SIG announced the formal adoption of 

Bluetooth Core Specification Version 4.0 with the hallmark feature, low energy 

technology [98]. 

Bluetooth LE can provide battery life of up to 1 year and can support unlimited 

number of nodes in the network (implementation dependent) with a data transfer 

rate of up to 1 Mbps. Low power consumption allows Bluetooth LE based sensors 

the use of button/coin cells and other energy saving solutions [98]. 

3. ZigBee: The ZigBee is another protocol developed for WPAN applications. It is 

developed on top of the IEEE 802.15.4 protocol standard. The standard is 

maintained by the ZigBee Alliance which consists of a large number of 
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companies [99]. ZigBee supports mesh networking topology. It offers lower 

power consumption and is a low cost alternative to Bluetooth and Bluetooth LE. 

ZigBee devices can transfer data at a rate of up to 250 Kbps. Since ZigBee 

technology can support a large number of nodes its low power consumption 

makes it a viable alternative for the RPM system sensor networks. 

4. Ultra Wide Band (UWB): UWB technology based on impulse radar (IR) has 

attracted significant attention for the RPM system sensor networks due to its high 

data transfer rate (up to 110 Mbps) due to its low cost and minimal EMI 

interference to other radio and medical equipment. UWB technology proposed for 

the RPM system is based on IEEE 802.15.4a standard approved in March 2007. 

IEEE 802.15.4a standard defines "Wireless Medium Access Control (MAC) and 

Physical Layer (PHY) Specifications for Low-Rate Wireless Personal Area 

Networks WPANs): Alternate PHYs" [100]. UWB technology based on IEEE 

802.15.4a offers high data rates from 850 kBps to 20Mbps and can be used for 

simultaneous monitoring of many continuous physiological signals. The 

disadvantage of higher data rate operation is that battery life is very short. So even 

though the UWB system does not use any more power than ZigBee (~ 

8mJ/Mbytes), higher data rates come at the cost of battery life. UWB technology 

is not mature; the FCC approved its use in 2002, but does show significant 

potential for higher data rate application for the RPM systems [101], [102], [103], 

[104]. 

IEEE802.Ha/b/g is a standard that is defined for wireless local area networking 

(WLAN). It offers data transfer rate from 1 Mbps to over 50 Mbps. The maximum 
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transmission range is ~100m. While wireless sensor networks based on IEEE 802.1 la/b/g 

(e.g. Wi-Fi) does offer high transfer rates and wide ranges the high power consumption 

limits its use in a mobile RPM system at present time. 

Table 2.6 provides a summary of the main characteristics of these protocols relevant to 

the RPM system. Figure 2.1 shows the data rate and range for various a wireless 

technologies. 

Table 2.6: Wireless Sensor Technology Protocols. 

Standard 

IEEE Specification 

Frequency Band 

Maximum Signal 
Rate 

Range 

Number of RF 
Channels 
Network Topology 

Battery Life 

Maximum Number 
Cell Nodes 

Bluetooth 

802.15.1 

2.4 GHz 

1-3 Mb/s 

10m 

79 

Star 

5-10 Days 

8 

Bluetooth 
Low Energy 

802.15.1 

2.4 GHz 

IMb/s 

10m 

40 

Star 

1 Year 

unlimited 

Zigbee 

802.15.4 

868/915 MHz; 
2.4 GHz 
250 Kb/s 

10-100m 

1/10; 16 

Star/Mesh 

1000+ Days 

>65000 

U W B 

802.15.4a 

3.1-10.6 GHz 

IMb/s 
mandatory, up 

to 27 Mb/s 
10m 

1-5 

Distributed 

- I D a y 

8 
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Figure 2.1: Power consumption, data rate and range are the three key 
considerations when selecting a wireless interface reproduced from: [96], [97]. 

All battery operated wireless sensors using the technology discussed above have a 

small communication range (approx. 10m). Due to limited range of wireless sensors the 

wireless sensor network for the RPM system at patient home will consist of a large 

number of sensors and relay nodes, constituting a multi-hop network. Such a network of 

sensor nodes is highly scalable and allows for wide coverage area without limiting patient 

mobility. The network can have redundancy built in to it for increasing fault tolerance. 

In 2009 Continua Health Alliance selected Bluetooth LE and ZigBee technology for 

the RPM and telemedicine applications [83]. 

The IEEE 802.15 Task Group (TG) 6 Body Area Network (BAN) is developing a 

communication standard optimized for low power devices and operation on, in or around 

the human body (but not limited to humans) to serve a variety of applications including 

medical, consumer electronics / personal entertainment [105]. The WBAN channel 
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models defined by IEEE TG6 cover both implant and on-body scenarios. Implanted 

devices are operating within the frequency range of 402 - 405 MHz, whereas 

communication in other frequency bands is on-body including 2.4 GHz ISM and 3.1 — 

10.6 GHz UWB bands. 

2.7.5.2 Wireless Broadband Technology for RPM 

Mobile cellular technologies (GSM, GPRS, CDMA2000, and WCDMA, 3/4G, LTE etc) 

are needed to connect the local node (which can be mobile or fixed depending on the 

architecture) to the central node over WANs. High speed wireless networks are one of the 

main enabler for RPM systems becoming widely available and deployable. 

4G wireless networks offers significantly higher data rates compared to current 2G 

and 3G technologies. Table 2.7 shows various wireless network technologies currently 

being deployed and their data rates. Sprint, Verizon and AT&T have started rolling out 

their individual 4G wireless networks in the USA and roll out is expected to accelerate 

next year [106], [107]. The majority of the American cable provider's offer 3-15 Mbps 

download broadband service, higher-speed broadband is being planned [108]. 
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Table 2.7: Maximum data rate available over different wireless networks. 

Wireless Network 
Technology 

2.5G GPRS 

2.75G Edge 

UMTS 

W-CDMA 

3G EV-Do Rev A 

HSPA 3.6 

HSPA 7.2 

WiMax 

Pre 4G LTE 

HSPA+ 

HSPA 14 

WiMax 2 
(802.16m) 

4G 

LTE Advanced 

Data Rate 

Download Upload 

114 Kbps 

384 Kbps 

384 Kbps 

2 Mbps 

3.1 Mbps 

3.6 Mbps 

7.2 Mbps 

100Mbps+ 

100Mbps+ 

56 Mbps 

14 Mbps 

100 Mbps Mobile 
1 Gbps fixed 

100 Mbps Mobile 
1 Gbps fixed 

20 Kbps 

60 Kbps 

64 Kbps 

153 Kbps 

1.8 Mbps 

348 Kbps 

2 Mbps 

56 Mbps 

50 Mbps 

22 Mbps 

5.7 Mbps 

60 Mbps 

? 

4G wireless broadband will expand the scope of available RPM services, but the 4G 

technology is in a preliminary stage of deployment and penetration is still limited. Also 

newer applications utilizing 4G data rate will introduce network congestion and the QoS 

may suffer. 

2.7.6 Data Security and Privacy 

Security and privacy of the medical information exchanged by the RPM system present a 

major hurdle for the use of the RPM systems. Since the RPM system will be transmitting 

38 



the patient's confidential medical information over the network, on both LAN and WAN, 

security and privacy concerns must be addressed by any prospective RPM system design. 

Patient data being monitored is confidential and potential for unscrupulous and/or 

unethical employers, insurance companies, media and malicious hackers to obtain illegal 

access exists. Hence data security is a critical component of the RPM system. The RPM 

system must comply with the patient data privacy regulations. The RPM systems 

acceptance will depend on its ability to protect the privacy and confidentiality of the 

patient data [112], [113], [114], [115]. 

Privacy laws and regulations across Canada, include the concepts of accountability, 

specified purposes, consent, data minimization, limited collection, use, retention and 

disclosure, and safeguards. In Ontario, the Personal Health Information Protection Act, 

2004 {PHIPA) "creates rules for the collection, use and sharing of personal health 

information by "health information custodians", such as doctors, pharmacists and other 

health care providers. PHIPA also gives patients rights around access to their health 

records and how their health information is used" [116]. As mentioned in the report by 

Information and Privacy Commissioner (IPC) of Ontario "privacy subsumes a set of 

protections far greater than security. Although building strong security features into a 

technology is vital to preventing privacy breaches, technological security is only one of 

the means used to achieve informational privacy" [117]. "Under PHIPA, the Information 

and Privacy Commissioner's Office of Ontario, Canada (IPC) has issued Health Orders 

that provide guidance to the health care sector on the use of wireless communication 

technologies and mobile computing devices" [117]. 
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In the USA the transmission and storage of remotely monitored patient data must 

comply with the Health Insurance Portability and Accountability Act of 1996 (HIPAA) 

regulations [118]. The HIPAA regulations provide the rules for security and privacy of 

patient data. The HIPAA Privacy Rule, "which protects the privacy of individually 

identifiable health information; the HIPAA Security Rule, which sets national standards 

for the security of electronic protected health information; and the confidentiality 

provisions of the Patient Safety Rule, which protect identifiable information being used 

to analyze patient safety events and improve patient safety" [118]. 

RPM systems are susceptible to passive eavesdropping, packet injection and are 

vulnerable to many other security attacks. Different security threats posed to privacy of 

RPM data can be broadly classified under Passive and Active categories [112], [114], 

[115]. 

• Passive Threats: The monitored and transmitted data can be intercepted by 

attackers (eavesdropping). Such intercepted data can provide significant 

information about the patient's medical condition, physical status, location, 

activities, personal lifestyle and habits. 

• Active Threats: Active threats include altering monitored and transmitted data 

and Denial of Service (DoS) where jamming can make the system unusable. This 

can result in false reading of medical condition, false alarm generation or 

suppression. This poses a serious risk to the patient's life. 

The RPM system can protect patient information by using authentication and encryption. 

Authentication: An authentication protocol is a must to ensure that data is coming 

from an authorised person/device. The authentication protocol may include password, 
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digital signature using public key challenge-response authentication protocol or 

biometrics. 

Encryption: Encryption of the data being transmitted can prevent unauthorised users 

from eavesdropping. Encryption can be accomplished in hardware as well as in software, 

e.g. availability of public key cryptography in the local and the central node will allow 

for data encryption. Both hardware and software encryption methods should be used to 

ensure the highest level of security. 

There are many network communication cryptographic protocols like Transport 

Layer Security (TSL) or its predecessor Secure Socket Layer (SSL) and Internet Protocol 

Security (IPSec) which can be used to ensure that patient data is transmitted securely over 

the Internet [113]. 

While cryptographic protocols mentioned above are used for communication over the 

Internet they have significant overhead which may restrict their use in sensor network 

due to battery power and range limitations of the sensors. An alternative is to use a 

protocol like TinySec. TinySec is a low overhead link layer security protocol specifically 

designed for sensor networks. It offers two options 1) Authentication Encryption 

(TinySec-AE) and 2) Authentication Only (TinySec-AO). The increase in energy 

consumption due to AE is 10% while due to AO is 3% [113]. 

Another alternative is to use hardware that provides data encryption, e.g. CC2420 and 

CC2530 from TI which are a single-chip 2.4 GHz IEEE 802.15.4/Zigbee compliant RF 

transceiver providing Hardware MAC encryption [119]. 

With higher penetration of RPM systems and privacy legislation it is expected that 

wider hardware and software security support will become available in future. Balancing 
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the design of the security protocols with low power consumption and latency 

requirements is a major challenge. 

2.7.7 Real-Time Signal Processing 

Many of the monitored biological and/or environmental signals, e.g. Temperature, ECG, 

breathing/heart rate, fall detection, etc, may generate emergency alerts. For such signals 

end to end delay is critical. End to end delay includes signal processing and network 

transmission latency. The signal processing and network latency must meet the real-time 

criterion for such signals so that emergency alerts can be generated in a timely manner. 

Also real-time critical data requires that network connectivity between sensors, the local 

node and the central node is constantly maintained. This makes reliability of the 

underlying communication network an important requirement. While monitoring acute 

conditions it is critical that emergency alerts are generated in real-time so that healthcare 

providers can provide prompt response. 

2.7.8 Sensor Battery Life 

Patient mobility is a critical need for the RPM system. So a majority of the sensors used 

for the patient monitoring need to be battery operated. Battery operated sensors provide 

mobility as well as the ability to monitor the patient inside and outside the home. 

Constant monitoring of the patient using wireless sensor makes long battery life very 

important. Short battery life will put significant onus on patients to monitor and replace 

batteries frequently. This is especially onerous for elderly patients and will lead to low 

acceptance of the RPM system [75], [78], [120], [121]. 

The major power drain on the sensor power supply occurs when the sensor is 

transmitting data. So transmission mode, periodic or continuous, as well as data 
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transmission rate will determine sensor battery life. Table 2.6 shows the battery life for 

different wireless sensor technologies [75], [96], [121]. 

As seen from Table 2.6 Zigbee and Bluetooth LE protocols provide significantly 

longer battery life compared to Bluetooth/UWB/Wi-Fi. But the data rate for Bluetooth 

LE and Zigbee is significantly lower than UWB and Wi-Fi. Bluetooth LE and Zigbee can 

also connect a large number of nodes to the network. One of the advantages of low 

battery power consumption is that it allows use of smaller form factor batteries for 

Bluetooth LE and Zigbee. 

The sensor battery power consumption will have significant impact on the choice of 

wireless sensor technology used in the RPM system. Since the data transfer rate 

significantly affects the sensor battery life the RPM system architecture may embed some 

signal processing function in the sensor itself so as to reduce data transmitted over WSN. 

This can help prolong battery life. 

Newer power scavenging/harvesting techniques are being researched to prolong 

battery life for wireless sensors [75], [121]. 

2.8 Summary 

This chapter summarizes the drivers for RPM systems, and the objectives that the RPM 

system must satisfy for it to achieve wider penetration. It also describes the technologies 

used as building blocks of the RPM system along with design considerations involved 

with the RPM system. 

The percentage of older adults in the general population is rapidly increasing especially 

in developed countries. They also constitute major portion of demographic with chronic 

illnesses. Given the high life expectancy in the current generation, a significant 
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proportion of medical care expenses will be spent on providing chronic care. This has 

prompted very high interest in research in to the RPM systems. The RPM systems have 

been shown to benefit both patients and healthcare providers. The RPM systems improve 

quality of life for the patients by early intervention/detection before their problem 

becomes an emergency. By reducing the number of visits to emergency wards and early 

detection it also helps reduce the cost for the health care providers. 

An RPM system for the patient care must meet many complex and conflicting 

objectives, e.g. monitoring the patient continuously without hindering their mobility and 

with the ability to provide emergency alerts in real-time and still providing privacy and 

maintaining confidentiality of the patient data. 

While there is extensive ongoing research in to a variety of sensors like EEG, 

microphone, IR Video etc for RPM, most of the work is still focused on individual sensor 

application rather than the design of a comprehensive RPM system scalable for use with 

multiple sensor setups. Many issues related to RPM system design, e.g. cost, network 

QoS, data security, battery life still need to be fully examined. 
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Chapter 3: Current RPM System Architecture 

The RPM system objectives as defined in section 3.1 are quite diverse. End to end data 

transfer rates between a local node at a patient's home and the central node at the 

healthcare site is one of the major factors in the design of a wireless RPM system. Table 

3.1 shows some of the sensors used in RPM systems which require high data transfer 

rates. Not only do these sensors need higher data transfer rates, but also multiple 

instances of such sensors may be deployed in one home, requiring much higher bit rate 

for continuous monitoring. 

Table 3.1: Sensors and Data Transfer Rate Requirements. 

Sensor 
Microphone 

Bed and Floor mat 

Video 

Infrared Camera 

Data Rate 
-350 Kbps 

-200 Kbps 

~1 Mbps 

~1 Mbps 

The current RPM systems employ a distributed data processing architecture where most 

of the data processing and storage is done in the local node due to low data transfer rates 

available with existing 2G/3G networks, as seen from Table 2.7. Doing signal processing 

at the local node can reduce the data rate requirement from Mbps range to -100 bps. 
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3.1 Distributed Data Processing and Storage Architecture: 

In distributed architecture for the RPM system all the data processing and storage is done 

at the local node in the patient's home. The local node provides the backup storage for 

the sensor data. The trend analysis as well as emergency alert generation maybe located 

in central node or split between the central and local node. Central processing node stores 

the patient status results and provides access to the patient medical records and status 

information to clinicians via internet and GUI. Figure 3.1 shows the architectural diagram 

of distributed processing and storage RPM system. 

Figure 3.1: Distributed Data Processing and Storage Architecture 

The distributed architecture allows non real-time critical data to be monitored in a 

store and forward mode. In store and forward mode the sensor data is stored on a local 

device and processed and/or transmitted from the local node on a periodic basis or at 
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specified times. Store and forward method has advantage over real-time processing 

and/or transmission systems since there is no continuous data transmission and system is 

more robust in relation to any network instability, e.g. loss of network connectivity and 

network congestion. 

In store and forward mode data can be transmitted at non-peak hours reducing 

network congestion issues at peak hours, allows for retransmission due to pocket loss and 

more complex encryption algorithms. This allows for better network bandwidth 

utilization. 

The advantages of the RPM system using distributed processing architecture are 

• Most of the processing is done at the local node and only clinically relevant 

information is transmitted to the central node. This significantly reduces the 

bandwidth requirement for the connecting network between the local and the 

central node. Since raw data rate is orders of magnitude greater than processed 

data. It reduces the data loss due to network congestion or temporary loss of 

connectivity. 

• Sensors could have embedded processors to do the data processing. 

Embedded processor provides the signal processing before data transmission 

which could reduce the data rate of the transmitted signal. This will help 

increase the sensor battery life since transmitting data puts the maximum drain 

on battery. 

• Non real-time critical data can be transmitted using store and forward mode 

allowing transmission at non-peak hours reducing network congestion issues. 
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Some of the disadvantages of distributed architecture are: 

• Every sensor (in home and outside) data processing hardware/software must 

be installed for each patient. This will increase the cost of the system. 

• More hardware/software components lead to higher the risk of failures and 

increased need to access patient's home for maintenance. 

• Any changes to hardware/software signal processing components requires 

access to the patient home for upgrade. This is costly especially when large 

number of RPM systems is deployed. 

• Different RPM system vendors may use standardized sensors but may employ 

variety of signal processing techniques and corresponding wide variety of 

hardware and software. If the patient wants to change the RPM system vendor 

the old setup needs to be ripped out and new sensor and signal processing 

hardware/software installed. 
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Chapter 4: Proposed RPM System Architecture 

4.1 Proposed Centralized Data Processing and Storage 

Architecture for the RPM System. 

Since RPM systems upload the patient data to a central node, the upload speed of the 

underlying network is critical for RPM systems. 4G wireless networks offer significantly 

higher data rates compared to current 2G and 3G technologies. With its high data transfer 

rate, 4G network opens the door to feature rich and comprehensive RPM systems with 

the ability to monitor various chronic and acute conditions continuously. 

The current architectures for the RPM systems are limited by the capacity of the 

wireless network for transmitting monitored patient data. 

This thesis proposes a centralized data processing and storage architecture for the 

RPM system that meets the objectives of the RPM system. The proposed architecture 

utilizes the high bandwidth available with wireless network technologies like current 4G 

and beyond. The proposed RPM system architecture meets all the design requirements. 

The proposed architecture is scalable allowing it to be used for monitoring with different 

sensor configuration. 

Figure 4.1 shows the proposed RPM system architecture. 
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Figure 4.1: Centralized Data Processing and Storage Architecture 

The main features of proposed architecture are: 

• All of the signal processing and storage is done at the central node. 

• The local node is only responsible for transmitting raw sensor data over the 

network after compression and encryption. 

• Architecture requires a high capacity wireless network since the raw data rates, as 

seen from Table 2.1, can be very high. 

System consists of sensors to collect biosignals as well as environmental data. The 

number of sensors used depends on individual patient needs. The sensors and the local 

node form a wireless personal area network (WPAN).The sensor data is sent to the local 

node using wireless protocols like Bluetooth LE or IEEE 820.15.4/Zigbee. With the 
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proposed architecture it is possible to use cell phone or a PDA as a local node given low 

processing requirements in the local node. Use of cell phones like iPhone/Blackberry and 

PDAs is widespread in today's society. Use of cell phone/PDA significantly reduces the 

cost of the local node maintenance as well as provides ease of software or hardware 

upgrade. Cell phone/PDA based local node will transmit raw signal data directly to the 

central node using wireless network. 

The application on the local node may assign different priorities to different sensor 

data packets based on its criticality. This will ensure that higher priority signals are sent 

earlier before lower priority signals. Protocol used for high priority signals may include 

acknowledgement and retransmission. The priorities can be set by healthcare providers 

based on individual patient condition. 

The central node consists of a database to store data from all the local nodes, a signal 

processing platform to process and analyze all raw data. It may also be connected to the 

patient EHR so patient specific targets, treatment protocol can be used in data analysis. 

The processed data and EHR can be used along with a Clinical Decision Support System 

(CDSS) to provide healthcare providers with up-to-date patient status, trends in 

condition, diagnostic option and can highlight significant changes. The central node also 

has Web based GUI for allowing healthcare providers to access the patient data locally or 

remotely using Internet. All the data storage is done in the central node increasing the 

data security as well as reducing the cost of data backup. 

Figure 4.2 shows a model of proposed RPM system architecture. 
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Figure 4.2: Model of Centralized Data Processing RPM System. 

Keeping the number of system components in the local node to a minimum will 

increase reliability and reduce the overall maintenance cost since maintaining 

components in the central location is much cheaper. 

The RPM system hardware and software will be upgraded over time to replace 

existing hardware or software with newer versions or adding new components. The 

upgrade process needs to be nonintrusive and should not affect system reliability. For the 

RPM system architecture that does most of the signal processing on the local node in the 

patient's home, upgrades cost will be higher and very intrusive. 

The centralized architecture is easier and cheaper to maintain since it reduces the 

number of components at the remote patient site. 
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This architecture requires high capacity wireless network since raw data from sensors 

is sent to the central node with no or minimal pre-processing. 

4.2 Comparison of Distributed and Centralized Architecture 

The Table 4.1 shows the various system requirements for the two architectural 

frameworks described above. 

Table 4.1: Comparison of the RPM system using Distributed and Centralized Data 

Processing Architecture. 

RPM System Architectural 
Criteria 

Cost: Installation, 
Maintenance, Upgrade. 

Scalability 

Network BW and Data 
Compression 

Network QoS and Reliability 

Wireless Technologies 

Data Security 

Real-time Signal Processing 

Sensor Battery Life 

Distributed Data 
Processing and Data 

Storage 

High 

Medium 

Low 

High (Data could be 
retransmitted) 

2G/3G/4G 

High 

High 

High 

Central Data 
Processing and Data 

Storage 

Low 

High 

High 

Low (Since raw data 
is transmitted) 

4G and higher 

High 

High 

High 

As seen from Table 4.1 major differences in Distributed and Centralized architecture 

requirement is 1) Network BW and QoS 2) Cost. The centralized architecture for the 

RPM system also has significant advantages over distributed architecture in terms of 1) 

Scalability and Flexibility 2) Mobility 3) Ability to migrate to newer computing models 

like Cloud Computing. Following sections provide a detail comparison of the two 

architectures for the differences mentioned here. 
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4.2.1 Network BW and QoS Requirements 

End to end data transfer rate between the local node at the patient's home and the central 

node is one of the factors in design of a wireless RPM system. Not only these sensors 

need higher data transfer rates, multiple of such sensors may be deployed in one home 

requiring much higher bit rate in the range of few Mbps for continuous monitoring. 

Bandwidth available over network can be limiting factor for the RPM system. A 

network connection may traverses multiple intermediate networks engineered for 

different specification. End-to-end bandwidth of a network connection is limited by the 

bandwidth of any path of network connection and may not be guaranteed. 

Low data transfer rates that existing 2G/3G networks offers either limits the RPM 

systems to low bit rate sensors or needs most of the signal processing to be done at the 

patient's the local node. 

In Distributed data processing architecture most of the signal processing is done at the 

local node and will reduce the data transfer rate requirement from Mbps range to -100 

bps for the different conditions being monitored at the patient's home. 

Centralized architecture requires raw data to be sent to the central node for processing 

hence requires high capacity broadband network. Only WiMax/LTE/4G networks are 

capable of providing such high capacity. While such networks are being introduced they 

are not widely deployed. 

Another major factor is the QoS requirement for the RPM system. Packet loss can 

have significant impact on quality of care provided by the RPM system and can result in 

loss of critical patient data. With low BW requirements it is possible to use more secure 
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protocols like TCP with data retransmission without minimal delay even during peak 

usage. 

While 4G network does offer high BW the congestion during peak periods is not clear 

due to its limited penetration. Newer QoS protocols are being introduced for IP network 

but end to end network meeting the requirements of those protocols is still in inception 

stage. 

4.2.2 Cost Requirements 

The cost of installation, maintenance and upgrade the RPM system can be significant, 

especially given the reliability requirements of an RPM system. The system architecture 

has a significant influence on the installation, maintenance and upgrade costs. 

Distributed data processing architecture does most of signal processing at the local 

node and correspondingly has more components at remote patient site. Maintenance cost 

for distributed data processing architecture will be higher due to higher number of 

components with greater chance of failure. Maintaining system at remote site is more 

expensive and will be one of the major factors influencing overall maintenance cost. 

The proposed centralized architecture shown in figure 4.2 where most the processing 

is done at the central node is easier and cheaper to maintain since it reduces the number 

of components at remote patient site. 

The RPM system hardware and software will be upgraded over time to replace 

existing hardware or software with newer versions or adding new components. The 

upgrade process needs to be nonintrusive and should not affect system reliability. For the 

RPM system architecture that does most of the signal processing on the local node in the 

patient's home, upgrades cost will be higher and very intrusive. 
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While sensor installation is one time process it is most likely that data processing 

algorithms for the sensor data will change more often either due to modification, bug 

fixing or new algorithms being introduced for the same sensor data. So ease of applying 

software upgrades with minimal interruption to the patient's life is critical. 

The upgrade process for proposed architecture is significantly simple, less intrusive 

and cost effective since most of the upgrades will not require access to the patient home. 

Centralized signal processing architecture reduces the cost of installation since 

components to be installed at each patient are reduced and maintaining components in 

central location is much cheaper. 

While there is no direct data to evaluate cost benefits of distributed vs. centralized 

architecture for RPM systems the research in to the client/server and thin computing 

model has shown that the hardware and software cost (purchase, install, maintain) can be 

reduced by 40% as well as achieving 30% reduction in operation costs [122], [123], The 

centralized architecture for the RPM system will provide similar savings compared to 

distributed architecture reducing the price of the RPM system and helping it wider usage. 

4.2.3 Scalability and Flexibility 

The proposed architecture is easily scalable since adding new sensor does not require any 

modification at the local node. Since no signal processing is done at local node it is very 

easy to isolate failure from the central node. A failed sensor can be easily turned off or 

put in sleep mode from central node. This allows integrity of the system to be maintained 

with least intervention. System is highly flexible for use under different scenarios like 

patient home, long term care facility; retirement home etc since components at the patient 

site is minimized. 
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Keeping the number of system components in the local node to a minimum will 

increase reliability and reduce intrusion into the patients' lives. 

4.2.4 Mobility 

Impact of the RPM system on the patient's mobility needs to be minimized. Mobility 

discussed here relates to ability to leave residence for overnight stays, measured in hours 

and days rather than months. The RPM system that does not affect the patient mobility 

will ensure that the patients are not restricted to their residence. RPM system setup 

should be simple enough so that they are able to leave their residence for visit to their 

family/friends as a part of their daily living pattern. Patient's mobility will directly affect 

the RPM system acceptance. Any RPM system that limits patient mobility will be 

negatively viewd by patients. 

The RPM system setup needs to be simple so that critical sensors can be moved to 

new location with no or minimal help and interruption if needed. The proposed 

centralized architecture allows minimal components needed at the patient's home and 

simplifies the required setup. This will significantly enhance patient mobility compared 

with distributed processing architecture allowing better patient mobility. 

4.2.5 Cloud Computing and Proposed R P M System Architecture 

Cloud computing is seen by many as the future direction on how computing services will 

be provided. Though cloud computing means different things to different users, in 

essence it is a way of delivering computing services over internet [124]. It can be 

characterized as being scalable, on-demand, internet based and pay-as-you go pricing. 

Users only pay for the services they use. Cloud computing service provider is responsible 
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for software and hardware platform. Cloud computing service providers offer Software-

as-a-Service (SaaS), e.g. Salesforce (CRM), Netsuite (N), and Google (GOOG) [124]. 

One of the advantage of cloud computing is users do not have to buy technology 

(hardware and software) and constantly upgrade it as it becomes obsolete in few years, 

significantly reducing upgrade and maintenance costs. 

Mobile devices especially smartphones are becoming extremely popular. 

Collaboration software on mobile devices allows users to access and perform content 

editing, management where content is stored centrally in a cloud providing true mobility. 

Ability to access SaaS applications from user mobile devices using a mobile device-based 

browser to access the cloud will become a major driving force in near future [125]. This 

is especially true with the advent of high bandwidth networks like 4G and up along with 

the 4G-capable mobile devices. Figure 4.3 shows an architectural view of cloud 

computing model. 
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Figure 4.3: Cloud Computing Model, reproduced from: [126]. 
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The proposed centralized data processing and storage architecture lends itself for very 

easy adoption to cloud computing model. The central node hardware platform, signal 

processing and storage functionality can be considered as a service delivered from the 

cloud such as Platforms-as-a-Service (PaaS) for hardware and Software-as-a-Service 

(SaaS) for signal processing and data storage. This allows the central node 

implementation to migrate from a traditional on-premise infrastructure model to a cloud 

model as shown in Figure 4.4. Local node is a simple mobile device like PDA or 

cellphone connected using 4G to central node. 

m m 

\ Raw Sensor p'ata 
4/ 

. . * 

Health 
Records 

GUI 

Figure 4.4: Centralized Data Processing RPM System using Cloud Computing. 

Cloud service providers host all of the hardware and software needed to provide 

services, eliminating the need for healthcare providers to maintain data center space and 

facilities. Some of the advantages of using cloud computing for centralized data 

processing RPM system are: 
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• No data center space and maintenance required 

• Reduce obsolescence since service provider is responsible to maintain the 

platform 

• Expenditure for capital, power consumption, hardware devices, space, onsite IT 

department for maintenance and upgrades is minimized. 

• Platform independence allows users to access systems regardless of their location 

and what device they might be using for access. 

• System administration is streamlined. 

• Upgrades and backup service is provided by service provider's global 

accessibility. 

The service provider needs to ensure that platform is fault tolerant so that hardware or 

software failures do not affect patient's well being. Similarly it must ensure the security 

and privacy of the patient data. 

4.2.6 Summary 

The proposed centralized RPM system architecture is capable of integrating multiple 

sensor data, is scalable and requires very little user intervention. This is achieved by 

centralizing the entire signal processing of the raw sensor data in the central node. It 

utilizes high bandwidth that will be available with 4G and beyond wireless network. The 

proposed architecture can be very easily incorporated with the emerging computing 

technologies like cloud computing. 

As RPM systems are widely deployed the cost of maintaining them will play a critical 

role in the choice of the RPM system architecture. In future more and more sensors 

requiring complex signal processing will be employed for the RPM. If signal processing 
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is done in the local node at the patient site an upgrade or patch fixes for the software will 

have to be done in each patient home either physically going there or via remote login 

both will increase system down time and will significantly add to the maintenance cost. 

The proposed centralized architecture provides ease of maintenance, reduced cost of 

upgrade and maintenance. Since raw data is available in the central location newer 

processing algorithms can be easily tested with stored raw data before being released in 

the field. Healthcare providers can draw upon the raw data in case they require it for 

more details. 

Based on installation, maintenance and upgrade cost as well as reduced computing 

and storage costs via use of cloud computing the proposed centralized signal processing 

the RPM system architecture performance significantly better than other architecture 

utilizing the local node signal processing. It also allows much higher mobility for the 

patients to travel to another city. 

There are multiple commercial vendors providing RPM systems. With RPM systems 

set to become integral part of healthcare plan in future the number of vendors providing 

RPM systems will grow significantly. Centralized architecture provides significant ease 

of changing vendors since only sensors are installed at the patient's home with all signal 

processing off loaded to the central node. Centralized architecture using cloud computing 

will significantly improve the ability to switch between vendors. 

While network transmission costs will be higher for centralized architecture, it is 

expected that the cost per bit over 4G network will be significantly lower than 3G 

network. 
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Chapter 5: Proposed Adaptive Information 

Content Management and Buffer Caching Design 

Network congestion and loss of network connectivity is a serious problem in wireless 

network [38], [89], [84], [90]. High speed internet has made video/audio streaming and 

online gaming applications easily accessible, substantially increasing the demand for 

bandwidth. The pattern of usage for streaming applications is very different than the 

traditional peak hours of the past. With newer applications high network usage is around 

the clock [109], [110]. Today's wireless networks are getting highly congested. Operating 

companies are in a race to upgrade their existing networks to 4G to meet the exploding 

bandwidth demand [107]. 

Real-time patient monitoring requires that network connectivity between sensors, the 

local nodes and the central node is constantly available. Loss of connectivity and high 

network latency due to network congestion will have a significant impact on the QoS 

offered by the RPM system [84], [89], [90]. It will also result in loss of real-time data, 

and can affect patient health when the condition being monitored is acute. 

While no real-time continuous RPM system can survive catastrophic network 

failures, the RPM system design must be robust enough to survive a certain level of 

network congestion and temporary loss of connectivity without losing critical patient 

data. 
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While high data rates available with 4G wireless network makes implementation of 

the proposed centralized signal processing architecture for the RPM system feasible such 

a RPM system must be robust enough to be able to survive adverse network conditions 

due to network congestion or connection loss. 

5.1 Background 

Buffering can be used to hold data when network congestion or loss occurs till network 

connection or capacity is restored. But buffer lengths have limits and buffers will 

overflow once they are full, resulting in data loss, e.g. at 1 MBbps data rate RPM system 

with a 10 MByte buffer will overflow in 10 sec. Simple buffering techniques result in the 

irrecoverable loss of all information content from the sensor signals when the buffer 

overflows. 

While it is possible to eliminate congestion by over provisioning a network it is 

practically impossible to eliminate end-to-end congestion due to multiple networks that 

may be involved in a connection. Most of the networks are not over provisioned due to 

cost involved [111]. 

Another solution for achieving network reliability is having redundancy in network 

connection. This can be achieved by having network connectivity via two different 

network providers. One would act as a primary connection and second one as a backup, 

used in case first network is not available or congested. This will increase overhead and 

cost of the system and is only viable where complementary wireless networks (4G) are 

available. 

Newer QoS protocols like Classifier, Marker (DiffServ, IPv6), and Scheduler etc as 

mentioned in Chapter 2 are being implemented in IP network for real-time applications. 
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Yet end to end network meeting the requirements of those protocols is still in inception 

stage. 

5.2 Proposed Adaptive Information Content Management 

(AICM) Method 

Loss of critical patient information when available network capacity is below the 

requirement or due to temporary loss of network connectivity can be prevented by 

intelligently reducing the transmission data rate. 

This thesis proposes a new "Adaptive Information Content Management (AICM)" 

method along with sender buffer caching scheme for centralized data processing RPM 

system that is robust and highly survivable under adverse network conditions. The 

proposed AICM method reduces the data rate of the RPM system by reducing the 

information content being transmitted to the central node. The proposed design is 

scalable and adaptable for different network and sensor configurations and can extend the 

survivability time of the RPM system without losing critical patient data. 

The proposed AICM method along with sender buffer caching, is very generic and 

not restricted for use with the proposed centralized RPM system architecture only. It can 

be used for any RPM system architecture to make it robust against network congestion 

and/or failure and resulting loss of critical patient data. 

5.2.1 RPM System Architecture using the AICM and Buffer Caching 

The AICM method collects the information available from all of the sensors and partitions 

it into multiple levels. Pre-processing progressively reduces the information content from 

one level to the next, such that lower information content leads to a lower data rate, i.e. 
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Information content at Level L-l > Information content than Level L 

and 

Data Rate at Level L-l > Data Rate at Level L 

The data rate reduction factor at each level is defined as D, and D,+i > D,. Level 1 is 

considered to hold the full raw data so that 

D, = l 

Each level has a separate send data buffer and data at each level is cached in buffer 

space allocated for that level. The output from the RPM system can be adaptively 

selected from buffers at different levels. By selecting different send buffers the RPM 

system can adaptively select the information content that is transmitted to the central 

node. The selection of data buffer for sending the data is done such that the transmission 

data rate at the selected level is less than the available network capacity. This adaptive 

selection of data buffer and corresponding transmitted data will ensure that the critical 

patient data is not lost due to network congestion and/or temporary loss of network 

connectivity. 

The information content at each level needs to be carefully selected to ensure that 

critical patient data is still retained during network congestion or connection loss. The 

choice of which data is critical for a patient and needs to survive adverse network 

condition will be dependent on the patient's medical conditions being monitored, sensors 

used and the network capacity and is a RPM system design criteria. 

Figure 5.1 shows the architecture of the RPM system using adaptive information 

content management. 
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Figure 5.1: AICM RPM system using static multi buffering scheme. 

The allocation scheme used to allocate buffers for each level is a static buffering 

scheme where total available buffer of size K Bytes is divided equally between all the L-

Levels. So buffer size at each level is given by K/L. 

The total "Survival Interval" (SI) of the RPM system using the AICM method is 

defined as the length of time in seconds that the system will be able to retain patient 

information during a full connection loss. So if system suffers connection loss greater that 

SI then loss of critical patient information will occur. The SI is given by 

SI = (K/ (L*N))* J ]D , (5.1) 

Where K is the total buffer size available, L is the number of levels, D, is the data rate 

reduction at Level i, and N is the original full data rate in KBps. 
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5.2.2 Example of the AICM Method for L = 3 

In this section the concept of AICM is illustrated using a RPM system with three levels 

for the AICM method, L=3. Though L=3 is used as an example the design methodology 

is extendible to any number of levels L (L > 1). 

Figure 5.2 shows an adaptive RPM system with 3 information content levels (L = 3) 

and corresponding 3 static buffers with a total buffer size of K Bytes. The data rate 

reduction factor at each level is defined by variable D! where i is the level number, e.g. 

Di = 1 for level #1, and D3 > D2 > Di. Data from each processing step is being stored in 3 

separate K/3 Byte buffers. The data rate for full information content is defined as N 

KBps. 
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Figure 5.2: Adaptive information content and static multi buffer RPM system with 
little or no network congestion. 

When network capacity is greater than N KBps the Buffer#l is selected for data 

transmission and there is no buffer overflow from Buffer #1 and full information content 
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is sent to the central node. While data is being transmitted from Buffer #1, lower 

information content data is being cached in buffer #2 and #3 on an ongoing basis. The 

length of the data being cached in Buffer# 2 and Buffer#3 is equal to: 

K/3*N seconds 

This ensures that buffers can be switched dynamically between different Levels 

without loss of continuity. 

If the network capacity drops below N KBps, Buffer #1 will overflow. When Buffer 

#1 overflow occurs, the system adaptively starts transmitting the data from Buffer#2, 

where data rate is N/D2 KBps. This allows the RPM system to dynamically adapt to the 

lower available capacity of the network. 

The information content in Buffer #2 is less than the original full raw data contents in 

Buffer#l, but the system will survive for a longer time (by a factor of D2) than if the data 

rate was not reduced. Figure 5.3 illustrates the scenario. While data is being transmitted 

from Buffer#2 data from Level 3 is cached in Buffer#3. 
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Figure 5.3: Adaptive information content and static multi buffer RPM system with 
moderate network congestion. 

If the network capacity drops below N/D2 KBps, Buffer #2 will overflow. When 

Buffer #2 overflow occurs, the system adaptively starts transmitting the data from 

Buffer#3, which is at bit rate N/D3 KBps, adapting to the lower capacity of the network. 

The data rate for Level 3 is lower by a factor of D3 and the system will survive for much 

longer than it would for Level #1 and Level #2 information content. Figure 5.4 illustrates 

the scenario. 

Ultimately a limit will be reached when network capacity drops below Level#3 

transmission rate, N/D3, or when network connectivity is lost the Buffer#3 will overflow 

resulting in loss of the patient data for all levels. 

Depending on the choice D2 and D3 survivability interval (SI) given in equation (5.1) 

can be significantly increased for the RPM system using the proposed AICM method. 
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Figure 5.4: Adaptive information content and static multi buffer RPM system with 
heavy network congestion. 

5.2.3 Survivability Interval (SI) Evaluation for Different D 2 and D 3 

Equation (5.1) can be used to predict the SI of a RPM system for different values of 

D2 and D3 Two sets of values for D2 and D3 were chosen to illustrate how SI varies with 

D2 and D3. 

For set 1 

D2= 2:100 and D3 = 2*D2 

And for set 2 

D2 = 2:100 and D3 = 10*D2. 

For D2 a range of values from low (2) to high (100) was chosen. The choice of D3 was 

made to illustrate how SI varies when the ratio of D3 to D2 is low (set 1, ratio is 2) and 
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when ratio of D3 to D2 is high (set 2, ratio is 10). The range of values chosen for D2 and 

D3 give fair demonstration of SI variability but equally extendible to other ranges. 

For this example following are the assumption, though it can be applied to different 

values of K/N. 

K/N = 1 second 

for both the AICM and non-AICM methods. 

(5.2) 

Using equation (5.1) Plots of SI versus different values of D2 for set 1 and 2 were 

obtained. SI for non-AICM RPM system = 1 second in both cases. Figure 5.5 shows the 

SI for D2 varying from 2:100 and D3 = 2*D2 (set 1). 
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Figure 5.5: Comparison of Survivability Interval for the RPM system with and 
without AICM D2 = 2:100 and D3 = 2*D2 

As seen from Figure 5.5 for data point when D2 = 100 and correspondingly D3 = 200 

SI is equal to 100.33 seconds compared with 1 second for non-AICM method. Plot also 

indicates that as D2 increases (and correspondingly D3) SI of the AICM grows linearly. 
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Figure 5.6 shows similar plot of SI for D2 varying from 2:100 and D3 = 10*D2 (set 2). 

As seen from Figure 5.6 for data point when D2 = 100 and correspondingly D3 = 200 SI is 

equal to 367 seconds compared with 1 second for non-AICM method. 
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Figure 5.6: Comparison of Survivability Interval for the RPM system with and 
without AICM D2 = 2:100 and D3 = 10*D2 

It is also clear from Figure 5.5 and 5.6 that most gain in survivability for 3-Level 

system is obtained when D3 is much higher than D2. 

5.3 Summary 

A fully wireless RPM system maximizes patient mobility inside and outside home and 

provides portability. The reliability of wireless network becomes critical component for 

any RPM system using wireless technology. Despite the high bandwidth available with 

upcoming 4G+ wireless networks, periodic network congestion as well as temporary loss 

of connectivity will continue to occur. Though varies network QoS like Guaranteed 

Service are likely to become available it may not be available over end to end connection. 
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Temporary loss of connectivity and/or congestion will lead to data loss for the RPM 

system. The proposed AICM methodology for the RPM system can significantly improve 

the survivability performance of the RPM system under adverse network condition. The 

AICM method achieves better survivability by reducing the information content it is 

transmitting when network bandwidth is reduced or connection is lost. The reduction in 

information content leads to lower data rate for the sensor data being transmitted and 

hence improving the survivability interval of the RPM system. 

Increased survivability time can be achieved using multiple levels of progressively 

reduced information stream from the local node. The number of information content 

levels used will depend on the sensors used, network capacity and the patient condition. 

The AICM method ensures that while some data will be lost under overloaded 

network scenario, there is no complete loss of patient data. This provides for ability to 

retain critical patient data by discarding non-critical patient data. Thus it provides ability 

to trade-off transmission of patient data to meet reduction in network bandwidth due to 

congestion or loss of connectivity while still harvesting vital patient data. Use of the 

AICM method will become crucial as number of sensors employed in the RPM system 

increases with corresponding need for higher network bandwidth. 

It is important to keep in mind that centralized processing architecture does very little 

processing in the local node which allows PDAs, cell phones to be used as the local node. 

Since information content reduction happens in the local node it is critical that any 

information content reduction method should not require intensive signal processing 

which cannot be handled by local nodes using PDA/cell phones. 
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Chapter 6: Proposed Contiguous Buffering 

Scheme for the AICM to Maximize Survivability 

Interval 

The AICM method described in Chapter 5 uses static buffering scheme where a separate 

buffer of fixed length is used for caching the sensor data at each information content 

level. While data is being sent from buffer at one level the data from other levels is being 

cached in their own buffers. This causes a large portion of buffer space to be left unused. 

It is possible to utilize the buffer space more efficiently. The driver for using buffer space 

more efficiently is to maximize the survivability of the RPM system. 

In this chapter a different buffering scheme from the static buffering scheme used in 

Chapter 5 is proposed that will utilize buffer space more efficiently and maximize 

survivability interval and minimize information loss while using same buffer space as 

used in static buffering method (K Bytes) used in Chapter 5. 

Proposed buffering scheme is a contiguous buffering scheme where buffers are used 

as needed rather than being pre-allocated. This buffer caching scheme uses the entire 

buffer space as one contiguous block. Figure 6.1 shows the dataflow for this contiguous 

buffering scheme. 
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Proposed Buffering Scheme to Maximize SI 
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Figure 6.1: Data flow for AICM RPM system using contiguous buffering scheme. 

Total buffer size K for this scheme is same as the static buffering scheme used in 

previous chapter. To prevent timing discontinuity in the information being transmitted the 

data from each level is stored in the section of the same buffer. 

To understand how contiguous buffering scheme operates lets considers a scenario 

where data is being transmitted from level ' i ' . In this case the buffer is shared between 

levels 'i ' to 'L'. No data is stored for levels T to ' i -1 ' . 

The first portion of the buffer for level ' i ' named Bj stores the data that is being 

transmitted over the network. The remaining buffer is partitioned proportionately so that 

there is no timing discontinuity in the data stored at each level. 

The length of the data stored at each level is related by following equation, i.e. 
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(6.1) 
Bi * Di = Bi + \*Di + i 

where B, is the buffer size for storing data or caching data at level ' i ' and data stored at 

buffer B, is given by 

B,= K 
( L \ 
1+ J^Di/Dm 

V m=i+\ 

(6.2) 

and 

L (6.3) 
K — 2lBm 

m = i 

Initially when sufficient network bandwidth is available contiguous buffering scheme 

transmits the data from Level ' 1 ' is stored in buffer Bi. When network bandwidth drops 

and buffer Bi overflows entire buffer is reconfigured to store and cache data from level '2 ' 

and up only. The data is transmitted from buffer B2. So the buffer is disturbed among L-l 

levels only. When buffer B2 overflows the buffer is again reconfigured to store and cache 

data from level ' 3 ' and up only. The data is transmitted from buffer B3. So the buffer is 

disturbed among L-2 levels only. The process continues as each buffer overflows due to 

reduction in network bandwidth. 
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Survivability interval for such contiguous buffering scheme with L-Level information 

caching is given by 

i=\ 

Where, 

Bi = Buffer length for level i 
Ri = Data rate at each level (N/D,) 

6.1 Example of Proposed Contiguous Buffering scheme 

Functionality for L=3 

The functionality of the proposed contiguous buffer management scheme is explained in 

this section using 3-Level information content system (L=3) though it is extendable for 

any L>3. 

Figure 6.2 shows the block diagram of the contiguous buffer management scheme 

using L = 3. When sufficient network bandwidth is available the raw data from level' 1' is 

stored in buffer Bi and transmitted to the central node while data with lower information 

content is cached in a buffers B2 and B3 as seen in Figure 6.2. 
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Figure 6.2: Adaptive information content and contiguous buffering RPM system 
with no or little network congestion. 

In this case 

Bl = 
K 

F> D 2 V D 3 / 

(6.5) 

52 
K/ 

'D2 
(6.6) 

K/ 
53 = D3 

(1 + ^ 2 + X)J 
(6.7) 

78 



When network capacity drops below N KBps, the buffer Bi will over flow. In this case 

the data transmission will continue from Level #2 with lower information content. Also all 

the buffering space will be reconfigured to reuse the buffer space previously used for 

storing data from Level #1 as shown in Figure 6.3. 
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Figure 6.3: Adaptive information content and contiguous buffering RPM system 
with moderate network congestion. 

In this case: 

Bi = 

P%D (6.8) 

and B3 = B2 * D2 /D3 (6.9) 
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When network capacity drops further below N/D2 KBps, the buffer B2 will over flow. 

In this case the data transmission will continue from Level #3 with lower information 

content. Also all the buffering space previously used for storing data from Level #2 will 

now be used for storing Level #3 as shown in Figure 6.4. 

In this case: 

B3 = K (6.10) 

Heavy Network Congestion NetworkData Rate < N/D2KBps 

Full Information Medium Information Low Information 
Content N KBps Content N D: KBps Content N D s KBps 

Sensor) 

\ 

Buffer Size B, = K 
Data Stored: 
K*D,'Ninsec 

Sensor Data 
Merging 

v J 

/ 

Information 
Content 

Uttering #2 

Information 
Content 

M*ertag #3 

Figure 6.4: Adaptive information content and contiguous buffering RPM system 
with or heavy network congestion. 

In the scenario shown in Figure 6.4, if the network capacity further drops below N/D3 

or connectivity are lost, buffer will overflow and all information content will be lost. 
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6.1.1 SI Evaluation for Contiguous Buffering Schemes 

The SI for the contiguous buffering scheme is given by 

SI = j^SIi (6.11) 

where 

ST, ¥JN 

S I l = ( 1 + l / + 1 Z ) (6-^ 
V / D 2 / D 3 / 

Sl2 = 
D2*K/N 

(1 + D 2 / ) (6-13> 
v i + / D 3 / 

Sl3 = D 3 * K / 
/ N (6.14) 

For plotting purpose it is assumed that K/N = 1 for both the AICM and non-AICM 

method. 

Using same 2 sets of values for D2 and D3 used in section 5.2.3, 

For set 1 

D2= 2:100 and D3 = 2*D2 

and for set 2 

D2 = 2:100 and D3 = 10*D2. 

the plots of SI for contiguous buffering scheme versus different values of D2 and D3 were 

obtained. SI for non-AICM RPM system = 1 second in both cases. 

Figure 6.5 shows the SI for D2 varying from 2:100 and D3 = 2*D2 (set 1). 

81 



250 -

•B 
C 

| 150 

100 

50 

Comparison of Survivability Interval using 
Contiguous Buffering Scheme 
D2 = 2:100 and D3 = 2*D2 

D2 = 100 
D3 = 200 -

SI = 267 Sec 

-NonJUCM 

-Level #1 

-Level #2 

Level#3 

Total SI 

_L 
10 20 30 50 

02 
60 70 80 90 

Figure 6.5: Comparison of Survivability Interval for Contiguous Buffering RPM 
system with and without AICM, D2 = 2:100 and D3 = 2*D2 

As seen from Figure 6.5 for data point when D2 = 100 and correspondingly D3 = 200 

SI is equal to 267 seconds compared with 1 second for non-AICM method. Plot also 

indicates that as D2 increases (and correspondingly D3) SI of the AICM grows linearly. 

Figure 6.6 shows similar plot of SI for D2 varying from 2:100 and D3 = 10*D2 (set 2). 

As seen from Figure 6.6 for data point when D2 = 100 and correspondingly D3 = 1000 SI 

is equal to 1092 seconds compared with 1 second for non-AICM method. 

Similar to results for static buffering scheme it is also clear from Figure 6.5 and 6.6 

that most gain in survivability for 3-Level system is obtained when D3 is much higher 

than D2. 
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Figure 6.6: Comparison of Survivability Interval for Contiguous Buffering RPM 
system with and without AICM D2 = 2:100 and D3 = 10*D2 

6.2 Comparison of the AICM system using Static vs. 

Contiguous Buffering Scheme 

The Table 6.1 shows the summary of SI static buffering scheme and contiguous buffering 

scheme from Figures 5.5 and 5.6 and Figures 6.5 and 6.6 for the 2 sets of D2 and D3 used. 

Table 6.1: Comparison of Static and Contiguous Buffering Scheme for (D2 = 100 
and D3 = 200) and (D2 = 100 and D3 = 1000) 

Buffeting Scheme 

SI (in Sec) 

(D2 = 100 suul D3 = 200) 

(D2 = 100 and D3 = 1000) 

Static Buffering 

100.3 

36" 

Contiguous Buffeiing 

267 

1092 

83 



From Table 6.1 it is clear that SI for contiguous buffering scheme provides the 

maximum survivability compared with static buffering scheme using the same total 

buffer size. 

Figure 6.7(a) shows the plot of survivability interval for 3-Level static buffering RPM 

system using no AICM and system using AICM (given in Equation (5.1)) for D2 = 2 and 

D3 = 5 while Figure 6.7(b) shows the equivalent plots for contiguous buffering scheme 

(using equations 6.12-6.14). 

Figure 6.8 shows the equivalent plot of survivability interval for 3-Level RPM system 

with D2 = 10 and D3 = 100. Figure 6.9 shows the SI plot for 2-Level RPM system for D2 = 

10 and Figure 6.10 shows equivalent plot for D2= 100. 
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Figure 6.7: Comparison of Survivability Interval for Static (a) and Contiguous (b) 
Buffering RPM systems with no AICM and 3-Level AICM with D2=2 and D3=5. 
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Figure 6.8: Comparison of Survivability Interval for Static (a) and Contiguous (b) 
Buffering RPM systems with no AICM and 3-Level AICM with D2=10 and D3=100. 
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Figure 6.9: Comparison of Survivability Interval for Static (a) and Contiguous (b) 
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Figure 6.10: Comparison of Survivability Interval for Static (a) and Contiguous (b) 
Buffering RPM systems with no AICM and 2-Level AICM with D2=100. 

As seen from Figures 6.8 to 6.10 it is clear that the AICM system using contiguous 

buffering scheme provides significantly higher survivability interval compared to the one 

using static buffering for both 2-Level and 3-Level systems. The result is extendable for 

levels >3. 

These results clearly show that using contiguous buffering scheme for an AICM 

system will maximize the survivability of the RPM system under adverse network 

condition. 

It is also evident from Figures 6.8 to 6.10 having higher number of Levels for static 

buffering scheme does not provide proportional gain in SI while contiguous buffering 

scheme does not suffer any reduction in efficiency. 
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6.2.1 Choice of Number of Levels for Static and Contiguous Buffering 

Schemes 

The choice of number of levels that may be used for the AICM method to obtain 

maximum SI is a design parameter and depends on values of Dj available. 

To illustrate how to obtain optimal number of levels for the AICM system it is 

assumed that the overall information content reduction possible for an AICM RPM 

system is given by "D". Such a system can have any number of intermediate levels ' i \ 

This example compares SI for 2-Level system vs. 3-Level system. Assuming the 

following for both static and contiguous buffering schemes: 

D = 100 and K/N = 1 seconds (6.15) 

For 2-Level system 

D2 = D 

static buffering 

SIS, (SI for static buffering) = 1/2 (1+ D2) (6.16) 

contiguous buffering 

SIC0 (SI for contiguous buffering) = D2 + 1/ (1+1/ D2) (6.17) 

For 3-Level system 

D3 = D and D2 = 2:5:90 (6.18) 

static buffering 

SI s t =l /3 ( l+D 2 + D3) (6.19) 

contiguous buffering 

SIC0 = D3 + D2 / (1+D2 / D3) + 1/(1+1/D2+ 1/ D3) (6.20) 
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A plot of SIst for 2-Level and 3-Level system was obtained using equation (6.16) and 

(6.19) and shown in Figure 6.11. Similar plot of SIC0 for 2-Level and 3-Level system was 

obtained using equation (6.17) and (6.20) and shown in Figure 6.12. 
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Figure 6.11: Comparison of SIst for 2-Level and 3-Level static buffering system for 
same information content reduction D=100. 
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Figure 6.12: Comparison of SIC0 for 2-Level and 3-Level contiguous buffering 
system for same information content reduction D=100. 
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From Figure 6.11 it is clear that with static buffering scheme for a given information 

content reduction factor (100 in this case) up to certain values of D2 (e.g. D2 = 52 in this 

case) choosing 3-Level AICM system will provide reduced SI compared to a 2-Level 

AICM system. 

Figure 6.12 shows that unlike static buffering scheme a 3-Level contiguous buffering 

system will always perform better than 2-Level contiguous buffering system. On the 

other hand for static buffering system having higher number of level is effective only 

after a certain threshold is reached. This clearly indicates the benefits of using contiguous 

buffering scheme for the AICM RPM system. 

Similar analysis can be applied for choice of higher number of levels (L= 4, 5 etc). 

The choice of number of levels to be used for contiguous buffering system will 

depend on the sensors used and what content reduction factor D! can be achieved with the 

data while still maintaining the critical patient information. 

For rest of the discussion in this chapter it is assumed that AICM RPM system is 

using contiguous buffering scheme. 

6.3 Performance of the AICM Method during Network 

Congestion 

The amount of time "T," that a buffer in level ' i ' will take to overflow at different 

network capacities Cx, is given by: 

T1 = K,/(R,-CX) (6.21) 

Where, 

K, = Buffer length for level T 
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R, = Data rate for level T (N/D,) 

Cx = Network bandwidth 

When 

N/DL > Cx (6.22) 

all the buffers will overflow and all the patient data will be lost. 

Total time, TL, for buffers for L-levels to overflow is given by: 

7i = £- *' 
=i(Ri-Cx) I— 

(6.23) 

where Ri = N KBps 

Defining 

N/Cx=M (6.24) 

and 

K/N = 1 (6.25) 

Equation (6.22) for buffers to overflow gives 

M > DL (6.26) 

Equation (6.23) can be written as: 

„, ™(Ki*Di)IN 
TL = Y ± J—^ (6.27) 

For contiguous buffering scheme using equation (6.2) Ki = Bi and 

K 
Bi = ( L \ 

i+ YuDilDm 

V m=i+\ J 

(6.28) 
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When Cx = 0 (Loss of connection) from equation (6.4) and (6.23) the time to overflow 

(TL) approaches SI. 

T ,=SI (6.29) 

Using equation (6.23) and (6.26) we can plot how the buffering system will behave as 

the network bandwidth reduces and buffers start to overflow. Figure 6.13 shows a plot of 

TL vs. M/DL for range of values of M for 1 to 3 Level AICM system (L = 1, 2, 3) for 

contiguous buffering scheme. 

A seen from the Figure 6.13 time it takes for buffer to overflow decreases rapidly 

when M/DL » 1. Also seen from Figure 6.13 (B) and (C) when M/DL > 2 the overflow 

time come is very close to the SI (when connection is lost, Cx = 0). 
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Figure 6.13: Plot of adaptive information content management RPM system under 
different network congestion contiguous buffering scheme. 

Figure 6.14 shows 3-Level system overflow time for Level-2, Level-3 and Total with D2 
= 50 and D3 = 100. Figure 6.15 shows similar plot with D2 = 5 and D3 = 10. 

92 



1200 

1000 

t/> 800 

i= 600 
3 
D 
E 
> 400 
o 

I 
m 200 

Contiguous Buffer Overflow Time (Seconds) 3-Level System 
D2 = 50, D3 = 100, M=110:20:500 

I Level 2 
! Level-3 
I Total 

•il JLi iiii 
1.5 2 2.5 3 3.5 4 4.5 5 

RPM System Data Rate/Network BW Ratio *D3 = (M/D3) 

Figure 6.14: Overflow time in seconds for 3-Level AICM system with D2 = 50 and D3 
= 100. 

30 

25 -

</> 20 -

F 15 
3 
o 
"S 
S 10 
o I 
£ 5 

1 

Contiguous Buffer Overflow Time (Seconds) 3-Level System 
D2 = 5, D3 = 10, M=20:10:100 

J II J II 

zn 
I Level-2 
I Level-3 
Total 

II 
3 4 5 6 7 8 9 10 

RPM System Data Rate/Network BW Ratio *D3 = (IH/D3) 

Figure 6.15: Overflow time in seconds for 3-Level AICM system with D2 = 5 and D3 
= 10. 

These plots can be used to design the number of levels and corresponding information 
content reduction factor Dj needed to achieve certain SI and overflow time. Given the D; 
and number of levels L in the system they can be used to obtain SI and overflow times for 
the overall system. 
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6.4 Summary 

A contiguous buffering scheme for storing multi-level information content provides 

significantly superior performance in terms of SI compared to a static buffering scheme 

presented in Chapter 5, which allocates fixed number of buffers for each information 

content level. The number of levels that can be used in an RPM system will depend on 

many different design requirements and criteria's and not only on overall SI. The 

important criteria's that will be considered are e.g. critical real-time sensor data, network 

capacity and congestion pattern, reliability of the network, available buffer size, the 

patient condition etc. Using the equations derived in this section the SI performance of the 

system can be computed for given information content reduction possible with the RPM 

system design. The SI can be used to generate alarms if network connectivity loss interval 

exceeds SI. 
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Chapter 7: Implementation of an Bed Occupancy 

RPM System Using Pressure Sensitive Mat 

This chapter presents the Bed Occupancy RPM system implemented in this thesis to 

illustrate how the concepts developed in Chapter 4, 5 and 6 can be used for real life 

implementation. 

The sleep pattern monitoring is critical for many medical conditions, also changes in 

sleep patterns are an early sign that an illness may be accelerating, people with dementia 

have difficulty maintaining regular sleep pattern at night and may show increasing 

sleepiness during the day [46], [49], [50]. Currently sleep pattern is monitored using sleep 

diary or verbal information provided by the patient. Such sleep data can be incomplete 

and may not be accurate. An objective sleep pattern monitoring can be provided by non-

intrusively monitoring the bed occupancy. 

The RPM system for bed occupancy was implemented as a part of a collaborative 

study between Faculty of Nursing at University of Toronto, Ottawa-Carleton Institute for 

Biomedical Engineering at Carleton University and Dept of Geography & Environmental 

Studies at Wilfrid Laurier University Waterloo. The project was undertaken to investigate 

the role telemonitoring technology can play in supporting the clinical decision making of 
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home care clinicians . The study investigated the impact of providing clinicians with 

access to the following data: 

• Sleep quality and the ability to transfer in and out of bed collected using a 

pressure sensitive mattress. 

• Mobility patterns collected via a GPS enabled device such as a Blackberry. 

These data are expected to be used to augment functional health assessments, support 

patient education and enable clinicians to more effectively and efficiently monitor client 

recovery. 

The overall project objective was to develop and integrate a non-intrusive monitoring 

system to support clinicians in their decision-making and monitoring of home care 

clients' health in and out of the home. The project's goals are to improve the efficiency 

and safety of home care services, reduce the demand on scarce and expensive human 

resources, and improve the safety and quality of home care services. 

The system uses custom built software on the BlackBerry that automatically acquires 

compresses and securely transmits data from the on-board GPS/accelerometer and from 

pressure sensitive mat to a central node. Data processing algorithms are then used to 

automatically detect a wide range of patient activities including sleep duration, bed exits, 

out-of-home activities, exercise and in-home movement patterns [5], [6], [7], [8], [9]. 

The project was divided in 2 components; the bed entry/exit part was implemented at 

Carleton University while GPS mobility data component was implemented at Wilfrid 

Laurier University. 

This research is supported by a grant from the Research (CIHR) and Natural Sciences and Humanities Research 
Council (NSERC). 
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7.1 Bed Occupancy RPM System 

The implemented Bed Occupancy RPM system is designed measure to patient 

activity in bed especially bed entry and exit timings. For the implementation of Bed 

Occupancy RPM system a pressure sensitive mat by S4 Sensors Controls Inc called Bed 

Occupancy Sensor (BOS™) was used. The BOS™ is a waterproof sensor pad that is 

placed under a client's mattress in the patient's home. This allows doctors to remotely 

monitor sleeping patterns of their patients. The Figure 7.1 shows the block diagram of the 

implemented RPM system. The bed occupancy sensor based RPM system was 

implemented as a part of this thesis. The external web server used was implemented by 

Wilfrid Laurier team. 

Patient Home 

Bluetooth 
Connection .*-

-< 
S4 Sensor 

S/W 

••**" 

Local Node (PC/Laptop) 
r •> 

Bed Entry/Exit 
S/W 

Matlab 

Connection "• 
To 

Web 
Server A 

Wireless 

(Implemented at Carleton University) 

Central Node 

Database Web Server 

(Implemented at 
Wilfrid Laurier University) 

G U I 

•yiggiaa 

f x ^ 
(Implemented at Carleton University) 

Figure 7.1: Block diagram of Bed Entry/Exit RPM System. 

The Bed entry/exit detection software in the local node and the GUI was implemented as 

a part of this thesis using Matlab. 

97 



7.1.1 Pressure Sensitive Mat 

The pressure sensitive mat BOS™ translates pressure exerted on embedded sensors in to 

electrical signal. This signal can then be used to detect presence and/or absence of 

occupant in the bed. The BOS™ consists of 24 sensors arranged as an array of 8 x 3 

sensors. The size of the BOS™ mat is 24 cm by 90 cm, with sensor elements spaced 10 

cm apart. The pressure sensor uses a light emitting diode (LED) with two fiber optic 

wires for transmitting and receiving signal. The transmit fiber allows light to propagate 

through it from the LED into the sensor cavity. The receive fiber measures the intensity 

of the backscattered light which is converted in to the force applied on the sensor. The 

measurements that are being recorded by the sensors are relative measures of force being 

applied to the mat. 

The sensors were sampled with 12 bit precision at 10 Hz. Samples from each sensor 

are forwarded over the network by S4 Sensors Inc. firmware as three semi-redundant 2-

byte words, resulting in a data rate of-10 KBps (for 24 sensor Bed Mat). 

The output from mat is sent to the local node (a PC/Laptop in this case) via a 

Bluetooth connection where the software provided by S4 Sensors receives the pressure 

data and stores it in a Comma Separated Value (.CSV) file on the local node. This file is 

Microsoft Excel compatible. The data is stored in separate file of 4 hours (manually 

adjustable) intervals. Every 4 hours a new data file is created and old file closed. All the 

files have unique file name. The data stored contains time stamps and pressure value for 

each sensor. 

The mat setup for bed entry/exit can use one pressure mat or six pressure mats. While 

one pressure mat is sufficient to measure bed entry/exit data, using six mats allows 
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additional data besides bed entry/exit to be collected. This additional data allows 

measurement of length of time it took for a client to exit the bed, how symmetrical an exit 

was, and whether or not they used their hands to get out of bed. Recording changes in bed 

entry and exit patterns may signify changes in the physiological condition of the client. 

Figure 7.2 shows how one sensor and six sensor mat setup is used. 

(A) - Six Pressure Sensor Set-Up 

f 
(B) - One Pressure Sensor Set-Up 

Figure 7.2: Different pressure mat set up used for bed entry/exit RPM system. 

7.1.2 Usability Study for GUI Design 

GUI design is an important aspect of the RPM system for users of the system (healthcare 

providers). Presentation of the monitored data must be intuitive and easily navigatable for 

user acceptance. It should help with user tasks and not cause information overload. 

One goal of the study was to determine the most appropriate GUI features of the 

monitoring system for data presentation. This was achieved by conducting a usability test 

and qualitative analysis of the GUI prototype. The usability study was undertaken early in 

the GUI design cycle to solicit feedback from the healthcare providers regarding GUI 

requirements. So the feedback can then be incorporated into subsequent GUI designs. 
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The usability study was conducted by Anneliis Tosine and me from Carleton University 

and research teams from Faculty of Nursing at University of Toronto, and Dept of 

Geography & Environmental Studies at Wilfrid Laurier University Waterloo. 

The study research team used a human-centered design approach and prepared low -

fidelity prototypes of GUI for usability test [127]. Two possible versions (called Version 

A and Version B in our study) of a prototype GUI that encompasses the data outputs of 

the monitoring technologies at Carleton (pressure sensor mat) and Wilfrid Laurier (GPS 

using Blackberry) universities were designed by research team consisting of myself and 

Anneliis Tosine at Carleton University and a researchers from Wilfrid Laurier university. 

Each GUI version consisted of three levels of data in a 'dig-down' format. Usability 

goals/ requirements and evaluation objectives were also outlined in this step. Figure 7.3 

and 7.4 shows the homepage of the GUI for version A and B. 

A pseudo patient with a case history was created for the demo. 
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Figure 7.3: Legend location and size for the homepage on Version A. 
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Figure 7.4: Legend location and size for the homepage on Version B 

The Figure 7.5 and 7.6 shows the GUI page for the bed activity tab version A and B 

that can be accessed from home page shown in Figure 7.3 and 7.4. 

The usability trial was conducted for three types of user groups that the system was 

designed for, home care nurses, occupational therapists, and case managers. A case 

description was created for each clinician type asking the participants to complete certain 

number of tasks while using the GUIs. The study cases were drawn from cases 

commonly encountered during home visits. 
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Figure 7.5: Bed activity tabs in Version A, Level-2. 

For each usability test, the set-up involved a video recording of the computer screen -

to document mouse movement and better understand the thought process and interface 

interaction of the participant - as well as a back-up audio recording. The evaluation setup 

is shown in Figure 7.7. 

The audio recordings were transcribed and used together with the video recordings. 

Through iterative passes of eight participant audio transcriptions and videos, similar 

parameters surfaced. These parameters were grouped into two categories; issues 

pertaining to detailed design and those related to conceptual design. 
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Figure 7.6: Bed activity tab in Version B, Level-2. 

Since this was a formative evaluation, additional evaluations can be repeated to reveal 

how changes made to the prototype based on this usability study affects the system's 

usability. This iterative method helps to integrate the feedback from the users in the 

design and development process of the GUI in order to continuously improve the 

information system, help gauge/measure any developmental progress, and assure a higher 

acceptance rate for its integration into the home care practice [8], [9]. 

Using the results of the usability study a GUI using Matlab specifically intended for 

use with bed occupancy RPM system was implemented as a part of this thesis. 
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Figure 7.7: GUI evaluation set-up 

7.1.3 Local Node 

The data from mat is received by the local node. The mat transmits the data using 

Bluetooth technology. The local node in this case is either a PC or laptop. The local node 

processes the received data from sensors to determine the bed entry and exit times. The 

data processing software to extract bed entry/exit time was implemented using Matlab. 

The local node has the Matlab installed on it. It is capable of detecting bed occupancy of 

any duration. The software works with data from both one mat and six mat 

configurations. The data processing software runs automatically every day to obtain bed 

entry/exit times. The result file can be send to central node automatically using a 

Blackberry. This bed occupancy data can then be plotted to understand the daily, weekly 

and monthly trends. 
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7.1.4 Trial of Bed Occupancy R P M System 

An integrated trial of the Bed Occupancy RPM system from Carleton University and 

GPS mobility pattern system developed by Wilfrid Laurier University was conducted in 

the 1st week of November 2010. Pressure sensor mat was installed in participant's bed 

and participant also carried Blackberry for monitoring mobility (movement) outside 

home. A laptop with Matlab installed was used to collect the data from pressure mat via 

Bluetooth connection. The participant went about their daily activities as usual. The trial 

was conducted for a period of 10 days. The trial was successful with no issues found with 

use of mat in participant's home. 

The collected mat data from the trial was processed and daily, weekly and monthly 

trends were obtained. The designed GUI was used to show how the processed data can be 

used by healthcare providers to monitor the patient, understand the patient's progress 

against the set targets and adjust the treatment if needed. The patient name and 

information used in the GUI is fictitious and for demonstration purpose only and is not 

related to trial participant for privacy purposes. 

Figure 7.8 shows homepage of the bed occupancy RPM system GUI. It shows the 

details of the patient, provides choice of displaying daily/weekly/monthly data, allows the 

healthcare provider to change dates/week/months to review history. The bed occupancy 

data is shown as bars with a threshold line indicating to the healthcare provider how well 

the patient is doing against the target. Threshold can be set by healthcare provider. There 

is also space available for healthcare providers to write down the note. 
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Figure 7.8: GUI for bed entry/exit RPM system, showing weekly bed occupancy 
data. 

Figure 7.9 shows the monthly view from the GUI. There is a button on the GUI 

homepage to look at the statistics of the bed occupancy data. The "Statistical Data" 

button on the GUI can be used to view various statistical data like avg. wake-up time, 

avg. length of naps, avg. bed entry time and avg. no of bed exits at night. 
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Figure 7.9: GUI for bed occupancy RPM system, showing monthly view of bed 
occupancy data. 

7.1.5 Trial Summary 

As seen from the monthly and weekly plots it is clear that the patient has generally 

stayed close to their target for duration in bed. Also when the patient had less than target 

bed occupancy, number of entry/exit in bed is greater than the target. Such information 

then can be used by healthcare providers to investigate what might have triggered change 

in sleep pattern. This will allow them to detect underline medical condition and react 

proactively rather than when it becomes an emergency. Such a proactive response is 
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crucial to improve patient's quality of life and reduce medical cost which are the main 

objectives of any RPM system. 

In practice GUI will be implemented on a web server in the central node where it is 

accessible to healthcare providers via internet with password access. 

7.2 Proposed Centralized Data Processing and Storage 

Architecture for Bed Occupancy RPM System 

The implemented bed occupancy RPM system shown in Figure 7.1 used distributed data 

processing architecture. The data from bed sensor mat is processed on a PC located in the 

patient's home. This requires a processing engine to be installed along with the pressure 

mat. Use of a single mat is sufficient for bed occupancy monitoring. It is possible to use 

multiple pressure mats (up to six mats providing 144 pressure sensor and able to cover 

entire bed) as shown in Figure 7.2(B) to monitor other physiological parameters, e.g. 

duration of a sit-to-stand (SiSt) transfer which is a representative measure of a person's 

physical mobility, bed posture, respiratory rate, movement in bed and restlessness [63], 

[128]. 

Signal processing requirements for evaluating additional parameters mentioned above 

are significant. If pressure mats are used in conjunction with other sensors like ECG 

monitor, IR camera, accelerometer etc the computing power required in the local node 

will increase considerably to do the signal processing locally. While it is possible to 

provide processing capacity by employing a high performance PC as a local node or have 

dedicated signal processing chip for different sensors, this will increase the cost of RPM 

system significantly. 
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The raw data storage requirements are also very high. The data storage requirement 

using single mat are -120 MB per day, for six mats it shoots up to -450 MB per day. So 

backup is expensive. 

As discussed in Chapter 4 the proposed centralized architecture for the RPM system 

is optimal allowing for it to take advantage of evolving Internet computing especially the 

Cloud Computing, reducing the computing, maintenance and upgrade costs. 

The bed occupancy RPM system architecture used in Figure 7.1 was revised to adopt 

the proposed centralized data processing architecture. Employing centralized data 

processing architecture for bed occupancy RPM system involves raw data from pressure 

mat sensors to be directly sent to the central node without any processing in the local 

node. Feasibility of implementing centralized data processing architecture using 

Blackberry for transmitting data from bed mat sensors was explored. The implementation 

of receive/transmit app for Blackberry was successfully done by Jacques Chauvin at 

Carleton University. Figure 7.10 shows the adoption of bed occupancy RPM system 

using centralized data processing architecture. 

Figure 7.10: Bed Occupancy RPM System utilizing Centralized Data Processing 
Architecture. 
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The raw mat sensor data sent by Blackberry is received at the central node and is 

processed by S4 Sensors software to derive the bed entry/exit data similar to what was 

done in the local node. This simplifies the setup needed at the patient's home 

significantly. All that is needed at the patient's home are the sensors and a wireless 

device that will receive and transmit the sensor data to the central node over wireless 

network. This provides ease of installation at the patient's home. Any changes, patches to 

processing software can be easily applied at the central node with no disruption to the 

patient's life. Also the raw mat data is stored at the central node for backup which is then 

available for future analysis; data can also be used for trialing newer algorithms. 

The architecture presented in Figure 7.10 is scalable since new sensors can be added 

with ease. 

7.3 Case Study: Application of the AICM to Bed Occupancy 

RPM System 

To illustrate application of the proposed AICM method to a real life application a case 

study was done to show how the AICM method proposed in Chapter 5 can be applied to a 

bed occupancy RPM system. The case study used the bed mat sensors data to monitor the 

characteristics of bed-exit analysis, movement, and breathing rate. 

As mentioned in Section 5.3 for centralized processing architecture signal processing 

of the local node must be kept to a minimum. This case study shows how very simple 

information content reduction methods without the need for extensive local node 

processing can be used improve the SI of the RPM system. 

Information content reduction feasibility depends on features being extracted from the 
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sensor data being monitored. It is critical to evaluate how loss of information content 

affects the features extracted from sensor data. 

The case study demonstrates how information content can be reduced to achieve 

higher survivability interval under adverse network conditions and the impact of reduced 

information content on system performance in terms of 

1. Loss of features compared with full information content. 

2. Effect on specificity and sensitivity for extracted features. 

The sensors used in this case study were six BOS™ pressure sensor mats by S4 

Sensors Inc. They provide a total of 144 sensors (24 sensors per mat) positioned in 8 

columns across the bed and 18 rows from headboard to footboard. 

Figure 7.11 shows the flow of data for the case study. Study focused on how the 

reduction in information content affects performance and SI for bed mat sensor data. The 

network transmission of the data was not part of the evaluation. 

S4 Sensor 
S/W 

Level #1 
Information 

Content 
Filtering 
Level #2 

Information 
Content 
Filtering 
Level #3 

Local Node (PC) 

Feature Extraction 
and 

Signal Processing 
S/W 

Matlab 

Compare and evaluate 
the performance and SI 
at different information 

content level 

Figure 7.11: Application of AICM method to Bed Occupancy RPM System. 
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7.3.1 Clinical Feature Extraction 

Data used for the case study was collected during the trials that were conducted in the 

rehabilitation ward of the Elisabeth Bruyere Hospital in Ottawa, ON, Canada. Patients 

were monitored continuously during rehabilitation after hip surgery, beginning with the 

day of the operation and ending when they were released from the hospital. 

The study at Elisabeth Bruyere Hospital was conducted by Amaya Arcelus and 

Megan Holtzman from Carleton University as a part of their research in to the patient 

mobility, breathing rate and balance using pressure mat. The processing algorithms for 

the features discussed below were also implemented by Amaya Arcelus and Megan 

Holtzman at Carleton University [55], [128], [129], [130], [131]. 

Figure 7.12 shows the clinically significant features which were extracted from the 

pressure-sensitive bed. 

Figure 7.12: Information extraction 
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Following is a brief description of each feature and the processing steps that take 

place to extract them. 

1. Bed Occupancy 

The presence of the occupant in the bed was determined using the point-source 

modality of the sum of all sensors [55]. 

2. Symmetry 

The body symmetry as the occupant exited the bed was assessed by converting 

the sensor outputs into pressure images and then analyzing the regions of interest 

over time [129]. Symmetry is a significant parameter in the estimation of an 

occupant's level of functional mobility [132]. 

3. Sagittal Deviation 

The deviation of the body along a sagittal plane was measured by analyzing the 

center of pressure trajectory as the body exits the bed. Monitoring this feature 

over time can indicate changes in balance and stability of an occupant [55]. 

4. Bed-exit Interval Timing 

Timing of the interval defined by an intention to exit the bed can be measured 

using two methods. The first method uses the center of pressure trajectory to 

determine the start of the bed-exit [55]. The second method uses the sum of all 

sensors [130]. Timing has been shown to be a significant feature in the monitoring 

of home occupants [128]. 

5. Movement Detection 

The detection of muscular movements was performed using the moving average 

and moving variance of the individual pressure signals [131]. Movement 

detection can be used in the measurement of sleep restlessness and overall sleep 
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quality. 

6. Respiratory Rate 

The respiratory rate was calculated for each sensor by fusing the respiratory 

signals [55], and finding the highest peak in the Fourier spectrum within the 

frequency range of interest. Respiratory rate during sleep is widely monitored as it 

is a predictor of mortality in older adults [133]. 

7.3.2 Content Reduction Method 

The bed occupancy RPM system shown in Figure 7.11 using six pressure mats was used 

to monitor and extract the six features mentioned in the previous section. 

The performance and SI of the RPM system in Figure 7.11 was evaluated using the 

algorithms developed by Amaya Arcelus and Megan Holtzman. The proposed AICM 

architecture shown in Figure 7.11 uses three information content levels. When no 

congestion is present, data is forwarded to the local node for processing without any 

required buffering (Section 6.1). The following section describes how reduced 

information content at each level is achieved. 

7.3.2.2 Information Content Level 1 

Full information content is available at Level 1. At the processing node, all 

information is extracted once data is received. No change should be detected in 

the output since full information content is transmitted. 

7.3.2.2 Information Content Level 2 

Under moderate congestion or medium-term connectivity loss, a simple 

summation scheme to reduce the amount of data (and hence information) can be 
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managed on the local device. To simultaneously keep centre of pressure 

information yet reduce the data, the sum of the rows and sum of the columns is 

buffered instead of the raw sensor data. This results in only 8+18 = 26 data 

streams rather than the original 144. The data rate reduction factor D2 is 

D2 = 144/26 = 5.54 

7.3.2.2 Information Content Level 3 

When heavy congestion limits sending bandwidth, or a connection loss lasts 

longer than the medium buffer storage allows, only the sum of all the sensors is 

buffered. Since some sensors constructively interfere with each other, there would 

be a loss in signal to noise ratio of some extracted signals, such as the respiratory 

signal. Features dependent on localization would be unavailable. The data 

reduction factor D3 is 

D3 = 144 

7.3.3 Results 

7.3.3.2 System Survivability 

To keep just over one second of full data content (at lOKBps), a 10 KB buffer is allocated 

to the bed mat data. This is a small amount of memory, but reflects only a single 

component of the full RPM system buffer, total buffer available for RPM will be divided, 

based on needs needs of each sensor, among all the sensors. The size of buffer (10 KBs) 

used in this study is for illustration purpose only size of the buffer used in real RPM 

system is a design parameter of the system and will depend on the type of sensor, 

criticality of the sensor data and available network capacity. By using the proposed 
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AICM method, the survivability of the system can be increased from one second with full 

information content to almost two and a half minutes with reduced information content. 

Fig. 7.13 display the time to live of the system for each information content reduction 

scheme [4]. 

Survivable Intel val of the REM system with simple sender Buffer 

Survivable Interval of the RPM svstem with AICM method 

Level 1 

1 Second 5,54 Seconds 2.4 minutes 

Figure 7.13: Comparison of survivability interval for bed occupancy RPM system 
using conventional buffering vs. one using AICM system. 

Table 7.1 displays the features that are retained at successive data (and corresponding 

information) reduction levels using the three data reduction methods outlined in Section 

7.3.2 for each level. Of the six features available with full data, two thirds of them are 

still available at Level 3. However, some loss of accuracy in the features is denoted by 

the * marks. A total system survivability of over two and a half minutes is achieved. 

The accuracy and sensitivity of the estimation and detection algorithms are dependent 

on the quality of the extracted movement and breathing effort signals, which are in turn 

dependent on the information content of the received sensor data. To compare the 

changes between levels, all available bed exits (31) were compared, while respiratory 

rates and movement detection sensitivity was compared over 120 30-second epochs. 
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TABLE 7.1: Information Retained, Rate Reduction, and Survivability at each Level 
* indicates some loss ol accuracy co 

Information Availability 

Bed Occupancy 

Bed-Exit Interval Timing 

Sagittal Deviation 

Symmetry 

Movement Detection 

Respiratory Rate 

Data Rate Reduction Dj 

Survivability Interval with 

10 KB buffer space 

mpared to L 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

1:1 

1 sec 

evel 1 

Yes 

Yes 

Yes 

No 

Yes* 

Yes* 

144:26 

5.54 sec 

Yes 

Yes* 

No 

No 

Yes* 

Yes* 

144:1 

2.4 min 

Respiratory rates were counted as valid if less than five seconds of the epoch was 

detected as movement. Table 7.2 presents the standard deviation (s.d.) from the original 

feature extracted from Level 1 data at both Level 2 and Level 3. Features that are not 

available at those levels are marked N/A. 
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Table 7.2: Standard Deviation of Features at Level 2 and 3 compared to Level 1 

Feature 

Bed-Exit Interval 
Timing (s) 

Sagittal Deviation 
(cm) 

Symmetry 

Movement 
Detection 

Respiratory Rate 
(bpm) 

Level 2 

mean 
(s.d.) 

0 

0 

N/A 

0.24 
(0.86) 

Level 2 (%) 

0 

0 

N/A 

Sensitivity: 65.1% 

Specificity: 

92.7% 

1.55(6.67) 

Level 3 

mean 
(s.d.) 

12.9 ± 
(14.7) 

N/A 

N/A 

2.52 
(5.93) 

Level 

3 (%) 

29.2 

N/A 

N/A 

Sensitivity: 

49.4% 

Specificity: 91.4% 

9.66(22.19) 

For some features, the loss of accuracy at Level 3 may be enough to warrant dropping 

the feature, but this depends on the application. Although movements are detected at 

Level 3 with a sensitivity of only 50%, it is mostly small movements that are no longer 

discerned. The feature would still be useful for further analysis where large movements 

are most important, such as for position change detection. 

Figure 7.14 displays the calculated bed exit interval times at all levels compared with 

the bed exit interval times calculated for full data at Level 1. If no modification to the 

results occurs due to lower information content, all of the points would lie along a 45° 

line. Level 1 and 2 show identical results, while Level 3 is generally similar, but can be 

quite different, particularly for longer bed exits. 
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Figure 7.14: Bed exit times at all levels. 

Figure 7.15 shows a similar plot for extracted respiratory rates. For Level 2 data, 

respiratory rates are very well correlated to the original respiratory rates at Level 1. 

However, Level 3 data is less likely to properly detect movements, and some epochs at 

Level 3 are marked as valid, when they are in fact corrupted. 
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7.3.4 Case Study Discussion 

The case study presented an example of how the AICM method can be used to 

improve the survivability of the RPM system under adverse network condition. The case 

study used three levels of information content to achieve data rate reduction. How many 

levels to use for data rate reduction depends of criticality of the data and how the loss of 

information content affects the features extracted for that particular sensors. As seen 

from case study reduction in information content, e.g. sending only the average sum 

during a given time period rather than all bed mat sensors data, can cause loss of certain 

features as well as reduce accuracy for remaining features. Each of the three levels were 

designed to maximize the number of surviving features; however, in reality the tradeoff 

between data rate reduction and loss of feature availability would be dictated by the 

criticality of the data to meet the patient's healthcare requirements. 

For this case study the same signal processing algorithms for extracting features were 

used at each information content level. The algorithms did not take in to account 

reduction in information content. Optimizing the signal processing algorithms based on 

reduced information content at each level could result in better accuracy for the extracted 

features. For instance, to assess valid epochs at Level 3, a secondary method to assess 

validity, such as by analysis of the signal to noise ratio or by application of the reliability 

method presented in [63], could be implemented. It may be possible that a completely 

different set of signal processing algorithms could be used at each level to extract the 

same features. 

The application of the AICM method to bed occupancy RPM system clearly shows 

that using reduced information content survivability of the system can be significantly 
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improved while still retaining many of the extracted features either with same or reduced 

accuracy . 

Similar approach can be applied to various other sensor configurations, e.g. IR video, 

microphone, EEG, UWB etc especially for those sensors requiring high bandwidth as a 

part of future work. Application of the AICM method for sensors mentioned above and 

design and evaluation of different algorithms for feature extractions when information 

content is reduced is part of the future work. 
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Chapter 8: Discussion 

8.1 Adaptive Information Content Reduction 

As described in Chapter 4 centralized processing architecture provides most cost 

effective, mobile, transparent, non-intrusive and scalable model for the RPM system. The 

centralized processing architecture is feasible due to availability of broadband wireless 

networks like 4G and beyond. One of big advantage of the proposed architecture is that it 

is capable of seamlessly integrating with newer computing paradigm like cloud 

computing. 

Any RPM system architecture must be reliable and robust. Robust architecture will 

ensure that it will survive non-catastrophic failures and the patient's health is not 

jeopardized. 

The proposed AICM method significantly improves the survivability of the RPM 

system when network failures occur. This provides a robust architectural platform for 

RPM system. 

The design considerations for the AICM method include the number of levels used, 

the size of sender buffer available and processing capability of the local node. 

The AICM techniques must employ low fidelity signal processing methodology to 

achieve information content reduction. This will ensure that the local node does not need 
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special processing hardware and allow common wireless devices like PDAs, cell phones 

etc. to act as a local node. 

8.1.1 Techniques for Information Content Reduction 

The information content of the RPM system can be reduced using different techniques 

based on the sensors and biological/environmental condition being monitored. Some of 

the factors that will affect information content reduction are the specific patient 

condition(s) being monitored, real-time response requirements, physical location of the 

patient home, e.g. rural or city; the need to reduce false alarms and the response time of 

the healthcare providers. 

Information content reduction methods can be employed even under normal traffic 

conditions to reduce the bandwidth requirements of the RPM system and need not be 

limited to use when available network bandwidth drops due to congestion. 

Use of arbitrary information rate reduction techniques like randomly dropping 

packets when buffer is full will result in loss of critical patient information and are not 

suitable for the RPM application. There has been very little research in the area of data 

rate reduction techniques when network performance degrades for the RPM application. 

This is mainly due to architectures most commonly proposed in literature for the RPM 

system use distributed processing architecture where raw sensor data is processed at the 

local node and only the results which require low bit rate are sent to the central node 

[134]. Also majority of the research is focused on signal processing aspects for different 

sensors and not overall integrated working of multitude of sensors for a comprehensive 

RPM system. Mohomed et al have proposed a user context aware filtering to reduce the 

data rate for the RPM system [135]. 
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While current research in to data rate reduction for the RPM system is almost non

existent many data rate reduction techniques have been proposed for variety of other 

applications which may be applicable for use with the RPM system, e.g. Streaming 

video/audio [136], [137], [138], Web [139], [140], Body Sensor Network (BSN) [141], 

[142] etc. Network congestion and loss of connectivity is faced by most of the streaming 

applications when transmitting over network with variable bandwidth while BSN uses 

data rate reduction techniques to conserve battery power. Some of the proposed content 

reductions techniques for Video/Audio, Web, BSN applications are mentioned below. 

• Lossy compression 

Lossy compression provides much higher compression ratio that lossless 

compression. Some analysis would have to be done to find acceptable limit of the 

distortion introduced by lossy compression for use in RPM system [141], [142]. 

• Scalable Codecs 

Scalable codecs can adapt to varying network capacity. The Scalable Video 

Codec (SVC) is an extension of the H.264 standard (H.264 SVC) for video 

streaming application. Scalable codecs store information content in multiple 

layers. Lowest layer contains the least information content and successive layers 

contain increasing information content to improve the quality of the image. Which 

layer is transmitted depends on network capacity or limitations of user device 

[138]. 

• Downsampling 

Reduction in data rate can be achieved by downsampling the sensor data by a 

certain factor [143]. Downsampling requires pre anti-aliasing filter. Downsampling 
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decreases the data rate but will affect quality of the information. It may be possible 

to dynamically adjust the data transmission rate, higher data sampling rate may be 

triggered on specific event and low data sampling rate used at rest of the times, e.g. 

fall detection, coughing/snoring event etc. 

• Turning off non-critical sensor data transmission 

For this method, data rate reduction is limited by the data rate of the sensors which 

are being turned off. If the deactivated sensor's data stream is a low bit rate stream, 

then the reduction achieved will be marginal. 

• Data prioritization 

The data prioritization schemes are aimed at separating important part of the data 

from less important part so data can sent based on its importance [144]. 

126 



Chapter 9: Conclusions 

9.1 Summary of Results and Contributions 

This research focused on developing a architectural framework for the RPM system that 

is cost effective, mobile, transparent, non-intrusive and scalable as well as capable of 

seamlessly transitioning to newer high bandwidth wireless networks and computing 

paradigms. 

Following is the list of contributions made by this research: 

• Proposed a centralized data processing and storage architecture for the RPM 

system and demonstrated that it meets all the design criteria of the RPM system. 

• Proposed an Adaptive Information Content Management methodology that will 

significantly improve the survivability of the RPM system under adverse network 

conditions. 

• Evaluated Survivability Interval for different reduced information content levels 

to demonstrate how AICM methodology can improve the survivability of the 

RPM system. 

• Performed analysis to show the relationship between reduction in information 

content and number of levels used affect Survivability Interval. 

• Proposed a Contiguous Buffering scheme for Adaptive Information Content 

Management methodology. 
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• Evaluated the Survivability Interval of AICM method using Contiguous Buffering 

scheme. Compared the performance of Contiguous Buffering scheme with Static 

Buffering scheme and proved that Contiguous Buffering scheme outperformance 

Static Buffering scheme significantly. 

• Demonstrated how to design number of levels and information reduction factor to 

achieve certain level of Survivability Interval under given network traffic load. 

• Implemented a Bed Occupancy RPM system using pressure sensitive mat. 

• Conducted usability test and qualitative analysis of the RPM system GUI 

prototype. The study was conducted for user groups that the system was targeted 

for, home care nurses, occupational therapists, and case managers. Audio/Video 

recordings were used to capture user feedback. User feedback will be integrated 

in the design and development process of the GUI in order to improve GUI design 

to assure a higher acceptance rate for the RPM system into the home care 

practices. 

• Using the results of the usability study a Bed Occupancy RPM system GUI was 

implemented using matlab GUI package. 

• A trial of the Bed Occupancy RPM system was conducted in cooperation with 

Wilfrid Laurier University using one volunteer participant for one week. The 

results were presented in [5], [6], [7], [8] and [9]. 

• The data from the trial was used with the designed GUI to show how the Bed 

Occupancy data can be used by healthcare providers to monitor the patient, 

understand the patient's progress against the set targets and adjust the treatment if 

needed. 
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• A case study was done to demonstrate practical application of AICM method to 

the RPM system with pressure sensitive mat sensor. The case study focused on 

using the bed sensors to monitor the characteristics of bed-exit analysis, 

movement, and breathing rate. The case study demonstrates how information 

content can be reduced to achieve higher survivability interval under adverse 

network condition and the impact of reduced information content on system 

performance. The results have been submitted for review in [4]. 

9.2 Recommendations for Future Work 

During the course of the research for this thesis it became clear that certain areas need to 

be investigated further to ensure that the RPM system achieves the potential benefits it 

offers and gain wide user acceptance. The recommendations for future work in to those 

areas are summarized here: 

• Further work needs to be done to investigate information content reduction 

techniques for various sensors especially ones' requiring high bandwidth, e.g. IR, 

video, microphone; similar to one done for pressure sensitive mat in this thesis. 

This is critical if the RPM system is to meet its high availability requirement since 

not all the sensors or all the sensor data from a particular sensor is real-time 

critical and how the RPM system handles adverse network condition without 

jeopardizing patient's health will have significant ramification on its wider usage. 

• Many signal processing algorithms have been proposed to monitor variety of 

medical conditions using different sensors. All of these signal processing 

algorithms assume full bandwidth data being available from the sensors. It is 

important to investigate the performance of these algorithms when information 
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content from the sensor data is reduced. It is not clear if all the proposed signal 

processing algorithms would be optimal when information content in the sensor 

data is reduced. Different signal processing algorithms may perform better with 

reduced information content. It may lead to the RPM system design where 

different sets of algorithms of used for same sensor depending on the information 

content reduction factor and must be researched. 

• The use of Internet for the RPM system connectivity puts major onus on network 

QoS issue. The QoS requirements and protocols specifically suitable for RPM 

systems must be investigated. 
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