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Abstract

Internet of Things (IoT) systems are driven by numerous Wireless Sensor Networks

(WSNs) at the sensing layer supporting various applications. Due to the high volume,

complexity, and velocity of IoT data and the limited resource of IoT devices, it is cru-

cial to develop efficient data management to fulfill the required Quality-of-Service (QoS).

However, managing IoT traffic based on QoS metrics is insufficient, especially when the

required QoS is not attainable even after optimally utilizing all available resources.

In this thesis, data analytics is used to develop metrics and methodologies for iden-

tifying the quality of IoT data in terms of predictability and contained information. The

Quality-of-Information (QoI) of the collected data must be optimized while being sub-

jected to the limited resources to ensure that IoT applications run successfully. Therefore,

the QoI is exploited in data management, reduction, and forwarding.

Firstly, advanced algorithms are developed for performing Dual-Prediction (DP) to re-

duce data based on its predictability. The proposed algorithms are based on Deep Neural

Networks, which are able to outperform existing techniques in terms of reduction ratio

while maintaining the same error levels in recovery.

Secondly, information-oriented data reduction and forwarding are developed to max-

imize the Information-Content (IC) of collected data. The proposed IC metric measures

data redundancy and recoverability. The developed schemes aim to improve data delivery

by ensuring that all delivered data is important for running applications successfully.
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Thirdly, the challenges facing the practical implementation of the proposed DP and

IC-based data reduction schemes are highlighted. Also, the proposed solutions addressing

them are validated through a developed IoT testbed running realistic IoT applications.

Finally, a Deep Reinforcement Learning (DRL) approach is proposed for solving prob-

lems where unknown-state components in IoT systems need to be managed. The DRL

approach has been applied for Edge backhaul selection to fulfill the QoS of data delivery

through the backhaul. To improve the convergence time of DRL policies training, Feder-

ated Learning (FL) is applied. FL enables collaborative policy training between multiple

Edge devices without sharing private training data.
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Chapter 1

Resource Management in IoT Systems

1.1 State-of-the-Art

Wireless Sensor Networks (WSNs) are the primary building blocks of the Internet of Things

(IoT), which is the backbone of building various and large-scale applications. WSNs are

composed of numerous low-cost, battery-powered, and constrained sensing and actuating

nodes. The nodes are constrained in terms of energy resources, storage, computational

capabilities, and communication capabilities. The goal of WSNs is to collect data from

a physical environment to support a variety of applications such as monitoring, automa-

tion, event detection, object tracking, among others. Data is generated by the nodes in the

network and is collected by sinks and gateways for further processing.

Recently, extensive efforts have been exerted to improve WSNs in terms of energy ef-

ficiency, lifetime, coverage, connectivity, accuracy, and reliability. Many protocols and

technologies were developed to optimize WSNs’ performance, such as deployment opti-

mization, localization, routing, scheduling, power control, congestion control, cognitive

radio, and in-network processing [1].

Traditional communication networks have been engineered following the principle of

1



CHAPTER 1. RESOURCE MANAGEMENT IN IOT SYSTEMS 2

protocol layering, where each layer has a set of functionalities to perform with limited inter-

action with other layers. This rigid design does not entirely suit wireless communications

as it limits having adaptability in the network [2]. Later on, significant gains in wireless

networks’ performance were obtained by exploiting the interaction between different pro-

tocol stack layers, which is referred to as cross-layered design. The development of cross-

layered designs has enabled the creation of adaptive, flexible, and dynamic networks [3].

Cross-layered design helps to have systems capable of adapting to many types of changes

throughout communication channels, network devices, data conditions, and running appli-

cations. However, the cross-layered design is not enough to develop systems that can learn

and improve over time. Also, the designed algorithms must be customized by the designers

after studying and considering all aspects of the presented problems, which sometimes is

very difficult to achieve because of the hidden correlation between the different parts of the

problem.

In this regard, attention was recently drawn to artificial intelligence (AI)-based and

machine learning (ML)-based protocol design. Cognitive nodes can gather and exchange

information within their protocol stack and other nodes in the system. They can also grow,

develop, and behave differently through their running time as intellectual entities. By rely-

ing on ML-based solutions, hidden correlations and observations are deduced and used to

improve decision-making and performance.

An intelligent entity can be defined as an entity that can gather information from the past

and present, build knowledge, develop reasoning, take decisions, and control its or others’

behaviour. This adaptation aims to optimize an objective or improve the performance of a

system in one or more aspects while interacting with its surroundings. In other words, a

software agent is intelligent when it follows actions that are appropriate in its context, tries

to optimize a goal or a set of goals continuously, adapts to a wide range of changes, learns

from its own experience, and functions properly within the existing limitations in resources
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and time.

The importance of applying ML-based approaches in IoT is mainly due to the dynam-

icity and uncontrollability of the surrounding environment. ML approaches can provide a

lower-complexity alternative for sophisticated optimization algorithms that consume time

and resources when being run continuously. Also, the learning process provides an au-

tomated methodology to deduce hidden correlations, understand the context, and make

predictions from the collected data, which enables autonomous and intelligent decision-

making with minimal human intervention. However, developers must be careful while

applying ML-based approaches to IoT because such approaches are sometimes difficult to

train, consume a lot of resources, and need large training datasets.

Recently, extensive efforts were exerted to improve IoT systems and WSNs through AI

and ML solutions [4]. Also, few surveys were dedicated to highlight AI and ML algorithms

and study their applications in this field. For example, in [5], a survey was conducted to

study the applications of reinforcement learning and swarm intelligence in WSNs, such as

in routing. Also, [6] studies some other applications in WSNs such as deployment, localiza-

tion, task scheduling, and information processing. In [7], the applications of reinforcement

learning, neural networks, and decision trees are presented throughout different layers, in-

cluding routing, neighbour management, clustering, data aggregation, and data integrity.

The authors in [4] discuss a few ML tools briefly and survey their applications in routing,

clustering, data aggregation, event detection, localization, and medium access control. The

study [8] includes a discussion on evolutionary algorithms, swarm intelligence, artificial

immune systems, and reinforcement learning and their applications in WSNs.

In conclusion, in this work, we try to explore AI and ML algorithms to improve the

utilization of various network resources. In IoT systems, resource management includes

management of physical resources (such as deployment optimization, network clustering,
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operation and workload scheduling, power control, and spectrum allocation and manage-

ment) and management of virtual resources (such as data through data analytics, in-network

processing, routing, and congestion control).

1.2 Data and Information Management For Enhanced

Resource Utilization

1.2.1 Background

The end-users ultimate concern is to benefit and get value from the data provided through

IoT systems. To better support the various applications, especially in IoT systems, it is of

interest to distinguish between traffic, data, and information. Traffic represents the actual

packets that flow in the network and hold the generated data. Packets also carry other data

fields that render the context, such as source and destination addresses. Data represents the

content generated by the sensing devices that need to be delivered to a final destination to

serve running user applications. Finally, information is the application-oriented interpre-

tation of the collected data. The collected IoT data is used to build a context and extract

information to run various tasks, such as object detection, event detection, and automation.

The quality of the delivered information must be preserved while respecting the limited

resources of WSNs to ensure that applications run successfully.

There are extensive studies in the literature focusing on managing the delivery of traffic

flows over WSNs and IoT systems. Traffic management includes designing routing proto-

cols, transmission layer protocols (reliability, congestion, and flow control), medium access

protocols, and clustering schemes. In this context, it is very challenging and resource-

consuming to employ guaranteed-delivery protocols for traffic management due to (1) the

enormous rates of traffic flows that are generated by the sensing devices and (2) the limited
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resource in the underlying WSNs of IoT systems. Therefore, most of the traffic delivery

protocols employed in WSNs are based on best-effort-delivery approaches [9], which could

result in having packet drops during data delivery while optimizing other aspects such as

network lifetime, delivery delay, and system capacity.

Most of the currently implemented and deployed protocols in WSNs deal with network

traffic as a black box, without considering the data and information content that the packets

payloads hold. Therefore, it is critical to design effective protocols that manage traffic

flows while optimizing the delivered data and information quality. Managing the massive

collected data efficiently and extracting the most valuable information is a challenging task

that must be taken into consideration during the traffic management and delivery process.

Data and information management is not limited to the sensing layer of IoT systems, and it

should be applied through all layers, such as edge and cloud layers.

In this context, the Quality-of-Information (QoI) is introduced. The QoI of the data

portion represents the value/worthiness of this portion to the running user applications that

rely on its content. Data that has more importance for running applications successfully

carries higher information quality. The QoI is quantified in terms of various metrics, such

as accuracy, timeliness, completeness, relevance, and security, depending on the use-case

[10, 11].

1.2.2 Thesis Contributions

WSNs are rich data sources, as they generate a large amount of sensed data. However,

due to the existing temporal and spatial correlation, the majority of this data is redundant

and has no impact on running applications [12]. Since WSNs are typically constrained and

resource-limited, they have deficiencies in dealing with a massive amount of data, espe-

cially in communication and delivery; They suffer from data congestion, leading to deliv-

ery delays and high packet loss. Most of the existing literature studies traffic management
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to achieve satisfaction of different Quality-of-Service (QoS) metrics such as the number

of hops, delay, packet loss, fault tolerance, lifetime, and throughput [13], regardless of the

importance and quality of data. However, based on the QoI, WSNs are able to fully ac-

complish applications’ requirements while saving resources such as bandwidth and energy.

In the age of Big Data, it is critical to exploit the content and value of data in optimizing

traffic management schemes to satisfy the overlaying user applications and improve QoS

satisfaction [14].

For instance, network traffic is prone to packet loss due to insufficient available

resources, especially in constrained networks such as WSNs built using low-cost and

resource-limited IoT devices. Traffic or data loss can be tolerated as long as the quality of

embedded information does not significantly affect the running applications, i.e., when the

applications are not interrupted by the incurred losses. Therefore, it is crucial to measure

and quantify the quality of data based on the relevance of information they carry and iden-

tify which data pieces are more important for running applications successfully. Taking this

into consideration leads to having enhanced resource utilization, especially in data-driven

systems, such as in IoT systems.

In conclusion, data analytics at various layers of IoT systems potentially enhance re-

source utilization which improves the overall performance. Enhancing resource utilization

refers to improving how the available resources (energy, bandwidth, storage, processing,

etc.) are used in constrained environments where the available resources are not capable

of handling the massive generated IoT data. In this regard, this work focuses on designing

data analytics-based schemes to manage the data and resources in various WSNs and IoT

systems.

The main contribution of this work is to find methodologies and derive metrics to assess

data predictability and ensure that IoT applications run successfully by improving data re-

covery. The proposed metrics are also integrated into data management schemes which are
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used to allocate resources and control data flow. Having this leads to increased efficiency

in utilizing network resources, especially in constrained networks responsible for handling

massive data generation. Also, it leads to improvement in the performance in terms of

lifetime, congestion, packet loss, delay, and data recovery, which will be proven through

extensive simulation.

1.3 Thesis Organization and Chapters Abstract

This work focuses on data and information management to improve resource utilization

through the various layers of IoT Systems. The thesis is organized as follows.

Chapter 2 - Data Transmission Reduction Schemes in WSNs

Wireless communication is the main energy depletion cause in WSNs. Eliminating any

unnecessary data communication improves the performance of WSNs in terms of band-

width utilization, lifetime, transmission delay, and data loss. Also, reducing the outgoing

data from the sensing layer leads to saving resources of the upper infrastructure layers in

IoT (Internet of Things) systems, inducing the edge and cloud layers. The existing spatial

and temporal correlation among the generated IoT traffic can be exploited in reducing data

transmission. In this regard, Dual Prediction (DP) and Data Compression (DC) schemes

are proposed in the literature. In this chapter, we propose a two-tier data reduction frame-

work that uses both schemes. The DP scheme is used to reduce transmissions between

cluster nodes and cluster heads, while the DC scheme is used to reduce traffic between

cluster heads and sink nodes. For both schemes, various algorithms will be studied and

compared in terms of accuracy, delay, and transmission reduction percentage. For the DP

scheme, Neural Networks (NNs) and Long Short-Term Memory networks (LSTMs) are



CHAPTER 1. RESOURCE MANAGEMENT IN IOT SYSTEMS 8

proposed to perform predictions. The training phase of the NNs and LSTMs is done on-

line which is necessary in the DP scheme. The performance will be compared to popular

Least-Mean-Square (LMS) approaches. Regarding the DC scheme, Principal Component

Analysis (PCA), Non-Negative Matrix Factorization (NMF), Truncated-Singular Value De-

composition (T-SVD), and Discrete Wavelet Transform (DWT) will be discussed and com-

pared. This chapter focuses on comparative analysis of various data reduction algorithms

alongside the proposed ones.

Chapter 3 - Information-Oriented Traffic Management

IoT systems are driven by the massive data generation at the sensing layer. Most of data

management protocols in the sensing layer target optimizing different performance metrics

such as data rate, packet loss, and delay, while taking the limitations of WSNs into con-

sideration. However, it is also critical to consider improving the quality of collected data,

especially when the WSNs are congested by delay-sensitive data packets which leads to

high packet loss. While Value-of-Information (VoI), which represents data freshness and

time-relevance, is commonly used to define data value, it does not provide a notion of data

recoverability and tolerance-to-loss. In this chapter, the main contribution is to develop

data management schemes to cope with inevitable data losses by identifying the data por-

tion with a higher value to the overlaying applications. We also develop a novel metric that

is referred to as Information-Content (IC), quantifying the amount of information in data.

The IC is defined such that data holding information of low-probable events have higher

IC than data holding information of high-probable events. In this context, the VoI and IC

are exploited in developing information-oriented traffic forwarding and reduction schemes

to ensure that all dropped packets are more accurately recoverable through a traffic recov-

ery scheme, and therefore the running applications are not disrupted. Through extensive
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Monte-Carlo simulations, we show that the proposed information-oriented data manage-

ment improves the performance in terms of data congestion, lifetime, packet loss, delay,

and data recovery accuracy.

Chapter 4 - IoT Testbed and Hardware Implementation

IoT systems are modelled as a flexible layered architecture that facilitates connecting bil-

lions of objects. IoT systems are structured as a 3-layer architecture consisting of ap-

plication, network, and sensing layers. In this chapter, we develop an IoT testbed using

commercial sensing devices, networking devices, and cloud infrastructure. The developed

IoT testbed is used to study the feasibility of implementing some of the proposed data re-

duction schemes. Specifically, this chapter illustrates the implementation and performance

of the DP and the IC-based data reduction schemes studied in the previous chapters.

Chapter 5 - Adaptive IC-Based Data Reduction

In Chapter 3, the designed information-oriented traffic management schemes depend on

multiple parameters that affect their performance. The choice of these parameters depends

on the data statistical profile, which could be time-varying in real deployment scenarios.

Previously, these parameters are selected based on the user observation of the generated

data profile, which is unsuitable for all cases. Therefore, there is a need to design an

adaptive scheme to automate parameter selection. In this chapter, two adaptive schemes

are proposed for IC evaluation and for data reduction that ensures data recovery accuracy.
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Chapter 6 - Edge-based IoT Backhaul Selection

The wide adoption of large-scale IoT systems has led to an unprecedented increase in

backhaul traffic congestion, making it critical to optimize traffic management at the net-

work edge. Edge-based IoT traffic management enables better utilization of networking re-

sources while satisfying heterogeneous IoT traffic requirements. In IoT systems, network

resources are usually shared with devices/networks outside of the private edge network,

which leads to having unknown-state or time-varying network resources. It is the respon-

sibility of the edge devices to be able to forward IoT traffic through the unknown-state

network environment. There is crucial need to develop a traffic management approach to

optimize applications performance by learning how to deal with unknown-state (partially

observable) components of the network through multi-objective feedback. This chapter

tackles IoT traffic forwarding problem through unknown-state backhaul link selection. We

propose a feedback-oriented backhaul selection at the edge, improving the performance

based on feedback of applications performance. The proposed approach relies on the

Actor-Critic Deep Reinforcement Learning (DRL) methods. Federated Learning (FL) is

applied to improve the DRL policy’s training performance in large-scale deployments of

distributed IoT systems. As multiple edge devices collaborate in training a shared classifi-

cation policy, the proposed Federated DRL (F-DRL) approach leads to faster convergence,

as demonstrated through extensive simulations.

Chapter 7 - Future Directions and Conclusion

The work of this thesis can be extended to cover numerous and interesting research di-

rections. A list of open research areas will be presented in this chapter. Addressing the

identified open challenges will enable us to envision new contributions and improve exist-

ing IoT systems.



Chapter 2

Data Transmission Reduction Schemes in WSNs

2.1 Motivation

Wireless communication is the main energy depletion cause in wireless sensor networks

(WSNs). Eliminating any unnecessary data communication improves the performance of

WSNs in terms of bandwidth utilization, lifetime, transmission delay, and data loss. Also,

reducing the outgoing data from the sensing layer leads to saving resources of the upper

infrastructure layers in IoT (Internet of Things) systems, inducing the edge and cloud lay-

ers. The existing spatial and temporal correlation among the generated IoT traffic can be

exploited in reducing data transmission. In this regard, Dual Prediction (DP) and Data

Compression (DC) schemes are proposed in the literature.

In this chapter, we propose a two-tier data reduction framework that uses both schemes.

The DP scheme is used to reduce transmissions between cluster nodes and cluster heads,

while the DC scheme is used to reduce traffic between cluster heads and sink nodes. For

both schemes, various algorithms will be studied and compared in terms of accuracy, de-

lay, and transmission reduction percentage. For the DP scheme, Deep Feed Forward Neural

Network (FNNs) and Long Short-Term Memory networks (LSTMs) are proposed to per-

form predictions. The training phase of the NNs and LSTMs is done online which is

11
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necessary in the DP scheme. The performance will be compared to popular Least-Mean-

Square (LMS) approaches. Regarding the DC scheme, Principal Component Analysis

(PCA), Non-Negative Matrix Factorization (NMF), Truncated-Singular Value Decompo-

sition (T-SVD), and Discrete Wavelet Transform (DWT) will be discussed and compared.

This chapter focuses on comparative analysis of various data reduction algorithms along-

side the proposed ones.

2.2 Introduction

Wireless Sensor Networks (WSNs) are essential for today’s Internet of Things (IoT) sys-

tems, which are used to collect data for various applications. One important application

is monitoring which can be performed over many environments and processes. WSNs are

used to collect information such as temperature, humidity, light, wind speed, air quality, and

vital signs. Monitoring applications proved to be of importance in environmental, indus-

trial, health care, governmental, and military applications. Monitoring applications require

continuous data transmission over a long period of time. However, it is difficult to sustain

WSNs to perform such extensive tasks over a long period of time due to their limited power

resources. Therefore, it is important to consider energy efficiency and lifetime longevity in

the design of WSNs protocol stack.

One of the most significant features of the observations collected from WSNs is the

presence of a spatio-temporal correlation. Sensory observations are highly correlated in

space because sensor nodes are usually placed in proximity. Also, there exists a temporal

correlation between consecutive observations due to the physical nature of the observed

phenomena. Due to the spatio-temporal correlation, some of the collected readings do not

carry exclusive information and the entropy of these readings is small. Most of the col-

lected data is usually redundant and can be mined from other observations. Therefore,
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preventing unnecessary transmissions in a WSN has a significant impact on reducing en-

ergy consumption. Which results in lifetime longevity since most energy is consumed in

data transmissions through wireless channels.

In this context, communication protocols in WSNs can be designed to leverage this na-

ture of WSNs [15]. Spatio-temporal correlation can be exploited across all communication

layers in WSNs including medium access control [16], routing and data gathering [17,18],

clustering [19], and scheduling [20]. In this study, we refer to preventing unnecessary

transmissions as data transmission reduction. Data transmission reduction can be achieved

through two major schemes; Dual Prediction (DP) and Data Compression (DC) [21].

The idea of the DP scheme is to exploit temporal correlation in the collected data at

the sensing nodes. This can be done by canceling transmissions for the data points that

can potentially be predicted at other ends, such as cluster heads, sinks, edge nodes, or

cloud. This assessment (accurate predictability) is done by running a prediction algorithm

at the sensor nodes where the collected data points are compared to the prediction outputs.

If the prediction of a data point is accurate enough, its transmission will be suppressed.

Therefore, a part of the gathered data at the sensor nodes will not be transmitted through the

network. This part can be recovered at the other ends (e.g. cluster heads) with a guaranteed

accuracy by running the same prediction algorithm. Various prediction algorithms can be

implemented over the DP scheme.

The DC scheme can be implemented by compressing data blocks collected at aggre-

gators (such as cluster heads) into smaller sizes that can be further forwarded using lower

number of transmissions. Since the data blocks consist data coming from multiple sensor

nodes over a period of time, the spatial and temporal correlation are exploited. After trans-

mitting the compressed blocks, a decompression process is used at the receiving ends in

order to recover the original data blocks. The DC scheme usually affects the accuracy and

delay of the data collection process. The accuracy is affected because lossy compression
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algorithms are usually considered to achieve high compression ratios. Also, the delay is

affected because an aggregator holds the collected readings for some time while building

data blocks. Therefore, the size of the compressed data blocks has an impact over com-

pression ratio, accuracy, and delay. In this context, many compression and decompression

algorithms can be implemented.

Beyond bandwidth saving, the more essential benefit from the DP and DC is their abil-

ity to significantly shrink the traffic volume exchanged in WSNs. Transmitting less data

certainly saves sensor energy and therefore prolongs the lifetime of the entire WSN. The

aim of this research is to explore new approaches and algorithms for both schemes in or-

der to improve their performance in terms of transmission reduction. Clustered WSNs are

considered in this study, however, both schemes are also applicable for different topologies

and scenarios. The main contributions of this work are discussed at the end of the Section

2.3.

The remainder of this chapter is organized as follows. Section 2.3 provides an overview

about recent developed algorithms that are used in the DP and DC schemes. The network

model is presented in Section 2.4. This section also presents both schemes and illustrates

how they can exploit spatial and temporal correlation to reduce traffic in clustered WSNs.

Since the DP and DC schemes rely on prediction and compression algorithms, respectively,

Section 2.5 provides an overview of some recent prediction and compression algorithms

and proposes new ones. In Section 2.6, the simulation results, in terms of accuracy and

traffic reduction ratio, show that the proposed algorithms have improved performance in

many scenarios. Section 2.7 provides an insight regarding some unexplored design consid-

erations and future challenges for having more efficient traffic reduction. Finally, Section

3.9 summarizes and concludes the findings of this work.
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2.3 Related Work

Reducing the number of transmissions substantially reduces the energy consumption. Con-

sequently, it prolongs the lifetime in WSNs. While the amount of traffic in WSNs can be

reduced using various protocols and schemes [22–25], this section sheds the light on the

recent literature of the DP and DC schemes.

Prediction models represent the main building block of the DP scheme. A prediction

model usually contains a tunable set of parameters that are used to map the recent time-

series data points to the future ones. Various prediction models can be applied for the DP

scheme. For instance, Moving Average (MA), Autoregressive (AR), and Autoregressive

Moving Average (ARMA) models are simple and provide acceptable accuracy, which make

them suitable to be applied in this context [26–28].

Least-Mean-Square (LMS) algorithm is also a choice for parameter tuning [29]. Im-

proved versions of the LMS, such as Optimal Step-Size LMS (OSSLMS) algorithm, can

also be used. While the LMS algorithm uses a fixed learning rate for tuning its model

parameters, OSSLMS algorithm uses a variable (optimized) learning rate [21]. Faster con-

vergence can be achieved by relying on Hierarchical LMS (HLMS) adaptive filtering [30].

HLMS-based DP scheme has been recently studied in [31]. Also, other techniques from

control areas such as Proportional-Integral-Derivative (PID) control algorithms can be con-

sidered [32]. In order to capture the more complex, nonlinear behavior in time-series data,

other techniques must be explored. For example, Nonlinear AR (NLAR) has been recently

proposed in [33].

Some adaptive DP schemes have been proposed in literature. For instance, authors

in [28] propose an Adaptive Selection Scheme (AMS) to choose a proper prediction model

based on their ability to reduce packet transmission percentage. The AMS algorithm tests

a few models and the one with the best transmission reduction performance is selected.
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To exploit the full potential of the DP scheme, it is used along with some other design

aspects in the literature. For instance, the DP scheme can be combined with adaptive

sampling techniques [34]. The main goal of adaptive sampling is to vary the time interval

between adjacent sensed data points which will reduce the average number of samples per

time units. On the other hand, the goal of the DP scheme is to reduce the number of the

samples that need to be transmitted.

Even though many techniques and models have been proposed to improve the perfor-

mance of the DP scheme, Deep Feed Forward Neural Network (FNNs) and Long Short-

Term Memory networks (LSTMs) have not yet been fully explored in this domain. Both

techniques are well-known for their ability to produce accurate predictions and accommo-

date the dynamic, complex and nonlinear nature of data [35,36], which motivated this study

to explore their capabilities in the DP scheme. In this study, the FNNs are proposed as a

bench mark for using basic Deep Learning (DL) architectures in DP, while LSTMs are used

because of their ability to deal with time-series data.

Also, other factors (features that may improve predictions, such as time information

or other generated traffic) can be added to the prediction model easily when considering

FNNs and LSTMs since they are not designed specifically for time-series prediction and

can learn from complex features. The growth of computationally efficient frameworks,

such as TensorFlow, facilitate implementing such techniques in WSNs. In this chapter, we

design online time-series prediction frameworks using FNNs and LSTMs.

To further reduce data transmission across WSNs, the DC scheme has been extensively

studied in the literature [37]. Some proposed schemes compress single node data which

only exploits temporal correlation at every node in the network. Other schemes compress

data blocks collected from a cluster of nodes which exploits temporal and spatial correla-

tion. One important aspect of DC algorithms is to study the trade-off between compression
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ration and information loss after recovery [38]. For instance, Principal Component Analy-

sis (PCA) algorithm, a dimensionality reduction technique from machine learning, can be

used to compress cluster data at cluster heads of WSNs [21]. In this chapter, we present

various techniques for DC at cluster heads using PCA, Non-Negative Matrix Factorization

(NMF), Truncated-Singular Value Decomposition (T-SVD), and Discrete Wavelet Trans-

form (DWT). The presented techniques are borrowed from different fields such as machine

learning, linear algebra, and image processing. They are used to reduce the size of cluster

data blocks (number of samples) as well as the size (number of bytes) of each element in

the compressed blocks.

The contributions of this chapter can be summarized as follows. First, we provide

a comprehensive analysis of the DP and DC schemes which are important in optimizing

transmissions in WSNs. The chapter also studies various approaches to implement both

schemes and proposes new ones. Second, regarding the DP scheme, we propose using

FNNs and LTSMs which are capable of capturing time-series data characteristics. They

provide improvement in transmission reduction as compared to other recent DP algorithms

due to their capabilities to capture non-linearity in data. Third, we borrow and study various

DC algorithms and try to combine them (e.g. combining PCA and DTW) to get improve-

ments in simulations. In order to highlight their capabilities, a thorough sweep over their

tunable parameters have been applied while observing reduction percentage versus accu-

racy. The provided simulation sweep facilitate the process of technique selection. Finally,

we present a study of design issues and open research areas. This highlights the main

challenges and provides ideas for future improvement.
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Figure 2.1: DP and DC shemens in a clustered WSN.

2.4 Spatio-temporal Correlation Exploitation

Collected data in WSNs propagates through the network until it reaches gateways so that

it can be used in various applications running locally or at the cloud. However, transmit-

ting the generated data blindly is not feasible when considering sustainability and network

lifetime into account. In this regard, the mechanism of data flow in WSNs is being studied

across different communication layers. For instance, lots of efforts were exerted in clus-

tering, routing, scheduling, compression, and aggregation in order to organize the flow of

information across WSNs in recent years. In this chapter, the light is shed on data reduc-

tion schemes at the application layer of the network which exploits the spatio-temporal

correlation in the generated data to control the flow of packets.
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2.4.1 Network Model

Clustering in WSNs facilitates energy management, organizes data flow, and improves scal-

ability in WSNs. A clustered WSN consists of many nodes that are grouped in clusters

based on a clustering scheme. Clusters can be vary in terms of geographical size and num-

ber of nodes. Each cluster has one cluster head node (CH) and a few cluster member nodes

(CMs). In this chapter, clustered WSNs are considered for implementing the DP and DC

schemes. It is assumed that the data collected at all CMs will be forwarded to the CHs

in the network. After that, the cluster data is forwarded from CHs to the sink nodes (or

gateways). The network model of the studied scenarios is presented in Figure 2.1. Data

reduction is used to reduce the traffic flow over two types of communication links:

• Links between CMs and CHs (shown in blue). The DP scheme is used to reduce

traffic through these links.

• Links between CHs and the sink node (shown in red). The DC scheme is used to

reduce the amount of data that needs to be transferred over these links.

In the first stage, the DP scheme aims to exploit the temporal correlation in the ob-

servations that are being collected at each CM in the WSN. The DP scheme is effective

due to the high correlation between successive observations of each node in the network.

During second stage, the DC scheme exploits the spatial correlation between observations

collected from nodes in each cluster. The DC scheme performs well due to the redundancy

in CMs’ collected data.

2.4.2 Data Characteristic and Quality-of-Service

In monitoring WSNs, collected observations are arranged in data buffers locally at each

node. The collected observations may belong to a single or multiple physical processes

such as temperature, humidity, heart rate, blood pressure, speed, or acceleration. In this
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study, we are considering temperature readings as a proof of concept. However, both

schemes are applicable to any kind of observations in WSNs where the observed physi-

cal processes comprise spatial and temporal correlation. For example, data collected from

a WSN that observes vital signs of patients in a hospital is not expected to have a spatial

correlation properties as compared to a WSN that observes temperature of an industrial

area. Therefore, the properties of the collected data is very important when considering the

DP and DC schemes.

In terms of the QoS (Quality-of-Service) of the overlaying applications, DP and DC

affect the accuracy and delay. The DP scheme is based on the ability to forecast future

observations, therefore, it affects the accuracy of the gathered information. However, the

QoS in terms of acceptable accuracy is taken into consideration in the DP scheme. In other

words, the DP scheme guarantees that the error in the collected data is under a predefined

QoS requirement.

On the other hand, the DC compression scheme affects the accuracy and delay of the

overlaying applications. This is due to the fact that compression is inefficient when being

performed on the data collected over a short period of time. Higher compression ratios can

be achieved using larger blocks of data. Also, waiting until large data blocks get formed

causes delay to the overlaying applications. Furthermore, recovering original observations

from the compressed messages induces errors. Nonetheless, delay and accuracy can also

be designed in the DC scheme to satisfy the QoS requirements.

2.4.3 Dual Prediction Scheme

The DP scheme reduces the traffic between two end points. In the studied scenario, it

is performed on the links between every CM and its corresponding CH. The DP scheme

is based on data prediction algorithms which are implemented at both of its ends. For

instance, it can be implemented at each CM and its corresponding CH as presented in
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Figure 2.2: Dual prediction (DP) scheme implementation at CMs and CHs.

Figure 2.2. In other scenarios, similar DP scheme can be implemented at any two end

points, for instance, it can be implemented between nodes in WSNs and the cloud in order

to reduce traffic flows across multi-hop links in meshed WSNs.

Time-series prediction algorithms are the best fit in this scope due to their ability to

forecast the future observations based on the previous ones. For instance, Least-Mean-

Square (LMS) and Optimal Step-Size LMS (OSSLMS), which are presented in [21], can

be used. In this study, OSSLMS, Long Short-Term Memory networks (LSTMs), and Deep

Feed Forward Neural Networks (FNNs) models are used to generate predictions [21, 39].

At the observing end points (CMs), the DP scheme is implemented as illustrated in
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Figure 2.2. Let us assume that a data buffer of size N is used to hold the last N observations.

At the nth time slot, the data buffer is represented as Xn = [xn−1, xn−2, . . . , xn−N]T , where

the superscript [.]T represents the transpose operator and xn−i represents the data point in

the buffer at the (n− i)th time slot. Initially, for the first N time slots, collected observations

are transmitted to the other end (a CH) and are placed in the data buffer Xn. After that,

when observation On is made at time slot n, the information in Xn are used to predict the

observed value. The implemented prediction algorithms takes Xn as input and generates a

prediction Pn at time slot n. If the predicted value Pn was not close enough to the observed

value On (that is, |Pn − On| > emax, where emax is the maximum acceptable prediction error

and |.| is the magnitude operator), then the data buffer will be updated as

Xn+1 = [On, xn−1, . . . , xn−N+1]T , (2.1)

On is transmitted to the other end of the DP scheme, and the value On is used to update

the prediction model variables. However, If the predicted value Pn was close enough to the

observed value On (that is, |Pn − On| ≤ emax), then

Xn+1 = [Pn, xn−1, . . . , xn−N+1]T (2.2)

and no transmission occurs because this observation can be predicted accurately. Also, the

value Pn is used to update the prediction model. Following this scheme at every node in

the WSN eliminates the need for transmitting the observations that can be predicted using

a prediction algorithm.

At the receiving end of the DP scheme (CHs), the DP scheme is implemented as fol-

lows. During the first N time slots, the received observations are just saved at buffer X

which has the same length of that at the CMs. After that, whenever an observation On is

received, it is saved in the buffer as the newest data point (as defined in (2.1)) and used to
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update the prediction model. However, if no observation is received at time slot n, then it

means that this point can be predicted accurately, therefore, the prediction model is used

to generate the corresponding observation. After that, the predicted point is used to update

the prediction model and is added to the data buffer as in (2.2). It should be noted that

the transmitting and receiving ends use the same prediction model. Also, they preform the

same model updates, therefore, both models are synchronized.

The prediction models used in this study are OSSLMS, LSTMs, and FNNs. The math-

ematical framework of these models will be presented in section 2.5.1.

2.4.4 Data Compression Scheme

The DC scheme can be classified based on the origin of the data upon which the com-

pression is being performed; either distributed or local. In distributed DC, compression is

performed on the observations that are being collected from multiple nodes in the network

in order to exploit the spatial correlation between nodes alongside the temporal correlation

at each node. In local DC, compression is performed locally at each node in the network,

therefore, it takes only temporal correlation into account. A few DC algorithms that can be

used in WSNs are studied in [37].

In order to exploit the spatial correlation in the gathered observations, we consider

distributed DC approach. The DC scheme is implemented at each CH and performed on the

data collected from CMs. The DC is performed on data blocks of cluster nodes (CMs and

one CH) accumulated over many time slots. After compression, compressed information

is sent from each CH to the sink node. An inverse operation is done at the sink node to

recover data blocks. In terms of accuracy, lossy DC algorithms are being considered in this

study to achieve higher data transmission reduction.
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2.5 Dual Prediction and Data Compression Algorithms

In order to perform both prediction and compression, various algorithms must be tested

and evaluated. In this section, the mathematical model of some selected algorithms will

be studied. The architecture of each model will be presented and applied to the DP and

DC schemes. For the DP scheme, it is proposed to consider FNNs and LSTMs models

for predictions. To the best of our knowledge, both models have not been explored in this

area. Furthermore, we explore and combine some algorithms from various fields to be used

for the DC scheme. Extensive results will be presented in a later section to compare the

various considered algorithms.

2.5.1 Dual Prediction Algorithms

The DP problem can be represented as follows. Given the data buffer Xn =

[xn−1, xn−2, . . . , xn−N]T , which contains the latest saved N data points, a prediction Pn

of the next observation On has to be made. A prediction model must be implemented to

learn how to generate predictions Pn using an online iterative framework.

Predictions Pn are calculated from Xn in each time slot based on mathematical formulas

that contain tunable variables such as weights and biases. These variables must be updated

at each time slot so that better predictions are to be made in the next time slots. Gradient

Descent (GD) or Adam optimization techniques can be used for that purpose. To use such

techniques for variable updates, the problem must be turned into a supervised learning

problem. Therefore, a desired signal dn (a label) must be provided at each time slot so that

the model variables can adapt to it. In the DP scheme, the desired signal at the nth time slot
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Figure 2.3: Prediction architecture using deep FNNs.

depends on the current prediction quality which can be represented as

dn =


On , |Pn − On| > emax

Pn , |Pn − On| ≤ emax

, (2.3)

where emax is the maximum acceptable error that defines how accurate the data is needed.

It should be noted that dn is defined this way because model tuning should be implemented

at both ends of the DP scheme and the receiving end does not possess information about

observations On unless the prediction was not accurate and observations were sent to it.

As mentioned earlier, predictions Pn are based on the mathematical architecture of the

selected algorithm. Each architecture contains variables to be tuned in order to have good

predictions. These variables are updated to optimize a cost function that is defined in terms

of prediction errors.

In this chapter, we have performed predictions using the following algorithms:

Optimal Step-Size Least-Mean Square Algorithm

In Optimal Step-Size Least-Mean Square (OSSLMS) algorithm, a prediction is made as a

linear combination of the data points in the data buffer. The prediction at the nth time slot

can be represented as

Pn = WT
n Xn, (2.4)
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where Wn is an (N, 1) weight vector.

The weight vector Wn can be updated using LMS or OSSLMS as derived in [21]. Based

on OSSLMS algorithm, an update is done using

Wn+1 = Wn +

(
dnXT

n (XnXT
n )+ −WT

n Xn

)
XT

n Xn
Xn, (2.5)

where (.)+ denotes Moore-Penrose inverse (pseudoinverse) operator.

Deep Feed Forward Neural Networks

FNNs are implemented to map inputs to outputs. The structure of FNNs is based on stack-

ing many layers of neurons in cascade. Each neuron takes inputs from all neurons in the

previous layer and calculates its output using a set of variables. FNNs have simple repre-

sentation as computational graphs as shown in Figure 2.3. In this graph, the FNN contains

L layers. The lth layer takes an (n[l−1], 1) vector a[l−1] and outputs another (n[l], 1) vector

a[l] that goes as input to the next layer, where n[l] is the number of neurons of the lth layer.

The output of each layer is computed from its input using

a[l] = g(w[l]a[l−1] + b[l]), (2.6)

where w[l] is the lth layer (n[l], n[l−1]) weight matrix, b[l] is its (n[l], 1) bias, and g(.) is an

element-wise activation function. It should be noted that each neuron in the lth layer is

represented by a single row and a single element from w[l] and b[l], respectively. In this

study, the activation function g(x) is assumed to be the sigmoid function and is represented

by

g(x) =
ex

1 + ex . (2.7)
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The input of the FNN is the data buffer Xn and the output of the last layer is a single

prediction of the next data point. This process is called forward propagation. Since sigmoid

function is being used, the prediction is bounded between zero and one. Therefore, it should

be mentioned that observations are linearly scaled to be in this range. Labels are assigned

as discussed earlier at expression (2.3). In order to update the weights and biases, a cost

function should be defined as shown in Figure 2.3. In the proposed prediction model, it is

defined as the Mean Squared Error (MSE) between the prediction Pn and the desired value

dn, which can be presented as

J(w[1], b[1], w[2], b[2], ...) = |Pn − dn|
2. (2.8)

Backward propagation is used to compute gradients dw[l] = ∂J/∂w[l] and db[l] =

∂J/∂b[l] for every layer, which are used to update the values of the weights and biases

through the network. Weights and biases update is done using Gradient Descent (GD)

algorithm or Adam optimizer. In GD algorithm, the updates are done using

w[l] B w[l] − αdw[l] (2.9)

and

b[l] B b[l]
− αdb[l], (2.10)

whereB denotes the update operator and α represents the learning rate. Gradients and up-

dates are done numerically using TensorFlow [40] in this chapter. Therefore, no derivations

are carried for the updates. It should be noted that TensorFlow is optimized to calculate

gradients because it is based on computational graphs where chain rule is used to compute
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Figure 2.4: Computational graph of a single LSTM cell.

Figure 2.5: Prediction architecture using LSTMs.

derivatives.

Long Short-Term Memory Networks

LSTM networks are a special kind of Recurrent Neural Networks (RNNs) [41]. LSTMs

are good in handling sequence dependencies and can be used for time series prediction. An

LSTM network is composed from a single LSTM cell that has a feedback connection from

its output to its input. The structure of an LSTM cell is shown in Figure 2.4. It is shown

that at any time instance t, the LSTM cell inputs are the current input (xt) and the outputs
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from the previous time instance (ht−1 and ct−1). LSTMs can be mathematically considered

as multiple LSTM cells that are connected in cascade as shown in Figure 2.5. LSTMs differ

from deep FNNs in the sense that all LSTM cells in the cascade connection use the exact

same weights and biases.

The LSTM cell contains four FNNs that are connected to form forget, input, and output

gates as shown in Figure 2.4. Each FNN comprises one neurons layer with H number of

neurons. The weights and biases of these FNNs are denoted by w f , b f , wi, bi, wc, bc, wo,

and bo. In general, during the training phase, these variables are updated so that the LSTM

performs as required. Each LSTM cell has a state ct and an output ht at time instance t. The

cell state and output is fed to the LSTM in the next time instance t + 1. As shown in Figure

2.4, the new cell state and output are calculated from the previous state, previous output,

Table 2.1: Dimensions of LSTM variables in Figures 2.4 and 2.5.

Variable in Figure 2.4 Dimension Variable in Figure 2.5 Dimension

xt (u, 1) xt (1, 1)

w f , wi, wc, wo (H, u + H) w f , wi, wc, wo (H, 1 + H)

b f , bi, bc, bo (H, 1) b f , bi, bc, bo (H, 1)

f t, it, c̃t, ot (H, 1) f t, it, c̃t, ot (H, 1)

ct, ht (H, 1) ct, ht (H, 1)

w (1, H)

b (1, 1)

Pn (1, 1)
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and current input as

f t = σ(w f [ht−1, xt] + b f ), (2.11)

it = σ(wi[ht−1, xt] + bi), (2.12)

c̃t = tanh(wc[ht−1, xt] + bc), (2.13)

ot = σ(wo[ht−1, xt] + bo), (2.14)

ct = f t ∗ ct−1 + it ∗ c̃t, and (2.15)

ht = ot ∗ tanh(ct), (2.16)

where ∗ is the element-wise multiplication operator and [a, b] represents vertical matrix

concatenation. In order to fully illustrate the carried calculations, the dimensions of each

variable are illustrated in Table 2.1 where u is the input vector length and H is the number

of neurons in each single-layer FNN in the LSTM.

In order to use LSTMs for time-series prediction, the architecture provided in Figure

2.5 is considered. In this network, we have considered N LSTM cells to consider N time

instances of input. The input of each LSTM cell is one data point in the data buffer Xn, the

previous cell state, and its output. Initially, cell state and output are filled with zeros. The

output of the last LSTM cell hn feeds a single-layer FNN in order to generate a prediction

Pn for the next data point as

Pn = σ(whN + b). (2.17)

Since sigmoid function is being used, the prediction is bounded between zero and one.

Therefore, observations are linearly scaled to be in this range. Dimensions of used variables

are illustrated in Table 2.1.

Finally, the cost function is defined in terms of predictions and labels as discussed
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previously in Equation (2.8). All weights and biases of the LSTMs and the FNNs should

be iteratively updated to guarantee good predictions. This is done using GD algorithm

similar to what was presented in Equations (2.9) and (2.10). The gradient computations

and variables update are done using TensorFlow as described in subsection 2.5.1.

2.5.2 Data Compression Algorithms

DC scheme is implemented at each CH in every cluster in the network in order to reduce

the traffic between CHs and the sink as shown in Figure 2.1. The kth CH collects data

from its nk CMs (including the CH itself) and compression occurs on data blocks with a

duration of m time slots. Each data block is represented by a matrix A where each column

contains m data points from a CM node. Hence, data block A is an (m, nk) matrix. Without

compression, m × nk transmissions are needed to transfer a data block from the kth CH to

the sink node. The DC scheme aims to reduce these transmissions by exploiting the spatial

and temporal correlation in every data block A.

Various compression techniques can be used for that purpose. In this section, the fol-

lowing techniques are implemented and compared in terms of accuracy and transmission

reduction ratio. The choice of the presented techniques was made due to their proven effi-

ciency and simplicity to use in terms of the computational requirements, which make them

suitable to be used at the cluster heads in constrained WSNs. Also, the studied algorithms

are suitable for general use-cases with different types of data.

Principal Component Analysis (PCA)

PCA is a Machine Learning (ML) tool which can be used for dimensionality reduction.

PCA can be used to convert a set of observations drawn from n correlated variables into

fewer ones drawn from q uncorrelated variables. It turns vectors of length n to vectors of

length q by exploiting the correlation between elements of the n-length vectors. PCA can
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be used for the DC scheme as discussed in [21]. When applied on data block A, PCA

exploits the spatial and temporal redundancy between observations of CMs. This leads to

reducing the number of columns in A from nk to q, where q is the dimension of the new

space.

The PCA generates three matrices when applied on A; an (nk, q) eigenvector matrix,

an (m, q) component score coefficient matrix, and a (1, nk) mean vector. PCA is applied to

matrix A as follows. First, let us represent A as

A =


a1
a2
...

am

 , (2.18)

where ai is a (1, nk) vector containing observations from nk CMs. A mean vector ā is

calculated by averaging observations as ā = 1
m

∑m
i=1 ai. A centered matrix Acent is calculated

as

Acent = A − ā. (2.19)

It should be noted that the notation of subtraction in this chapter follows array broadcasting

rule of Numpy, which is a well known Python library. For instance, the subtraction in

Equation (2.19) is carried after concatenating the vector ā vertically m times so that it

matches the dimensions of A. The same analogy is followed throughout the chapter.

After that, the autocovariance matrix of the cluster observations can be calculated as:

C =
1
m

AT
cent Acent. (2.20)

The eigenvalues of the autocovariance matrix C are then calculated and ordered in a de-

scending order λ1, λ2, . . . , λnk . The corresponding (nk, 1) eigenvectors v1, v2, . . . , vnk are
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placed as columns in a matrix λ as

λ =
[
v1 v2 . . . vnk

]
. (2.21)

Then, the component score matrix can be calculated as

B =
[
b1 b2 . . . bnk

]
(2.22)

= Acentλ (2.23)

Realizing that A = BλT + ā, the data block A can be recovered from B, λ, and ā.

However, the size of these three matrices is larger than the size of A. The dimensionality

reduction in PCA can be done by truncating a few columns from B and λ. Taking into

account the first q columns, they can be represented as

λ̃ =
[
v1 v2 . . . vq

]
(2.24)

and

B̃ =
[
b1 b2 . . . bq

]
, (2.25)

where q << nk. By doing that, an approximate of the data block can be reconstructed by

Ã = B̃λ̃T
+ ā. (2.26)

At the CH, instead of sending the data blocks directly, the matrices B̃, λ̃, and ā are

calculated for every data block and sent to the sink node. At the sink, recovery of data
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blocks is performed using equation (2.26) to retrieve the corresponding cluster observa-

tions. Therefore, using PCA reduces the number of required transmissions from m × nk to

nk × q + m × q + nk, where q is the factor that controls the compression ratio. Usually q is

chosen to be much smaller than nk which results in high transmission reduction and energy

saving.

Non-Negative Matrix Factorization (NMF)

NMF is used for analysis of high-dimensional data as it generates features from vectors

with positive elements [42]. NMF is used to generate an approximate factorization of ma-

trices with positive elements. The NMF can be applied to the data block A after making

sure that it contains only positive data points which can be done by a proper linear trans-

formation. The factorization of the NMF is represented as

Ã = WH, (2.27)

where W is an (m, q) matrix and H is an (q, nk) matrix, both with positive elements. To

have reduction in dimensionality, q is usually chosen to be less than nk. W and H can be

found by solving the following optimization problem:

min
W, H
‖A −WH‖F , (2.28)

subject to

W > 0, H > 0, (2.29)

where ‖.‖F is the Frobenius norm. Solving this optimization problem is done using sklearn

library in Python [43].
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At the CH, the NMF optimization problem at (2.28) is solved for every data block.

After that, matrices W and H are transmitted to the sink instead of the corresponding data

block. The reconstruction of data blocks at the sink can be done using Equation (2.27). By

doing so, the number of transmissions from CHs to the sink can be reduced for every data

block from m × nk to q × (nk + m).

Truncated Singular Value Decomposition (T-SVD)

SVD is a decomposition technique in linear algebra that is used to factorize any matrix into

two unitary and one diagonal matrices. Using SVD, data block A can be decomposed as

A = UΣVT , (2.30)

where U is an (m, q) unitary matrix, Σ is a (q, q) diagonal matrix, and V is an (nk, q)

unitary matrix. They can be calculated as follows: the columns of U are the orthonormal

eigenvectors of AAT , the columns of V are the orthonormal eigenvectors of AT A, and Σ

contains the square roots of the nk largest eigenvalues of AAT or AT A on the diagonal.

Eigenvalues in Σ are ordered in a descending way and eigenvectors in U and V are ordered

corresponding to that.

An approximation of SVD can be done by truncating some of the singular values in the

diagonal matrix Σ. In T-SVD, only the first (largest) q singular values at the diagonal of Σ

are taken into account which can be represented as

Ã = UqΣqVT
q , (2.31)

where Uq and Vq contain the first q columns of U and V, respectively. And Σq contains the

first q rows and columns of Σ. The dimensions of Uq, Vq, and Σq are (m, q), (nk, q), and

(q, q), respectively.



CHAPTER 2. DATA TRANSMISSION REDUCTION SCHEMES IN WSNS 36

The T-SVD can be used for the DC scheme by making CHs to send the truncated SVD

matrices. This reduces the number of transmissions from m × nk to q × (nk + m + 1) for

every data block. At the sink node, Equation (2.31) can be used to retrieve approximate

data blocks from the received matrices.

Truncated and Rounded off Discrete Wavelet Transform (TR-DWT)

DWT is a mathematical transformation for signals to frequency domain. In contrast to

Discrete Fourier Transform (DFT), DWT takes time domain into consideration, i.e. times

at which frequency contents occur. Two-Dimensional (2D) DWT has been recently used for

image compression [44]. In this regard, DWT is considered as a technique for compressing

data blocks A that are being collected in CHs of the network. When applied to the matrix

A, 2D DWT breaks it into four matrices with a dimension of (m/2, nk/2). They are called

LL, LH, HL, and HH, where L and H mean low and high, respectively. These four parts

are concatenated to form the DWT as

DWT {A} =

[
LL HL
LH HH

]
. (2.32)

The advantage of this transform is that some elements of DWT {A}, with respectively

insignificant energy levels, can be discarded and/or quantized. In the proposed technique,

two operations are preformed on DWT {A} to reduce the number of the required transmis-

sion. The first one is to truncate (zero) elements that are below a certain threshold d. The

second operation is to round off all elements to the nearest integer. The output of these two

operations is denoted by DWTT,R{A} and it can be represented as

DWTT,R{A} = Round[Trunc(DWT {A}, d)], (2.33)

where Trunc(X, d) is truncation function and Round(X) represents nearest-integer round
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Figure 2.6: Rounded off DWT over PCA compression block diagram.

off function. Inverse DWT (IDWT) can be applied on DWTT,R{A} to reconstruct the an

approximation of the original data block A.

Using this algorithm in the DC scheme is achieved by setting CHs to transmit

DWTT,R{A} to the sink instead of data block A. At the sink, IDWT is used to retrieve

an approximation of the data blocks. The number of transmission required to transmit

DWTT,R{A} is lower because of the following reasons. First, DWTT,R{A} is a sparse matrix

with a lot of zeros which directly reduces the number of elements to be transmitted when

a scheme such as Compressed Sparse Row (CSR) is used [45]. Second, it contains integer

elements which means that the number of bytes that are required to represent DWTT,R{A}

is at least half of that needed to represent A.

Rounded off DWT over PCA (R-DWT-PCA)

Dimensionality reduction techniques such as PCA reduces the size of elements (in B̃, λ̃,

and ā) that are needed to be transmitted to fully represent data block A. However, it is

assumed that the same number of bytes is required to represent any data point in A and

any element in B̃, λ̃, and ā. Therefore, reducing the number of bytes that can be used to

represent elements of PCA outputs improves transmission reduction. This can be done by

applying DWT on matrices B̃, λ̃, and ā and rounding off the output to the nearest f floating

points. The proposed compression algorithm is illustrated in Figure 2.6. Hence, each data

block can be represented by the reduced size matrices DWTR{B̃}, DWTR{λ̃}, and DWTR{ā}.
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Figure 2.7: Intel Berkeley Research Lab WSN.

An inverse process is done at the decompression process; an IDWT is used to reconstruct

PCA components (B̃, λ̃, and ā) and Equation (2.26) is used to retrieve the transmitted data

block.

When R-DWT-PCA used as in the DC scheme, CHs send DWTR{B̃}, DWTR{λ̃}, and

DWTR{ā} instead of data block A. Therefore, the size of the transmitted data is reduced

from m × nk to nk × q + m × q + nk. Also, a factor that takes the rounding off step should

be included. For instance, consider that the data block consists elements of 8 bits for the

integer-part and 8 bits for the fractional-part. If the DWT output was rounded with one

decimal place, each element can be represented by 4 bits for the integer-part and 8 bits

for the fractional-part. This means that a factor of 12/16 should be included in the data

reduction calculation. Therefore, using this technique reduces data transmission needs in

the network while not increasing the MSE significantly.
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2.6 Simulation Results

To evaluate the DP and DC schemes, simulations are performed on data collected by the

Intel Berkeley Research Lab during a one-month period that includes temperature, humid-

ity, and light intensity [46]. Intel’s WSN contains 54 nodes as shown in Figure 2.7. The DP

and DC schemes are performed on the circled six clusters (clusters 1-6) while considering

the nodes marked in red as CHs. Also, the DP and DC schemes are implemented using the

algorithms presented in the previous section.

The dataset used in this study includes readings with 30 seconds intervals, however,

some data points are missing. Therefore, in this study, downsampling and fitting were used

to fill the gaps. The time separation between any two data points in the derived dataset is set

to 5 hours. Such interval is chosen to show that prediction algorithms work well with more

realistic intervals, since it may not make sense to predict temperature values in intervals of

30 seconds. The dataset is used to let the nodes observe temperature values for a realistic

environment during the simulation. The timescale of the generated data points is neglected

in the remainder of the chapter and data point generation is done every time slot (or epoch).

The simulations are performed over the first 600 collected temperature values (time slots),

however, they can be extended for any duration.

2.6.1 DP Scheme Results

The performance of the DP scheme is tested on many nodes. Node 30 is selected for the

evaluation process. In order to show how the DP scheme works, the observed, predicted,

and DP received data points are compared over the duration of the simulation. The simu-

lation parameters are set as follows: the acceptable error threshold is emax = 0.5 oC and the
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Figure 2.8: DP scheme at Node 30 using OSSLMS, FNNs, and LSTMs.

data buffer size N = 10. For the OSSLMS algorithm, there is no need to setup other param-

eters. For FNNs and LSTMs approaches, we have selected Adam Optimizer for the back

propagation process with a learning rate of 0.1. It is worth mentioning that at each time

slot, back propagation and weights update are done multiple times (instead of only doing a

single update at each time slot), which led to better performance. Moreover, weights and
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Figure 2.9: DP scheme performance while using different accuracy QoS levels.

Figure 2.10: DP scheme performance while using different data buffer lengths.

biases are initialized randomly at both ends of the DP scheme (Node 30 and its CH) using

the same random seed.

Using these configurations, Figure 2.8 shows how the observed, predicted, and per-

ceived data change over 100 time epochs. It can be seen that the perceived data points

from DP scheme (red) are equal to the predicted values (green) when the predictions are

accurate and equal to the observed values (blue) when the predictions are not. It should

be noted that the equality between the perceived points and predicted ones means that data

transmissions were not carried out at these time slots and the CH have used the predictions.

The figure also shows that the absolute difference between the observed data points and the

perceived ones is bounded to emax which is defined as the QoS parameter.
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Figure 2.9 shows the performance of the DP scheme in terms of transmission reduction

percentage (TRP) and mean squared error over the first 600 time epochs of simulation. TRP

reflects how many data point transmissions were not carried because they were accurately

predicted. A data buffer of length N = 10 is used to generate this figure while using

different acceptable error values emax. The figure shows that lowering the accuracy QoS

requirement leads to a better transmission reduction and more energy saving. It also shows

that both FNNs and LSTMs outperform the OSSLMS algorithm in terms of data reduction

while achieving similar performance in terms of MSE evaluation.

Figure 2.10 shows the effect of the data buffer length on the performance. This figure is

generated while using emax = 0.5 oC. It can be concluded that choosing a large number of

previous data points to predict the next point can lead to some confusion in the prediction

process. The OSSLMS algorithm is the most stable one when increasing the buffer size. It

is noticed that the latest N−1 weights in W converge to zero in the learning process, but the

first weight approaches to one. Therefore, the length of W does not affect the performance.

This is also the reason behind having a staircase behavior when OSSLMS is used, as shown

in Figure 2.8.

In order to show an overall view of how OSSLMS, FNNs, and LSTMs algorithms

perform in the DP scheme, the TRP and MSE are averaged over all nodes. In this scenario,

N is set to 10 and emax = 0.5 oC. The average TRP is found to be 51.2%, 51.1%, and 48.3%

for LSTMs, FNNs, and OSSLMS, respectively. Also, the average MSE is 0.00372 for the

three algorithms.

2.6.2 DC Scheme Results

Each CH compresses the collected observations and forwards the compressed data to the

sink node. As discussed earlier, data compression is done every m time epochs. In other

words, CHs create data blocks of length m and forward data as blocks to the sink after
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compressing them. The block size m introduces a delay on the traffic between CHs and the

sink. Therefore, m should be chosen so that it satisfies the delay QoS requirement in the

network.

The DC scheme was evaluated using clusters 1 and 6 as shown in 2.7, which is done

between CHs (Node 43 and Node 48) and the sink node. Clusters 1 and 6 contain 8 and 10

nodes (n1 = 8 and n6 = 10) including the CHs, respectively. Also, the accumulated data

blocks have sizes (m, 8) and (m, 10), for clusters 1 and 6, respectively. The performance

of DC scheme is studied in terms of TRP and MSE between the original data blocks at CHs

and their corresponding retrieved data blocks at the sink. Figures 2.11 and 2.12 show the

performance of the previously discussed DC algorithms at clusters 1 and 6 with various

values of data block sizes (m). To generate these results, a random data block was selected.

Other simulation parameters are fixed as follow. For PCA algorithm, the size of the prin-

cipal subspace is set to q = {2, 4, 6} for cluster 1 and q = {2, 4, 6, 8} for cluster 6. For

T-SVD algorithm, the number of singular values is set to q = {2, 4, 6} for cluster 1 and

q = {2, 4, 6, 8} for cluster 6. For NMF algorithm, the inner factorization dimension is set

to q = {2, 4, 6} for cluster 1 and q = {2, 4, 6, 8} for cluster 6. For TR-DWT, the truncation

threshold is d = 0.8. For R-DWT-PCA, the size of the principal subspace is q = {2, 4, 6}

for cluster 1 and q = {2, 4, 6, 8} for cluster 6. Also, the rounding is done for one decimal

place f = 1.

The results show that more transmissions can be avoided when increasing the data

block size. However, this degrades the performance in terms of delay and accuracy. Also,

the results show a comparable behavior for PCA, T-SVD, NMF, and R-DWT-PCA with

high TRP for R-DWT-PCA technique. Furthermore, the more transmission reduction is

achieved, the less prediction accuracy is maintained. Despite of this trend, it can be seen
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(a) q = 2.

(b) q = 4.

(c) q = 6.

Figure 2.11: DC scheme performance at cluster 1 for different factorization space sizes.

that increasing the length of data blocks (m) does not always lead to having lower accuracy.

Adding few rows (by increasing m) to the compressed matrix has a significant impact on

the compression process and may sometimes lead to having a better accuracy. Usually, this



CHAPTER 2. DATA TRANSMISSION REDUCTION SCHEMES IN WSNS 45

(a) q = 2.

(b) q = 4.

(c) q = 6.

(d) q = 8.

Figure 2.12: DC scheme performance at cluster 6 for different factorization space sizes.
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Figure 2.13: DC scheme performance for various algorithms in all clusters.

behavior cannot be predicted because it is directly related to the statistical properties of the

considered data block.

For the TR-DWT, it can be seen that the transmission reduction is always around 50%

with relatively low MSE. Therefore, it is considered as a good option when lower delay

(low m) is needed for the application. The results also show how the MSE and TRP are
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affected by the parameter q. It should be noted that the negative TRP happens whenever

the size of matrices that represent the compressed data blocks is larger than the size of the

original data blocks.

In order to make a thorough comparison between the DC algorithms. We have swiped

over different parameters for all algorithm on various block sizes while recording the values

of the TRP and MSE. The sweeping was done over the following ranges: q = [2, 8] for

clusters 1, 2, and 4, q = [2, 10] for clusters 3, 5, and 6, d = [0, 2], and m = [10, 60]. Us-

ing the above-mentioned parameters, Figure 2.13 shows scattered points that represent the

recorded TRP-MSE pairs for every DC algorithm in all clusters. This figure shows the po-

tential of each algorithm when using various parameters. The points located at right-down

corner represent better achievable TRP-MSE pairs. It can be noted that better performance

can be achieved using the R-DWT-PCA technique.

2.7 Design Considerations and Future Challenges

After presenting the results of multiple schemes in the previous section, there are many

aspects that should be highlighted. The goal of this section is to provide an insight on

various design aspects for the studied schemes and algorithms. Also, the underlying points

set the basis for future work and further improvements.

2.7.1 Network Topology and Clustering

The network topology is an important factor that decides how well the performance of the

DP and DC schemes is. Since the DC scheme exploits the spatial correlation between mul-

tiple nodes in the network, its performance depends on the nodes locations. Therefore, the

topology has a big impact on performance indeed. Also, clustering is usually done in such

a way that improves other network aspects such as coverage and connectivity, therefore, it
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does not consider the correlation that exists in the observations of cluster nodes. Therefore,

a joint design between the clustering techniques and the DC scheme may lead to better

reduction in transmissions and more accuracy. Similar idea was used in [47], where a dy-

namic clustering approach is implemented in parallel with a compressive sensing scheme

by taking the spatial correlation coefficients into account.

For the DP scheme, the topology variation is not expected to affect its performance

because it only depends on the temporal correlation that exists in the observations of single

nodes. However, it may be affected by other related factors such as mobility of nodes.

When nodes are mobile, the collected observations of a single node will change depending

on the location as well as time. This will in turn lead to variations in the DP scheme

performance.

2.7.2 Model Selection and Hyperparameter Tuning

The correlation behavior in the sensed data varies depending on the type of the observations

and on the environment itself. The performance of the models that are used for the DP and

DC schemes will vary depending on the situation. For instance, a model that performs well

in a certain scenario may have a poor performance in other scenarios.

Also, the hyperparameters of the selected model affect the performance of the model

significantly. The hyperparameters of a model are the parameters that define the model

architecture. Also, their values are set before the training process begins. For example, the

size of the data buffer, the number of layers in FNNs, and the number of neurons in each

layer are hyperparameters.

These problems also exist in the fields of machine learning and artificial intelligence.

However, there are no defined standard methods to identify the best model and the best

hyperparameters. Having said this, there exists a few suggested solutions to tackle such

problems in real-life implementations. One solution is to perform testing for the proposed
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models before the actual deployment. For instance, in our scenario, we may deploy the

WSN without implementing the DP and DC schemes at the beginning. After collecting

data for a period of time, the collected data can be used to perform such tests since that

data will contain information about correlations in that environment. Another solution is

to consider using ensemble learning. Ensemble learning is a machine learning paradigm

where multiple learners are trained to solve the same problem. The outputs of all learners

are then combined to produce the needed output. Relying on such techniques improves the

performance, however, it require more complexity. As an example, a similar technique is

proposed in [48] for predicting energy consumption.

2.7.3 Complexity Considerations

Since WSNs devices are limited in their processing power and in energy, it is advisable

to implement less complex models on the nodes. For the DP scheme, LSTMs and FNNs

are respectively complex. Also, the studied algorithms for the DC scheme are at the same

level of complexity. However, with the recent advancement in electronic chips, it is more

likely to see powerful, energy efficient nodes in WSNs that can afford solving DC and DP

schemes locally. Also, the energy consumption during transmitting and receiving radio sig-

nals is more significant than what is consumed during processing the prediction schemes.

Modeling the energy consumption during processing is important in order to consider com-

plexity of the used models alongside their transmission reduction performance.

For some WSNs, redundant data can considered critical for the running applications,

especially, in applications such as safety and disaster relief applications. In such scenarios,

the DP and DC schemes can be selectively applied only to the data that is of no critical

aspect. The critical data that are needed without delays and with fine accuracy can be sent

without being passed through DP and DC schemes.

It is emphasized that the DP and DC schemes can be used in various situations and
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scenarios. For example, the DP scheme may be applied in an IoT scenario to reduce the

traffic between the network edge devices and the network cloud. This would effectively

reduce the traffic across the core network. In such scenarios, there exists capable and

energy-unlimited devices where complex models and algorithms can be easily deployed.

2.7.4 Limitations and Future Contributions

The work presented in this chapter has a few limitations and underlying assumptions. In

this subsection, we highlight those limitations and illustrate how they can be addressed in

future work.

In this work, the DP and DC schemes are only verified in simulations. However, it is of

interest to validate the performance of the studied schemes and algorithms in real hardware

with realistic IoT traffic. Different challenges arise when working on hardware, which

must be addressed before the deployment process. For instance, a sensor node may fail to

generate data for a few time slots due to a temporary hardware failure. Having gaps in the

generated data points may cause issues in parameter synchronization in the DP scheme and

the compression process in the DC scheme. Also, packet drops and loss can potentially

trouble the DP scheme due to the fact that the receiver cannot simply determine the cause

of not receiving packets. In other words, a suppressed transmission (for predictable data)

looks the same as a failed reception (for unpredictable data) from the receiver’s point of

view. Therefore, some techniques must be developed to treat these issues.

Moreover, the DP and DC schemes are not usable for all applications because they cause

accuracy loss in the data collection process. This issue limits the use cases of both schemes.

For example, they cannot be applied in applications where accuracy is critical. Also the

performance of the DP and DC schemes depends mostly on the characteristics of the traffic.

For some applications, where the generated traffic has a weak spatio-temporal correlation,

the reduction percentage may be inefficient. Therefore, the evaluation of both schemes
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can be expanded to cover various types of traffic, e.g., traffic generated by accelerometers,

gyroscopes, proximity sensors, and smoke sensors.

In this chapter, traffic prediction is done based on the correlation in the traffic itself.

However, the generated traffic can depend on other factors, such as the time of day and/or

the day (e.g., workday or holiday). Also, sometimes the data generated by a sensor can be

in tight correlation with the ones generated by other onboard sensors. In this case, using

data from all onboard sensors to predict the traffic of each individual sensor is beneficial.

In real deployment, it would be of importance to study similar factors that may improve

prediction and/or compression. For some algorithms, it is simple to include these factors in

the prediction, for instance, they can be added as features at the input layer of FNNs.

The simulations in this work only include the application layer without taking other lay-

ers of the communication protocols into account. Therefore, this work can be extended by

applying it on an extensive network simulator such as NS-3 [49]. Considering a multiple-

layer simulator enables the use of various cross-layer designs since transmission reductions

can influence other protocols, e.g. routing and medium access. Moreover, in network sim-

ulators, the performance of transmission reduction techniques can be evaluated in terms of

other metrics such as their impact on the network lifetime and the end-to-end performance

enhancement.

2.8 Conclusion

In monitoring WSNs, the collected observations usually include spatial and temporal cor-

relations. This phenomena can be exploited to improve WSNs functionality, prevent un-

necessary transmissions, reduce congestion, save energy, and prolong lifetime.

In this study, dual prediction and data compression schemes are studied and applied to

realistic WSNs data. The results showed that a significant percentage of transmissions can
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be eliminated when using both schemes while preserving the QoS requirements in terms of

accuracy and delay. Efficient schemes were designed and compared in terms of transmis-

sion reduction and accuracy for both schemes. The proposed models and algorithms show

a significant improvement compared to techniques reported in the literature.



Chapter 3

Information-Oriented Traffic Management

3.1 Motivation

In Chapter 2, the proposed dual-prediction and data compression schemes exploit the spa-

tial and temporal correlation to reduce the amount of data communicated through Wireless

Sensor Networks (WSNs). The chapter studies the performance of both reduction schemes

in terms of accuracy and reduction ratio. The dual-prediction scheme requires reliable com-

munication between the source and the destination end, which is not necessarily the case in

multi-hop WSNs. Many Internet of Things (IoT)-related transmission protocols are best-

effort delivery protocols where packet loss is probable to occur. Therefore, this chapter

proposes an alternative scheme exploiting the temporal correlation in IoT data for traf-

fic forwarding and reduction through multi-hop WSNs. The proposed alternative scheme

also reduces the computational needs at the sensing nodes compared to the dual-prediction

scheme.

IoT systems are driven by the massive data generation at the sensing layer. In this

chapter, we address the problem of having data with high velocity and volume that need

to be delivered over constrained networks of IoT systems. Velocity refers to the rate of

generation of individual data streams, and volume refers to the size of data generated by all

53
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nodes in the network.

Most of data management protocols in the sensing layer target optimizing different

performance metrics such as data rate, packet loss, and delay, while taking the limitations

of WSNs into consideration. However, it is also critical to consider improving the quality

of collected data, especially when the WSNs are congested by delay-sensitive data packets

that leads to high packet loss. While Value-of-Information (VoI), which represents data

freshness and time-relevance, is commonly used to define data value, it does not provide a

notion of data recoverability and tolerance-to-loss.

In this chapter, the main contribution is to develop data management schemes to cope

with inevitable data loss by identifying the data portion with a higher value to the overlaying

applications. We also develop a novel metric that is referred to as Information-Content (IC),

quantifying the amount of information in data. The IC is defined such that data holding

information of low-probable events have higher IC than data holding information of high-

probable events. In this context, the VoI and IC are exploited in developing information-

oriented traffic forwarding and reduction schemes to ensure that all dropped packets are

more accurately recoverable through a traffic recovery scheme, and therefore the running

applications are not disrupted. Through extensive Monte-Carlo simulations, we show that

the proposed information-oriented data management improves the performance in terms of

data congestion, lifetime, packet loss, delay, and data recovery accuracy.

3.2 Introduction

IoT systems generate massive data from geographically distributed WSNs. The generated

data is processed at the various system components to provide services to various end

users such as individuals, industries, governments, etc. In this regard, storing, processing,

delivery, and completing data becomes critical [50–52]. Also, since the nodes of WSNs
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are deployed on a massive scale, they are usually low-cost devices that are constrained in

terms of power and processing capabilities. Therefore, it is critical to address any overhead

that does not provide value to end-users.

In IoT systems, user applications usually run on multiple and disjoint WSNs, enabling

the users to customize their applications. WSNs’ resources must be managed efficiently

based on applications’ demands and requirements because the unnecessary data commu-

nication and processing through the constrained WSNs deteriorate their performance in

terms of lifetime, packet loss, and delay. A practical IoT system architecture needs to be

developed focusing on the sensing layer (the deployed WSNs) and its direct relation to the

application layer (the overlaying user applications).

The ultimate concern of the end-users is to benefit and gain value from the sensing

layer data. To better support the various applications, especially in IoT systems, it is of

interest to distinguish information from data. Data represent the raw readings generated by

sensors, while information is the application-oriented interpretation of the collected data.

The Quality-of-Information (QoI) is a representation of the value and worthiness of data

to applications. Data that are important for applications to run successfully carry high

information quality. The QoI is quantified by metrics such as accuracy, timeliness, com-

pleteness, relevance, and security, depending on its use [10,11]. In this regard, data analysis

is needed to find hidden correlation and unknown associations, resulting in extracting IoT

traffic’s QoI [50].

WSNs are rich data sources but the majority of sensed data are redundant, not important,

and have no impact on running applications [12]. Since WSNs are typically constrained

and resource-limited, they have deficiencies in dealing with massive data, especially in

communication and delivery, resulting in data congestion, delay, and high packet loss. Most

of the existing literature studies IoT traffic management to satisfaction of different Quality-

of-Service (QoS) metrics such as the number of hops, delay, packet loss, lifetime, and
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throughput, regardless of the importance and quality of delivered data. By exploiting the

QoI, IoT nodes focus on satisfying application requirements while saving resources such

as bandwidth and energy. In the age of Big Data, it is critical to exploit data content in

optimizing traffic management to satisfy users QoS [14].

3.2.1 Related Work

Data and traffic management in WSNs and IoT has attracted much attention recently [53–

55]. The temporal and spatial correlation in sensing layer data are exploited to improve

network performance metrics while respecting the running applications [56]. They are

also exploited to manage constrained resources in the network to overcome its inability to

satisfy the overlying applications’ demand. Traffic management includes various processes

such as data retrieval, filtering, collection, and processing. Nevertheless, most of literature

studies do not consider the QoI to improve the performance of constrained IoT systems.

Due to the temporal correlation in generated sensory data, estimators are designed to

predict future data. The difference between the estimated and generated readings is used

to assign priority to packets, as proposed in [57]. In their work, packets with high priority

are queued for delivery, unlike packets with lower priority which get dropped and only

reported under certain conditions. The paper also proposes to assign the shortest delivery

paths for the packets of high priority.

In our recent work, [56], we have used machine learning techniques (neural networks

and long short-term memory networks) for dual-prediction in order to reduce data trans-

missions in WSNs. The evaluation of data value is done based on the ability of the receiver

to make accurate predictions of future data. Data that cannot be predicted accurately hold

more value and are queued for transmission, while the data that can be predicted within

an error lower than a threshold are dropped. Also, the work expands data reduction by

compressing the generated traffic at cluster-head nodes, which exploits spatial correlation
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of data generated from the nodes that belong to the same cluster. However, this work as-

sumes that all packets that are queued in the network will be delivered eventually (without

any data loss) through using a reliable Transmission Control Protocol (TCP) connection.

However, many IoT transmission protocols are best-effort delivery protocols where packet

loss is overlooked, which will be the focus of this work.

In [58], data collection is optimized by eliminating redundant data while maintaining

reliability under network constraints; The QoI is defined in terms of reliability and redun-

dancy. Spatial correlation in cluster readings is exploited to eliminate any overlap in the

reported readings, improving resource efficiency. In another recent study [59], it is pro-

posed to rank sensors based on the QoI of the data generated. In IoT systems, sensor nodes

run multiple applications during different situations affecting the value of data. In the study,

the QoI is defined in terms of spatial accuracy and freshness. The freshness is a measure

of data generation and delivery timeliness. The spatial accuracy is related to scenarios that

some sensor nodes provide more accurate measurements than others. Sensor ranking is

proposed for sensor task assignment to application requests. However, data freshness and

spatial accuracy can also be extended for other cases of traffic management.

The presented studies show that QoI optimization is a practical approach to improving

overall performance metrics while satisfying the overlying applications. In this study, the

developed data management is based on QoI represented as a combination of Value-of-

Information (VoI) and Information-Content (IC). The VoI is an evaluation of data freshness

and priority change over time, which is also known as Age-of-Information [60, 61]. Con-

sidering the VoI is beneficial for improving the collected data quality in multi-application

IoT systems, however, it does not improve the resilience of data collection in congested

WSNs with high packet loss. In a few recent studies, [62–65], the VoI has been used in or-

der to improve data management in WSNs. The studies include different strategies aiming

to maximize the collected VoI including transmission scheduling, path finding, and routing
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algorithms. While these studies mainly consider VoI (delay and freshness), they neglect the

effect of data loss on the running applications. While the VoI is beneficial for improving the

collected data quality in multi-application IoT systems, it does not improve the resilience

of data collection in congested WSNs with high packet loss.

The main novelty of this work is to propose an IC evaluation technique to improve

applications’ resilience against data loss, especially when the available network resources

cannot fully support data delivery requirements. It is well known that when a data source

produces a low-probability event, the event holds more information than when it produces a

high-probability event. The same applies to IoT traffic content; The high probable readings

along a stream of data are easily predictable, have low value, and are tolerable to lose.

However, the low probable readings are harder to predict and consequently have more

value, especially for event-detection and real-time control applications. Considering IC in

traffic management schemes improves data recovery, especially for congested WSNs with

high packet loss, ensuring that most of lost packets have lower IC and are easier to recover.

3.2.2 Contributions and Chapter Organization

In this chapter, two information-oriented traffic management schemes are proposed; traffic

forwarding and reduction. The nodes rely on traffic forwarding to facilitate data delivery

to the gateways in multi-hop WSNs considering data quality. The traffic reduction aims

to reduce all unnecessary packets that do not affect the accuracy of the applications’ per-

ceived data. Finally, a traffic recovery scheme is used to recover all packets dropped during

delivery due to the reduction or loss. This study aims to design robust techniques for traffic

management (forwarding and reduction) to reduce data loss and ensure that all dropped

packets have low value to the applications preventing their failure. The main contribution

of this chapter is to:

• Propose a methodology to evaluate the IC of the generated packets. Unlike in literature
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studies, where packets are classified into high/low priority, the proposed IC is defined as a

continuous-valued metric to identify data value with more granularity and accuracy.

• Propose an information-oriented data forwarding scheme for multi-hop WSNs for op-

timizing energy consumption, residual energy (lifetime), applications’ priority, VoI, and

IC. The data forwarding scheme aims to improve network performance in terms of delay,

lifetime, data recovery, and resilience against data loss.

• Propose an information-oriented data reduction scheme that improves lifetime, conges-

tion, packet loss, and data recovery. The proposed reduction scheme is based on the IC of

the generated packets.

The chapter is structured as follows. In Section 3.3, based on literature studies, we

describe our IoT system model where the focus is on the sensing layer and its close rela-

tion to the application layer. In Section 3.4, we introduce the main concepts for designing

the proposed management schemes, presenting the definition and mathematical formula-

tion of the classical VoI and the proposed IC metrics. After that, Section 3.5 lays down

the developed information-oriented traffic forwarding scheme and Section 3.6 presents the

information-oriented traffic reduction scheme. Section 3.7 presents the techniques used to

recover the content of packets that were lost during delivery. Section 3.8 verifies the pro-

posed information-oriented traffic management schemes through extensive Monte-Carlo

simulations for various scenarios. Finally, we conclude the chapter in Section 3.9.

3.3 IoT System Model

3.3.1 System Model

This study aims to develop a traffic management scheme to enable WSNs to satisfy multiple

user applications that are composed of services and have different needs and requirements.
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Figure 3.1: IoT system model based on a 3-layer architecture comprising Sensing, Net-
work, and Application layers.

The developed system model mainly focuses on the sensing and application layers, as pre-

sented in Figure 3.1.

Sensing Layer

The system model includes Nw WSNs represented by the set {wsnw}
Nw
w=1. For the rest of the

chapter, the superscript �(w) will be associated with few notations to reference wsnw. The

WSN wsnw is composed of N(w)
nodes sensing nodes and N(w)

gws gateway nodes that are connected

and communicate in a multi-hop topology. Therefore, wsnw can be represented by a graph

G(w) = (V (w), E(w)). The graph nodes V (w) = {ND(w), GW (w)} is the set of sensing nodes

ND(w) combined with the set of gateway nodes GW (w). The graph edges E(w) is the set of



CHAPTER 3. INFORMATION-ORIENTED TRAFFIC MANAGEMENT 61

communication links between pairs of nodes that can communicate via a single hop (direct

link). The sensing nodes are denoted by n(w)
i ∈ ND(w) for i ∈ {0, 1, . . . ,N(w)

nodes − 1} and the

gateway nodes are denoted by gw(w)
i ∈ GW (w) for i ∈ {0, 1, . . . ,N(w)

gws − 1}.

Every sensing node in wsnw is equipped with a set of Mw sensors denoted by S (w) =

{s(w)
j }

Mw
j=1, and n(w)

i is capable of activating any of its on-board sensors s(w)
j resulting in gener-

ating a packet that carries the sensor reading. The generated packets are queued in the node

to be forwarded later. The queue of node n(w)
i is denoted by Q(w)

i , which holds all generated

and received packets.

Network Layer

The network layer collects packets from the gateway nodes and forwards the traffic to the

cloud servers, where applications and services are provided to end-users. The network

layer is abstracted by a set of ideal backhaul communication links.

Application Layer

As illustrated in Figure 3.1, the defined applications are represented by the set {appu}
Na
u=1,

where Na is the total number of applications. The application appu is defined by:

• The required IoT traffic: appu is defined over a set of WSNs denoted as WS Nu ⊆

{wsni}
Nw
i=1. For each wsnw ∈ WS Nu, the application is defined over a set of nodes

ND(w)
u ⊆ ND(w). Finally, from the nodes in the set ND(w)

u , the application requires read-

ings from a set of sensors S (w)
u ⊆ S (w).

• The Quality-of-Service (QoS): for every wsnw ∈ WS Nu, the application appu is assigned

a set of QoS metrics QoS (w)
u , which is represented as a tuple (T (w)

u ,TT L(w)
u ,Vo

(w)
u , α(w)

u ),

where T (w)
u is the sensor sampling interval, TT L(w)

u is the time-to-live, Vo
(w)
u is the VoI scal-

ing factor, and α(w)
u is the VoI decay factor. More detailed definitions of these metrics will
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be provided later.

Since user applications are defined over multiple WSNs, each application needs to be

broken down into services, as shown in Figure 3.1. Each application appu can be repre-

sented by a set of services {svc(w)
u }

Nw
w=1, such that svc(w)

u includes appu’s requirements from

wsnw. Eventually, wsnw is required to provide the set of services {svc(w)
u }

Na
u=1. The service

svc(w)
u represents all data streams required from the nodes of wsnw by appu, which can be

expressed as

svc(w)
u = (ND(w)

u , S (w)
u , QoS (w)

u ), (3.1)

where ND(w)
u and S (w)

u are the set of nodes and sensors to generate the service required

flows, and QoS (w)
u represents the QoS of these flows.

The services requested from a WSN may overlap in terms of traffic demand. Two

services or more may require readings of the same sensor from the same node. Since the

services have different QoS metrics, this may cause a conflict in QoS requirements of one

or more data flows. Therefore, a QoS conflict resolution layer is introduced, as shown in

Figure 3.1, to resolve QoS contradicting demands of the services corresponding to each

WSN. The conflict can be resolved by considering the demand with the most strict QoS

metrics, which guarantees that the other overlapping services will also be satisfied.

In this chapter, this is done by transforming the set of services to transformed services

{tsvc(w)
u }

Mw
j=1, where tsvc(w)

j only considers the data streams generated by sensor s(w)
j from

all nodes of wsnw, as indicated by the colouring scheme in Figure 3.1. In other words,

a transformed service is defined as a set of data streams required from a specific sensing

device type at a set of nodes. The transformed service tsvc(w)
j is represented as a set of
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tuples

tsvc(w)
j = {(n(w)

i , tQoS (w)
i, j )}Nw

i=1, (3.2)

where tQoS (w)
i, j is the QoS tuple required from node n(w)

i to operate sensor s(w)
j , which can be

computed by considering the most strict QoS metrics (minimum sensor sampling period,

maximum packets’ time-to-live, maximum VoI scaling factor, and minimum VoI decay

factor) required by the services {svc(w)
u }

Na
u=1 and is represented as

tQoS (w)
i, j = (T (w)

i, j , TT L(w)
i, j , Vo

(w)
i, j , α

(w)
i, j )

=

(
minu=1,..,Na T (w)

u

s.t. n(w)
i ∈ND(w)

u

s(w)
j ∈S

(w)
u

,
maxu=1,..,Na TT L(w)

u

s.t. n(w)
i ∈ND(w)

u

s(w)
j ∈S

(w)
u

maxu=1,..,Na Vo
(w)
u

s.t. n(w)
i ∈ND(w)

u

s(w)
j ∈S

(w)
u

,
minu=1,..,Na α

(w)
u

s.t. n(w)
i ∈ND(w)

u

s(w)
j ∈S

(w)
u

)
. (3.3)

It is worth noting that, as shown by Equation (3.2), every element (n(w)
i , tQoS (w)

i, j )

∈ tsvc(w)
j represents a separate required data stream. The data stream from the element

(n(w)
i , tQoS (w)

i, j ) is required from the sensor s(w)
j at node n(w)

i with a QoS of tQoS (w)
i, j . Finally,

the WSNs at the sensing layer will be exposed to their corresponding transformed services,

and every node will operate its sensors and generate traffic accordingly.

3.3.2 Data Communication Profile

In this chapter, it is considered that the nodes are synchronized in time which can be

achieved by using separate hardware or software time synchronization mechanisms [66].
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During a time frame, the nodes are able to carry various tasks including broadcasting bea-

cons (which will be used for neighbor discovery and parameters sharing), sensing , trans-

mitting packets, and receiving packets. The time frame index is denoted by t f .

Communication links connect pairs of nodes that are within the communication range

rcom of each other. In this regard, the node n(w)
i has a list of neighboring nodes Hn(n(w)

i ) ⊆

ND(w) and a list of neighboring gateways Hgw(n(w)
i ) ⊆ GW (w).

The primary energy consumption sources include transmitting packets, receiving pack-

ets, and activating sensors [67]. The amount of consumed energy during a time frame (Ec)

is represented as

Ec = NtxEtx + NrxErx + Esensing, (3.4)

where Etx, Erx, and Esensing represent the consumed energy in transmitting a packet, receiv-

ing a packet, and sensing (activating on-board sensors), respectively. Also, Ntx and Nrx are

the numbers of transmitted and received packets during the time frame. As illustrated in

the literature [67, 68], the energy consumption profile can be modelled as

Etx = Eeleckp +

{
ε f sd2kp, d≤dth
εmpd4kp, d>dth

, (3.5)

Erx = Eeleckp, (3.6)

Esense =

Ns∑
k=1

Es,k, (3.7)

where Eelec (J/bit) is a parameter related to factors such as the digital coding, modulation,

filtering, and spreading of the signal, kp (bit) is the number of bits in the transferred packet,

d is the distance between the transmitting and receiving nodes, dth is a threshold that deter-

mines the signal propagation model, ε f s (J/bit/m2) and εmp (J/bit/m4) are the parameters

of the free-space and multi-path propagation models, Ns is the number of sensors that are
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Figure 3.2: Possible VoI profiles using the exponential representation in Equation (3.8).

activated, and Es,k is the energy needed to activate the kth sensor.

3.4 Quality-of-Information Metrics

3.4.1 Value-of-Information (VoI) - A Classical Metric

The Value-of-Information (VoI) is an evaluation of data timeliness and freshness [63]. It

enables associating the packets’ experienced delay with their values depending on the ap-

plications profile. For example, in [69], which studies data generation and collection using

unmanned aerial vehicles (UAVs), the value of the acquired sensing data is directly related

to the sensor type and the elapsed time of the generated packets. In this chapter, the VoI is

used as a data priority and freshness metric to facilitate data forwarding. The VoI differen-

tiates applications in terms of priority, and also constitutes how the priority of the generated
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traffic changes over time, which is important when multiple applications run on a shared

IoT infrastructure.

The VoI profile profile can be interpreted as an exponential function [63], and therefore,

the VoI of a packet p is represented by

voi(p) = v(p)
o e−α

(p)d(p)
f , d(p)

f ≤ ttl(p) (3.8)

where v(p)
o is the VoI scaling factor of p, α(p) is the VoI decay factor of p, d(p)

f is the delay

experienced by p (in time frames) since its generation, and ttl(p) is the Time-To-Live (TTL)

value. In this chapter, the metrics v(p)
o , α(p), and ttl(p) are considered as QoS metrics, as

presented in Section 3.3. Figure 3.2 shows some VoI profiles that are possible to be built

using the exponential interpretation. As shown, the value of packets that serve a particu-

lar application may decrease, increase, or stay constant as time passes, depending on the

application’s nature.

3.4.2 Information-Content (IC) - The Proposed Metric

In IoT systems, the generated packets usually hold similar readings to the previously gener-

ated ones. A data stream of packets holding redundant data loses its value over time. When

an event occurs in the environment, an abrupt change in the generated data is induced, and

suddenly, it becomes crucial to capture the change in the data stream at the end-user side.

Therefore, it is beneficial to prioritize forwarding the packets holding information about

new events over the packets holding redundant data. Therefore, a new metric needs to be

defined and associated with the generated packets to reflect data redundancy. We refer to

this metric as Information-Content (IC).

The IC is an evaluation of the amount of information that packets hold. In general,
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Figure 3.3: ECDF curve of a random variable R (e.g., temperature) using 1000 randomly
data points that are drawn from the normal distribution N(25, 1). The figure also shows
how the probabilities of new data points (25◦ and 26.5◦) are estimated based on Equation
(3.11).

low-probable events carry more ”information” than high-probable ones. The probability

of a sensor reading along the data stream can be calculated from the history of the stream,

and this probability reflects the IC of the packet holding the reading. In this work, the IC

of a packet is evaluated from the sensor reading that the packet holds and the previous data

history.

To evaluate the IC of packets, let us assume that a packet carries a sensor reading

rcarried. Also, the previously generated readings along the data stream are stored in a buffer

Rhistory = [r1, r2, ..., rNhistory], where Nhistory is the buffer length. It can be also assumed that the

readings are sampled from a continuous random variable denoted by R. The Empirical Cu-

mulative Distribution Function (ECDF) of R given Rhistory, which is denoted by FR(r|Rhistory),
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(a) Carried readings in the stream of packets. (b) IC in the stream of packets.

Figure 3.4: IC variation of packets in a continuous data stream with respect to the change
in carried readings. For the first 50 packets, the readings are generated from N(25, 0.5),
and for the second 50 packets, the readings are generated from N(30, 0.5). The evaluation
of the IC is done using Nhistory = 50 and ∆ = 0.3, 1, and 3.

is defined as follows

FR(r|Rhistory) =

∑Nhistory

i=1 I(r ≥ ri)
Nhistory

,where (3.9)

I(r ≥ ri) =

{1, r≥ri
0, else

. (3.10)

In reality, the probability of generating the reading rcarried is zero since R is a continuous

random variable. To resolve this issue, we can alternatively estimate the probability of

getting the reading rcarried by the probability of getting a reading in the range [rcarried −

∆
2 , rcarried + ∆

2 ] as

Prob(rcarried|Rhistory) ≈ FR(rcarried +
∆

2
|Rhistory)

− FR(rcarried −
∆

2
|Rhistory). (3.11)
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Figure 3.3 clarifies the probability notion presented by Equation (3.11). It shows the

ECDF curve of a random variable R (e.g., temperature) using 1000 randomly data points

(Rhistory) that are drawn from the normal distribution N(25, 1). It is also illustrated that,

based on the history of previous readings, the probability of getting a new reading at 25◦ is

higher than at 26.5◦

If the probaility of an event A is Prob(A), the amount of information content of A is

represented by −ln(Prob(A)). However, this expression results in values over the range

of [0,∞), which may cause problems when used in protocol design. An alternative and

more convenient representation of the information content is to use 1 − Prob(A), which

is confined in the range [0, 1]. Hence, the IC of a packet p that carries the reading r(p)
carried

given the previous data R(p)
history is evaluated by

ic(p) = 1 − Prob(r(p)
carried|R

(p)
history). (3.12)

Figure 3.4 shows the change in the IC for packets through a data stream with respect to

the change in the readings they hold. It can be observed that when a new stream of readings

starts, the initially generated packets have high IC because there is no previous history to

build an accurate ECDF. However, when packets with repetitive readings (packets 1-49) are

generated along the stream, the IC drops continuously for the later packets. If a new event

occurs and the generated readings change abruptly (at the 50th packet), the IC suddenly

changes to a higher value. Again, when a stream of packets that hold similar readings is

generated (packets 51-100), the IC drops.

Figure 3.4 also shows how changing the value of ∆ affects the IC evaluation; Assigning

a lower value of ∆ for a data stream results in having packets with higher IC. This clearly

shows how the range of data affects IC evaluation.

In general, the generated packets have different IC values, and the packets of lower IC
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are more likely to be predictable with higher accuracy (lower loss), making them easier

to recover if dropped. Therefore, packets of higher IC are more important to run applica-

tions successfully. By giving higher priority to packets of higher IC, one objective of the

developed data forwarding and reduction schemes is to maximize the amount of collected

information (IC).

3.5 Information-Oriented Traffic Forwarding

3.5.1 Forwarding Probabilities Estimation

Data forwarding schemes and routing protocols (geographic routing) usually depend on the

nodes’ geographical location. As we will discuss later in the chapter, nodes are able obtain

their neighbors’ locations during a discovery phase at the start of every data frame. In this

section, we need to estimate the probability of a node selecting one of its neighbor as a

next-hop node. The estimated probabilities will be used to bias traffic forwarding toward

preferable paths, which the data forwarding algorithm will illustrate in Section 3.5.3.

Two cases can be considered depending on whether the node has a gateway node as a

neighbor or not. For the first case where the node has one or more gateway neighbors, it is

assumed that the next-hop node will be one of those gateways with equal probabilities. The

probability of node ni to select gwk ∈ Hgw(ni) as a next-hop is denoted by Pr(ni → gwk)

and evaluated as

Pr(ni → gwk) =
1

|Hgw(ni)|
, (3.13)

where |H| is the number of elements in the set H.

For the second case where the node has no gateway neighbors, two techniques are

developed. The first technique is based on the neighbors’ relative position, which can be
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used when the nodes do not have information about the location of the gateways or when

the gateways are mobile. The relative position is usually used to model collective swarm

intelligence (murmuration) of birds and insects [70, 71]. In our case, the node’s relative

position is defined as the average of the normalized vectors pointing from the node to its

neighbors. Mathematically, the relative position r(ni) of a node ni is described by

r(ni) =
1

|Hn(ni)|

∑
n j∈Hn(ni)

v(ni → n j)
||v(ni → n j)||

, (3.14)

where v(a→ b) is the vector pointing from node a to node b in the space and ||v|| is the

norm of the vector v.

The relative position of a node describes where the node is located in the WSN. For a

node located at the edge of the WSN, the relative position points towards the WSN with a

high norm. When the node is at the center, the relative position norm is usually lower. If

the node does not know the gateways’ locations, the best option is for the nodes to forward

the packets along the direction of their relative position. Therefore, it is expected that the

node will select its next-hop node along the direction of its relative position with a higher

probability. This can be mathematically represented using the Softmin function as follows.

The probability of node ni to select n j ∈ Hn(ni) as a next-hop is denoted by Pr(ni → n j)

and evaluated as

Pr(ni → n j) =
exp(−]{v(ni → n j), r(ni)})∑

nm∈Hn(ni)
exp(−]{v(ni → nm), r(ni)})

, (3.15)

where exp is the exponential function operator and ]{a, b} is the radian angle between

vectors a and b.

The second technique is to forward packets towards one of the gateways in the WSN.
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Therefore, this technique is used when the nodes have information about gateways’ loca-

tions. In this technique, node ni first selects one of the gateways gwk ∈ GW as its sink with

a probability Pr(ni, gwk). The probability Pr(ni, gwk) depends on the distances between the

node and all gateways, where closer gateways are selected with higher probabilities. After

that, it selects the next-hop node n j ∈ Hn(ni) with a probability Pr(ni → n j|gwk), which

is higher for the nodes n j that are in the direction toward the gateway gwk. Therefore, the

probability of node ni to select n j as a next-hop is represented by

Pr(ni → n j) =
∑

gwk∈GW

Pr(ni → n j|gwk)Pr(ni, gwk), (3.16)

Pr(ni, gwk) =
exp(−||v(ni → gwk)||/

√
Awsn)∑

gwm∈GW
exp(−||v(ni → gwm)||/

√
Awsn)

, (3.17)

Pr(ni → n j|gwk) =

exp(−]{v(ni → n j), v(ni → gwk)})∑
nm∈Hn(ni)

exp(−]{v(ni → nm), v(ni → gwk)})
, (3.18)

where ||v(ni → gwk)|| represents the norm of the vector pointing from ni to gwk (i.e., the

distance between them). Also, Awsn is the area covered by the WSN, which is used here to

normalize the distance components.

The probabilities presented in this section do not resemble the actual data forwarding

scheme. However, they will be used to bias the developed scheme to reduce delivery delay.

In the results section, the two studied techniques will be used and compared. It is expected

that the forwarding toward gateways will be more efficient than forwarding towards the

relative position, which comes at the expense of nodes needing to know the exact location
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of the gateways.

3.5.2 Traffic Forwarding Scheme

As illustrated in Section 3.3, the generated data packets propagate by multi-hopping

through the WSN. The nodes rely on the data forwarding scheme to decide which packets

to forward next and to which neighbor node. During a time frame, the procedure of the

data forwarding scheme is illustrated in Algorithm 1, which includes the following phases:

(1) Discovery phase:

First, every node in the network broadcasts its beacon signal. The beacon signal contains

information that is required to be shared with the neighboring nodes. In our case, every

node shares its identifier, its location, and a parameter denoted by ζ (will be defined later).

The gateways, on the other hand, share only their identifiers through their beacon signal.

(2) Sensing phase:

The nodes generate the required data packets by activating their sensors. As per the QoS

requirements, node n(w)
i needs to activate sensor s(w)

j every T (w)
i, j period of time. Also, the IC

of the generated data is computed directly at the place of its generation.

(3) Next-hop and packet-to-forward selection phase:

At this stage, the nodes have obtained all information needed to run an algorithm to select

the next packet-to-forward (p f w) and a neighbor node as a next hop in the network (nhop).

The selection is based on maximizing a utility function. The selection algorithm and the

utility function will be discussed in Section 3.5.3.

(4) Data transmission phase:

When every node selects a packet-to-forward and a next-hop node, the nodes start trans-

mitting and receiving packets. This process is organized by relying on a reliable MAC
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Algorithm 1: Data Forwarding Procedure in wsnw

t f = 0 // time frame index
while Er(n, t f ) > 0, ∀n ∈ ND(w) do
// running a time frame while all nodes are alive

// (1) discovery phase

Hn(n) = φ, Hgw(n) = φ, ∀n ∈ ND(w)

for b ∈ V (w) do
node b broadcasts its beacon signal
for n(w)

i ∈ ND(w) do
if n(w)

i hears b beacon & b ∈ GW (w) then
Hgw(n(w)

i ) = Hgw(n(w)
i ) ∪ {b}

if n(w)
i hears b beacon & b ∈ ND(w) then
Hn(n(w)

i ) = Hn(n(w)
i ) ∪ {b}

n(w)
i obtains locb and ζb

// (2) sensing phase

for n(w)
i ∈ ND(w), s(w)

j ∈ S (w) do
if n(w)

i ∈ tND(w)
j then

n(w)
i activates s(w)

j if T (w)
i, j time frames have already passed since the last

time of activating it
associate the generated packet with QoS metrics from tQoS (w)

i, j

place the generated packet in Q(w)
i

// (5) repeat selection and transmission phase

repeat Ntx/ f rame times
// (3) next-hop and packet-to-forward selection phase

for n(w)
i ∈ ND(w) do

d(w)
i = ForwardDecision(n(w)

i )
// Algorithm 2, returns (nhop, p f w) in d(w)

i

// (4) data transmission phase

∀n(w)
i ∈ ND(w), n(w)

i relies on the MAC to send p f w to nhop where (nhop, p f w) =

d(w)
i

// update energy

Er(n, t f + 1) = Er(n, t f ) − Ec(n, t f ), ∀n ∈ ND(w)

t f = t f + 1
// (6) dropping phase

∀n(w)
i ∈ ND(w), n(w)

i drops all expired packets (based on their associated TTL value)

protocol, allowing multiple transmissions to occur during the time frame without interfer-

ence or collisions.
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(5) Repeat selection and transmission phase:

If the time frame is long enough for the nodes to transmit more than one packet, phases (3)

and (4) are repeated multiple times. The number of packets that a node can transmit per a

single time frame is denoted by Ntx/ f rame.

(6) Dropping phase:

In this phase, all packets that are expiring in the next time frame are dropped. A packet ex-

pires when the number of time frames passes since its generation is more than its associated

TTL value.

3.5.3 Utility Function and Selection Algorithm

The main goal of the data forwarding scheme is to satisfy the requested services while

improving performance in terms of average VoI and IC of the forwarded packets, residual

energy, lifetime, and latency. Therefore, the developed utility function contains a part for

each of these performance metrics.

The nodes are supposed to select their next-hop and packet-to-forward pair to maximize

the expected future rewards that result from its selections. The expected future reward of

the node n selecting the pair (n′, p) as its next-hop and packet-to-forward can is represented

by a utility functionU(n|n′, p). The node n selects the pair (n′, p) that maximizes the utility

functionU(n|n′, p), which is represented as

(n′, p) = argmax
(n′,p)

U(n|n′, p). (3.19)

In this work, the utility U(n|n′, p) is proposed as the summation of the current reward

and the discounted expected future rewards resulting from forwarding the packet p through

the path of next neighbors (n′→ n′′→ . . . ), where n′ ∈ Hn(n), n′′ ∈ Hn(n′), etc. Hence, the
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utility function is given by

U(n|n′, p) = Pr(n→ n′)R(n|n′, p) + γEn′′[R(n′, n′′|p)]

+ γ2En′′′[R(n′′, n′′′|p)] + . . . , (3.20)

where γ is the reward discount factor, R(n|n′, p) is the reward evaluated by node n after

forwarding packet p to node n′, and En′′[R(n′, n′′|p)] is the expected future reward evaluated

by node n′ from forwarding packet p. It is worth mentioning that Pr(n → n′) in the

first term is used to bias the utility function towards reducing the delay in delivery. The

expectation En′′[R(n′, n′′|p)] can be computed using the estimate forwarding probabilities

(derived in Section 3.5.1) as follows

En′′[R(n′, n′′|p)] =
∑

n′′∈Hn(n′)

Pr(n′ → n′′)R(n′|n′′, p). (3.21)

The reward terms (R(n|n′, p), R(n′|n′′, p), etc.) include the required performance metrics

to optimize, and they are represented as

R(n|n′, p) = voi(p)ic(p)Er(n|n→ n′),

R(n′|n′′, p) = e−α
(p)

voi(p)ic(p)Er(n′|n′ → n′′),

R(n′′|n′′′, p) = e−2α(p)
voi(p)ic(p)Er(n′′|n′′ → n′′′), . . . , (3.22)

where voi(p) is the current VoI of p, ic(p) is its IC, and Er(n|n → n′) is the residual energy

of node n after transmitting packet p to node n′. Also, the coefficients e−α
(p)

are added to

account for the decay in the VoI of the packet p, assuming that it will be forwarded during

the following time frames.

In order for the node n to compute the utility U(n|n′, p), it requires information from

all the nodes through the path (n′ → n′′ → . . . ). However, assuming that this information
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is not accessible to the node n, the utility can be approximated by considering the first two

terms of Equation (3.20) as follows

U(n|n′, p) ≈ voi(p)ic(p)[Pr(n→ n′)Er(n|n→ n′)

+ γe−α
(p)
ζn′], (3.23)

where ζn′ is a parameter shared by the node n′ during the broadcast phase (discussed in

Section 3.5.2) and, therefore, it is available at node n to use, which is represented by

ζn′ =
∑

n′′∈Hn(n′)

Pr(n′ → n′′)Er(n′|n′ → n′′) (3.24)

When node n has a neighbor n′ that has a neighboring gateway, i.e., Hgw(n′) , Φ, then

the utility function can be represented as in Equation (3.23) but with removing the discount

factor γ in order to bias the algorithm into selecting n′ (a neighbor that can reach a gateway

directly) as a next-hop. For this case, the utility is represented as

U(n|n′, p) ≈ voi(p)ic(p)[Pr(n→ n′)Er(n|n→ n′)

+ e−α
(p)
ζn′]. (3.25)

Also, in this case, the parameter ζn′ can be represented by

ζn′ =
∑

gwk∈Hgw(n′)

Pr(n′ → gwk)Er(n′|n′ → gwk), (3.26)

where Pr(n′ → gwk) is the probability for node n′ to forward to gateway gwk which is

defined in Equation (3.13).

The forwarding decision algorithm is presented in Algorithm 2. The algorithm presents
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Algorithm 2: Data Forwarding Decision
// There are some neighboring gateways

if Hgw(n(w)
i ) , φ & Q(w)

i , φ then
nhop = UniformlyRandomSample(Hgw(n(w)

i ))
p = argmax

p
p∈Q(w)

i

voi(p)ic(p)

// There are some neighboring nodes

else if Hn(n(w)
i ) , φ & Q(w)

i , φ then
(nhop, p f w) = argmax

(n′,p)
n′∈Hn(n(w)

i )
p∈Q(w)

i

U(n(w)
i |n

′, p) // in (3.23), (3.25)

// No neighbors or no packets in queue

else
(nhop, p f w) = (None,None)

return (nhop, p f w)

the methodology by which a node n(w)
i selects the next-hop node nhop and the packet-to-

forward p f w. It illustrates all possible situations that nodes may face.

3.5.4 Computational Complexity

In order to run the proposed data forwarding algorithm, each node ni in the network is

required to compute the utility value U(ni|n′, p) for each of its (n′, p) pairs and the metric

ζni during each time frame. By observing equations (3.23) and (3.24), the computational

complexity is found to be linear-time with respect to the number of its neighboring nodes

|Hn(ni)| and number of packets in its queue |Qi|, which can be represented as

Tζ = O(|Hn(ni)), (3.27)

TU = O(|Hn(ni)| × |Qi|), (3.28)

where Tζ and TU are the computational complexity for evaluating ζni and
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argmax(n′,p)U(ni|n′, p), respectively.

Due to the computational complexity of the proposed data forwarding scheme, it is not

recommended for it to be used in extreme delay-sensitive applications provided that the net-

work is not congested and the available resources are vast with respect to the data delivery

requirements. However, in systems with scarce resources, having delay becomes inevitable,

and using the information-oriented data forwarding becomes critical as it ensures that data

with higher IC are delivered with lower delay. Therefore, the IoT system designers need to

take into consideration the available resources, the velocity and volume of generated data,

and the applications delay requirements while deciding if using the proposed scheme is

beneficial.

3.6 Information-Oriented Traffic Reduction

The information-oriented traffic forwarding is mainly done by giving packets of higher IC

more priority. To develop a more energy-efficient traffic management, the information-

oriented data forwarding scheme can be combined with a traffic reduction scheme. The

traffic reduction aims to reduce the amount of the generated traffic while satisfying the

overlaying applications’ accuracy. The traffic reduction can be integrated with the traffic

forwarding scheme, presented in Algorithm 1, by managing packets during the sensing

phase. Under the expectation that packets with lower IC are recoverable with higher pre-

cision by a data recovery scheme, they are not worthy of being delivered. Therefore, they

are dropped at the moment of generation and not queued in the network for delivery. A di-

agram of the proposed information-oriented traffic reduction scheme is presented in Figure

3.5.

In our system model, the generated data packets serve different applications and are
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Figure 3.5: Information-oriented traffic reduction scheme implementation at a node n(w)
i .

generated from different sensors. Also, the amount and nature of the variation in the read-

ings differ from a data stream to another. The IC’s evaluation through a data stream depends

on the value of ∆ (as defined in Equation (3.11)). Assigning a lower value of ∆ for a data

stream results in having packets with higher IC, as shown by Figure 3.4, and therefore, the

choice of ∆ directly affects the performance of the data reduction scheme. Also, ∆ should

be appropriately chosen depending on the targeted user application and the nature of sensor

readings (statistics of the previously generated data).

It is therefore concluded that: (1) different sensors should be assigned different values

of ∆ depending on the statistics of their previous readings, (2) ∆ can be chosen such that

some applications get a higher probability for delivery and a lower reduction ratio, and (3)

different user applications can have different icth values based on the user requirement and

criticality, which controls the reduction ratio.
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Figure 3.6: Traffic recovery scheme: content recovery of the dropped packets in a received
data stream.

3.7 Traffic Recovery

A data recovery scheme will be used to restore the dropped packets, illustrating the effi-

ciency of the developed information-oriented traffic forwarding and reduction schemes. It

is expected that only packets of relatively lower IC will be either dropped by the traffic

reduction scheme or preempted (during forwarding) by packets of higher IC. Since most

of the dropped packets are expected to be of lower IC than the received packets, the data

recovery scheme will be more efficient in recovering the dropped packets than the cases

where the IC is not considered.

Figure 3.6 shows that by having information about the data generation rate of the

stream, the dropped packets appear to be missing at the application layer (represented

by red squares). By exploiting the received packets’ readings (black dots), the recovery

scheme tries to predict the readings of the missing data points (blue x-marks), which can

be done using various imputation techniques, such as:

• Imputation using forward filling: Every missing data point is replaced by the latest re-

ceived reading before that.
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• Imputation using rolling mean/median: The missing data points are recovered by com-

puting the mean/median of the previous N points. This process is repeated multiple times

in case the received stream contains a long sequence of dropped packets.

• Imputation using interpolation: The missing data points are replaced by interpolation

techniques using the surrounding received data points. The implemented interpolation

techniques include linear, quadratic, and high order polynomials interpolation. Also, in

order to reduce the oscillations in the interpolated curves (Runge’s phenomenon), spline

interpolation with different polynomial orders is tested [72], including Akima spline inter-

polation [73].

3.8 Simulation and Performance Analysis

3.8.1 Performance Metrics

The performance of the developed schemes will be evaluated using the following set of

metrics:

• Lifetime: It is the number of time frames passed from the start of simulation until the

death of the first node.

• Average Delay: It is the average time needed for the network to deliver all packets that

are not dropped/lost.

• Packet Drop Percentage: It is the ratio of the number of dropped packets (due to time-

to-live expiry) to the total number of generated packets.

• Packet Reduction Percentage: It is the ratio of the number of reduced packets (by the

reduction scheme) to the total number of generated packets.
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• Recovery Score: The recovery score will be calculated using the coefficient-of-

determination, which is referred to as R2 (R squared) score:

R2(y, ŷ) = 1 −
∑

i=1(yi − ŷi)2∑
i=1(yi − ȳ)2 , (3.29)

where y = [y1, y2, ...] is the generated data stream and ŷ = [ŷ1, ŷ2, ...] is the perceived data

stream after recovering the dropped data points.

3.8.2 Simulation Setting and Parameters

For all simulations implemented in this section, the parameters are summarized in Table

6.1 unless it is stated otherwise. Since the developed schemes are implemented separately

in each WSN at the IoT system architecture (as presented in Section 3.3.1), a single WSN,

e.g., wsnw, will be considered for performance analysis. Therefore, it is sufficient to define

the application layer by only considering the set of services required from wsnw, which are

represented by {svc(w)
i }

Na
i=1.

It is assumed that the nodes in the network are equipped with four on-board sensors,

S (w) = {s(w)
1 , s(w)

2 , s(w)
3 , s(w)

4 }. In terms of data generation profile, the sensory generated data

are sampled from random processes. A random process (RP) is defined as a time-varying

Gaussian random variable that only changes its mean consistently from a list-of-means

described in Table 6.1. Each RP has a chance to change its mean with a probability of

1/RPT at every time frame, resulting in a change of mean around each 400 time frames.

3.8.3 Simulation Results and Analysis

Table 3.2 shows the various implementations of data forwarding and reduction algorithms,

which will be referred to as schemes A, B, C, D, and E. It is worth mentioning that scheme
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Table 3.1: Simulation parameters for the network wsnw.

Profile List of Parameters

MAC IEEE 802.15.4

Transport Layer UDP (User Datagram Protocol)

Communication
and Energy Profile

initial energy 1 J
Eelec 50e-9 J/bit
kp 128×8 bits
Es 5e-9 J
ε f s 10e-12 J/bit/m2

εmp 1.3e-15 J/bit/m4

rcomm 15 m
dth 10 m
Es 5e-6 J per activated sensor

Network Geometry topology 2D rectangular topology
dimensions 50×50 m2

N(w)
nodes 24 sensing nodes

N(w)
gws 1 gateway

Data Generation
Profile of Sensors

Mw 4 on-board sensors
distribution Gaussian random variables
list of means {10, 15, 20, ..., 95}
variance 0.5
RPT 400 time frames

IC Calculation
Profile

Nhistory 20
∆ 2

Traffic Forwarding Ntx/ f rame 1
γ 0.9

Traffic Reduction icth 0.4

Traffic Recovery rolling mean interpolation using previous N=10 points

A is comparable to the classical data forwarding schemes from the literature [63]. To

achieve consistency in the results, Monte-Carlo simulation techniques have been used for

running simulations.
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Table 3.2: Various Scheme Implementations.

Scheme Forwarding Metrics Forwarding Probability
Estimation

Traffic
Reduction

Scheme-A
(classical)

Only using the VoI; The IC
components in (3.23) and
(3.25) are set to 1.

Forwarding probability
estimation is done
using relative position
technique (3.15).

Not used

Scheme-B Only using the VoI. Forwarding probability
estimation is done
using relative position
technique (3.15).

Used

Scheme-C Using VoI and IC; The
utility functions used as
described by (3.23) and
(3.25).

Forwarding probability
estimation is done
using relative position
technique (3.15).

Not used

Scheme-D Using VoI and IC. Forwarding probability
estimation is done
using toward gateway
technique (3.16).

Not used

Scheme-E Using VoI and IC. Forwarding probability
estimation is done
using toward gateway
technique (3.16).

Used

Scenario 1

In this scenario, one user application is set up at the application layer (Na = 1), which

means that only one service, svc(w)
1 = (ND(w)

1 , S (w)
1 , QoS (w)

1 ), is requested from wsnw.

It is assumed that it requires readings from s(w)
1 and s(w)

2 sensors over all sensing nodes;

ND(w)
1 = {n(w)

0 , n(w)
1 , ..., n(w)

23 } and S (w)
1 = {s(w)

1 , s(w)
2 }. Regarding QoS (w)

1 = (T (w)
1 , TT L(w)

1 , Vo
(w)
1 ,

α(w)
1 ), it is assumed that Vo

(w)
1 = 1 and α(w)

1 = 0.1. However, T (w)
1 and TT L(w)

1 will be

assigned later for different sets of results. The simulation results are generated by running
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(a) Lifetime (b) Average Delay (c) Packet Drop Percentage

(d) Packet Reduction Ratio (e) Recovery Score

Figure 3.7: Scenario 1: Performance Results with respect to varying the time-to-live TT L(w)
1

under T (w)
1 = 5 time frames.

Monte-Carlo simulations for this scenario while varying:

• TT L(w)
1 under T (w)

1 = 5 time frames (Figure 3.7),

• TT L(w)
1 under T (w)

1 = 20 time frames (Figure 3.8),

• T (w)
1 under TT L(w)

1 = 20 time frames (Figure 3.9),

• and icth under T (w)
1 = 5 and TT L(w)

1 = 20 time frames (Figure 3.10).

Figures 3.7 and 3.8 illustrate the resulting performance metrics for schemes A, B, C, D,

and E with respect to the change in TT L(w)
1 . When the packets’ time-to-live increases, they

should get a higher chance of being delivered, i.e., it leads to lower packet loss. However,

this is not always the case. In case there is high congestion, which occurs when there is a
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(a) Lifetime (b) Average Delay (c) Packet Drop Percentage

(d) Packet Reduction Percentage (e) Recovery Score

Figure 3.8: Scenario 1: Performance Results with respect to varying the time-to-live TT L(w)
1

under T (w)
1 = 20 time frames.

high packet generation rate, increasing the time-to-live is not beneficial as it only leads to

wasting energy. This is because the packets with high time-to-live lose priority over time

(lower freshness) due to how their VoI gets updated. This means that they will be forwarded

further (waste of energy) until newer packets are generated and preempt the forwarding of

the older packets. When packets are generated more frequently, it repeatedly prevents older

packets delivery and increasing the time-to-live does not lead to a reduction in packet loss.

This is clearly illustrated by comparing the packet drop percentage metric in Figures 3.7c

(example of higher generation rate) and 3.8c (example of lower generation rate).

In Figure 3.8c, where T (w)
1 = 20 time frames, the increase of the time-to-live signifi-

cantly improves the packet loss. However, when we increase the generation rate by letting
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T (w)
1 = 5 time frames, the increase in the time-to-live does not improve the packet loss, as

shown in Figure 3.7c, because the network gets congested, and providing a larger window

for delivering packets is not beneficial. Moreover, the reduction in packet loss as time-to-

live increases means that more packets get delivered. Hence, packet delivery takes longer

time and depletes more energy during traffic forwarding, which justifies the decreasing

lifetime in Figures 3.7a and 3.8a and the increasing delay in Figures 3.7b and 3.8b.

The results also show a significant improvement in the network’s lifetime when using

schemes B and E where we employ the traffic reduction. The information-oriented traffic

reduction reduces network congestion by forcing the packets with low IC (easily recover-

able) to be dropped immediately. Consequently, it leads to significant improvement in the

delay (Figures 3.7b and 3.8b) and packet loss (Figures 3.7c and 3.8c).

As expected, relying on information-oriented forwarding and/or reduction improves the

data recovery in all cases, even when there is a high packet loss. In other words, it adds

tolerance and resilience against packet loss. Figures 3.7e and 3.8e show that schemes B, C,

D, and E have a significantly higher recovery score as compared to scheme A (where IC is

not used), especially when the packet drop percentage is high. In Figure 3.8e, it is shown

that the recovery score of scheme A only converges to other schemes when the packet loss

decreases.

Moreover, the recovery score gets improved when the packet loss decreases, as shown

in Figure 3.8e. However, it is worth noticing that the recovery score is not affected by the

traffic reduction, as illustrated by schemes B and E in Figures 3.7d, 3.7e, 3.8d, and 3.8e.

Therefore, the use of the information-oriented traffic reduction scheme leads to a significant

improvement in the lifetime without affecting the accuracy of the perceived (received and

recovered) data points.

As mentioned previously, the sensors change their distribution of readings nearly every

RPT = 400 time frames. Generating packets every T (w)
1 = 5 time frames will result in
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traffic streams with more consecutive (redundant) data points that are drawn from the same

distribution when compared with T (w)
1 = 20 time frames. Therefore, the traffic reduction

is more effective when T (w)
1 = 5 time frames. Which explains why the packet reduction

percentage in Figure 3.7e (66%) is higher than in Figure 3.8e (41%).

Finally, it is worth noting that schemes B and E have the same packet reduction percent-

age (in Figures 3.7d and 3.8d) since they both use exactly the same IC-based data reduction

scheme.

Figure 3.9 shows the variation of the performance metrics against T (w)
1 when TT L(w)

1 =

20 time frames. For higher T (w)
1 values, lower packet generation rate and congestion are

expected. Therefore, the packet drop decreases as T (w)
1 increases, which is illustrated in

Figure 3.9c. For the same reason, the lifetime increases as T (w)
1 increases as shown by

Figure 3.9a.

Figure 3.9d shows that the data reduction percentage is higher for lower values of T (w)
1 .

As mentioned earlier, if a data stream contains long sequences drawn from the same distri-

bution, the packets in the stream become repetitive (of low IC) after the first few packets as

shown in Figure 3.4. When T (w)
1 decreases, we will have a larger number of packets with

low IC, which leads to more packets being reduced.

By examining Figure 3.9e, it can be concluded that relying on the developed

information-oriented traffic forwarding and/or reduction improves data recovery even when

the WSN is congested with high packet loss.

Finally, Figure 3.10 shows the effect of changing the IC threshold icth used in the traffic

reduction scheme. When icth = 0, no packets will be dropped due to the reduction scheme.

On the other hand, all packets will be dropped if icth = 1. The increase of icth causes more

packets to be reduced (Figure 3.10d) and consequently the lifetime gets improved (Figure

3.10a) and the packet loss decreases exponentially (Figure 3.10c).
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(a) Lifetime (b) Average Delay (c) Packet Drop Percentage

(d) Packet Reduction Percentage (e) Recovery Score

Figure 3.9: Scenario 1: Performance Results with respect to varying the sensor sampling
interval T (w)

1 under TT L(w)
1 = 20 time frames.

However, as icth increases, attention should also be paid to its effect on the recovery

score. Figure 3.10e indicates that it is possible to achieve around 80% data reduction (at

icth = 0.6) while maintaining a very high recovery score that is equivalent to the case of no

reduction (at icth = 0). However, increasing icth to more than 0.7 deteriorates the recovery

score. The reason is that packets of IC more than 0.7 are not as easily recoverable as packets

of lower IC.

Also, Figure 3.10e shows that when no reduction is employed (icth = 0), the recovery

score for scheme E is significantly higher than scheme B. This is because scheme E uses

IC also for data forwarding, unlike scheme B, which indicates the advantage of exploiting

the IC in the utility function of traffic forwarding.

In terms of delay, Figures 3.7b, 3.8b, 3.9b, and 3.10b show that using using toward
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(a) Lifetime (b) Average Delay (c) Packet Drop Percentage

(d) Packet Reduction Percentage (e) Recovery Score

Figure 3.10: Scenario 1: Performance Results with respect to varying the IC reduction
threshold icth under T (w)

1 = 5 and TT L(w)
1 = 20 time frames.

gateway technique for estimating forwarding probabilities (which is used in schemes D

and E) improves the delay.

The average delay of the received packets is affected by the reduction percentage di-

rectly, as shown in Figure 3.10b. As data reduction increases, the packet drop decreases

more rapidly, resulting in having more packets to be delivered, which leads to increment in

the average delay of the received packets. This continues up to a certain point where the

data reduction is high enough to clear network congestion and improve the overall delivery

delay.
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Scenario 2

Usually, many user applications are defined over an individual WSN. Therefore, it is im-

portant to study how the network performance changes with respect to the number of ap-

plications. In this scenario, it is assumed that there are Na user applications. Since only

wsnw is considered in the simulations, we will only consider the set of services required

from wsnw, i.e., {svc(w)
u }

Na
u=1.

The services are defined as follows. Each service svc(w)
u requires data from five ran-

domly selected nodes in the network, which can be denoted by ND(w)
u = sample(ND(w)

u , 5),

where sample(A, k) returns a set of k randomly selected elements from the set A. Also,

each service requires readings of three randomly selected sensing device on each node,

S (w)
u = sample(S (w), 3). Finally, the QoS metrics are also randomly defined as fol-

lows: T (w)
u = sample({5, 6, ..., 10}, 1), TT L(w)

u = sample({20, 21, ..., 30}, 1), Vo
(w)
1 = 1, and

α(w)
u = sample({0.1, 0.2}, 1).

While increasing the number of user applications, more streams will be required from

the WSN until overlaps between applications start happening, which means that the same

streams become needed to serve multiple applications. The overlaps are resolved through

the QoS conflict resolution layer, which is presented in Figure 3.1, by considering the most

strict QoS. Thereby, the more overlapping between services occurs, the more strict the QoS

metrics become for the required streams. In our scenario, this means that with more user

applications, the network approaches the state where all sensor readings are required from

all nodes in the network with a QoS of (T = 5, TT L = 30, Vo = 1, α = 0.1), following

Equation (3.3).

Due to the increase in demand, the lifetime decreases as the number of applications

increases, as shown in Figure 3.11a. The decrease continues until it reaches a floor value,

at which the defined user applications already require all readings from all nodes with



CHAPTER 3. INFORMATION-ORIENTED TRAFFIC MANAGEMENT 93

(a) Lifetime (b) Average Delay (c) Packet Drop Percentage

(d) Packet Reduction Percentage (e) Recovery Score

Figure 3.11: Scenario 2: Performance Results with respect to varying the number of user
applications Na.

the most strict QoS metrics, as reasoned earlier. Figure 3.11d indicates that the reduction

percentage increases because the time sampling interval of the required streams approaches

the most strict value (five time frames). As explained in Scenario 1, the lower the sampling

interval, the more traffic reduction ratio is achieved as indicated by Figure 3.9d.

3.8.4 Data Reduction via Exponential Moving Average Estimators

The Exponential Moving Average (EMA) estimation is suitable in detecting redundancy

in data by estimating new data points as follows [74, 75]. For a data stream, the source

node holds an expected value S t as an estimation of the new reading rt along the stream. In
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EMA, the estimation S t is evaluated by

S t = (1 − α)S t−1 + αrt−1, (3.30)

where α is the weight decay of estimation. A higher α results in a higher discounting of

older readings.

The estimation absolute error is evaluated as |S t − rt|, which is used for calculating

readings deviation Dt (how much readings deviate from their estimations) as

Dt = (1 − β)Dt−1 + β|xt − S t|, (3.31)

where β is the weight decay of deviation.

In the EMA-based data reduction, for each data stream, the data packets can be reduced

by dropping the ones carrying readings with deviation lower than a threshold value Dth. To

compare the proposed IC-based schemes to the EMA-based data reduction, the simulations

of figures 3.7 and 3.9 are redone for generating figures 3.12 and 3.13, respectively, which

include the EMA-based data reduction as scheme F. For scheme F, the results were gener-

ated using α = 0.9, β = 0.2, and Dth = 0.5, which were found to be suitable for reducing

the data while preserving the accuracy of data recovery.

It can be concluded that schemes B and E were able to outperform scheme F in terms of

lifetime, data reduction, and recovery score. Nevertheless, the EMA-based data reduction

works well in comparison to schemes that do not use IC-based data reduction such as

schemes A, C, and D.
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(a) Lifetime (b) Average Delay (c) Packet Drop Percentage

(d) Packet Reduction Ratio (e) Recovery Score

Figure 3.12: Scenario 1: Performance Results with respect to varying the time-to-live
TT L(w)

1 under T (w)
1 = 5 time frames.

3.9 Conclusion and Future Work

In this chapter, information-oriented data management has been proposed to maximize the

QoI of collected data in IoT systems. Two QoI metrics (VoI and IC) were introduced to

quantify data priority, freshness, time-relevance, redundancy, and recoverability. The VoI

and IC were integrated in data management schemes to prioritize the delivery of data of

higher QoI, reduce the temporal redundancy in the delivered data, and resolve network

congestion. Through extensive experimental results, it has been proven that the proposed

information-oriented data management improves networks’ performance in terms of life-

time, packet loss, delay, and data recovery. In conclusion, relying on information-oriented

forwarding and/or reduction improves data recovery, promoting resilience against packet

loss.



CHAPTER 3. INFORMATION-ORIENTED TRAFFIC MANAGEMENT 96

(a) Lifetime (b) Average Delay (c) Packet Drop Percentage

(d) Packet Reduction Percentage (e) Recovery Score

Figure 3.13: Scenario 1: Performance Results with respect to varying the sensor sampling
interval T (w)

1 under TT L(w)
1 = 20 time frames.

This chapter has showed the effectiveness of integrating the proposed IC metric into

data management through extensive simulations. However, there is a need to show how

the proposed algorithms perform in real-world scenarios. In the future, we plan to deploy

the proposed schemes on an IoT testbed that is used to develop smart-agriculture and E-

health applications. We also plan to extend our work to develop adaptive data management

schemes by automating the hyperparameter selection process (such as ∆, and icth). This

is beneficial because the choice of ∆ and icth depends on the data statistical profile, which

could be time-varying in real deployment scenarios.

In this chapter, the evaluation of IC is derived for single-dimensional data streams.

However, in practice, there is also a need to propose similar metrics for identifying data

priority when dealing with different types of data streams such as image and video streams.
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The performance of constrained multimedia WSNs must be evaluated, and improved by

identifying the IC of the generated traffic and using that as a priority metric for managing

the multimedia data.



Chapter 4

IoT Testbed and Hardware Implementation

4.1 Background on IoT Architecture

IoT systems are modelled as a flexible layered architecture that facilitates connecting bil-

lions of objects [76]. Many models in the literature are structured as a 3-layer architec-

ture [77, 78]. The 3-layer architecture consists of application, network, and sensing lay-

ers. Also, other studies use 5-layer architectures adding more details to the IoT system

model [78, 79]. In this chapter, the 3-layer architecture has been adopted since this study

mainly focuses on traffic management through the sensing, network, and application layers

to improve resource utilization.

The sensing layer is the primary building block of IoT systems. It is composed of

multiple disjoint WSNs which are deployed in different environments and for different

applications. For example, one WSN can be part of a smart-grid application, and another

one can be part of public safety networks. Each underlying WSN is constructed from nodes

that perform different functionalities, including sensing, actuation, and communication.

The nodes in this layer are responsible for data and information generation using various

sensors such as motion, vibration, temperature, humidity, and acceleration sensors. The

generated data must be forwarded from the generating nodes to gateway nodes which are

98
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capable of relaying data to the upper layers. In some other IoT applications, the nodes

are also responsible for actuation to adapt or inflict changes to the controlled environment,

such as controlling doors, windows, and air conditioners.

The network layer is responsible for data delivery from the sensing layer to Cloud

servers which run the end-user applications. Across this layer, the generated traffic passes

through large-scale networks and has global reachability. The network layer relies on var-

ious networking technologies for delivering IoT traffic, including Next Generation Mo-

bile Networks, such as 5G and 6G, Low-Power Wide-Area Network (LPWAN), such as

LoRaWAN and Sigfox, in addition to the Internet infrastructure. Furthermore, data ana-

lytics and processing can be carried across the edge and fog layers closer to the sensing

layer. Edge and fog devices are usually capable of fulfilling the computational needs and

processing of the IoT traffic when delay-sensitive and low-computational operations are

required [80].

Finally, the application layer is responsible for application provisioning to end-users.

It can compose applications-of-value to customers by steering services created from one

or more separate vertical IoT silos (or markets), including smart homes, intelligent trans-

portation systems, smart grids, e-health, and smart cities. For instance, a public safety

application can be built using the data generated from multiple smart city domains such

as intelligent transportation systems, smart public buildings, and public safety networks.

Hence, the ultimate goal of the application layer is to map user applications to services. It

also maps services to requirements that the sensing and network layers have to accommo-

date. This enables applications and services to be defined over heterogeneous devices and

networks without being restricted by the underlying hardware infrastructure, promoting

interoperability, scalability, data management, and data availability.
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4.2 IoT Testbed Architecture

This section provides an overview of the IoT testbed built to verify the performance of

the data reduction schemes discussed in this thesis. The developed testbed architecture is

presented in Figure 4.1 and discussed in detail as follows.

Figure 4.1: The developed IoT testbed architecture.
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4.2.1 System Architecture and Connectivity

Sensing Layer

The sensing layer of the testbed is composed of multiple separate WSNs (WSN-1, WSN-2,

. . . , WSN-N) that are built using Raspberry Pi 4 devices (RPIs) running the Raspbian Op-

erating System (OS). Each WSN is composed of multiple sensing nodes and one gateway

node, which are connected in a multi-hop topology using their internal Wi-Fi interfaces (or

antennas). The WSNs are configured using HSMM-Pi (High-Speed Multimedia) frame-

work, [81], to function as mesh networks. The developed sensing nodes are equipped with

a variety of sensors, collecting data continuously from their environment and delivering

them to the gateway. The gateway nodes are equipped with additional external Wi-Fi inter-

faces that enable them to connect to other devices at the edge layer of the testbed.

The following list of sensors are integrated into the sensing nodes enabling them to

collect data: temperature/humidity sensors, proximity sensors, gas detectors, moisture level

sensors, rain detectors, heartbeat sensors, and energy meters. The integration of a such

variety of sensing devices enables the development of a large set of IoT applications.

Aside from the sensing devices that we developed in the lab environment, the testbed

also integrates the data collected from other remotely-deployed WSNs. The data integration

is achieved at the cloud layer by sharing the remote WSNs data to the developed cloud

infrastructure through Internet connectivity as shown in Figure 4.1.

Network Layer - Edge and Fog

At the edge of the network, multiple IR829 edge devices (Cisco’s Industrial Router - 829)

are deployed. The IR829 router is managed through the Gateway Management Module

(GMM) of Cisco Kinetics, which provides visibility and control capabilities. The Access

Point (AP) of IR829 is configured to enable gateway nodes connectivity to the edge layer.
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The edge devices are also connected to the developed cloud infrastructure through the In-

ternet connectivity offered by the campus network at Carleton University.

At the fog of the network, Dell Precision 7820 workstations and UCS C220 (Cisco’s

Unified Computing System - C220) servers are used to manage the locally generated data.

The servers can be connected to the IR829 device through LAN (Local Area Network)

Ethernet, as shown in Figure 4.1. Also, a local database is deployed at the fog devices

enabling them to store and retrieve data for the purpose of local data access, visualization,

and analytics. The fog servers also enable local network management and applications

(such as devices actuation) to be developed.

Cloud Layer

At the cloud layer, a Virtual Private Cloud (VPC) infrastructure running over Amazon Web

Services (AWS) cloud is developed. The VPC contains an Elastic Compute Cloud (EC2)

instance that is configured with an Elastic IP (Internet Protocol) address, which is an IP

that is preserved and used whenever the instance runs. Also, the domain name iotlab.ca

has been registered and connected to the deployed EC2 instance through the Domain Name

System (DNS). System admins and end users are able to access the web server running over

the EC2 instance using this registered domain name. The EC2 instance also manages the

cloud-hosted database for the purpose of global data access, visualization, and analytics,

enabling IoT applications to be served globally.

4.2.2 Data Pipeline and Management

WSNs Data Generation and Collection

The deployed sensing nodes activate their equipped sensors to collect data and locally store

them in proper-formatted XML (Extensible Markup Language) files. After that, the data
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files are securely transmitted from the sensing nodes to the gateways using Secure Copy

(SCP) transfer protocol, as shown by the green-colored text in Figure 4.1. This process

requires sharing the encryption keys between the nodes and the gateway during the initial

setup, which makes it difficult for adversaries to send/receive data. Data generation and

transmission are done continuously resulting in multiple streams of data flowing through

the multi-hop network. Whenever a new file is received at the gateway, the gateway de-

tects it and parses its content. After that, the gateway performs analytics (if required) and

forwards the IoT traffic to the IR829 edge device through an external Wi-Fi interface con-

nected to the IR829’s AP. Data forwarding to the IR devices is done using Message Queu-

ing Telemetry Transport (MQTT) protocol, which is a publish/subscribe-based messaging

protocol that can be secured using username and password.

IR829 Docker Applications and Data Forwarding

The GMM, which primarily manages IR829 devices, enables deployment of light-weight

edge applications (through Docker [82]) that can locally process WSNs data. Docker is a

platform for developers and system administrators to develop, deploy, and run applications

with containers, which provides OS-level virtualization used to deliver software.

For each WSN (WSN-i), a Docker application (APP-i) has been deployed to manage

the data generated by the WSN, as shown in Figure 4.1. App-i has a full control over the

traffic generated by WSN-i. The edge Docker applications are primarily responsible for

forwarding data to its final destinations, such as the local fog server and the VPC, which

is done also through MQTT transfer protocol. Docker applications are also responsible for

executing light-weight data analytics including data aggregation, computing data statistics,

and raising alarms. The number and size of Docker applications that can be deployed

depend on the memory and storage capabilities of the IR829 devices. In our case, it is

permitted to deploy three Docker applications per each IR829 device.
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Fog Applications

The fog workstations and servers are responsible for managing the local database. Usually

databases are maintained at the cloud level where resources and storage are not scarce.

However, if the connectivity to the cloud gets interrupted, the cloud-hosted database will

not be able to process the generated data. From this perspective, it is necessary to maintain

a local database and storage within the local network of the testbed. By having a local

database, the IoT traffic generated by the deployed WSNs can be visualized and accessed

locally. It also enables running local applications that need access to the generated data

with high reliability and minimum delay. The reliability comes from the fact that the local

applications do not need to pull data from the cloud, therefore, they do not depend on the

connectivity to the cloud. Also, having the data stored locally leads to having a minimized

access delay.

The fog server also runs a local web server that enables data management, access, and

visualization by local users. The fog devices enable integrating the data collected from the

local WSNs, performing heavy data analytics, and running applications locally serving the

local infrastructure.

Cloud Applications

The testbed cloud infrastructure enables maintaining a scalable, reliable, and secure

database for the testbed. The EC2 instance runs a cloud-hosted web server that enables

data management and visualization by end users through the Internet. It also enables run-

ning sophisticated data analytics via the high computing capabilities available by scaling

up the EC2 instance memory (RAM) and processing (CPU) specifications.
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Figure 4.2: Deployed assets (WSNs) and their sensing devices listed in the database of the
cloud-hosted TB.

User Access and Data Visualization

The deployed local and cloud-hosted web servers are developed through ThingsBoard

(TB), which is an open-source IoT platform for data collection, processing, visualization,

and device management. Users are able to access the data through the deployed local and

cloud-hosted TB web servers through HTTP (Hypertext Transfer Protocol) protocol. The

local users, who are connected to the IR829 AP or LAN, are able to access the local TB

web server through the local IP (or local hostname) of the fog server. On the other hand, the

end users are able to access the cloud-hosted TB web server through the registered domain
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(a) Visualization of historical data for nodes 1, 2, and 3 in the WSN.

(b) Visualization of real-time data for Node 1.

Figure 4.3: Dashboard for a deployed agriculture WSN.

name (iotlab.ca). Also, user access and authentication is managed by the TB framework.

All users, however, must have valid credentials created by testbed admins to be able to

access the database.

TB also enables management and visualization of the collected data. It enables multiple

assets and applications to be created in the database corresponding to the deployed devices

as shown in Figure 4.2. The figure shows the deployed WSNs as assets containing their

deployed sensing nodes. Many visualization dashboards can be created by users enabling

them to visualize data in real-time or over selected time windows. Figure 4.3 shows an

example of a dashboard created over TB web server. Figure 4.3a shows the historical data
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for three nodes deployed in an agriculture WSN, and Figure 4.3b shows the real-time data

for one node. End users are able to customize various widgets and dashboards to visualize

their data of interest.

4.3 Implementation of Selected Data Reduction Schemes

The developed IoT testbed is used to study the feasibility of implementing some of the

proposed data reduction schemes. Specifically, this section presents the implementation of

the Dual-Prediction (DP) and the Information-Content (IC)-based data reduction schemes.

It is important to note that the best place to implement the reduction schemes is at the

place of data generation, which leads to reducing data relaying through all links in the

network. However, devices at different layers in the system have different computational

capabilities and programability. Hence, it is required to optimize the place of implementing

the in-network data analytics schemes. A summary of the deployment options for the DP-

based and the IC-based reduction techniques will be also presented in this section.

4.3.1 Implementation of Dual-Prediction

The main goal of the DP prediction scheme is to exploit the temporal correlation in time-

series data to reduce the amount of data transmitted between two network end points, as

illustrated in Section 2.4.3.

Deployment Options

Based on the capabilities of the deployed devices, it is the system developers’ decision to

choose the transmitting and receiving ends of the DP scheme. Table 4.1 shows the list of

possible deployment options for the DP scheme. In our case, it is feasible to select any

of the listed deployment options because all devices in the testbed can be programmed to
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Table 4.1: Deployment options of the DP scheme in the testbed.

Deployment

Option

Transmitter

End

Receiver

End(s)
Advantage

A Sensing Nodes Fog Server, EC2
Reducing transmissions over all

links in the network

B Gateway Node Fog Server, EC2
In case the sensing nodes cannot

be programmed

C IR829 Fog Server, EC2 Providing robustness

perform the required data processing. However, it was decided to select the transmitter end

to be the gateway node, since it applies to most deployment scenarios in IoT systems.

Challenges and Solutions

During simulation and theoretical testing, many hardware and software-related challenges

can be overlooked by making a few assumptions. However, in realistic implementation,

these problems emerge, and they need to be addressed properly. The primary implementa-

tion challenges of the DP scheme and their corresponding solutions can be summarized as

follows:

• Synchronization of prediction models needs to be maintained. During models updates,

the numerical approximation and rounding must be carefully designed to preserve the pre-

diction models synchronization. Also, model re-initialization and re-synchronization need

to be done frequently, resolving any synchronization issues that may occur.

• Connectivity loss causes problems in data collection and in model synchronization, as

the receiver end assumes that all unreceived data are predictable and acts accordingly. This

can be solved by ensuring that the transmitter end sends periodic flags (or data packets),

indicating that there is no loss in connectivity.

• The storage, RAM, and CPU requirements for installing required libraries and running
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(a) Original data stream. (b) Recovered (perceived) data stream.

(c) Error in stream perception. (d) Reduction ratio.

Figure 4.4: DP scheme analysis for a deployed node.

of sophisticated DP algorithms (such as neural networks). In addition to that, algorithm

selection affect the time required for producing predictions and updating prediction mod-

els. This can be addressed by deploying the DP only on high-end devices that are suitable

for advanced data analytics. In order to avoid such complications, it was decided to im-

plement the DP using the OSSLMS algorithm, presented in Section 2.5.1, as it relies on

simple mathematical operations and it performs well as compared to the other proposed

computationally-complex DP algorithms.
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Results and Analysis

The DP scheme has been implemented to reduce data streams generated from sensing nodes

in one of the deployed WSNs. In order to visualize the capability of the DP scheme in a

better way, the sensing nodes are set up to synthetically generate temperature data streams,

producing a more interesting use-case for testing the DP scheme. The model is selected to

have a prediction buffer length (N) of 10 and a tolerances error threshold (emax) of 0.1 ◦C.

Figure 4.4 shows the results of the DP scheme over a six-hour duration for one of the

deployed nodes, as visualized at the cloud-hosted TB web server. Figures 4.4a and 4.4b

show the originally generated data stream and the perceived one, respectively. It can be

observed that applying the DP does not change data perception at the receiver ends. This

can be also verified by showing the difference between the two streams as illustrated by

the absolute error in Figure 4.4c. As observed, the absolute error does not exceed the value

of emax which has been set to 0.1 ◦C, indicating that the DP algorithm implementation is

successful. By applying the DP, the data transmission is reduced by 50% as shown by

Figure 4.4d, indicating the percentage of bandwidth saved at each communication link in

the testbed.

4.3.2 Implementation of Information-Oriented Data Reduction

The main goal of the IC-based data reduction is to exploit the temporal correlation to reduce

the amount of redundancy in the generated data streams, as illustrated in Section 3.6.

Deployment Options

The IC-based data reduction can be implemented at different deployed devices in the net-

work, depending on their capabilities. For a specific WSN, IC evaluation and reduction

can implemented at the sensing nodes, gateway nodes, or IR829 edge devices. In our case,
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Figure 4.5: IC-based reduction analysis at the cloud-hosted TB.

it is implemented at the gateway nodes, since it suits most deployment scenarios in IoT

systems.

Results and Analysis

In the testbed, the IC-based data reduction is applied to one of the deployed WSNs to

reduce the amount of data at the gateway node. In order to better visualize the capability of

the IC-based reduction, the sensing nodes are set up to synthetically generate different data

profiles, which enables to analyze reduction performance under various conditions. This

section presents the results for two nodes (nodes 1 and 2) in the WSN. Node 1 generates

synthetic data using a sinusoidal profile, as shown in Figure 4.6a. On the other hand, Node

2 uses a Wiener stochastic process to generate its data, as shown in Figure 4.7a.

Figure 4.5 illustrates the main concept of the IC-based reduction for the data stream
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(a) Original data stream. (b) Recovered (perceived) data stream.

(c) Error in stream perception. (d) Reduction ratio.

Figure 4.6: IC-based reduction analysis for Node 1 data stream.

generated by Node 2. After the gateway receives the data stream (the blue curve), it eval-

uates the IC of each data point (the yellow curve). Based on the IC values and the IC

reduction threshold icth, the gateway node reduces the data stream. As illustrated in the

figure, the data points that have IC more than icth = 0.4 (the green points) get forwarded to

the IR829 edge device.

Figures 4.6 and 4.7 show reduction performance for nodes 1 and 2 over a 3-hour du-

ration. It is shown that the cloud-hosted instance is able to depict the original data stream

by using simple data recovery mechanisms (such as rolling mean or median recovery dis-

cussed in Section 3.7), as shown by figures 4.6b and 4.7b. The absolute recovery error

value is illustrated in figures 4.6c and 4.7c, showing an acceptable error value for many IoT

applications. This error is controlled by adjusting the value of icth, as will be discussed in
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(a) Original data stream. (b) Recovered (perceived) data stream.

(c) Error in stream perception. (d) Reduction ratio.

Figure 4.7: IC-based reduction analysis for Node 2 data stream.

Chapter 5. Figures 4.6d and 4.7d show the achieved reduction ratio for the two cases. The

reduction ratio depends on the data profile and its stochastic characteristics.

Figure 4.8 shows another study case for applying the IC-based reduction on packet

bursts of IoT data. The figure shows that this reduction scheme is also suitable for ad-

dressing data reduction problems for this type of IoT traffic, which is very common in IoT

systems. However, it is shown that the reduction ratio for the bursty IoT traffic case in Fig-

ure 4.8d is lower compared to the continuous IoT traffic in Figure 4.7d. This is primarily

due to having less temporal redundancy in bursty IoT traffic.
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(a) Original data stream. (b) Recovered (perceived) data stream.

(c) Error in stream perception. (d) Reduction ratio.

Figure 4.8: IC-based reduction analysis for a bursty data stream.

4.4 Conclusion - Comparison and Selection Guide

There are many differences between the DP and the IC-based reduction schemes that can

be concluded from the discussion in this chapter. The major differences are summarized by

the following points:

• Computational complexity - The DP scheme requires updating the prediction models

on both transmitting and receiving ends. The complexity of this scheme depends on the

prediction model used and number of parameters that need to be updated. On the other

hand, the complexity of the IC-based reduction is only in the IC evaluation at the transmit-

ting end which depends on the length of the history required to compute the empirical CDF
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(Cumulative Distribution Function).

• Synchronization - The DP requires the two prediction models to be synchronized, which

might cause many issues in case of having loss of connectivity in the network. This requires

having extra mechanisms to maintain synchronism, which cause overhead in terms of com-

putation and communication.

• Transmission protocols - Unlike the DP scheme, the IC-based reduction scheme does

not require the use of a reliable data transmission protocol, such as TCP. Hence, the IC-

based reduction can be used with best-effort delivery protocols which are very popular to

be used in non-critical IoT applications.

• Error tolerance - The DP scheme ensures a certain level of reliability in terms of error

tolerance. On the other hand, the IC-based reduction does not provide that. This main issue

in the IC-based reduction will be addressed in Chapter 5.

In the light of the presented differences between the two reduction schemes, the follow-

ing points constitute a selection guide:

• Application criticality - Since the DP scheme is reliable in terms of the tolerable error

level, it is more recommended for IoT applications of critical nature such as E-health and

public safety applications.

• Hardware specifications - The lower computational demand of the IC-based reduction

scheme makes it more suitable to run over constrained IoT devices.

• Communication links quality - The IC-based reduction is more suitable to be used

over unstable communication links, since any loss in connectivity may result in the failure

of maintaining synchronism for the DP scheme.

• Communication protocol stack - Since the DP scheme requires having a reliable trans-

mission protocol, the IC-based reduction is recommended for the networks that rely on

best-effort transmission protocols.

• Bursty IoT traffic - Due to the time required for training, the DP model fail to effectively



CHAPTER 4. IOT TESTBED AND HARDWARE IMPLEMENTATION 116

reduce bursty IoT traffic. However, the IC-based data reduction is able deal with bursty

traffic without any issues as it starts evaluating redundancy and eliminating packets as soon

as bursts of traffic start.

• Scalability - Both data reduction schemes need to be applied to each data flow (generated

or collected) that need to be reduced. This makes it difficult to host the DP scheme at the

gateway or at the edge of network when large number of IoT streams are handled, because

the gateway needs to build and maintain a prediction model for every data stream. Since the

IC-based reduction requires only storing the empirical CDF for each stream, it is considered

to be more scalable and can be easily hosted at central units in the network.

Finally, it is worth mentioning that the efficiency of the DP and IC-based reduction

depends on the temporal correlation through the data streams. Therefore, when having

data streams that change very frequently and abruptly, these schemes become less efficient.

However, in these scenarios, the IC-based reduction performs better because it does not

require a prediction model to be trained (which needs time to converge), and whenever

there is a slight correlation in data, it will be able to apply data reduction quickly.



Chapter 5

Edge-Based Adaptive IC-Based Data Reduction

5.1 Motivation

As presented in Chapter 3, the designed information-oriented traffic management schemes

depend on two parameters that control their performance, namely ∆ and icth. The range ∆

is used to evaluate the IC (Information Content) during data generation and transmission,

and the threshold icth is used for data reduction. The choice of ∆ and icth depends on the

data statistical profile, which could be time-varying in some real deployment scenarios.

Previously, these parameters are selected based on the observation of the generated data

profile, which is unsuitable for all cases. Therefore, there is a need to design an adaptive

scheme to automate parameter selection.

5.2 Adaptive IC Evaluation

As discussed in Section 3.4.2, for a specific data point rcarried in a data stream, the IC

evaluation primarily depends on the history of data along that stream Rhistory and the value

of the range ∆, as presented by Equation (3.11). A proper choice of ∆ depends on the

statistical properties of Rhistory = [r1, r2, ..., rNhistory], such as data range and variance (or
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standard deviation), as concluded by Figure 3.3. Therefore, a novel mechanism is needed

for the adaptive selection of ∆.

5.2.1 Proposed Procedure

The standard deviation of the content of Rhistory, which is denoted by σR, is a suitable met-

ric to evaluate ∆ adaptively. However, it is not always suitable to choose ∆ by scaling σR

because abrupt changes in the data stream, which are related to events occurrence in the

monitored environment (such as the change at packet number 50 in Figure 3.4), signifi-

cantly affect the value of σR. Therefore, it is proposed to split Rhistory into segments of

shorter length to enable capturing the statistical properties of different parts through the

stream. After that, the evaluation of ∆ can be done by aggregating the standard deviation

of those segments. The following procedure is proposed for adaptively evaluating ∆ and IC

for a data point rcarried given Rhistory.

• The content of Rhistory is segmented using a moving window of length W. The ith segment

of Rhistory is represented as:

Ri = [ri, ri+1, ..., ri+W−1], for i ∈ [1,N], (5.1)

where N = Nhistory −W + 1.

• The standard deviation (represented by std(·) mathematical operation) is computed for

each segment, which results in obtaining

σi = std(Ri), for i ∈ [1,N]. (5.2)

• The median (represented by median(·) mathematical operation) of the obtained list of
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standard deviations is computed, and the range ∆ is evaluated as

σM = median(σ1, σ2, . . . , σN), (5.3)

∆ = σM/F∆, (5.4)

where F∆ is a constant scaling factor. The choice of using the median for aggregating

the σ’s is made because it ensures that one value is used from the list of standard devia-

tions, resolving the issues that rise from having a data stream that contains segments with

significantly different values of standard deviation.

• Finally, the IC of rcarried data point is obtained using Equation (3.12), as presented in

Section 3.4.2.

5.2.2 Results and Analysis

In order to verify the proposed adaptive IC evaluation procedure, multiple scenarios have

been tested comparing the fixed-∆-based IC evaluation with the adaptive-∆-based IC eval-

uation. Figure 5.1 shows a tested scenario where a data stream is synthetically generated

from different Gaussian distributions. The data stream, shown in Figure 5.1a, contains 150

packets. The first, second, and third 50-packets are sampled from the Gaussian distributions

N(25, 0.5), N(40, 2.5), and N(30, 5), respectively.

Figure 5.1b shows the IC evaluation using ∆ = 2 (fixed value) and a history buffer

length Nhistory = 20. It can be concluded that having ∆ = 2 is suitable for distinguishing

data redundancy (or QoI) for the first 50-packets, however, it fails in that for the second and

third 50-packets. The adaptive IC evaluation scheme is used to address this issue.

Using the procedure discussed in the previous section, the adaptive ∆ evaluation is

shown in Figure 5.1c using W = 5 and F∆ = 0.3. We can see how the value of ∆ changes
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(a) Carried readings in the stream of packets. (b) Fixed-∆-based IC evaluation.

(c) Adaptive ∆ evaluation. (d) Adaptive-∆-based IC evaluation.

Figure 5.1: Adaptive ∆ and IC evaluation for a data stream.

corresponding to the distribution of data in the stream. The main advantage of the pro-

posed adaptive scheme is presented in Figure 5.1d, showing its ability to distinguish data

redundancy (or QoI) for all parts of the data stream successfully.
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Figure 5.2: Edge-based data analytics and adaptive IC-based data reduction.

5.3 Edge-Based Adpative IC-Based Reduction

In Chapter 3, we show that the recovery score (R2 score) is improved when data is reduced

selectively based on its IC, especially when the WSNs are congested and the scheme is

used to mitigate the high data loss. However, if there was no congestion through the WSNs

and data can be fully delivered to the application layer, any reduction in the data will lower

the recovery score (as a cost of improving bandwidth utilization, lifetime, and delivery

delay). In this case, it is beneficial to develop an adaptive data reduction scheme that

ensures achieving a minimum required recovery score (as a QoS metric).
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Algorithm 3: Adaptive icth Evaluation
Input: B, RS min // A data block B and its required recovery score RS min

Initialize: RS = 0, icth = 1, ∆ic = 0.01
while RS < RS min do
// Discount ∆ic from icth value

icth = icth − ∆ic

// Reduce the data block B by dropping data with IC lower than icth

Breduced = Reduce(B, icth)
// Apply data recovery to restore Breduced, as illustrated in Section 3.7

Brecovered = Recover(Breduced)
// Evaluate recovery score using Equation 3.29

RS = R2(B, Brecovered)
// Keep iterating until RS ≥ RS min

return icth

5.3.1 System Model and Proposed Procedure

In this subsection, we develop an edge-based data reduction scheme for adaptively selecting

icth value for the different parts of incoming data streams to satisfy the recovery score (RS)

QoS of those streams. The adaptive data reduction is performed at the edge as it enables

aggregating the incoming data streams and performing error analysis to adaptively find the

reduction thresholds.

Figure 5.2 shows the system model for the proposed scheme. The edge devices at the

edge layer of the system model collect the data streams generated by the sensing layer. The

collected streams are aggregated for a short a duration of time, generating data blocks of

length LB corresponding to all data streams. Each data block is then adaptively reduced

ensuring that it will be recovered at the application layer with a certain level of RS that is

defined as a QoS metric, as shown in the figure.

For an aggregated data block B, the adaptive IC-based data reduction includes (1) adap-

tive ∆ and IC evaluation for the data, (2) adaptive icth evaluation using the stream’s required

RS (denoted as RS min), (3) and IC-based data reduction using the evaluated icth. In this
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Figure 5.3: The synthetically generated data stream under the scope.

work, a heuristic algorithm is developed for the adaptive icth evaluation, as presented in

Algorithm 3. The proposed algorithm starts with a high reduction threshold icth, which re-

sults in a very high data reduction ratio and a very low RS. Then by iteratively discounting

small decrements (∆ic) from icth and observing the RS value, it will be able to obtain the

required icth that ensures having an RS higher than the required RS min.

5.3.2 Results and Analysis

The developed adaptive IC-based data reduction has been verified through simulation. In

the simulated scenario, the sensing layer is generating multiple data streams that are col-

lected at the edge layer. Figure 5.4 shows the results of reducing a data stream under two

scenarios of different RS min values. The data stream under the scope is visualized in Figure

5.3. The data stream is synthesized using Wiener stochastic processes while also includ-

ing some abrupt changes to mimic realistic environment monitoring scenarios. It is worth
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(a) RS min = 0.85. (b) RS min = 0.95.

Figure 5.4: Adaptive IC-based reduction scheme applied for the data stream in Figure 5.3
under different recovery QoS values.

mentioning that the results produced in this section will vary for different data streams.

However, the results prove that the proposed adaptive IC evaluation and the adaptive IC-

based reduction schemes achieve the required performance.

For the data stream under the scope, data blocks of length 100 packets are produced

by aggregating its data packets at the edge layer. The presented results are obtained after
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Figure 5.5: Average reduction ratio variation in terms of recovery QoS requirement for the
data stream in Figure 5.3.

applying the proposed adaptive reduction scheme for reducing the first 40 collected data

blocks. As illustrated by Figures 5.4a and 5.4b, for both selected RS min values (0.85 and

0.95), the required RS min is achieved for all delivered data blocks during the simulation by

adaptively varying icth. For each data block, the reduction ratio varies depending on its

statistical characteristics as well as the selected icth. Finally, Figure 5.5 shows the average

reduction ratio of aggregated data blocks for different RS min values. It is clear that lower

reduction is achieved for the cases with more stringent recovery requirement.



Chapter 6

Edge-Based IoT Backhaul Selection

6.1 Motivation

The wide adoption of large-scale Internet of Things (IoT) systems has led to an unprece-

dented increase in backhaul traffic congestion, making it critical to optimize traffic man-

agement at the network edge. Edge-based IoT traffic management enables better utilization

of networking resources while satisfying heterogeneous IoT traffic requirements. In IoT

systems, network resources are usually shared with devices/networks outside of the private

edge network, which leads to having unknown-state or time-varying network resources.

It is the responsibility of the edge devices to be able to forward IoT traffic through the

unknown-state network environment.

There is crucial need to develop a traffic management approach to optimize applications

performance by learning how to deal with unknown-state (partially observable) compo-

nents of the network through multi-objective feedback. This chapter tackles IoT traffic for-

warding problem through unknown-state backhaul link selection. We propose a feedback-

oriented backhaul selection at the edge, improving the performance based on feedback of

applications performance. The proposed approach relies on the Actor-Critic Deep Rein-

forcement Learning (DRL) methods. Federated Learning (FL) is applied to improve the
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DRL policy’s training performance in large-scale deployments of distributed IoT systems.

As multiple edge devices collaborate in training a shared classification policy, the proposed

Federated DRL (F-DRL) approach leads to faster convergence, as demonstrated through

extensive simulations.

6.2 Introduction

Internet of Things (IoT) systems have revolutionized our world due to their impact on al-

most all domains, including industrial, healthcare, transportation, public safety, and smart-

cities. The development of IoT devices has led to having heterogeneous sensing layer

generating a vast amount of IoT traffic [56]. The IoT edge layer is responsible for manag-

ing the generated IoT traffic, including traffic collection, analytics, and forwarding. Edge

devices are able to relay IoT traffic from the sensing layer to the core network and cloud

layers through edge backhauling. To support edge backhauling, various Wide Area Net-

work (WAN) technologies (such as Ethernet and 4G/5G) and Low Power WAN (LPWAN)

technologies (such as LTE-M, NB-IoT, LoRa, and Sigfox, and Wi-Fi HaLow) have been

developed, connecting billions of IoT devices to the Internet [83]. LPWAN technologies

differ in terms of power efficiency, Quality-of-Service (QoS), cost, and coverage. To sup-

port the heterogeneous IoT traffic and IoT applications, the edge comprises versatile de-

vices that use multiple WAN technologies to backhaul information to the cloud layer. By

analyzing traffic and applications characteristics, the edge devices must be able to manage

traffic through the available Backhaul (BH) links. Managing traffic includes splitting the

arriving IoT traffic over the available BH links while satisfying the QoS requirements of

the running applications.

In this regard, the edge devices need to manage the IoT traffic through the available

BHs, without actually knowing their state which includes their capacity, reliability (loss
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ratio), delay, energy consumption, and cost-of-use. The edge devices are able to learn to

manage IoT traffic by interacting with the unknown-state BHs and collecting performance

feedback. The performance can be observed and obtained through the feedback provided

by the upper layers of the IoT system, which can be defined in terms of one or more util-

ity functions, such as applications’ QoS satisfaction, delivery performance, and resource

utilization efficiency. Such feedback-oriented problems can be solved through Deep Rein-

forcement Learning (DRL) approaches, when modelled properly [84].

In DRL, policy training is usually performed online while the system is running. Since,

the sensing layer of IoT systems is usually distributed and generates massive volume of IoT

traffic, hence, multiple edge devices are needed to manage the generated traffic. Hence,

having multiple edge devices can be exploited to expedite and improve the DRL train-

ing process [85]. In typical scenarios, many of the deployed edge devices are required to

perform the same task, which opens the room for having a collaborative training process.

All edge devices can share their data and observed feedback to obtain a more generalized

policy with better convergence time. However, due to privacy and communication con-

straints, sharing traffic information between edge devices is not permitted [86]. In this

regard, Federated Learning (FL) enables multiple edge devices to collaborate in training

a unified Machine Learning (ML) model, without exchanging datasets and compromising

data privacy [87].

6.2.1 Related Work and Motivation

There are extensive studies in the literature focused on traffic management over Wireless

Sensor Networks (WSNs) and IoT systems [88–90]. Traffic management includes design-

ing routing protocols, transmission layer protocols (reliability, congestion, and flow con-

trol), and medium access protocols. This work tackles IoT traffic management at the edge.

To the best of our knowledge, the unknown-state BH selection problem at the edge of
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IoT systems has not been explored in the literature. Most studies have considered that the

BH state is always known or that there is only one BH connecting edge devices to the

cloud [91]. The lack of research on this topic motivates this chapter to explore IoT traffic

management at the edge devices supported by multiple unknown-state BH links.

Assuming that the BH conditions are unknown, simple selection techniques are not

suitable as they depend on the BH information. In addition to that, the BH selection perfor-

mance cannot be evaluated locally. Therefore, optimization and metaheuristic approaches

are not suitable to solve this problem. In this regard, this study focuses on feedback-

oriented policy training at the edge devices to perform tasks that can only be evaluated at the

upper layers of IoT systems. By formulating the unknown-state BH selection problem as

a Markov Decision Process (MDP), DRL becomes a suitable approach to utilize. DRL en-

ables network devices to learn a decision-making policy that deals with partially-observable

(unknown-state) components through delayed feedback. Due to the recent advancement in

DRL [92], various DRL approaches have been applied for IoT traffic management [89].

Recent studies on Federated DRL (F-DRL) have been introduced [93–96], proving the

efficiency of applying distributed FL to improve the training of DRL agents. Since the

BH selection problem is solved online while interacting with the network, it is crucial

to improve policy training convergence. In this regard, F-DRL is applied at the edge to

improve the convergence time of the proposed solution.

6.2.2 Contributions and Chapter Organization

The list of contributions in this work can be summarized by the following:

• We propose a feedback-oriented approach that facilitates IoT traffic management by

learning the unknown-state components in IoT systems. The proposed traffic manage-

ment optimize the observed traffic delivery performance, which is evaluated by the QoS

satisfaction of the running applications.
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• The modelled feedback-oriented problem is solved using a model-free DRL approach.

Therefore, the BH selection problem needs to be represented as a DRL problem, including

defining the state, action, and reward spaces. Similar to Contextual DRL approaches [97],

we introduce using a feature space that contains the environment information that the se-

lected actions do not contribute to its transition. In this regard, this work proposes a novel

DRL policy architecture based on actor-critic methods.

• We exploit having multiple edge devices in large-scale IoT systems to collaboratively

train the BH selection policies using their experiences. This chapter proposes a F-DRL

approach to improve the convergence time of the proposed solution.

This chapter is organized as follows. Section 6.3 presents the main components of

IoT systems taken into consideration. After presenting the feedback-oriented BH selection

problem, the section discusses an approach to solve it through F-DRL. Section 6.4.1 starts

by modelling the BH selection problem as a DRL problem. We present the DRL agent in-

teraction with the IoT system environment, and define the state, feature, action, and reward

spaces. Section 6.4.2 describes the proposed BH selection policy architecture constructed

using Deep Neural Networks (DNNs). After identifying the loss functions that lead to

learning the required task, Section 6.4.3 presents the proposed training procedure that the

DRL agent follows while interacting with its environment. In Section 6.4.4, F-DRL will

be used to enable multiple edge devices to build a global consolidated BH selection policy

collaboratively. The simulation environment and setup are illustrated in Section 6.5, which

provides extensive performance evaluation of the proposed solution. Finally, Section 6.6

concludes our work.
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Figure 6.1: IoT system model: edge-based F-DRL backhaul selection.

6.3 System Model and Problem Formulation

6.3.1 System Model

The system model considered in this study is presented in Figure 6.1, and it consists of the

following layers.

Sensing Layer

The proposed system model includes M sensing networks, where the wth sensing network

(WS Nw) generates N(w) heterogeneous data flows (denoted by {F (w)
i }

N(w)

i=1 ) in terms of packet

rate (packets/s) and volume (bytes). The generation rate and packet size constitute the data

rate of traffic flows during the BH selection. Finally, the packet generation rate for each
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data flow depends on the required QoS of the overlaying applications.

Edge Layer

The edge layer is composed of a set of edge devices deployed in close proximity to the

sensing layer. This study assumes that there is a single edge device connected directly to

every deployed WSN. As shown in Figure 6.1, the set of edge devices {Ew}
M
w=1 corresponds

to the set of deployed networks {WS Nw}
M
w=1. The edge devices are capable of collecting the

generated traffic flows from the sensing layer, performing data analytics and processing,

making decisions, and delivering them to the cloud layer through the core network.

Each edge device analyzes the arriving data flows and assigns them to different BHs

using its local BH selection policy. Each edge device collects and aggregates the incoming

traffic flows for a window of time (denoted by TAP) to perform data analytics and compute

the statistics used as input features to the BH selection policy. This time window will be

referred to as an assignment phase (AP), which starts by aggregating data flows and ends

by assigning them to the available BHs. Upon flows delivery, the policies’ performance is

measured in terms of delivery QoS satisfaction. Finally, the performance is forwarded to

the edge devices as feedback.

All edge devices are connected to a central edge server that is used to facilitate the FL

among all edge devices. The edge server’s primary function is to collect the locally trained

(at the edge devices) policies, combine them into a unified policy, and share the unified

policy back to replace all local policies at the edge devices.

Core Network

In this work, the core network is composed of a set of BH links. It is assumed that the

edge device Ew has J available BH links denoted as {bhw
j }

J
j=1. Each BH link has different

characteristics in terms of capacity (bandwidth/throughput), propagation delay, and packet
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loss ratio (reliability). In practice, this model represents the case where the edge devices

are equipped with multiple network interfaces supporting different technologies for data

delivery. For example, an edge device may be simultaneously supported by various BH

technologies (such as LTE, LTE-M, NB-IoT, LoRa, and Sigfox) connecting it to cloud

servers where applications and services run.

In this study, each BH link (e.g., bhw
j ) is modelled by three main metrics: capacity

cap(bhw
j ), propagation delay delay(bhw

j ), and packet loss ratio loss(bhw
j ). For each BH, the

metrics are assumed to be unknown to the edge devices (and possibly time-varying as will

be discussed in Section 6.5).

Application Layer

Data flows vary in terms of their delivery QoS requirements, which are defined in

terms of the required packet generation interval Tgen(F (w)
i ), maximum tolerated delay

delaymax(F
(w)

i ), and maximum tolerated packet loss ratio lossmax(F
(w)

i ). As shown in Fig-

ure 6.1, the application layer provides the QoS requirements to the sensing and edge layers,

enabling them to satisfy those requirements.

Moreover, the application layer evaluates the performance of flow delivery in terms

of QoS satisfaction, and provides its feedback to the edge devices regarding the overall

performance of traffic delivery, as shown by the feedback link in Figure 6.1.

6.3.2 Feedback-Oriented Backhaul Selection

As described earlier, it is assumed that every edge device collects the incoming traffic flows

{F
(w)

i }
N(w)

i=1 during the assignment phase (AP). The goal of the selection policy at device Ew

is to assign the flows {F (w)
i }

N(w)

i=1 to the available BHs while targeting QoS satisfaction. For

each flow, the set of available assignment options is represented by C = {c1, c2, ..., cJ}. The

objective of the BH selection is to find the optimal assignment A(w) = [a(w)
1 , a(w)

2 , ..., a(w)
N(w)],
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while maximizing a utility function (to be defined later), where a(w)
i ∈ C represents the

assignment of flow F (w)
i .

Under the assumption that flow F (w)
i is assigned to bhw

j (i.e., a(w)
i = c j), the delivery

performance of the flow F (w)
i is evaluated in terms of delay and packet loss as follows.

The delivery delay of the flow, delay(F (w)
i ), is composed of link delay (propagation and

processing) and transmission delay. Hence,

delay(F (w)
i ) =


delay(bhw

j ) + TAP; Rtot(bhw
j ) ≥ cap(bhw

j )

delay(bhw
j ) +

Rtot(bhw
j )TAP

cap(bhw
j )

; else
, (6.1)

where Rtot(bhw
j ) is the total rate of all flows assigned to bhw

j .

As mentioned earlier, a part of the flows might be lost during delivery through the

backhaul core network. The data loss occurs due to the inherent nature of the BHs. Also,

assigning a BH with a traffic data rate exceeding its capacity results in data loss, assuming

queuing is not permitted at the edge. Assuming that all data packets exceeding the BH

capacity will be dropped, the Packet Loss Ratio (PLR) affecting the flow, loss(F (w)
i ), can

be evaluated by

loss(F (w)
i ) =


loss(bhw

j ); Rtot(bhw
j ) ≤ cap(bhw

j )

1 − [1 − loss(bhw
j )]

cap(bhw
j )

Rtot(bhw
j )

; else
. (6.2)

The policy’s performance is measured in terms of the QoS satisfaction of all data

flows. For every data flow F (w)
i , the QoS requirements are satisfied when delay(F (w)

i ) ≤

delaymax(F
(w)

i ) and loss(F (w)
i ) ≤ lossmax(F

(w)
i ). The satisfaction of delay and loss QoS

requirements can be evaluated using metrics (called rewards) denoted by r(w)
delay,i and r(w)

loss,i.
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The evaluated individual rewards are then aggregated into a single reward metric r(w)
i rep-

resenting how well the selection Â(w) satisfies the QoS of flow F (w)
i . After being evaluated,

the reward metrics will be shared with the edge devices as feedback to improve the BH se-

lection policy. The design of the feedback reward is a critical part of the proposed solution

and it will be discussed in more detail in Section 6.4.1.

Finally, the objective of the selection policy is to find the optimal assignment Â(w) that

maximizes a utility function defined as the sum of rewards during the current AP. Hence,

the optimal assignment Â(w) can be represented as

Â(w) = arg max
A(w)

N(w)∑
i=1

r(w)
i . (6.3)

6.3.3 Problem Discussion and Solution Approach

The required BH selection is based on the policy’s performance evaluated at the application

layer. Assuming that the BH conditions are unknown, simple selection techniques are not

suitable as they depend on the BH links information. Also, the objective function cannot

be evaluated locally, therefore, optimization and metaheuristic approaches are not suitable

to solve this problem. This study’s core problem is how to train a policy at the edge devices

to perform tasks that can only be evaluated at the network’s upper layers through feedback.

Since the selection policy depends on the performance feedback, it can be iteratively

trained using machine learning approaches. This study proposes a DRL approach to solve

such problems since the performance is observed numerically through feedback. Therefore,

we need to model the BH selection problem as a Markov Decision Process (MDP).

Moreover, this study exploits the availability of multiple edge devices in IoT systems

to apply distributed learning approaches, as discussed in the system model. In general,

each edge device collects information from its environment and learns its policy through
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its own experience. However, the learning process can be improved in terms of conver-

gence time by sharing the experience between all edge devices. Sharing the training data

between edge devices is not feasible because of the overhead required in communicating

extensive training data. In addition, the local training data cannot be shared due to privacy

concerns. Therefore, the proposed solution should enable experience sharing without com-

promising privacy and without requiring excessive communication. In this study, we use

Federated DRL (F-DRL) to distributively learn the selection policy to exploit experience

sharing between all edge devices.

It is worth mentioning that the proposed DRL and F-DRL approaches are suitable

for solving a wide range of problems where policies have to deal with time-varying and

unknown-state components in their networks. For example, the same approaches can be

applied to solve various problems such as network slicing in 5G and next-generation cellu-

lar systems, edge computing, and virtual network functions (VNFs) placement [98].

6.4 Federated Deep Reinforcement Learning for Back-

haul Selection

In DRL, an agent is the intellectual entity that takes actions based on the environment state.

Using its interaction history with the environment, the agent learns a policy π that maps

states to actions. In this study, each edge device contains a selection agent that needs to

learn an optimal BH selection policy. The primary components of the proposed solution

are presented in detail by the following.
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Figure 6.2: Reinforcement learning agent interaction during an assignment phase (AP).

6.4.1 DRL Environment Modelling and Agent Interaction

To formulate the BH selection problem as an MDP, the flow assignment process can be con-

sidered as a sequential process, as described in Figure 6.2. The figure details the interaction

of the DRL agent with the environment. When a new set of flows {Fi}
N
i=1 are collected at

the edge device, a flow Fi is selected from the available flows. Based on the extracted flow

features (denoted by xi) and environment state information (denoted by si), the available

selection policy π computes the flow’s assignment ai ∈ C. The policy π takes xi and si as

inputs and yields ai as an output. After the flow is assigned, the environment state gets

updated to si+1 based on the selected action ai. This process repeats until all flows are as-

signed over the BH links, and A = [a1, a2, ..., aN] is obtained. After forwarding the flows

through their assigned BH links, the delivery performance is evaluated at the application

layer and sent back to the edge device through a feedback link.

In DRL approaches, the decisions are usually made based only on the state space. The

state space includes information about the environment state that is affected by the selected

actions, and it constitutes the MDP states which must be observed and learned to solve
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the problem through DRL. In this study, we introduce a feature space to hold environment

information that is not affected by the selected actions and there is no meaning in observing

how it transitions. However, the policy requires the feature space information to take the

proper actions.

State Space

The state spaceS includes information on traffic flows and BH metrics. To be more specific,

a state si contains the following information: (1) the total rate of flows assigned to every

BH during the current AP, (2) the total rate of flows that have not been assigned yet to

any BH, (3) the average delay QoS of flows assigned to every BH, (4) the average delay

QoS of flows that have not been assigned yet to any BH, (5) the average PLR QoS of flows

assigned to every BH, and (6) the average PLR QoS of flows that have not been assigned

yet to any BH.

Feature Space

The feature space X contains the statistics of the flow Fi that is selected to be assigned.

Specifically, a feature xi contains the following information: (1) the rate of the flow, (2) the

delay QoS of the flow, and (3) the PLR QoS of the flow.

Action Space

The action space C consists of the set of available assignment options {c1, c2, ..., cJ}, as

mentioned earlier. For a flow Fi, the selected action is the assignment ai ∈ C. As shown

in Figure 6.2, after all actions are selected, A is used to split the flows. The edge device

forwards the flows based on their assignments, e.g., it forwards the flows with ai = c j

through BH bh j.
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Reward Design

The BH selection performance is calculated in terms of how well the delivery performance

satisfies the QoS requirements. In this study, the rewards are designed as follows.

For a flow Fi, the delay reward is set to its maximum value (set to be 1) if the delivery

delay satisfies the required delay QoS. However, if the delay demand is not satisfied, the

reward value exponentially decays based on how close the delivery delay to the required

delay. Hence, the delay reward is formulated as

rdelay,i =


1; delay(Fi) ≤ delaymax(Fi)

2 − exp(δdelay[delay(Fi) − delaymax(Fi)]); else
, (6.4)

where δdelay is the decay factor of the delay reward. Similarly, the PLR reward can be

formulated as

rloss,i =


1; loss(Fi) ≤ lossmax(Fi)

2 − exp(δloss[loss(Fi) − lossmax(Fi)]); else
, (6.5)

where δloss is the decay factor of PLR reward.

In DRL approaches, we require a single reward as feedback for each action that has

been selected. Therefore, the partial rewards (rdelay,i and rloss,i) should be combined into a

single metric. In this chapter, the reward ri is considered by

rsum,i = rdelay,i + rloss,i, (6.6)

ri = ψrsum,i +
1 − ψ
N − 1

N∑
k=1,k,i

rsum,k. (6.7)

The second part of Equation (6.7) embeds the rewards of all other data flows into ri, because

the decision made for flow Fi affects all other decisions and rewards. The presented total
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reward design incentivizes each assignment decision to maximize the global utility function

presented in Equation (6.3). The weighting factor ψ is used to tune the greediness of action

ai to maximize rsum,i with respect to the rewards achieved from other flows.

After computing the reward for the flows {ri}
N
i=1, they are sent as feedback to the edge

device. The edge device uses a replay buffer for storing its own experience as trajectories

(e.g., s1
x1,a1,r1
−−−−−→ s2 . . .

xN ,aN ,rN
−−−−−−→ sN+1), as shown in Figure 6.2. After multiple APs, the replay

buffer will contain many trajectories that will be used for training the policy, as presented

in the next subsection.

6.4.2 Advantage-Actor-Critic Policy Design

The Actor-Critic (AC) methods of DRL aim to take advantage of both value-based and

policy-based DRL techniques [99]. In AC, there are two main components. The critic

component estimates the value of states, representing the potential future attainable rewards

from being in that state. The actor component evaluates the policy distribution (probability

distribution) over the set of possible actions and also updates itself based on the critic

component evaluations. Both components are function approximators that can be built

using Deep Neural Networks (DNNs). Through training the actor and critic parameters

are tuned to optimize the future rewards. In Advantage-Actor-Critic (A2C), the actor uses

the advantages instead of state values for updating its parameters during training. The

advantage captures how good an action is compared to the other actions at the given state,

while the value function captures how good it is to be at that state.

AC technique is chosen because the developed policy requires having the two compo-

nents (actor and critic) to be able to split the environment information into the state and

feature spaces, as discussed in Section 6.4.1. The critic takes a state as an input and yields

the state value, while the actor takes the state and features to decide an action to take.
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Figure 6.3: The proposed BH selection policy π architecture of the A2C DRL agent.

Therefore, the features will only affect the actions to be taken without being a part of eval-

uating the value of the state. The proposed policy architecture is presented in Figure 6.3.

Similar to Contextual DRL approaches [97], the proposed architecture has a part of the

observed environment (the feature space) that affects policy actions while having no effect

on state space transitions.

The proposed policy π maps the state and feature space to the action space, which can

be represented by π : (S,X)→ C. As shown in Figure 6.3, the policy consists of three fully

connected feed-forward DNNs; body network DNNB, value head DNNV , and policy head

DNNπ, which have θB, θV , and θπ as parameters, respectively. During the training process,

the parameters θB, θV , and θπ are tuned iteratively to improve the policy’s performance.

When a new flow Fi is received, si and xi are obtained and the state value V(si) is

computed as

Bout,i = DDNB(si),

V(si) = DDNV(Bout,i), (6.8)

where Bout,i is the output of the body DNN. Also, the probability distribution of the policy
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over the possible actions π(a|si, xi) is obtained by

πout,i = DDNπ(xi, Bout,i),

π(a|si, xi) = so f tmax(πout,i) (6.9)

= [π(c1|si, xi), . . . , π(cJ |si, xi)], (6.10)

where πout,i is the output of the policy head and so f tmax(.) is the softmax function (also

known as the normalized exponential function) which is used to convert a vector of values

to a probability distribution. The policy distribution π(a|si, xi) returns the probability of

selecting an action from the action space C. In other words, the probability of selecting

ai = c j will be the jth element of π(a|si, xi) that is denoted by π(a = c j|si, xi) or π(c j|si, xi).

The policy output action ai will be obtained by randomly sampling the action space C using

the probabilities in the policy distribution π(a|si, xi), which can be represented as

ai = sample(C, π(a|si, xi)). (6.11)

The probability of selecting the action ai will be referred to as π(a = ai|si, xi) or π(ai|si, xi),

which will be used during the training phase. Finally, it is worth mentioning that the state

value V(si) does not need to be computed to obtain the output action ai. Hence, when the

policy training phase is done, there will be no need to evaluate V(si) as it will only be a

waste of computational resources.

6.4.3 Policy Training and Loss Functions

In order to overcome the learning instability in DRL (caused when updating the DNNs

using individual experience trajectories), experience replay buffers have been introduced
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[100]. As described earlier, the edge devices use replay buffers to store the observed expe-

rience trajectories, as shown in Figure 6.2. The replay buffer stores trajectories of length N

(e.g., s1
x1,a1,r1
−−−−−→ s2 . . .

xN ,aN ,rN
−−−−−−→ sN+1). The replay buffer has a limited size, and it only holds

the latest experience trajectories.

Through stochastic gradient optimization, the DNNs in the policy are trained using

sample mini-batches of h-long trajectories (e.g., s1
x1,a1,r1
−−−−−→ s2 . . .

xh,ah,rh
−−−−−→ sh+1) from the

replay buffer. The mini-batches are sampled at random out of the replay buffer content,

which is essential for the training process as it reduces the correlation between the training

samples.

In order to train and optimize the policy, we need to define the policy loss functions.

In A2C, the objective is to maximize the utility function in each AP as given by Equation

(6.3). The A2C belongs to both policy-based and value-based types of DRL, where two

loss functions need to be optimized: the policy gradient loss Lπ and value estimation loss

LV . At the ith state along a trajectory, the loss functions are found to be

Lπ,i(θB, θπ) = − log( π
θB,θπ

(ai|si, xi))Âi − βH( π
θB,θπ

(a|si, xi)), (6.12)

LV,i(θB, θV) = |Q̂i − V
θB,θV

(si)|2, (6.13)

where Q̂i is the estimate Q-value that represents the value of the actions that were taken

further along the trajectory, Âi is the estimate advantage value which represents the value

of the actions that were taken further along the trajectory with respect to the current state

value, H(P) is the entropy function of the probability distribution P, and β is a scale for the

entropy loss of the policy. The value estimates Q̂i and Âi are defined by

Q̂i =

h∑
t=i

γt−irt + γh+1−iV(sh+1), (6.14)

Âi = Q̂i − V(si), (6.15)
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where γ is the reward discount factor and h (also known as the horizon length) is the length

of the sampled trajectories from the replay buffer.

For a single h-long trajectory, the single-trajectory loss functions, which are normally

used for computing the gradients, are represented as

Lπ(θB, θπ) =
1
h

h∑
i=1

Lπ,i(θB, θπ), (6.16)

LV(θB, θV) =
1
h

h∑
i=1

LV,i(θB, θV). (6.17)

In order to minimize the loss functions, the parameters of the DNNs in the policy are then

updated through Stochastic Gradient Descent (SGD), which is represented as

[θB, θπ] := [θB, θπ] + απ ∇
θB,θπ

Lπ(θB, θπ), (6.18)

[θB, θV] := [θB, θV] + ζαV ∇
θB,θV

LV(θB, θV), (6.19)

where αV and απ are the learning rates and ζ is a scale factor of the value loss function. The

updates in these equations are done using a single trajectory from the replay buffer.

However, to have faster training convergence, the training updates can be done over a

set of trajectories sampled from the replay buffer, which is known as Mini-Batch Gradient

Descent. The average of the gradients of all training trajectories (in the mini-batch) is used

for updating policy parameters. Using a mini-batch that contains NT trajectories, an update

is done by

[θB, θπ] := [θB, θπ] + απ
1

NT

NT∑
τ=1

∇
θB,θπ

L(τ)
π (θB, θπ), (6.20)

[θB, θV] := [θB, θV] + ζαV
1

NT

NT∑
τ=1

∇
θB,θV

L(τ)
V (θB, θV), (6.21)
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Algorithm 4: Policy π Training Procedure at the Edge
// Policy π initialization

Initialize θB, θV , and θπ.
// Run Nep training episodes

for ep = 1 : Nep do
// Run Nap assignment phases per episode

for phase = 1 : Nap do
Aggregate the incoming flows for a time window of TAP and get flows
{Fi}

N
i=1 to be classified.

// Run the assignment phase (AP) - Figure 6.2

for i = 1 : N do
Select flow Fi to be assigned.
Get flow features xi and state si.
Based on policy π, evaluate its assignment ai using (6.11).

UseA = [a1, . . . , aN] to split flows {Fi}
N
i=1.

Forward {Fi; ai = c j} through bh j, ∀ci ∈ C.
Collect the reward feedback {ri}

N
i=1.

// Update Reply Buffer

Store trajectory s1
x1,a1,r1
−−−−−→ s2 . . .

xN ,aN ,rN
−−−−−−→ sN+1 in the Replay Buffer. If the

buffer is full, the oldest trajectory will be overwritten.
// Policy π training using the Replay Buffer content

Create a batch of h-long trajectories using all content of the Replay Buffer.
Divide the batch into Nmb mini-batches (NT trajectories per mini-batch),
generating the set {batchb}

Nmb
b=1 of mini-batches.

for b = 1 : Nmb do
Using mini-batch batchb, update policy π parameters through (6.20) and
(6.21).

Reset the content of the Replay Buffer.

where L(τ)
π and L(τ)

V are the average loss functions computed along the τth trajectory.

Finally, the training procedure of the selection policy is summarized as presented in

Algorithm 4. The training of the policy is done by iterating through Nep episodes, each

consisting of Nap APs. It is worth mentioning that once the loss functions are computed, the

gradients and updates in equations (6.20) and (6.21) can be implemented through different

machine learning frameworks such as PyTorch or TensorFlow.
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Figure 6.4: Federated DRL training procedure.

6.4.4 Federated DRL at the Edge

In this chapter, FL is used to train a global selection policy using all edge devices’ expe-

riences. Each edge device requests the unified global policy from a central unit, as shown

in Figure 6.1. Then the unified model gets locally updated at each edge device using the

locally observed trajectories. After all locally trained models get updated, each edge device

shares its updated model to the central server that combines all models to form a consoli-

dated and improved global policy. The updated global policy is then shared with all edge

devices, and the local training process is repeated.

Figure 6.4 shows the process of training the global unified policy πuni using the expe-

rience of all edge devices {Ew}
M
w=1 through FL. Policy πw denotes the policy at edge device
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Ew. The horizontal axis in the figure represent the update stages that policies {πw}
M
w=1 go

through during training episodes, starting from episode zero ep0. At episode ep0, all edge

devices initialize their policies randomly (e.g., using xavier normal initialization [101]),

which results in having policies {π(0)
w }

M
w=1. Before any training starts, the central server col-

lects the initialized policies, combines them to generate an initial policy π(0)
uni, and sends it

to the edge devices. Starting from the unified policy π(0)
uni, each edge device trains it locally

for Nsync training episodes as discussed in Algorithm 4 (without the initialization step). Af-

ter Nsync episodes, at epNsync , the edge devices end up having the updated set of policies

{π(1)
w }

M
w=1. Following the same initial procedure, these policies get sent to the central server,

which combines them into the unified policy π(1)
uni and sends it back to all edge devices.

These iterations are repeated until the training process ends. As shown in the figure, after

n × Nsync training episodes, the obtained unified policy is denoted by π(n)
uni.

In this work, the locally trained policies are combined at the central server using the

state-of-the-art Federated Averaging (FedAvg) technique [102]. In FedAvg, at the central

server, the unified policy parameters are obtained by averaging the shared policies’ corre-

sponding parameters. Hence, the aggregation of the shared policies is done by

θ(n)
uni =

1
M

M∑
w=1

θ(n)
w , (6.22)

where θ(n)
w and θ(n)

uni are the concatenated DNNs’ parameters of policies π(n)
w and π(n)

uni, respec-

tively.

6.5 Simulation Results and Analysis

In this section, the performance of the proposed BH selection scheme is evaluated. The

simulation environment was developed using Python, and the proposed F-DRL training is
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Table 6.1: Simulation parameters.

Layer List of Parameters

Sensing & Edge
Layers: flows
generation &
aggregation

M ∈ {1, 2, 3, 4, 5}

TF duration, TAP 1 ms, 500 TFs

Number of generated flows
in each WSN N(w)

50 flows, w = 1, . . . ,M

Tgen(F (w)
i ), i = 1, . . . ,N(w) ∈ {5, 10, 15} TFs

Packet size ∈ {16, 32, 512, 1024} bytes

Core Backhaul
Network

J Case I: 4 BHs, Case II: 5 BHs

Backhaul Metrics (capacity, delay, loss ratio) for Cases I and II
bh1 I: (8 Mbps, 100 ms, 0.02), II: (8 Mbps, 100 ms, 0.02)
bh2 I: (32 Mbps, 500 ms, 0.02), II: (32 Mbps, 500 ms, 0.02)
bh3 I: (32 Mbps, 900 ms, 0.05), II: (16 Mbps, 900 ms, 0.05)
bh4 I: (64 Mbps, 1500 ms, 0.05), II: (64 Mbps, 1500 ms, 0.05)
bh5 I: NA, II: (16 Mbps, 500 ms, 0.02)

Application
Layer

QoS 0 delaymax(F
(w)

i ) ∈ [50, 2000] ms,
lossmax(F

(w)
i ) ∈ [0.01, 0.1]

δdelay, δloss, ψ 1e-3, 10, 0.9

QoS Profile delay (delaymax(F
(w)

i )) loss (lossmax(F
(w)

i ))
QoS 1 ∈ [1000, 1200] ms ∈ [0.01, 0.1]
QoS 2 ∈ [1200, 1400] ms ∈ [0.01, 0.1]
QoS 3 ∈ [1400, 1600] ms ∈ [0.05, 0.1]
QoS 4 ∈ [1600, 1800] ms ∈ [0.07, 0.1]
QoS 5 ∈ [1800, 2000] ms ∈ [0.09, 0.1]

Policy
Architecture

DNNB Case I: 3 layers - (20, 20, 10), Case II: 3 layers - (24, 20, 10)
DNNV Case I and II: 5 layers - (10, 5, 10, 5, 1)
DNNπ Case I: 3 layers - (13, 10, 4), Case II: 3 layers - (13, 10, 5)

Training
Parameters

απ, αV , ζ, β 1e-5, 1e-5, 0.5, 1e-3

Replay buffer capacity 10 APs (assignment phases)
Nap, h, NT , γ 5, 1, 200, 0.9

FL Parameters Nsync 10 episodes
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done through PyTorch. First, we present the simulation environment setup, including all

parameters related to the system model and the proposed algorithms. Next, we evaluate and

compare the performance of the proposed solution based on various settings and scenarios.

6.5.1 Simulation Setup

Table 6.1 summarizes the simulation setup and parameters, including the following.

Sensing and Edge Layers

In the simulation environment, we refer to the time duration required for a data packet to

be generated and delivered to the edge layer as a time frame (TF), which is considered to

be 1 ms. The packet generation rate of the WSNs and the AP (assignment phase) duration

TAP are specified in terms of TFs. The data rate of the generated flows is dictated by TF

duration and packet size.

Our simulation assumes that there are up to 5 underlying WSNs and one edge device

corresponding to each one as a gateway. Each WSN is assumed to generate 50 different

traffic flows of varying characteristics. The packet generation interval of a flow Tgen(F (w)
i )

is chosen randomly from the set {5, 10, 15} TFs, and each flow consists of packets of a size

selected randomly from the set {16, 32, 512, 1024} bytes (assuming that different types of

sensors are generating the data). Hence, the generated traffic is heterogeneous in terms of

packet arrival and size (bit rate). During each AP, each edge device aggregates the traffic

flows for a duration of 500 TFs.

Core Network

We consider two cases (I and II) differentiating the number of BH links connected to each

edge device. It is considered that J = 4 BH links for Case I, and J = 5 BH links for Case II.

The details of capacity cap(bhw
j ), delay delay(bhw

j ), and loss loss(bhw
j ) of each BH in both
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cases are summarized in Table 6.1. It is worth mentioning that these metrics are unknown

to the edge devices and to the DRL selection policies.

Application Layer

Each flow required from the underlying WSNs has different QoS requirements in terms

of the tolerated delivery delay and PLR. For each AP, the QoS metrics of each flow are

sampled randomly from the ranges shown in Table 6.1 under QoS 0 profile. The other QoS

profiles QoS 1, ..., QoS 5 will be used later on for studying a specific case. As presented

before, the application layer is responsible for sending feedback rewards to the edge devices

based on delivery performance. The parameters used in reward computation (δdelay and

δloss) are defined in the table.

A2C Policy Architecture and Learning Parameters

Based on the simulation environment setup, we can determine the details of the DRL policy

that will be used for BH selection. Using the details of the state and feature spaces provided

in Section 6.4.1, it is concluded that the state space contains 20 elements for Case I and 24

elements for Case II, while the feature space contains 3 elements for both cases. The

detailed design of the body network DNNB, value head DNNV , and the policy head DNNπ

in the policy can be concluded by observing the behaviour and training logs of different

policy architectures. In conclusion, the number of layers (input, hidden, and output layers)

and the number of neurons per layer for the three DNNs are specified in Table 6.1. In the

table, for the different layers, the number of neurons is specified as a tuple starting with the

input layer and ending with the output layer.

The table also specifies the training hyperparameters used during the training procedure

in Algorithm 4, which includes calculating loss functions and updating the policy parame-

ters. The training hyperparameters are tuned by observing the gradients of the policy and
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value loss functions during training. Finally, it is assumed that the edge devices communi-

cate their policies every Nsync = 10 training episodes to the central server to perform policy

combining as part of the FL procedure presented in Figure 6.4.

6.5.2 Simulation Results

First, we need to verify the convergence of the proposed policy architecture (Figure 6.3)

and the training procedure (Algorithm 4). The simulation is run for different numbers of

WSNs and edge devices. Initially, we will consider having a single edge device M = 1 to

illustrate the curves of training loss and rewards during the training episodes. Figure 6.5

shows the policy loss, value loss, and reward throughout the training phase for Case I (4

BHs). As shown by equations (6.20) and (6.21), each training step is done over a mini-

batch. Therefore, the loss curves are presented over the training mini-batches created from

experience stored in the agent’s replay buffer. The figures clearly show that the proposed

policy architecture converges through training, which is indicated by the decline in value

and policy loss while improving the average total reward. As concluded by Equation (6.7),

the maximum (optimal) achievable total reward is 2, at which all QoS requirements are

(a) Policy loss. (b) Value loss. (c) Average reward

Figure 6.5: Training losses and average achieved reward for the proposed backhaul selec-
tion policy.
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(a) DRL over 1 edge device. (b) F-DRL over 2 edge devices. (c) F-DRL over 3 edge devices.

(d) F-DRL over 4 edge devices. (e) F-DRL over 5 edge devices.

Figure 6.6: Average reward achieved by individual policies during the F-DRL training for
Case I.

satisfied. Therefore, it is concluded that the policy converges to a good solution as the

average achieved reward is rising to a value around 2.

After verifying the convergence of the proposed DRL approach, we need to study when

multiple edge devices learn the BH selection policy through the F-DRL presented in Fig-

ure 6.4. Figures 6.6 and 6.7 illustrate the average total reward for edge policies {π1, ..., πM}

through training episodes. The results are presented over varying the number of edge de-

vices (M) from 1 to 5. For Case I, as shown by Figures 6.6a-6.6e, the policies converge to a

good solution after 150, 100, 50, 40, and 30 training episodes for M = 1, 2, 3, 4, and 5 edge

devices, respectively. For Case II, as shown by Figures 6.7a-6.7e, the policies converge to

a good solution after 800, 600, 390, 300, and 200 training episodes for M = 1, 2, 3, 4, and
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(a) DRL over 1 edge device. (b) F-DRL over 2 edge devices. (c) F-DRL over 3 edge devices.

(d) F-DRL over 4 edge devices. (e) F-DRL over 5 edge devices.

Figure 6.7: Average reward achieved by individual policies during the F-DRL algorithm
for Case II.

5 edge devices, respectively. For both cases I and II, increasing the number of edge devices

significantly improves the training in terms of convergence time, which can be also gener-

alized for other cases. By observing figures 6.6a and 6.7a, it is concluded that the policy in

Case II requires higher number of training episodes to converge (higher convergence time)

than Case I. This is mainly due to the size of the action space of the policy.

In order to validate the performance of the trained policies, the unified policies π(n)
uni

(resulting during the F-DRL every Nsync = 10 training episodes) are tested. Figures 6.8a

and 6.8d show the progress of π(n)
uni for Case I and Case II, respectively, during the training,

for different values of M. The progress is evaluated by running the unified policies through
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(a) Case I - Reward. (b) Case I - Delay. (c) Case I - Packet loss ratio.

(d) Case II - Reward. (e) Case II - Delay. (f) Case II - Packet loss ratio.

Figure 6.8: Validation of the unified policies π(n)
uni collected through F-DRL training for

cases I and II.

the simulation environment and calculating the average achieved reward. The figures show

that better performing unified policies are obtained in a fewer number of training episodes

as M increases.

In terms of flow delivery performance, figures 6.8b and 6.8c show the average delivery

delay and average PLR for Case I. It is observed that the updated policies perform better

in terms of PLR, indicating that the backhaul selection is improving. However, as the

PLR improves, the average delivery delay increases. This is due to the fact that when a

backhaul gets assigned flows of sum rate higher that its capacity, the lost traffic does not

cause more transmission delay as it gets dropped before transmission, which is constituted

by the backhaul model presented in Equation (6.1). A similar behaviour is observed for
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(a) Delay reward. (b) PLR reward. (c) Average total reward.

(d) Delay. (e) PLR.

Figure 6.9: Performance comparison between the proposed DRL approach (assumes un-
known backhaul information) and the Genie-Aided Heuristic (GAH) approach over differ-
ent QoS profiles.

Case II as shown by figures 6.8e and 6.8f.

Finally, the DRL approach is verified by comparing it to a Genie-Aided Heuristic

(GAH) backhaul selection algorithm. The designed GAH approach is assumed to have

all backhauls information such as capacity, propagation delay, and loss. The GAH algo-

rithm assigns the flows to backhauls starting from the backhaul with lowest propagation

delay while ensuring that, for each backhaul, the assigned flows rate does not exceed its

capacity. Hence, we can verify the proposed DRL approach by checking if the trained poli-

cies match the performance of the GAH algorithm. Figure 6.9 shows a comparison between

the GAH approach and the set of trained policies {π(40)
uni , π(80)

uni , π(200)
uni } obtained along the blue
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curve, with M = 1, in Figure 6.8a. The performance is evaluated across five QoS profiles,

which are represented by the profiles QoS 1-QoS 5 in Table 6.1. The results confirm that, the

policy π(n)
uni approaches the GAH algorithm as it gets updated. In general, for well-trained

policies, figures 6.9a-6.9c show that a higher reward is achieved for less strict QoS profiles,

indicating that more QoS requirements are satisfied given the backhaul characteristics and

limitations.

6.6 Conclusion

This chapter has presented a feedback-oriented BH selection approach in IoT systems. The

performance of the BH selection is directly driven from network performance in terms of

resource management and application satisfaction. The proposed DRL approach is suitable

for solving these types of problems when modelled as an MDP. By defining the reward

function of the DRL agent in terms of flows’ delivery performance, the proposed train-

ing procedure is able to maximize the utility function. We have also proposed a F-DRL

approach to facilitate the training process in large-scale IoT systems where multiple edge

devices are learning the same policy. The results have showed that this approach is able to

improve the training in terms of policy convergence time. Having multiple edge devices

learning the policy through the F-DRL reduces and distributes the computational load (re-

quired during training) across multiple edge devices, while also generating well-performing

policies in a shorter duration than having each edge device learn only its own policy. In

conclusion, it is critical to apply FL in large-scale IoT systems when there is a need for

multiple edge devices to learn the same DRL policy.



Chapter 7

Future Directions and Conclusion

7.1 Open Research Areas

The work in this thesis can be extended to cover the following future research directions

for improving data management in Internet of Things (IoT) systems.

Multi-Source Data Analytics

In Chapter 2, the Dual-Prediction (DP) is done purely through time-series data analytics

of individual data streams. However, it is important to consider the available factors and

information for improving predictions, priority management, and reduction ratio. In this

regard, we plan to expand this concept by exploiting the following factors for predictions

and priority evaluation:

• Data streams generated by the other sensors at the same node.

• Data streams generated by adjacent nodes in the network.

• External factors such as weather forecast, day-of-week, and node’s location.

Also, in Chapter 3, the Information-Content (IC) through a data stream is evaluated

using the data of the stream itself. However, including the context of data streams generated

by the adjacent nodes can also contribute in evaluating the overall Quality-of-Information

157
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(QoI) through the stream. In this case, it is also required to modify the data recovery

scheme to perform the recovery of missing data using the same multiple data streams used

for evaluating the QoI.

In conclusion, having models and algorithms that are able to produce predictions and

QoI evaluation using all information available from different sources in the network is not

explored in this thesis. Considering this in our future work will lead to having improved

data management in IoT systems.

Pre-trained Prediction Models and Ensemble Methods

Since the IC and DP-base techniques use the previous (short-term) history of data to build

distribution functions and make predictions, they fail to exploit the long-term patterns in

data. In such cases, there is a need to use historical data and build predictors that are

capable of making accurate predictions by exploiting long-term seasonality in data.

In many IoT systems, the long-term historical data are stored as datasets. Numerous

time-series prediction models can be trained using these datasets. In this regard, the work

presented in chapters 2 and 3 can be extended by considering such models for improving

data management and reduction. For instance, the synchronized prediction models in the

DP can be replaced by pre-trained prediction models. Also, having such trained models can

be exploited in determining the QoI, which can be used for managing data through routing

and reduction.

Moreover, while long-term historical datasets can be used to create pre-trained predic-

tion models, the short-term data can be used for creating online-trained (trained during

current data generation) prediction models. Hence, considering ensemble prediction tech-

niques that use both long and short-term historical data analysis improves data prediction

and priority evaluation, which is worthwhile to explore in our future work.
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Placement Strategy for In-Motion Data Reduction

As presented in chapters 2 and 3, the best place to implement the developed data reduction

schemes is at the place of data generation as it relieves the pressure over all communication

links in the system. However, sometimes having the DP and IC-based data reduction at the

sensing devices is not feasible due to the limitations in their accessibility, programmability,

and processing capability. Also, in IoT systems, devices are heterogeneous in terms of

energy supply, processing, memory, and placement (relative to other nodes in the system).

Therefore, it is essential to design an optimized placement strategy for distributing in-

motion data analytics models across the different layers.

As a future work, we plan to explore and design several placement algorithms for decid-

ing the suitable devices for carrying the required in-motion data analytics. The performance

of the placement algorithm is evaluated by resource availability, energy balancing, network

congestion, and delivery delay. The goal of this study will be to reduce the generated IoT

data streams at the nearest device (sensing, gateway, edge, or fog nodes) with respect to the

location of data generation while prolonging the lifetime of the network and respecting the

limited computational resources of all distributed devices.

Improving Computational Complexity

The work in Chapter 5 presents a heuristic approach, in Algorithm 3, for determining

the adaptive IC reduction threshold. The proposed algorithm starts with a high reduc-

tion threshold, which results in a very high data reduction ratio and a very low recovery

score. Then by iteratively discounting small decrements from the threshold and observing

the recovery score, it will be able to obtain the required threshold that ensures having a

recovery score higher than the minimum requirement. However, this search procedure is

not optimized in terms of computational complexity. In the future work, there is a need for

developing a more computationally efficient algorithm or proposing a theoretical solution
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for finding the best reduction threshold.

Application-Specific QoI Evaluation

The work in this thesis studies the management of data by defining the QoI in terms of

data redundancy and predictability. However, more sophisticated QoI metrics are needed to

address futuristic real world technologies where managing resources and priority is critical.

For instance, in autonomous vehicles and vehicle-to-everything (V2X) communication,

priority management of generated and communicated data needs to take into account delay

and data criticality in terms of affecting the safety. This includes having light-weight data

analytics indicating the QoI of data at the place of its generation. In our future work, we

need to survey various IoT applications and design suitable techniques for evaluation the

QoI in each application.

QoI Consideration in Edge Backhaul Selection

In Chapter 6, we presented a feedback-oriented backhaul selection approach at the edge of

IoT systems, where the feedback is directly driven from network performance in terms of

applications’ QoS satisfaction. However, the learned policies do not consider the QoI of

the different incoming data flows. Exploiting the QoI of the incoming flows helps in traffic

delivery in terms of priority management and data loss recovery. Hence, as an extension

for the work, we plan to implement data analytics, feature extraction, and QoI exploitation

at the edge in order to improve the proposed feedback-oriented backhaul selection.

This can be done by modifying the presented Deep Reinforcement Learning (DRL)

approach as follows. First, we need to extend the state space to include information about

the QoI of each incoming data stream, which is required for the policy to learn how to deal

with data flows of higher QoI. For instance, the policy might learn that data flows with

higher QoI are better to be forwarded through the backhauls with the highest resiliency
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against data loss. Second, we need to add a recovery reward that considers data recovery

performance to the reward function, which helps the policy in learning that flows of lower

QoI are easily recoverable and have more tolerance against data loss.

7.2 Conclusion

Our work has focused on exploiting time-series data analytics for improving the utilization

of network resources in IoT systems. First, the existing spatial and temporal correlation

among the generated IoT traffic are exploited in reducing data transmission and saving

resources of the upper-layers infrastructure in IoT. The proposed DP and data compression

schemes are used to reduce the number of transmissions in clustered WSNs, leading to

conserving energy and bandwidth.

The DP scheme requires reliable communication between the source and the destina-

tion, which is not necessarily the case in multi-hop WSNs. Many IoT-related transmission

protocols are best-effort delivery protocols where packet loss is probable to occur. There-

fore, we have introduced an alternative information-oriented data management scheme ex-

ploiting the temporal correlation in IoT data for traffic forwarding and reduction through

multi-hop WSNs. The information-oriented data management is developed to cope with

data loss by identifying the traffic portion with a higher value to the running applications.

The Value-of-Information (VoI) and IC have been exploited in the proposed IoT frame-

work for traffic forwarding and reduction schemes to ensure that all dropped packets are

more accurately recoverable through a traffic recovery scheme, and therefore the running

applications are not disrupted while by fulfilling their QoS.

After identifying the challenges in IC evaluation and reduction threshold selection in

dynamic environments, we have developed an adaptive data reduction scheme at the edge
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of the network for ensuring the reliability of the IC-based data reduction in terms of re-

covery performance. The results have shown that the proposed scheme is able to perform

efficiently in dynamic environments without the need of manually selecting data reduction-

related parameters.

After that, we have developed an IoT testbed at Carleton University that integrates

multiple WSNs . After illustrating the architecture, connectivity, and how data is managed

and accessed in the developed system, we have discussed the implementation of the DP and

IC-based data reduction. Also, we have developed a selection guide suggesting different

use-cases for both schemes.

Finally, we have developed a Deep Reinforcement Learning (DRL) approach for back-

haul selection at the edge. The DRL approach uses the data delivery performance and QoS

satisfaction as feedback constituting the reward function. We have also proposed a Fed-

erated DRL (F-DRL) approach to facilitate the training process in large-scale IoT systems

where multiple edge devices are learning the same policy. The obtained results prove that

this approach is able to improve the training in terms of policy convergence time. Hav-

ing multiple edge devices learning the policy through the F-DRL reduces and distributes

the computational load (required during training) across multiple edge devices while also

generating well-performing policies in a shorter duration, compared to having each edge

device learn its own policy.
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