
A GRAPHICAL PASSWORD SCHEME 

FOR MOBILE DEVICES

by
Hsin-Yi Chiang

A thesis submitted to 

the Faculty of Graduate and Postdoctoral Affairs 

in partial fulfillment of 

the requirements for the degree of

MASTER OF SCIENCE

School of Computer Science

at

CARLETON UNIVERSITY

Ottawa, Ontario 

January, 2013

©  Copyright by Hsin-Yi Chiang, 2013



1+1
Library and Archives 
Canada

Published Heritage 
Branch

Bibliotheque et 
Archives Canada

Direction du 
Patrimoine de I'edition

395 Wellington Street 
Ottawa ON K1A0N4 
Canada

395, rue Wellington 
Ottawa ON K1A 0N4 
Canada

Your file Votre reference 

ISBN: 978-0-494-94278-9

Our file Notre reference 
ISBN: 978-0-494-94278-9

NOTICE:

The author has granted a non
exclusive license allowing Library and 
Archives Canada to reproduce, 
publish, archive, preserve, conserve, 
communicate to the public by 
telecommunication or on the Internet, 
loan, distrbute and sell theses 
worldwide, for commercial or non
commercial purposes, in microform, 
paper, electronic and/or any other 
formats.

AVIS:

L'auteur a accorde une licence non exclusive 
permettant a la Bibliotheque et Archives 
Canada de reproduire, publier, archiver, 
sauvegarder, conserver, transmettre au public 
par telecommunication ou par I'lnternet, preter, 
distribuer et vendre des theses partout dans le 
monde, a des fins commerciales ou autres, sur 
support microforme, papier, electronique et/ou 
autres formats.

The author retains copyright 
ownership and moral rights in this 
thesis. Neither the thesis nor 
substantial extracts from it may be 
printed or otherwise reproduced 
without the author's permission.

L'auteur conserve la propriete du droit d'auteur 
et des droits moraux qui protege cette these. Ni 
la these ni des extraits substantiels de celle-ci 
ne doivent etre imprimes ou autrement 
reproduits sans son autorisation.

In compliance with the Canadian 
Privacy Act some supporting forms 
may have been removed from this 
thesis.

While these forms may be included 
in the document page count, their 
removal does not represent any loss 
of content from the thesis.

Conformement a la loi canadienne sur la 
protection de la vie privee, quelques 
formulaires secondaires ont ete enleves de 
cette these.

Bien que ces formulaires aient inclus dans 
la pagination, il n'y aura aucun contenu 
manquant.

Canada



A b stra ct

Typing text passwords using touchscreens can be challenging on mobile devices. We 

designed a new graphical password scheme called Touchscreen Multi-layered Drawing 
(TMD) for use with touchscreens.

We conducted a preliminary study of existing graphical passwords on smart phones 

and tablets. Based on our findings, we designed a scheme that avoids the fuzzy 

boundaries problem without memorizing images.

TMD is a user-drawn graphical password scheme addressing these issues. W ith the 

use of warp cells, TMD allows users to continuously draw their passwords across 
multiple layers in order to create more complex passwords than normally possible on 

a small screen.

We compared the usability of TMD to Draw A Secret (DAS) on a tablet computer 

and a smart phone. Results showed that TMD passwords are more memorable and 
eliminated the fuzzy boundaries problem. Also, participants preferred using TMD 

than DAS to replace text passwords on mobile devices.
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C h ap ter  1

In tro d u ctio n

1.1 Research Question

Mobile devices have the ability to connect to the internet and access various person

alized remote services. These services often ask users to identify themselves using 
text passwords; this requires typing on the mobile devices. Modern mobile device 
interfaces are heavily graphic-oriented and touchscreens are typically used as the pri
mary input method. Regardless of how mobile device software simulates physical 

keyboards, physical constraints like screen sizes make typing on touchscreens less ac

curate and less efficient when compared to physical keyboards [17.59], As a result, 

typing text passwords can be challenging. W ith this observation, the question arises: 
Is there an alternative type of authentication that can be easily deployed like text pass
words but without loss of usability due to the physical constraints of mobile devices? 
Our goal in this thesis is to design a new graphical password scheme optimized for 

mobile devices with touchscreens.

1.2 M otivation

Mobile devices such as smart phones and tablet computers have evolved very quickly. 

Built with powerful processors and connected to high speed networks, mobile devices 
are capable of executing users’ daily tasks such as browsing the internet, manag

ing bank accounts, storing personal data, or socializing with others. Major mobile 
operating system companies such as Google and Apple have been improving the de

velopment environment for their products, encouraging the development of new appli

cations. With the increasing number of applications and more data being exchanged,

1



the protection of private information is becoming very challenging.

2

Text-based passwords are the most popular authentication scheme for various local or 

remote services. Theoretically, properly defined text passwords have a password space 

that is sufficiently large to be considered secure [27]. However, practical deployment 
has some drawbacks due to human factors [58,76]:

1. Users often choose insecure passwords; [2]

2. Users often reuse their passwords for multiple accounts [3];

3. Secure passwords are hard to remember by humans [76];

4. Users sometimes write their password down [58];

On the other hand, the scheme has some advantages which makes it the most used 
scheme:

1. Users are very familiar with how the scheme works;

2. It requires no special hardware to deploy;

3. A user can have multiple text passwords which are not related to each other or 
personally identifiable:

Using a text-based password with a regular computer is very easy because desktop 
and laptop computers are equipped with physical keyboards. On a standard phys

ical keyboard, the size of each key and the layout of the keys are comfortable for 

most users. In addition, a physical keyboard provides tactile feedback to users. Most 

mobile devices nowadays are equipped with touchscreens and have no physical key

boards. Mobile devices use virtual keyboards when typing is needed; however, virtual 
keyboards might have different layouts. Figure 1.1 offers screenshots of the virtual 

keyboards of the Android and iOS operating systems. Typing with a virtual keyboard 

on a touchscreen has been well studied [17,32, 59], Results show that when typing on 
a touchscreen, users generally do not perform as well as they would using a physical 
keyboard.
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com

(a) Android keyboard layout

returnI

(b) iOS keyboard layout 

Figure 1.1: Virtual keyboard layout for mobile devices

Given the usability issues with virtual keyboards, will non-text-based passwords be a 
good alternative to authenticate users on mobile devices? A potential alternative is 

to explore the use of graphical passwords. A graphical password [8] is a secret that is 

entered or displayed in the form of drawings, icons or graphics. Graphical passwords 
are suitable candidates for several reasons:

1. Almost all mobile operating systems are graphically oriented; graphical pass
word schemes are graphically oriented as well;

2. Touchscreens are well-suited as an input device for graphical passwords;

3. Deploying graphical passwords on mobile devices does not require additional 
hardware;

4. Graphical passwords are more memorable than text passwords [12];

5. Graphical passwords are harder for users to write down or share;
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6. Attacks on graphical passwords must be customized to  each specific scheme. 

For these reasons, we chose to investigate their use on mobile devices.

1.3 Contribution

This thesis includes three main contributions:

1. A 31-user comparative study of three existing graphical password schemes that 

we implemented on smart phone and tablet computers:

2. The design and implementation of TMD — a new graphical password scheme 

specific for small touchscreens;

3. A 90-user one-week study comparing TMD to the existing Draw A Secret scheme 

on smart phone and tablet computers.

We conducted two formal user studies in this thesis. The first study was to identify 

problems that users might encounter when using graphical password schemes on mo

bile devices. We chose a representative scheme from three main categories [8]: recall, 

cued-recall, and recognition. 31 participants tested DAS [45], PCCP [11] and Object 
Recognition [39] using a smart phone or a tablet computer. The results indicated 

that the user-drawn graphical password scheme (DAS) was affected by the screen 

size due to accuracy problems. From the user responses, we saw that users did not 

like to remember unfamiliar images as part of their passwords (PCCP and Object 
Recognition).

We propose a new graphical password scheme designed to use with touchscreens; 
we call this scheme: Touchscreen Multi-layered Drawing or TMD. TMD is a user- 

drawn graphical password scheme with an interface composed of a grid of large cells 

that are not attached to each other. The size of the cell was intended to reduce the 

accuracy problem and the space between the cells was intended to eliminate the fuzzy 
boundaries problem. We used multiple layers of grids to allow users to create more 

complex passwords even on a small touchscreen. No buttons are used in the main
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interface to maximize the grid size.

(3) The second study was to evaluate the usability of TMD on mobile devices by 

comparing it with DAS; again, we used a smart phone and a tablet computer for this 

study. The overall result of our second user study was favourable for TMD. First, we 

determined that TMD passwords were more memorable than DAS a week after they 

were created. Second, user responses indicated that participants were more willing 
to use TMD than DAS to replace text passwords on mobile devices. Third, our 

observations showed that TMD users did not have the fuzzy boundaries problem [24] 

common in DAS.

1.4 Thesis Outline

This thesis is organized as follows: In chapter two, we review prior work related to 
mobile device authentication and graphical passwords; in chapter three, we describe 

our preliminary user study testing three existing graphical passwords on smart phones 

and tablets; in chapter four, we describe and discuss the design of TMD; in chapter 

five, we describe a user study evaluating TMD; and finally, in chapter six, present 
some conclusions from our user studies and discuss future work.



C h ap ter  2

B ackgroun d

In this chapter, we first talk briefly about the importance of user authentication on 

mobile devices. Knowing that users are typically authenticated using text passwords 

[16] and typing text on mobile devices using touchscreens can be difficult [17.32,59], 
we then look at some alternative solutions others have proposed to authenticate users 

on mobile devices without typing. Having selected graphical password schemes as 

our solution, we summarize the relevant graphical password literature and discuss 

possible attacks.

2.1 Authentication on M obile D evices

As mobile devices become more powerful and compact, they have become a necessity 

for modern users. Because of the devices’ portability, users are able to use them 
to handle their daily tasks such as managing bank accounts, accessing social media, 
answering personal e-mails, or connecting to a virtual private network (VPN) when 

they are away from their desks. Many of these tasks involve accessing of private 

information; therefore, mobile devices are often protected with passwords to prevent 
others from accessing the information. There are two cases when a mobile device 

user is required to be authenticated; the first case is when accessing online services 

through web browsers or applications and the second is when accessing local ser
vices or changing important settings. In Herley et al.’s study [38], a text password is 
most commonly used to authenticate users for different services. Choosing text pass
words as the authentication scheme has several benefits which other schemes do not 

have. First of all, text passwords are very easy to implement and deploy on multiple 

platforms. Second, text passwords are well understood by users so the scheme has

6
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very high usability. Third, unlike biometric passwords which are created based on 

users’ behavioural or physical characteristics, it is very easy to create multiple text 

passwords. Fourth, text-based passwords do not require users to carry additional 
hardware such as physical tokens to authenticate. Although there are many ben

efits using the text-based passwords, the scheme also has some disadvantages such 

as: Users often choose weak passwords [38,51]; the password is hard to remember 
when it is secure [76]; and users often write down their passwords [58]. To authenti

cate users on mobile devices locally, PINs are the most commonly used according to 

Clarke and Furnell’s survey on mobile device authentication schemes [16]. As a subset 
of the text passwords, PINs are also susceptible to all the weaknesses of text-based 

passwords [51].

Taking the advantages of mobility, connectivity, and personalization, some services 

use the ownership of mobile devices as part of the authentication process. Since the 
operator and the owner of a mobile device can be different from each other, it is 

very important to authenticate the users before granting access to the services. The 
following are two example services that authenticate users using mobile devices.

2.1.1 Two Factor A uthentication

Because mobile devices are designed as non-shareable devices, the devices are some

times used as a factor in an authentication scheme. A few recent examples of such 

mechanisms are Google Gmail’s 2-step verification option [31] and Mobile-OTP (mo

bile one time password) [49]. In addition to regular text passwords, the systems send 

out a single-use password to the registered mobile devices which is used to complete 

the authentication process. In these two examples, the users are authenticated based 
on ownership of the mobile device. Similar to a house key or car key, the systems 

cannot determine who currently has the mobile device. In the case of loss or theft, 

it is very important to prevent non-owners from accessing the system by additionally 
authenticating users directly on the mobile device.



2.1.2 Authentication for M obile Paym ents
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Another application that needs to authenticate users on mobile devices is a mobile 
payment system. Also called mobile monc}' transfer, mobile money, or mobile wallet, 

this payment system uses an internet-enabled mobile device as the physical token 

to prove the identity of the payer. Many forms of mobile payment systems have 
been proposed and implemented, some examples include: SMS based transaction by 

Espirity [42], WAP (Wireless Application Protocol) payment by Netsize and txtNa- 

tion [53,67], or NFC (Near Field Communication) payment by Google [30]. Payment 

details are entered on the phone by the user either by typing text (SMS payment), 
going to a particular web page (WAP billing) or scanning a NFC tag (NFC pay
ment). This information is sent to the service provider through the internet and 
the transaction is completed based on the preregistered payment options. In these 

three examples, the payment accounts are protected by text passwords to prevent 
unauthorized access.

2.2 Text Typing on Touchscreens

Efficient text entry is a challenge because mobile devices do not use physical standard 

keyboards as the input interface and they have enough surface area for users to type 
with one or two fingers only. A common solution is to use a virtual keyboard as the 

main interface for inputting text. A virtual keyboard is a simulation of a physical 

keyboard on touchscreens. Due to size constraints on some mobile devices, virtual 

keyboards have not only a much smaller key size and key space (the distance between 

keys) but also fewer keys than desktop physical keyboards.

Later studies have shown that the size of the keys on virtual keyboards can affect the 

speed and the accuracy of typing [17,32,59], More recent studies have shifted the 

focus from virtual keyboards to general soft keys (simulated buttons on touchscreens) 
[37,55] and similar results are concluded. Experiments by Henze et al. [37] have shown 

that the target size affects both the accuracy and the speed of the touches. Figure



2.1 shows the relationship between the target size and the error rate [37], A similar 

study conducted by Lee and Zhai [47] determined that button sizes can affect the 
performance, especially when the buttons are smaller than 10 mm in width.

 X periaX lO   S am sung  Galaxy S -—-L G O p tim u s  O n e   HTC W ildfire

50%

40%

S 30%
E
Im.
O

is 20%

10%

0%

5 10 15 20 25 30 35 40

target size in mm

Figure 2.1: Relationship between the target size the error rate [37]

Much effort has been dedicated to  increasing the usability of virtual keyboards. Perlin 

proposed Quikwriting [56] which combines virtual keyboards and gestures, figure 2.2 

is an example of the Quikwriting interface. Another example that combines gestures 

and a virtual keyboard is Ward et al.’s Dasher [70]. In these proposed schemes, 
gestures allow users to select the letters of a word with one continuous swipe motion, 
deemed easier than typing individual keys.

Figure 2.2: Using Quikwriting to write T  and ’the’ [56]

Another approach to increasing usability of the virtual keyboards is to change the 

shape or arrangement of the keys on the virtual keyboard. Further details are available
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in a survey by MacKenzie et al. [48] who compared and evaluated many proposed 

keyboard layouts and tried to determine the factors that affect typing speed. Zhai et 

al. [79] designed two virtual keyboards layouts using quantitative techniques which 

allowed users to type faster than using a virtual QWERTY keyboard. In addition, 
Faraj et al.’s [25] designed a virtual keyboard called BigKey which they claimed can 

improve typing performance. However, Gunawardana et al. [33] described in their 
study how key-target resizing can violate user expectations resulting low performance.

2.3 A lte rn a tiv e  Solutions for U ser A u th en tica tio n  on M obile  D evices

Many schemes with different approaches have been proposed to authenticate users 
without having them type passwords. In general, there are three categories of au
thentication mechanisms that can be used to identify users [73]: ownership, biometric, 
and knowledge. In each category, the schemes use properties that are unique to each 

user to identify them. Table 2.1 defines and provides examples of each category. In 

the following subsections, we discuss some alternative solutions in each category, fo
cusing on solutions intended for mobile devices such as tablet computers and smart 

phones.

Factors D efinition E xam ples
Knowledge Something the user knows Text passwords, graphical passwords, 

PINs, or challenge response
Ownership Something the user owns ID cards, mobile phones, hardware to

kens, or soft tokens
Biometric Something the user is 

(physical or behavioral)
DNA, fingerprints, voice, or typing 
habits

Table 2.1: Authentication types

2.3.1 K now ledge-based Solutions

Mobile users often need to login to multiple accounts or the same accounts several 

times a day which can be inconvenient if the passwords are long and complex. One
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solution to reduce the amount of typing required is to use a password manager. A 
password manager is a database which stores unique passwords for various accounts; 
it is usually guarded by a single master password [6]. The benefit of using a password 

manager is that users need only remember and type one password but can login 

to multiple websites with unique passwords. In addition, secure passwords that are 

strong against dictionary attacks can be used without having to remember them 

since the passwords are stored in the password manager. There are many commercial 
or open source password managers available for smart phone platforms; a survey 

done by Belenko and Sklyarov listed and analyzed many password managers of this 

kind [6], Password managers also have some disadvantages. Studies of password 

managers identified potential security issues [13,35]: First, if the master password is 

compromised then all the managed accounts are compromised because all of the user’s 

passwords are typically protected by a single user-created master password; also, the 

strength of the password database encryption might also cause security issues [58]. In 

addition, Chiasson et al.’s study [13] uncovered some usability issues with password 
managers that might raise security concerns.

Another solution to decrease typing of passwords on mobile devices is to use graphical 

password authentication schemes. Unlike traditional knowledge-based authentication 

schemes that use alphanumeric characters to represent the password, graphical pass

words use images, shapes or drawings to represent the passwords [1]. Nelson, Reed 

and Walling’s study on human learning and memory [52] shows tha t pictures or im
ages are generally more easily remembered than text. In other words, using graphics 

instead of text for passwords may decrease the difficulty for users to remember them. 

There are many types of graphical passwords and many graphical password schemes 

have been proposed [1]; because this is directly related to our study, we will discuss 
graphical passwords in more details in section 2.4.

2.3.2 Ownership-based Solutions

Bojinov and Boneh [9] proposed a mobile authentication scheme using hardware to

kens. They designed two types of hardware tokens, magnetic and acoustic, tha t can



12

emit sound waves or magnetic fields. By using a mobile device’s build-in microphone 

and compass as the receiver, users can be authenticated if the emitted sound or mag

netic patterns matches the secret. The authors also discussed the possibilities of 
using lights (QR code) or gravity (accelerometer) as the transmission medium. The 

benefit of this solution is that the mobile user does not need to remember any secret 
to be identified. In addition, because the tokens communicate to the mobile devices 

through existing hardware, the solution can easily be deployed without having to 

modify the mobile devices.

A solution proposed by Syta, Kurkovsky and Casano [61] is to use RFID technology 

to authenticate users on mobile devices. Syta et al. exploit the idea of using RFID 

tags named RFID-AM (RFID-based Authentication Middleware), a non-contact sen

sor technology, as a physical token. When authenticating users, the mobile device 
uses its build-in sensor to detect the presence of the RFID-AM. If a RFID-AM is 

detected, mobile devices can determine if the current user is authorized to access the 

services by reading the tag contents. Also, the authors suggested that the token can 

be used in “continuous authentication” which continuously authenticates users for 
every operation. The advantages of using RFID-AM to authenticate mobile users 

are: the authentication process is transparent for users: no actions are required from 
users; RFID tags and readers are very cost-effective and reliable; and RFID-AM can 
authenticate users for every operation to prevent unauthorized operation. In this so

lution, the RFID tags used might post some security issues such as the potential for 

relay attacks [19,36,46]. A relay attack is a type of attack which combines man-in- 

the-middle and replay attacks. In a typical relay attack, the attacker tries to  read the 

target RFID tag when it is outside the range of a valid reader and relay the message 
to a valid receiver.

2.3.3 Biom etric-based Solutions

Biometric-based solutions can be divided into two subsets: physical and behavioral 

biometrics. Physical biometrics are based on users’ physical characteristics whereas 

behavioral biometrics are based on users’ behavior patterns (such as typing or speech
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patterns).

A physical biometric solution proposed by Uchida [68] uses fingerprint identification 
technology to authenticate users on mobile devices. The fingerprint-based user in

terface, or FpUI, uses a fingerprint scanner that is attached to the mobile device to 

scan the user’s fingerprints. Once the fingerprint information has been gathered, the 
data is simplified by going through a feature extraction process. The simplified data 

is sent to a remote server through a secure connection for matching. If a match is 

found in the database, then the user is granted access. In this study, Uchida also 

described the possibility of using FpUI as an external authenticating scheme for third 

party services.

Ijiri, Sakuragi and Lao [41] explored the idea of using human facial features as the 

key to authenticate users. Ijiri et al. designed and implemented a fully functional 

face verification and identification system on a  mobile phone. The proposed scheme 

uses the algorithm described by Wu, Huang and Lao’s study on face detection [74], 
Wu et al.’s algorithm allows mobile phones to capture users’ facial features despite 
the rotation, size or lighting of the face. This scheme authenticates users by scoring 
the likelihood that the captured face matches the record in the database. However, 

facial recognition technology is still imperfect; the results might be affected by facial 

expression, aging, marks or makeup [43].

A behavioral biometric solution was proposed by Barua [5] using voice verification to 

authenticate users. The system is designed to authenticate users before they attem pt 
to dial certain restricted numbers on a mobile phone by using voiceprint as the key. 

Although voice recognition has been around for a while, there are still some problems 

with the technology. A recent survey [57] on voice recognition systems pointed out 

that these systems still cannot reach perfect results which means there is still a chance 

for the system to falsely accept or reject users especially in noisy environments where 

someone might use a mobile device. Another behavioral biometric solution is to use 
keystroke dynamics [15,77]. Keystroke dynamics is the study of the patterns or timing 

details when users are typing on a keyboard. Two user characteristics are measured
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in this scheme: the keystroke latency (the time between two keystrokes) and hold

time (the time of a single keystroke). By analyzing the patterns, mobile applications 
are able to identify the users. However, studies has shown that keystroke dynamics 

cannot be very accurate because typing patterns do not remain stable over time [7,50].

In the this section, we discussed some solutions that have been proposed to  allow 

users to more easily authenticate on mobile devices. Table 2.2 is a summary of the 
three categories of authentication schemes. From the summary, we see that token or 

physical biometric based scheme cannot be easily deployed on most current mobile 

devices because they require specific hardware. Furthermore, although appropriate in 

some circumstances, they are not viable in all cases. It seems that knowledge-based 

options remain necessary for many applications.

2.4 Graphical Passwords

We decided to explore the possibility of using graphical password schemes on mobile 
devices. The reasons for this decision are:

1. Graphical password schemes require only a touchscreen for input and these are 

available on most recently built mobile devices.

2. The process of authenticating users using graphical password is similar to text 

password which can be easily understood by users.

3. Graphical password schemes require minimal typing which is very suitable for 

touchscreens.

4. Graphical password schemes can be used on mobile devices and desktop comput

ers, so users do not need to change the way they login for different environments.

5. Graphical passwords have memorability advantages over text passwords [52].
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Knowledge Token
B iom etric

Physical Behavioural
M emorability Users need to 

remember 
secrets. The 
capacity of 
human 
memory is 
limited and 
decays over 
time [58]

Users do not 
need to 
remember any 
secrets but 
must remember 
to carry the 
tokens

Users do not 
need to 
remember any 
secrets

Users do not 
need to 
remember any 
secrets

Privacy No direct 
connection 
between users 
and passwords

No direct 
connection 
between users 
and passwords

Direct 
connection 
between users 
and passwords

Direct 
connection 
between the 
users and 
passwords

System  Error 
Rate

Low, user 
inputs are 
directly
compared with 
the database

Low, user 
inputs are 
directly 
compared with 
the database

System 
decisions are 
based on 
threshold 
values [57]

System 
decisions are 
based on 
threshold 
values [57]

Required
Hardware

Requires 
touchscreens 
(graphical 
based), mouse 
(graphical 
based) or 
keyboards 
(text-based) 
for user input

Schemes 
require readers 
to read tokens 
(e.g., NFC, 
smart card 
reader)

Requires 
readers to read 
biometric 
information 
(e-g-,
fingerprint
reader)

Uses existing 
hardware to 
record user 
input (i.e., 
keyboard, 
microphone)

Table 2.2: Summary of authentication schemes based on the categories

2.4.1 Password Spaces

Throughout this thesis, we use the term password space to  describe the strength of 

passwords. In computer security, the term password space refers to the set of all 
possible combinations which a password scheme can produce. We often convert the 

total to base-2 and refer to the number of bits to represent the number of combina

tions. For example, there are 94 alphanumeric and type-able symbols on a standard
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keyboard. If we were to create an 8-character text password using the keyboard, 
the password space would be 94s =  6.09 x 1015 or approximately 52 bits. There are 
two types of password spaces commonly discussed in the literature. The theoretical 

password space is the number of all possible combinations of a password scheme and 
effective password space is the number of combinations tha t is used more often by the 

users. Ideally, the theoretical and effective password spaces are identical to maximize 

security against guessing attacks. In practice, the effective password space is usually 

smaller since users are unlikely to select completely random passwords. Of course, 
when passwords are randomly assigned, then the two spaces are the same.

2.4.2 F itts’ Law and Graphical Passwords

Proposed by Fitts [26] in 1954, F itts’ law explains the tradeoff between the speed 
and the accuracy of human movements. The law states that the time required for a 

user to reach a target depends on the size of the target and the distance between the 

resting position and the target. As the target becomes smaller or further away, the 

time needed to reach the target increases. In addition, the law also states th a t the 
accuracy of the reaches decreases if the movement speed increases or the target size 

decreases. Sears et al. [60] suggested that F itts’ law can be applied to selection tasks 

on touchscreens.

However, it is unclear whether this law applies to passwords because it contradicts 

some of the important security requirements with the respect to maximizing the 

password space. First, we encourage users to select password components that are 

randomly distributed across the screen. Second, we want to  maximize the number of 

targets. This means the individual target sizes should be as small as possible while 

still maintaining acceptable usability of the scheme.
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2.4.3 Types of G raph ical Passw ords

Surveys of graphical passwords schemes [1.8] classified the schemes into three cate

gories: recall, recognition, and cued-recall. Each category allows users to  manipulate 

images differently, as described in table 2.3. We next describe in more detail several 

example schemes from each category.

C ategory M eth o d  of au th en tica tio n Exam ples
R ecall Users remember a drawing 

which they have created be
fore. Usually no hint is given.

Draw A Secret (DAS) [45], 
Pass-Go [63]

R ecognition Users recognize a set of objects 
which they selected before.

Image selection [44], 
pict-O-lock [40], 
Passfaces™ [18]

C ued-recall Users remember a sequence of 
points which they have chosen 
before. Visual cues are given 
as references or hints.

Background DAS [24], 
PassPoints [71]

Table 2.3: Types of graphical password schemes

R ecall-based G raph ical Passw ord  Schem es

One of the earliest and most commonly cited recall-based graphical password schemes 
is DAS (Draw A Secret). Proposed by Jermyn et al. in 1999 [45], DAS allows users 
to draw their passwords on a two-dimensional grid using one or more lines. Each grid 

cell is given unique coordinates which are used to encode the password from graphic 

to text. To transform a drawing into text, the algorithm records the sequence of grid 

cells crossed by the user’s stroke. The start and end of the stroke are also recorded. 

An example is shown in figure 2.3. In this example the text password generated is: 
pen-down, (2,2), (3,2), (3,3), (2,3), (2,2), (2,1), (5,5), pen-up. In terms of weakness, 

DAS is known to be susceptible to dictionary attacks [54] because users tend to draw 

their password in predictable patterns. The password space of DAS was calculated 
using recursive methods, for DAS passwords with maximum length of 10, the password 

space is 48 bits [45].
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1 2  3 4
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Figure 2.3: Example of DAS (Draw A Secret) on a 4 x 4 Grid [45]

An improved version of DAS, proposed by Thorpe and van Oorschot in 2004, is 

called Grid Selection [65]. In the ordinary DAS scheme, users are given a grid and 

they use the entire space to draw their passwords. However, user-selected passwords 

frequently have small stroke counts or have no strokes of length one, decreasing the 
password space dramatically. To reinforce the security of the scheme, Thorpe and 
van Oorschot proposed the Grid Selection the scheme that includes an additional 
step before drawing. As shown in figure 2.4, the size of the grid in this scheme is 

significantly more dense than the grid used in the DAS study [45], Before drawing 

their password, users select a section of the grid as their drawing grid. In this example 

figure, the user selected the area created by ps and pe as the drawing grid. W ith 

this mandatory selection process, the password space of the scheme is increased.

Pass-Go was proposed by Tao and Adams in 2008 [63]. It was inspired by the old 

Chinese game Go due to its interface tha t looks like a Go board. In this scheme, 
the password is created by drawing on the screen like DAS; however, Pass-Go asks 

users draw their passwords by connecting the intersections of the grid lines. From 

figure 2.5, we can see the design of Pass-Go and an example password. Pass-Go also 

allows users to select the color of the strokes as an additional option which increases 

the password space. The full password space of Pass-Go on a 9 x 9 grid with one or 

eight available colors was calculated in the literature [63], the full password space of 
Pass-Go passwords with a length of 10 and under is 64 bits with single color and 94
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Figure 2.4: Grid selection scheme [65]

bits with eight colors. Tao and Adams argued tha t the full password space of Pass-Go 
is larger than DAS with the same grid size.
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Figure 2.5: Interface of Pass-Go scheme [63]

Considering that recall-based graphical passwords are vulnerable to shoulder surfing. 

Zakaria et al. [78] proposed three techniques tha t can be used to against such attacks. 
Using DAS (Draw A Secret) [45] and BDAS (Background Draw A Secret, an alter

native DAS which uses background images to enhance usability and security ) [24] as
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the test schemes, the three techniques axe tested: decoy strokes, disappearing strokes, 

and line snaking. In each technique, the authors tried to improve security by manip

ulating the lines in different ways so that bystanders cannot see the password easily. 
The results showed that only disappearing strokes and line snaking improves the se

curity of the schemes and disappearing strokes is the most acceptable by the users 

when comparing the three techniques. Figure 2.6 and 2.7 show how the disappearing 

stroke and the line snaking techniques work.

CD.
si

(a) The actual password 

0
S2

(b) Strokes are hidden after drawing 

Figure 2.6: Decoy stroke defense [78]

Generally, recall-based graphical password schemes authenticate users by having them 
draw secret images on a grid which are then translated to a set of coordinates; usually
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(a) The actual password

1

:  □

u

■  p ................

(b) The tail of the stroke is erased after a short time, leaving only the most recent 
portion of the drawing

Figure 2.7: Line snaking defense [78]

no hints are given to the users.

The Android operating system develop by Google Inc. uses graphical passwords to 

prevent unauthorized users from unlocking the screen of a mobile device (figure 2.8). 

Similar to the Pass-Go [63], Android pattern unlock scheme uses the intersections of a 

2x2 grid where the user selects a series of intersections with one smooth gesture. Users 

are allowed to select each of the intersections at most once; however, they are allowed 

to go through the selected intersections in order to reach a new intersection. The
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Android pattern unlock scheme has 389,112 possible combinations [4], The scheme 

cannot be a replacement of text password because its password space is only 218 5 

bits long or approximately equivalent to a 5 digit PIN number. The Android pattern 

unlock scheme is susceptible to a smudge attack [4] which we will discuss more in 
section 2.4.4.

Figure 2.8: The Android pattern unlock scheme 

R ecognition-based G raph ica l Passw ord  Schem es

Passfaces™ [18] is one of the most studied commercial recognition-based scheme 

[10,23,69]. In Passfaces™, users select faces from a series of screens. There are a total 

of three screens consisting of nine faces each and the user has to select their previously 

memorized face on each screen to be authenticated. Figure 2.9 shows an example 

screen for Passfaces™. Since the password space of Passfaces™ is very limited 
(93 =  729 s» 29-5), Passfaces™ cannot be a direct replacement of text passwords 

but could be used as an additional security measure for an existing authentication 

scheme. A security risk for the scheme was discovered in Dunphy et al.’s study [23]; 
they discovered that it is possible for a malicious user to login based solely on the 

account owner’s description on the faces. They suggested strategically selecting decoy 

faces with similar descriptions during setup to reduce the risk.

Proposed by Dhamija and Perrig in 2000 [20], Deja Vu uses a set of Random Art 
images to authenticate users. Showed in figure 2.10, the interface panel consists of
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Figure 2.9: Passfaces™ Interface [18]

25 random art patterns. To login, users select their 5 pre-defined images from the 
panel. As described in the study, random art makes it difficult for users to write 
down or share passwords since the image itself does not carry any meaning. Similar 
to Passfaces™, the password space of Deja Vu is only (255) = 53130 ~  215 7 which is 

too small to be used as a replacement for text password.

Wiedenbeck et al. proposed a recognition-based scheme called Convex Hull Click 

(CHC) designed to withstand shoulder-surfing attacks [72]. The interface of the 

scheme consists of n  icons. Within the set, there are k pre-defined icons called “pass- 

objects” . Users click on an icon that is inside the imaginary convex hull formed by the 
pass-objects. Figure 2.11 shows a login screen with three pass-objects. They argue 

that observers are not able to determine the pass-objects which formed the convex 

hull, it is difficult to determine the user’s passwords.

Hlywa, Biddle and Patrick [39] designed an experiment to study the relationship be
tween image types and the usability of recognition-based graphical password schemes. 

They designed a graphical password scheme similar to Passfaces™ [18] but tha t is 

able to use different kinds of images. In their study, they choose three types of images:
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Figure 2.10: Deja Vu interface [20]

Figure 2.11: Convex hull click with 100 icons including 3 pass-objects [72]

houses, faces and daily objects. The results of their study indicated that different 

types of images can indeed affect the usability of the scheme and the scheme was most 

usable when the set of daily object images was used. Figure 2.12 is the interface of 

the scheme using the set of daily object images.
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Figure 2.12: A panel of object images used in Hlywa et al.’s study [39]

In general, recognition-based graphical password schemes authenticate users by asking 

users to differentiate secret images from decoy ones. The process usually involves users 

scanning through the images one by one and making a binary decision on each image. 

The time required to complete a login process and the strength of the password 
depend on the number of decoy images that are displayed.

Cued-recall based Graphical Password Schemes

Proposed by Yampolskiy in 2007 and inspired by the Traveling Salesman Problem, 

PassMap lets users set up their passwords by connecting or disconnecting paths be
tween cities on a map (figure 2.13) [75]. The Travelling Salesman Problem is useful as 

a password scheme because it has a very large search space [34]; the search space grows
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exponentially as the number of points increases. In addition, the article mentioned 

that it is relatively easy for humans to remember landmarks based on a well-known 

journey. By combining these two factors, Yampolskiy argues that PassMap is a very 

secure and usable scheme.

: ... m m ...

Figure 2.13: PassMap scheme [75]

PassPoints was proposed by Wiedenbeck et al. [71], In this scheme, users select five 

points from a single image as their secrets and there are no restrictions on what 

type of the images are used. Considering that it is highly unlikely that users will 
be able to click on the exact pixel which they previously selected, the scheme is 

configured to have some tolerance on the precision of the clicks. Figure 2.14 shows 

an example password of the scheme; the selected points are marked with a small 

rectangle representing the tolerance area.

One of the biggest challenges that the scheme is facing is the hot-spot problem [21,66], 

A hot-spot is a section of the image which users select more frequently than the others; 

an image can have multiple hot-spots. Analysis done by Thorpe and van Oorschot [66] 

showed that hot-spots exist in many images used in cued-recall schemes. Figure 

2.15 shows the hot-spots for an image of cars. The hot-spot problem is considered 
a security risk for PassPoints because hot-spots can be used to create dictionaries 

for dictionary attacks. A dictionary attack is a form of guessing attack in which the



Figure 2.14: PassPoints scheme [71]

attackers guess passwords based on a list (dictionary) consisting of passwords believed 

to be more likely to be selected by the users.

< ’. I -

Figure 2.15: Hot-spots of a PassPoints image [66]

In order to reduce the chance of success of a dictionary attack, Cued Click Points 
(CCP) was proposed by Chiasson et al. in 2007 [14]. It improves security compared 

to PassPoints by using multiple images for a single password. When creating a CCP 
password, the next image is displayed depending on the coordinates of the click events.
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When re-entering the password: if an incorrect point is selected, an image different 
from the original password is displayed. Figure 2.16 illustrates how the image selection 

process works.

1s'click 2lld click 3rd dick 4lh click 5th click

Figure 2.16: Possible image combinations in CCP [14]

The advantage of using multiple images is that it increases the complexity of dictio
nary attacks. To launch a dictionary attack on a PassPoint password of 5 points, the 
attacker only needs to analyze the hot-spots of a single image. However, to attack a 
CCP password of 5 points using the same method, many more pictures will have to 

be analyzed and the combinations of images also have to be considered.

Although CCP increases the complexity of dictionary attacks, the hot-spots on each 

image remain. To further increase the security of CCP. another scheme was proposed 

[11]. Persuasive Cued Click-Points (PCCP) tried to reduce the hot-spot problem by 
encouraging users to select their points more randomly. PCCP introduced a new 

concept called a “viewport” (figure 2.17). A viewport is a highlighted area randomly 

positioned on each image during the setup of passwords; users can only choose a 

point within the highlighted area as part of their passwords. But if users cannot find 

a suitable point within the viewport, the scheme allows user to shuffle the viewport 

to another random location. Based on a lab study [11], more PCCP click points fall 

outside of the predicted hot-spots than CCP.

In general, cued-recall based graphical password schemes authenticate users by asking 
users to select a series of points. During the login process, images are given to the 

users to provide visual cues or reference. Some schemes suffer from hot-spot problems
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Figure 2.17: A PCCP image superimposed with the viewport [11]

but solutions are proposed to increase the security.

2.4.4 Possible Attacks on Graphical Password Schemes

The risk of dictionary attacks has been previously mentioned and applies to all 

schemes where users chose their own passwords and the effective password space 

is small. Brute force guessing attacks, where an attackers guess all possible combina

tion. are also possible, especially when the theoretical password space is small.

Shoulder surfing is a type of social engineering where the attacker observes users’ 

passwords by looking over their shoulders directly or using video recording devices. 

Tan and Czerwinski [62] showed that it is possible for an attacker to observe target 
words on a desktop monitor or projection screen from a distance; the success rate
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increases as the size of display increases. Another study done by Tari et al. [64] 

showed that it is possible to observe Passfaces™ passwords on desktop monitors using 
a shoulder surfing attack. Dunphy et al. [22] conducted a study on a recognition-based 

graphical password scheme to identify if the number of decoy images can affect the 

success rate of a shoulder surfing attack. Their result indicated that a larger number 
of decoy images in the scheme increases the difficulty of the attack.

The shoulder surfing problem has been addressed in many graphical password related 

studies [28,72]. Our survey of the literature did not uncover any graphical password 
schemes which have anti-shoulder surfing mechanisms designed or tested specifically 

for mobile devices.

Dunphy et al. [23] studied social social engineering attacks on graphical passwords. 

In the study, they tested PassPoints [71] and Passfaces™ [18] to see if the schemes 

are vulnerable to description. They discovered that it is possible for an attacker to 

successfully guess the passwords based on the description of the passwords.

Aviv et al. [4] examined the feasibility of smudge attacks on touchscreen devices 
using the Android unlock screen as the target . Smudge attacks try  to uncover users’ 
graphical password by analyzing the path of oily residues left on touchscreens. They 

showed that it is possible to see users’ passwords by following the smudge marks even 

if the marks have been partially disturbed. Figure 2.18 is an example of smudge 

marks left on the touchscreen after unlocking an android phone.

2.5 Summary

In this chapter, we showed that typing text on mobile devices can be challenging 

because of small virtual keys and the same problem can be found when authenti

cating with text passwords. To minimize the need for typing when authenticating 

users on mobile devices, we looked at some possible alternative solutions to  replace 

text passwords; the solutions use different factors including ownership, biometric and
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Figure 2.18: Smudge marks on a mobile device [4]

knowledge. After reviewing these possible solutions, we decided to explore the pos

sibility of using graphical password schemes on mobile devices because the schemes 
require no special hardware, have a similar login process to text passwords, can be 
used on multiple platforms, and have memorability advantages over text passwords. 
We explored some existing graphical password schemes from each of the three cat

egories: recall, recognition, and cued-recall. At the end of this chapter, we talked 
about some possible attacks on graphical password schemes including shoulder surf

ing, social engineering and smudge attacks.



C h ap ter  3

P re lim in ary  U ser  S tu d y

3.1 Objective

In chapter 2, we discussed many graphical password schemes that have been proposed; 
however, most of these schemes were designed to be used on desktop computers 
where the screens are large and input methods are accurate. Our goal is to design 

and implement a new graphical password scheme optimized for mobile devices with 

touchscreens. To have a better understanding of how touchscreens affect the usability 

of the scheme, we designed a preliminary user study testing existing schemes.

3.2 Prototype Configuration

We selected three different password schemes, each representing a different category 
(recall, recognition, and cued-recall). Table 3.1 summarizes the three test schemes 

selected. We have discussed DAS, PCCP, and object recognition in chapter 2. How

ever, for Object Recognition, we modified the original scheme [39]; users had to select 

minimum 8 images from a single panel of 25 daily object images instead of picking 

one image from each of 6 panels of 26 daily object images.

In addition to the three test schemes, we also use two test devices each with a different 
screen size in order to determine the relationship between screen sizes and the usability 

of the schemes. Two devices were used in the study to test the usability of the schemes 

on different screen sizes. The first device is a 4th generation iPod touch by Apple 
Inc.; the device has a 3.5-inch widescreen multi-touch display with a 960 by 640 pixels 

resolution. Since we do not need to use the phone functionality in this study, an iPod

32
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C ategory Schem e N am e B asic O peration S ystem
C o n figu ra tion

Recall-Based DAS (Draw A 
Secret) [45]

Users draw their 
password on a grid

Drawing on a 5 by 
5 grid (75 x 75 
pixels per cell) 
with a minimum 
length of 5 blocks: 
each block can be 
passed multiple 
times

Recognition Based Object
Recognition [39]

Users select at 
least 8 icons from a 
panel of 25 icons 
(75 x 75 pixels per 
icon)

Selecting a 
minimum of 8 
icons from a panel 
of 25 icons, the 
order of selection 
matters

Cued-recall based PCCP (Persuasive 
Cued Click 
Points) [11]

Users select a 
point within the 
viewport from each 
of the 5 images

Images are 451 by 
331 pixels each; 
the viewport is 100 
by 100 pixels. The 
tolerance of the 
clicks is 25 pixels

Table 3.1: The three test schemes for the preliminary study

Touch serves as a suitable replacement. The second device is a 3rd generation iPad 

by Apple Inc.; the device has a 9.7-inch widescreen multi-touch display with 2048 
by 1536 pixel resolution. In order to ensure the two test devices render and execute 
the test schemes in the same way, all of the password scheme are implemented using 

JavaScript and Scalable Vector Graphics (SVG) technology and accessible from any 

of the standard web browsers. During the experiment, we used the built-in Safari 

browser on both devices.

Based on Herley, Florencio and Coskun’s research on web password strength [27] a 

20 bit password space with additional login rules (e.g., limit the number of retries) is 
considered sufficient to have minimum defense against web attackers. Following their 

suggestions, we implemented minimum password length restrictions. However, we 

did not implement additional login rules because our user study was conducted in a
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closed lab environment and we wanted to gather information regarding login failures. 

The password space of each scheme, assuming the minimum length password, is as 

follows:

DAS Drawing on a 5 by 5 grid with a minimum length of 5 cells gives a password 

space of:
(5 x 5)5 =  9,765,625 «  223

P C C P  Selecting one point from five 451 by 331 pixel images with a tolerance of 25 
by 25 pixels gives a  password space of: 
surface area of a single image =  451 x 331 =  149, 281 
possible selections on a single image =  149, 281/252 =  238.85 

password space = 238.85s «  7.7 x 1011 «  239

O bject R ecognition Selecting a minimum of 8 icons from a panel of 25 icons gives 
a password space of:
choose a minimum 8 out of 25 icons =  (2g5) =  1,081, 575 «  220

3.3 F unctionality

Figure 3.1 shows the graphical interface of the test schemes implemented for the 
preliminary study. DAS requires users to draw their password on the displayed grid 

(figure 3.1a). To record the secret in DAS, users click on the set password button; if 
the password is accepted by the system, the set password button will greyed out and 
the check password button will be enabled. To confirm the password, users re-draw 

the secret and press the check password button. At any given time, users may clear 

the screen by using the clear screen button or return the scheme to its initial state 

by using the reset button.

Figure 3.1b shows the interface for PCCP. In this scheme, 5 images are given to the
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user in sequence. On each image, the viewport is represented by a yellow square. 
Users are allowed to shuffle the viewport to another random position on the image 

by using the shuffle button. To create a password, users have to pick a point within 

the viewport on each of the 5 images in sequence. To confirm, the same first image is 

displayed again without the viewport. At this stage, the shuffle is disabled and the 

retry button is enabled. If unable to confirm, users may restart the process with the 

reset button.

Figure 3.1c shows the interface for the Object Recognition scheme. To set up the 
password, users select at least eight icons as their password by highlighting the icons 

with clicks; pushing the set password button confirms the selections. If the new 

password is accepted by the system, icons will be shuffled to different positions, the 

check password button is enabled and the set password is disabled. To confirm, users 

re-enter the password by clicking their icons and pushing check password.

To capture users’ behaviors during the experiment, we embedded PHP to record and 

upload user activities to our online database. We designed two SQL tables: one table 

to record all the touch events and the other table to keep all the passwords created 

by the users.

3.4 Participants

We recruited the participants from the university campus. In total, 31 participants 
took part, 11 were female and 20 were male. The average age of the group is 24.8 years 

old. The education level of the group is relatively high: 15 participants studied at 

the undergraduate level, 13 participants studied at the masters’ level, 3 participants 
studied at the Ph.D. level. Thirteen participants were enrolled in computer science 

or related technical programs.

Of the 31 participants, 7 did not own either a tablet or a phone while 24 participants 

owned at least one mobile device. Regarding experience with graphical password 
schemes, 51% of participants have seen or used a graphical password before, and



(a) DAS (b) PCCP

Password J  [ cleM Sf taep j  ■" Q ’H'M Paij-v^td p re se t]

(c) Object Recognition 

Figure 3.1: Graphical password schemes used in our study

almost all their experience is based on the unlock screen for the Google Android 

operating system.
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3.5 Protocol

This experiment was approved by the Carleton University Research Ethics Board. 
This preliminary user study was carried out in one-hour-sessions in a lab environment. 

We divided our participants into two groups: one group used the smart phone and 

the other group used the tablet computer as the test platform; both groups tested all 

three schemes. We had 15 participants test on the smart phone and 16 participants 
on the tablet computer. Since the participants’ performance is likely to improve with 
practice, we constructed a Latin Square for each test group (Table 3.2) to randomize 
the order of the password schemes seen during the experiment. A Latin Square is an 
n by n array in which each of n symbols appear exactly once in each row and column 

of the array and is used to reduce ordering effects in experiments. Each participant 

is assigned a testing order based on one row of the Latin Square.

Schem e 1
P hone  

Schem e 2 Schem e 3
PCCP Object Recognition DAS
DAS PCCP Object Recognition
Object Recognition DAS PCCP

Schem e 1
T ablet 

Schem e 2 Schem e 3
DAS PCCP Object Recognition
PCCP Object Recognition DAS
Object Recognition DAS PCCP

Table 3.2: Latin Square used to determine the order of the test schemes

At the beginning of the session, the participants were told that they will be testing the 

usability of three different graphical password schemes by creating a password with 

each scheme on a mobile device. The participants were told that they could create as 

many passwords as needed until they were confident that the password created was 
memorable. They were also told that they will be given a chance to practice each 

scheme on a desktop computer environment before proceeding to the mobile device. 

The remainder of the experiment is carried out with the following steps based on the
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permutation given by the Latin Square:

s tep  1: In tro d u ce  schem e. Users were given verbal instruction on how to use the 

schemes.

s tep  2: L earn  schem e. The participants practiced the scheme using a desktop com

puter with keyboard and mouse as the input methods. The interface and the 

settings of the scheme is identical to the test scheme on the mobile device; how
ever, the icons and images used in Object Recognition and PCCP schemes were 
replaced with a dummy set to avoid memory interference. Users could create 
as many passwords as they wanted and explore for as long as they wanted. The 

intention was to familiarize users with the scheme so that usability problems 
arising during testing on the mobile device were in fact due to the form factor 

rather than confusion with the scheme.

s tep  3: C rea te  passw ords. Moving to the mobile devices, users create a password 
which they think they can remember. If using PCCP, users may shuffle the 

viewport as many times as they wish.

s tep  4: Confirm  passw ord. Users confirm the password by re-entering it again. If 

unable to confirm, they will be asked to create another password, returning to 

step 3.

s tep  5: A nsw er questionnaire . Returning to the desktop computer, users are asked 

to answer a questionnaire to providing feedback regarding what they think and 
feel about the scheme which they tested on the mobile device. The question

naire is an online survey and consists of nine Likert scale and three open-ended 

questions. The list of questions can be found in Appendix A.

S tep  6: Login. On the mobile device, users re-enter the password which they cre
ated previously. They may retry as many times as needed. If unable to remem

ber their password, users could stop and move on to the next step.

S tep  7: A nsw er questionnaire . Another questionnaire is given to the users on 

the desktop computer. The questionnaire consists of five Likert scale and three
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open-ended questions which ask about users’ perceptions of the test scheme. 

The list of questions can be found in Appendix B.

These steps were repeated three times, once for each of the three schemes. Upon 
conpletion of the three schemes, users completed an additional two questionnaires on 
demographics (Appendix D) and past experiences with mobile devices (Appendix C).

3.6 Results and Interpretation

In this section, we statistically and descriptively compared different data collected 
during the study to identify usability issues or user preferences when using graphical 
password schemes on mobile devices. We mainly focus on determining how screen 

sizes can affect the performance of schemes by comparing the creation time, login 

time, login success rate and password length of the same scheme but on different 

devices. To compare the creation time, login time and password length, we used 
Mixed-design ANOVA to  look for overall differences and T-tests to determine where 

the difference occurred; Fisher’s exact tests were used to compare the login success 
rate. For these tests, the alpha value is set to be 0.05 which means the probability 
that results occurred by chance are less than a 5%. We also compared the Likert scale 
questions in the questionnaires using Mann-Whitney U test (to compare independent 
ordinal data) and Friedman test (to compare paired ordinal data) to identify user 

preference; we used an alpha value of 0.05 for these tests as well.

3.6.1 Password Creation Time

DAS PCCP Object
Tablet Phone Tablet Phone Tablet Phone

Number of passwords created 16 15 16 15 16 15
Average creation time (Sec.) 29.8 34.3 62.8 74.5 59.3 56.7
Average shuffles per image - - 22.1 15.9 - -

Table 3.3: Password creation
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Imsmi DAS
ImEmi PCCP
t e s t l Object Recognition

5 50

Phone Tablet Phone Tablet Phone Tablet

Figure 3.2: Password creation time

Table 3.3 shows the number of passwords created during the experiment and the 
average time required for users to successfully create a password. Figure 3.2 is the 

graph plotted using the creation times from each scheme. The creation time of a 

password is defined as the time between the first touch event and the push of the 

submit button. The average numbers are calculated based on the numbers that are 

within the standard deviation, no records was discarded in this case. The Mixed- 
design ANOVA test indicated no main effect of form factor on create time (p =  0.491, 

F =  0.487, and df — 1). On the other hand, the results also indicated a significant 

effect for the types of scheme (p < 0.000, F = 17.928, and df — 1). We ran paired 

T-tests to find the differences between schemes. There is a significant difference 
between the DAS-Object Recognition pair (p < 0.001, t — —5.468, and df =  30) and 

DAS-PCCP pair (p < 0.001, t =  —6.978, and df = 30); no significant difference were 

found in PCCP-Object Recognition pair (p =  0.136, t = —1.533, and df = 30). From 

the tests, we see that screen size does not affect the password creation time of any 
scheme. However, DAS passwords can be set up in the shortest time (less than 35 

seconds) while the other schemes take longer (over 55 seconds).
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3.6.2 Password Length

c m  DAS 
—  PCCP 
1 I Object Recognition

rr~T

Min. Required 
Length (Obj.)

Min. Required 
Length (DAS)

Graphical Password Schemes

Figure 3.3: Average password length

Figure 3.3 shows the average length of the passwords tha t were created during the 
experiment. We used Mixed-design ANOVA tests to determine if there is a difference 
in the password length. The result showed a main effect of form factor (p — 0.031. 

F — 5.153, and df — 1). Further analysis comparing tablet versus phone for DAS 
(p = 0.016, t =  —2.553, and df  = 29) and Object Recognition (p = 0.701, t = —0.388, 

and df = 29) showed that DAS was the only scheme affected by form factor in 

terms of password length; users who used the tablet created significantly longer DAS 

passwords. PCCP lengths were not compared because the password length is fixed 

to 5 by design. From these results, we suspect that the small screen increased the 

difficulty for users to draw DAS passwords on the screen accurately, so users created 
shorter passwords. Object Recognition can be operated by just pushing the virtual 

buttons and was not affected by screen size. In addition, we noticed that both phone 

and tablet DAS users generally created passwords that are much longer than the 
minimum required length while Object Recognition users create passwords tha t just 

met the minimum requirement.

Tablet

i l f f  Phone,
Tablet Phone

Tablet Phone
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Login Time
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118 Object Recognition
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Figure 3.4: Average login time
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Figure 3.4 shows the login time for successful attempts on both devices. Other than 

DAS on the phone, users took less than 20 seconds to login successfully on all schemes. 

For the DAS and Object Recognition schemes, the time of a  login attem pt is measured 

from the first touch event detected on the screen until the check password button is 

pressed: this includes the time spent clearing and starting over. On the other hand, 

the measurement of time for PCCP is slightly different. In PCCP, it is possible for 

users to notice an erroneous click before completing the login process because the 

scheme is designed to display pictures that did not appear in the setup process when 
the user selects the wrong point. Therefore, when measuring the login time for PCCP, 

we treated user resets as failed attempts.

The Mixed-design ANOVA test results indicated no main effect for neither the type 

of scheme (p = 0.864, F  = 0.030, and df — 1) nor form factor (p =  0.593, F = 0.296, 
and df = 1) on the login time. From our results, we see tha t the screen size does not 

affect the login time for any of the three schemes. We did not compare the time that 

users spent on failed login attempts because this measurement is affected largely by
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individual users’ approaches. When users were not sure about the passwords, some 

users spent a long time trying to recall their password while others quickly made a 

guess, neither approach is really indicative of the scheme itself.

3.6.3 Login Success Rate

DAS PCCP Object
Tablet Phone Tablet Phone Tablet Phone

Success on the first try 100% 64.2% 86.6% 84.6% 86.6% 84.6%
Success within 3 tries 100% 92.8% 100% 100% 100% 100%

Table 3.4: Login success rate

In this preliminary study, we did not test the long term memorability of the passwords 
because we were focused on the effects of using graphical password schemes on mobile 
devices. Table 3.4 shows the login success rate of the schemes after the users complete 
the first questionnaire. We used Fisher’s exact test to compare the login success rate 

between the devices within the same scheme because of the small sample size. The 

test results showed that DAS on tablet computer has a higher login success rate 

than the smart phone(p — 0.04) on the first try; on the other hand, no significant 
differences were detected for the other schemes for the first attempt. On the other 

hand, no schemes showed significant differences for the login success rate withing 
three tries. In this comparison, we observed tha t the screen sizes only affected the 

recall-based scheme (DAS); recognition (Object Recognition) and cued-recall (PCCP) 

schemes were not affected. From our logs, we see that users made more mistakes 
while drawing on the small screen. We suspect it was because it is more difficult to 

accurately draw on the small screen accurately. The possibility that users forgot their 

password is unlikely because the time between creating the passwords and logging into 

the system is very short and most of the users could correctly enter the passwords 

within three tries.
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3.6.4 Observations and U ser Feedback

Although we did not record our participants with any electronic devices during the 
sessions, we observed users and recorded all relevant behaviours in writing. We also 

took note on all the questions or opinions that the participants had during the exper
iment. This information can better help us to understand how users felt about the 

schemes when used on mobile devices. We discuss our observations for each scheme 

separately.

DAS

While testing DAS on the smart phone, several users complained tha t the canvas was 
too small, making it difficult to draw their secrets accurately. Interestingly, none of 
those participants tried to enlarge the canvas by zooming in. Another observation 

was that several users chose passwords that had the “fuzzy boundaries” problem. The 
term “fuzzy boundaries” [24] refers to a DAS password that traces the grid lines or 

crosses to another cell via the corner. Since passwords are recorded as a series of grid 
cells, users may be unaware which side of the grid line was used. As the result, users 

will not able to exactly replicate their passwords and the password becomes unusable. 

Figure 3.5 shows example passwords containing fuzzy boundaries.

Figure 3.5: Passwords containing fuzzy boundaries
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P C C P

The main observation for PCCP was regarding the shuffling of the viewport. The 

concept of viewport is to encourage users to create a stronger password by having 

them select points within the viewport as their passwords. Instead of choosing a 

point within the viewport, many users scanned the entire image and selected a point 

outside of the viewport. With the point selected, users then continuously clicked 

the shuffle button until the viewport moved to the desired location. In addition, 
many users actually tried to drag the viewport with their fingers because of their 

past experiences with the touchscreen devices.

O bject R ecognition

For Object Recognition, users tended to pick their icons to form a semantic pattern. 
After users created a password using this scheme, we asked them what rules they 
followed to pick the icons. Most users tried to group the icons based on their properties 

such as size or color. They then selected groups of icons to  help with memorability. 
The size of the icons appeared to be sufficiently large for users to click on both devices.

3.6.5 Questionnaire Response

Another important aspect of this preliminary study is to explore how touchscreens 

affect user perceptions of the graphical password schemes. This is done by asking 
users to complete questionnaires during the different stages of the study. Listed in 

Appendix A and B are the questions that users answered for each scheme. The 
questionnaires contained Likert scale questions and open-ended questions. For the 

Likert scale questions, users assigned a score to each of the listed statements. The 

scores ranged from 1 to 10, with 1 being strongly disagree and 10 being strongly agree 
with the statement. We have grouped the Likert scale questions into 3 categories for 

discussion: form factor, graphical password schemes, and memorability.
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Form Factor

For form factor, we compared smart phone versus tablet computer users’ responses 

for each scheme. We used Mann-Whitney U test to compare the responses from the 

two different test groups because the groups are independent from each other and the 
responses are ordinal. Consistent with the previous results (section 3.6.2 and 3.6.3), 
we observed that screen size influences users’ experiences only for DAS. The relevant 

Likert scale questions are provided next. We used box plot graphs to represent our 

data. The lower and higher whiskers represent the first and fourth quartiles excluding 

outliers. The box represents the second and third quartiles of which 25% of the data 

is in the upper half of the box and 25% of the data falls within the lower half of the 
box. The thick line inside the box represents the median which is the middle of a 
dataset. Outliers are the values that are 1.5 times greater or smaller than the upper 
or lower quartiles; they are represented by dots. The average value of the dataset is 

marked with an x .

DAS 
PCCP 
Object Recognition

Phone Tablet Phone Tablet Phone Tablet

Figure 3.6: User responses to: “I find it hard to create a graphical password using 
this scheme” (1 = strongly disagree, 10 =  strongly agree)

Figure 3.6 shows a box plot of the question I  find it hard to create a graphical password
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using this scheme. Lower scores indicate a more positive response for this question. 

Participants thought that DAS was more difficult to use on the small screen (p =  
0.009, U = 54.5, and z =  2.606), but no statistically significant differences were 
found for PCCP (p =  0.858, U =  115.5, and z =  0.179) or Object Recognition 
(p =  0.889, U =  116.5, and z =  0.139). In this question, DAS scored an average of

4.6 (smart phone) and 2.5 (tablet computer); PCCP scored an average of 5.5 (smart 

phone) and 5.8 (tablet computer); and Object Recognition scored an average of 4.0 for 

both smart phone and tablet computer. Except using DAS on a tablet computer, the 

scores showed that participants generally found it somewhat hard to create passwords 
using both devices.

1 DAS 
I  PCCP
1 Object Recognition

Phone Tablet Phone Tablet Phone Tablet

Figure 3.7: User responses to : "I think this scheme will be easier to use on a desktop 
computer than mobile devices” (1 =  strongly disagree, 10 =  strongly agree)

Figure 3.7 is a box plot of the question I  think this scheme will be easier to use 

on a desktop computer than mobile devices. A lower score means a more favorable 

response. Similar to the previous question, smart phone participants were more likely 
to think that DAS (p = 0.014, U — 58.5, and z =  2.445) would be easier on a 

desktop than tablet participants. PCCP (p =  0.559, U — 98.5, and z =  0.585) and
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Object Recognition (p = 0.773. U = 111.5, and z =  0.341) showed no significant 

differences. Except for DAS on the tablet, the average scores are between 5 and 7. 
The results showed that participants generally think that having a larger screen with 

more accurate input method might make the scheme more usable.

10

Vi0>
tfi£
°  * c l 6VJOtc

DAS
PCCP

EZLi Object Recognition
7 __

*

Phone Tablet Phone Tablet Phone Tablet

Figure 3.8: User responses to : “This scheme was easy to use given the size of the 
device screen” (1 =  strongly disagree, 10 =  strongly agree)

Figure 3.8 illustrates the question This scheme was easy to use given the size o f the 
device screen. Favorable responses are represented by higher scores. Once again, 

participants felt that DAS is more difficult to use on the smart phone than tablet 

computer (p =  0.004, U =  49.0, and z =  2.842) while no statistically significant 

differences were found for PCCP (p =  0.570, U =  106.0, and 2 =  0.568) and Object 

Recognition (p =  0.571, U — 99.0, and 2  =  0.567). Looking at the averages, DAS 
scores 5.6 (smart phone) and 8.5 (tablet computer); PCCP scores 6.0 (smart phone) 

and 7.0 (tablet computer); and Object Recognition scores 7.2 (smart phone) and

8.0 (tablet computer). Despite the fact that participants generally felt the schemes 

were somewhat hard to create password (figure 3.7) and using the schemes on the 
desktop computer might improve the usability (figure 3.6), participants still felt tha t
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the schemes axe usable on mobile devices.

Graphical Password Schemes

We also investigated how the schemes can affect users’, perception and opinion. A 

well designed graphical password scheme should be easy to understand and use by 

the users. To compare the designs of the three schemes to  each other, we used two 

tests: Friedman test and Wilcoxon Signed Ranks test because we are comparing the 

responses originated from the same users but different schemes. The following are 
the two relevant questions.

DAS PCCP Object

Figure 3.9: User responses to : “It was easy to understand how the scheme works” 
(1 = strongly disagree, 10 =  strongly agree)

For any password scheme, it is very important tha t users easily understand how the 

scheme works to reduce the chance of misuse. Figure 3.9 represents the question It 

was easy to understand how the scheme works. Higher scores signify more positive 

responses. All three test schemes received very high average scores (D A S  : 8.61, 

P C C P  : 8.60 and Object Recognition : 9.29) and Friedman test showed that there is 
no difference between the schemes (x2 =  2.37, df =  2, and p  = 0.31) for this question.
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It appears that users felt that they understood how each scheme works without any 

difficulties.
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Figure 3.10: User responses to : “It was easy to set up a  password” (1 =  strongly 
disagree, 10 — strongly agree)

Figure 3.10 shows a box plot of the question It was easy to set up a password. Again, 

more favorable responses are indicated by higher scores. It is important that users 

are capable of setting up a password easily. Difficulties with the setup process might 

cause users to choose easier passwords which affect the security of the scheme. For this 

question, the mean scores for the three schemes are: DAS  =  7.45, PCCP  =  6.23 and 

Object Recognition =  7.87. Friedman test indicates that there is a difference between 
the 3 groups (y2 =  9.05. df = 2, and p = 0.01). Further analysis using Wilcoxon’s test 

showed that there is no significant difference between the Object Recognition/DAS 

pair (p = 0.48 and z =  —0.71) or DAS/PCCP pair (p — 0.06 and z  =  —1.92) but 

there is a significant difference between the Object Recognition/PCCP pair (p = 0.01 
and 2  =  —2.73). From the test results, we can only conclude tha t participants felt 

that it is easier to setup the password using Object Recognition than PCCP. Based on 

users’ responses from the open-ended question, one possible reason that made PCCP 

passwords hard to set up is the fact that the viewport limits their choice of points, 

making the setup process tedious.
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Password M emorability

The memorability of the passwords can affect the security of the scheme; if a password 

is difficult to remember, then users might write the password down or choose weaker 
password which are security risks. In the questionnaires, we asked the participants 
questions about the memorability of the passwords. Although we did not actually 

test the long term memorability of the passwords, users responses can still be used 
as a first indication. For this group of questions, we compare schemes to each other 

regardless of the devices.
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Figure 3.11: User responses to: “It was easy to remember the password” (1 =  strongly 
disagree, 10 =  strongly agree)

Figure 3.11 is the box plot of the question It was easy to remember the password. A 
score of 10 is the most favorable. In this question, the mean score of each scheme was: 
8.29, 7.52 and 7.87 for DAS, PCCP and Object Recognition. Friedman test results 

(x2 =  1.94, df =  2, and p =  0.38) showed that there is no significant difference 

between the three schemes. From these scores, participants appear confident about 
being able to remember passwords created using these schemes.

Figure 3.12 shows a box plot of the question I  will be able to remember more than 
one graphical passwords using this scheme. Positive responses are indicated by a
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Figure 3.12: User responses to : !‘I will be able to remember more than one graphical 
passwords using this scheme” (1 =  strongly disagree, 10 =  strongly agree)

higher score. The mean score of each scheme is: 6.13, 5.16 and 5.71 for DAS, PCCP 
and Object Recognition respectively. Friedman test result (y2 =  1.87, df — 2, and 
p =  0.39) showed that there is no significant difference between the three schemes. 
Participants seemed unsure about whether they would be able to remember multiple 
passwords. If we compare results from this question with the result of the question: 

It was easy to remember the password (figure 3.11), we see that participants are 

significantly less confident that they could remember more than one password (DAS: 
p < 0.01, z =  —4.00; PCCP: p =  0.01, z =  —2.44; Object Recognition: p = 0.02, 

z =  -2.42).

3.6.6 Open-ended Questions

At the end of each questionnaire, we have three open-ended questions allowing users 

to provide further feedback about what they found easy or difficult when using the 

scheme. Table 3.5 is a summary of the most common issues raised by participants. 

In addition, participants also noted characteristics that they liked about the schemes; 

these are summarized in Table 3.6.
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Scheme C om m on Issues
DAS • Difficult to draw the lines accurately on the small screen

• Cannot draw diagonal lines
• Difficult to remember the starting point of the password

PCCP •  Difficult to remember five images and the points in a short 
time

•  Hard to select memorable points within the viewport
• Hard to click on the desired points precisely

Object Recognition •  Hard to  remember many objects in a short time
•  Difficult to differentiate similar images on a small screen
•  Difficult to find objects that share common properties to use 

as passwords

Table 3.5: Common issues raised by participants

Scheme C om m on Issues
DAS

• Not having to type
• Easy to  remember the password

PCCP • Not having to type, clicking is efficient

Object Recognition
•  Not having to type, clicking is efficient
•  Hard to miss the clicking target

Table 3.6: Characteristics liked by participants

3.7 C onclusions D raw n from  th e  P re lim in a ry  S tu d y

The most important conclusion drawn from the preliminary study is the relationship 

between usability and touchscreen sizes for different schemes. We learned that the 

size of the touchscreen significantly affects DAS because it requires more precision. 

On the other hand, the click-based password schemes PCCP and Object Recognition 

were not affected by the screen sizes. Furthermore, participants generally feel tha t
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PCCP and Object Recognition passwords are hard to remember because they are 

forced to quickly memorize images which they have not seen before.

3.8 Lim itation of the Study

We asked each participant to test three different schemes. This might affect the 

results of the study because participants may rate the schemes based on comparisons 

between the schemes rather than each individually. We use Latin Squares to vary 
the order of presentation and minimize the effects, but individual differences may 
still have occurred. Lastly, the experiment was done in a controlled environment in 
which some external factors that might affect the schemes (e.g., standing or walking 

while holding the device, additional noise and distractions, or sub-optimal lighting 

conditions) are eliminated.

3.9 Design Goals for th e New Scheme

Learning from the results, we selected to use DAS as the base of our new scheme 

because the participants created longest passwords (comparing to the minimum re

quired length; section 3.6.2) using this scheme. In addition, participants generally 

think that DAS passwords are easier to remember because they do not need to mem

orize new images quickly. W ith that said, DAS suffers from accuracy problems when 

used on small screens (section 3.6.6 and 3.6.2) and has the fuzzy boundaries problem 
if not explained to the users specifically (section 3.6.4). If we can use the advantages 
and eliminate usability issues of DAS on mobile devices, the new graphical password 

scheme might be more usable on mobile devices than the existing ones.



C h ap ter  4

D e sig n  o f  th e  Touchscreen M u lti-layered  D raw ing  (T M D )  

A u th e n tica tio n  S ch em e

Based on our preliminary study, we concluded th a t one of the major problems of user- 

drawn graphical passwords on touchscreens is the accuracy problem. Furthermore, 
we also discovered that users disliked having to memorize unfamiliar images or icons. 

With that in mind, we designed a graphical password scheme that has larger target 

areas and does not force the users to remember additional images or icons.

4.1 The Interface

WARP UNSELECTED 
CELL

Y SELECTED 
CELL

Figure 4.1: Password entry
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Similar to other recall-based graphical password schemes which ask users to draw 

their secret on a grid, TMD requires users to draw their secrets by selecting series 

of adjacent cells. Figure 4.1 provides a screenshot of the interface. The TMD in
terface consists of cells that are not attached to each other, eliminating the “fuzzy 
boundaries” problem described in section 3.6.4. The figure also shows tha t the TMD 

interface consists of three types of “cells” : Unselected, Selected and Warp cells.

Initially, every cell on grid except the four corners are unselected; the four corners 

are warp cells. To create a password, users start by choosing any unselected cell as 
their starting point. If a warp cell is selected at this time, the scheme ignores the 
selection and records the first unselected cell chosen instead. Once the initial cell is 

selected, users can make the password longer by choosing any unselected adjacent 

cell as the next cell in the password; the color of the cell changes to indicate the cell 

has be selected. Users are allowed to traverse over cells which have been selected 
previously: however, going over the selected cells does not get recorded again as part 

of the password path.

As the name suggests, TMD allows users to draw their secrets across multiple “layers” . 

This feature allows us to increase the size of the target area without affecting the 

password space. When the user’s password reaches a new layer, the scheme resets all 

the selected cells on the screen back to the unselected state and changes the color of 

the unselected cell to notify the users that they have moved to the next layer. The 
transfer of layers is triggered when the user’s password reaches one of the four warp 

cells located at the four corners. Figure 4.2 illustrates how a user reaches a warp cell 

(figure 4.2a) and gets transferred to the next layer (figure 4.2b). Selection of the cells 

must be done within a single dragging gesture. As soon as the user lifts their fingers 

from the screen, a confirmation screen is displayed (figure 4.3) to allow users to either 
start over or submit the passwords. For password creation, the users are required to 

enter the same password twice to set the password.
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(a) The user has reached a warp cell 
when entering the password

(b) The scheme displays the next 
layer and the user may continue the 
password on any of the 3 indicated 
cells

Figure 4.2: Moving from one layer to the next layer in TMD



58

Confirm

Figure 4.3: TMD Confirmation screen seen during password creation or login

4.2 Encoding o f the TM D Passwords

Similar to DAS [45] or Pass-Go [63], passwords created using TMD are encoded using 
an alpha-numerical representation of each cell. In TMD, each of the non-warp cells 

is assigned a value used to encode the password; all warp cells are represented by the 

character “W” instead of a number. Figure 4.4 shows the alphanumerical representa

tion of the cells. To encode a password, simply concatenate the alphanumerical text 
of each cell separated by a comma in the order which they were selected by the user. 

For example the encoding of the password in figure 4.2a is (15,16,17,18,19,24,29, W). 
As soon as the scheme moves to the next layer (figure 4.2b), the next cell attached 

to the end of the password is one of (,33), (,28) or (,29).

4.3 System  Rules

To make the TMD scheme more complete, the following rules are set:

• The length of the password is the total number of selected cells on all layers 

excluding the warp cells;
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Figure 4.4: TMD encoding

• The depth of the password equals the number of times the path reaches one of 

the four warp cells. The depth of the password is 0 at the initial state;

•  When the stroke reaches a warp cell, the depth of the password increments;

•  The first cell selected for a passwords has to be a non-warp cell.

•  If the first cell selected is a warp cell, the scheme starts recording only when 

they reaches the first unselected cell;

•  The confirmation page is displayed after the first touch event has ended.

4.4 Theoretical Password Space Lower Bound o f TMD

The calculation of the lower bound of the password space of TMD is very similar 

to the ones described by Jermyn et al. [45] and Tao et al. [63]; we used a recursive 

method to calculate the lower bound of the TMD password space. The following 
lower bound calculation is based on the assumption that users only create passwords 

which do not use warp cell (i.e., password depth =  0)
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We first define the following function:

f (n) — The lower bound of possible combinations o f passwords with length n

Now. consider the base case when password length is equal to 1, because there are 31 

possible choices (figure 4.1), we can define our base case:

/ ( 1) =  31

Increasing the length of the password to 2, there will be a t  least 4 possible choices 
for our next selected cell depending on the location of the initial cell. The fewest 

choices occur when we select a cell on the edge of the grid and adjacent to a warp 
cell. Therefore, the lower bound of the password space of length =  2 can be defined 
as:

/(2 ) -  / ( l )  x 4

Since TMD allows users to go through the selected cell in order to reach an unselected 
cell, the function remains true as long as there are at least 4 unselected cells remaining 

on the grid. We can generalize our function:

/(n )  =  / ( n  — 1) x 4, n = 2...28

For the password space of passwords with a length of 29, 30, 31, we define the following 
function to account for the smaller number of remaining choices on this layer:

/(29) =  /(28) x 3 

/(30) =  /(29) x 2 

/(31) =  /(30) x 1
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To calculate the overall lower bound of the password space of passwords with depth=0. 

we get:

31 28

£  .m = /a) + £  m + /(29) + /(3o)+/ (31)
i —l  s —2

=  31 + ((31 x 41) +  (31 x 42) +  ... + (31 x 427)) +  /(28) x 3 +  /(29) x 2 +  /(30) x 1

=  31 + 31 x (41 + 42 +  ... +  427) +  /(28) x 15
27

= 31 +  31 x ( £ 4 S) +  /(28) x 15
5—1
27

= 31 +  31 x ( £ 4 *  -  1) +  31 x 427 x 15
5 = 0

428 — 1
=  31 x [1 +  (T - r  -  1) 4- (427 x i5)]

«  31 x [2.4 x 1016 + 2.7 x 1017]

«  31 x 2.94 x 1017

«  9.11 x 1018 

sa 262

From the above calculation, the lower bound of the password space is 262 for passwords 

of 1 to 31 cells in length without using warp cells. Assuming I is the lower bound of 
the password and d is the depth of password, for each additional layer used in the 

password, the lower bound of theoretical password space should be at least:

I =  262 x d
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4.5 Resistance to Shoulder Surfing Attacks

One of the common weaknesses of graphical passwords is susceptibility to a shoulder- 

surfing attack. With DAS and Pass-Go, the entire password is visible during password 

setup or login. In TMD, the use of multiple layers not only increases the password 

space but also reduces the chance of shoulder-surfers observing the entire password 
because only part of the password is visible at a time. Although users can decide 

to use only one layer for their password which exposes the entire password, this can 

easily be prevented by setting up a password policy. Another design feature intended 
to increase protection against shoulder surfing is to allow users to  travel through 

cells that were previously selected. This design not only gives users more freedom 

in terms of choosing passwords but also creates a one-to-many relationship between 

the pattern visible on the screen and the encoding of the passwords. W ith this 
one-to-many relationship, seeing a screen does not uniquely identify the password 

(or portion thereof). Figure 4.5 is an example password that can be made out of 

48 different combinations. These features should be combined with additional login 

policies such as “the three strike” rule in order to maximize the resistance to shoulder 

surfing attacks.

4.6 Summary

In this chapter, we explained the design of Touchscreen Multi-layered Drawing, in

cluding the interface layout, functionality, usage, and encoding schema. We tried to 

improve the accuracy on a small screen by using large colored cells. We have also 

tried to eliminate the fuzzy boundaries problem by adding space between the cells. In 

order to determine the usability of the scheme, we designed a comparative user study 

in which we compare TMD to DAS using different devices. This study is described 
in chapter 5.



Figure 4.5: An example of a TMD password



C h ap ter  5

U ser  S tu d y  C om p arin g  T M D  and  D A S

5.1 Objective

We conducted a 2 x 2 between-subject user study in order to assess how usable 
Touchscreen Multilayer Drawing (TMD) is on mobile devices. In this study, we 
compared several aspects, such as password length, password creation time, password 

memorability, and password login time for TMD and DAS on smart phones and 

tablet computers. We then analysed TMD password patterns and distribution for 

password security. Finally, we analysed the answers from questionnaires to have a 

better understanding of the participants’ perceptions on TMD.

5.2 Prototype Configuration

We selected DAS in our comparison because it also uses recall-based graphical pass

words. Similar to the preliminary study, we tested our schemes on two devices with 
different screen sizes. The first device is a 4th generation iPod touch by Apple Inc.; 

the device has a 3.5-inch widescreen multi-touch display with a 960 by 640 pixels 

resolution. This is identical to iPhone 4 except it lacks phone capabilities which were 
unnecessary in our study. The second device is a 3rd generation iPad by Apple Inc.; 
the device has a 9.7-inch widescreen multi-touch display with 2048 by 1536 pixel 

resolution.

We set the minimum acceptable password length for TMD to be 10 cells long and 

DAS to be 5 squares long. We implemented the minimum length restriction for both 
schemes based on Herley et al.’s study [27] suggesting th a t password schemes should

64
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have a minimum password space of 20 bits with additional login rules in order to 

have sufficient protection against online brute force attacks. We did not implement 

additional login rules because it was out of the scope of this study. The password 

space for each scheme is calculated as follows:

T M D  We used the lower bound calculation described in section 4.4. Drawing on a 

5 x 7  grid with a minimum length of 10 cells gives a password space of:
(7 * 5 — 4) * 49 =  31 * 262144 =  8126464 «  222'96

DAS Drawing on a 5 x 7 grid with a minimum length of 5 cells gives a password 

space of:

(5 * 7)5 = 52521875 «  22564

5.3 Functionality

We implemented TMD and DAS as web pages using JavaScript and Scalable Vector 

Graphics (SVG) technology. We embedded PHP scripts in the web pages to record 
user activities during the experiment. The activities included time spent to setup 

a password, time spent entering a password, number of retries/clears before sending 
the password for verification, the length of password created, and the date and time 
of each login attempt. All the collected data are stored in an online SQL database 

for analysis.

Figure 5.1 is the initial page displayed at the beginning of the test for both TMD 
and DAS. On those pages, users enter their username and click on either the create 
or login button to proceed.

Figure 5.2a is the main interface of TMD. We used a 5 x 7 grid in this test because 

this is the best fit for the size of the smart phone screen where the display area is 

limited. As described in chapter 4, a confirmation screen is used to allow the users 

to send or redraw the password (figure 5.2b). There is no limit on how many times 

an user can redraw the password.
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Enteryournamehere!

i c re a te  . lo g in

Figure 5.1: The initial page of TMD and DAS

Confirm

(a) Main interface (b) Confirmation page

Figure 5.2: TMD Interface

Figure 5.3 is the main interface of DAS. In order to match the configuration of TMD. 

we also used a 5 x 7 grid for the users to enter their passwords. On this page, users 

may clear the screen by using the clear button or send their password by using the 

send button. While entering the password, users are allowed to clear the drawing as 
many times as desired. An explicit send button was needed to signify that drawing 

the password was finished beecause it could consist of multiple strokes.
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Figure 5.3: DAS interface

5.4 Participants

We recruited 90 participants from the university campus. There were 46 females and 

44 males; the average age of the group is 23 years old. Among these participants, 
13 (14.4%) studied at Ph.D. level, 13 (14.4%) studied at masters’ level, 59 (65.5%) 

studied at undergraduate level, and 5 (5.5%) did not answer the question. In addition, 

72 participants (80%) owned at least one smart phone for at least six months and 18 
participants (20%) owned at least one tablet computer for at least six months.

Regarding their experience with graphical password schemes, 57 participants (63%) 

had seen a graphical password before and 29 (32%) had used a graphical password 

scheme before. Of these, almost all the participants reported experience with the 
unlock screen of the Google Android operating system.

5.5 Protocol

This experiment was approved by Carle ton University Research Ethics Board. The 

study used a 2 x 2 design, with participants randomly assigned to one of the four 

groups testing TMD on iPod, DAS on iPod, TMD on iPad, and DAS on iPad; there 

were 22, 23, 23 and 21 participants per group respectively. The user study was carried
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out in two thirty-minute sessions scheduled 5-10 days apart in a lab environment.

5.5.1 Session 1

In the first session, the participants were told that they will be testing the usability 

of a graphical password scheme on a mobile device. They were asked to create a 

password which they think is safe and memorable. If the participant had no further 

questions, the remainder of the first session was carried out with the following steps:

S tep  1: In tro d u ce  th e  schem e. Participants were given verbal instruction on how 
to use the scheme.

S tep  2: C reate  passw ord. On their assigned device, users created a password which 

they thought they would remember. They may try as many times as necessary.

S tep  3: Confirm  passw ord. Users confirmed the password by re-entering it again. 
If unable to confirm, they were asked to create another password, returning to 
step 2.

S tep  4: A nsw er questionnaire . On a desktop computer, users answered a ques

tionnaire to provide feedback regarding their opinion and perceptions of their 

assigned scheme. The questionnaire was programmed as an online survey and 

consisted of eight Likert scale and three open-ended questions. The list of ques
tions can be found in Appendix E.

5.5.2 Session 2

At the beginning of the second session, the participants were asked to login using the 

password created in the first session; they had three chances to enter the password 

correctly. They were also told that there will be no penalty if they could not get the 
password right within three tries. The rest of the second session was carried out with 
the following steps:
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Step  1: Login On the mobile device, users re-enter the password which they created 

previously. If unable to login within three tries, users stop and move on to the 

next step.

S tep  2: A nsw er questionnaires. Three questionnaires were given to the users on 

the desktop computer. The first questionnaire was about the user’s experience; 

it consisted of Likert scale and open-ended questions. The list of questions can 
be found in Appendix F. The other two questionnaires were on demographics 

(Appendix D) and past experiences with mobile devices (Appendix G ).

5.6 R esu lts  an d  In te rp re ta tio n

In this section, we compared the data collected from TMD and DAS to determine the 
usability of TMD on mobile devices. The compared data includes password creation 
time, password length, login time, login success rate, and questionnaire responses. 

We used two-way ANOVA for the initial test and T-tests for between group tests 

to compare password creation time, password length and login time. For the login 
success rates, we used Fisher’s Exact test. We also looked at the questionnaires to see 

what participants like or dislike about the schemes; we used Mann-Whitney U test to 
test Likert scale questions. For all the statistical tests, we set the alpha value to be 
0.05 which means there is only 5% probability that the results can occur by chance.

5.6.1 Passw ord  C rea tio n  T im e

Figure 5.4 shows the password creation time for each group (TMD on smart phone, 

TMD on tablet computer, DAS on smart phone, and DAS on tablet computer). The 
password creation time is measured from the time when the Create button is pushed 

until the time which the password has been confirmed and sent to the database for 
matching. Participants in all groups in general could complete the password creation 

process within a minute which we think was reasonable. Comparing the creation 
time using two-way ANOVA, the results showed no significant difference between the



devices (p — 0.692. F  =  0.158. and df = 1) or the schemes (p = 0.167, F  =  1.939, 

and df = 1).
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Figure 5.4: Password creation time

5.6.2 Password Length and D epth

Figure 5.5 illustrates the average password length for each test group. The average 

password length of each group is greater than 16 blocks/cells long which is at least 1.6 

times longer than the minimum length requirement for both schemes (TMD requires 

minimum 10 cells and DAS requires minimum 5 blocks). Two-way ANOVA results 

showed that there was no significant difference in length between the devices (p —
0.600, F = 0.277, and df = 1) or schemes (p = 0.352, F  =  0.877, and df =  1 ).

In the design of TMD, we incorporated the concept of password depth, i.e., the number 

of layers used in a password. By default, the password depth is set to  0 a t the initial 

state and incremented when users passed though a warp cell. Figure 5.6 displayed 

the average password depth in this study. On both devices, the average password 
depths are over 1 (span over two panels) which indicated that the users were actually 

using this feature when creating the passwords. T-test results showed tha t there is
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Figure 5.5: Average password length

significant difference in depth between the devices (p = 0.208, t = —1.28, and 
=  43).

Phone Tablet

Figure 5.6: Average password depth for TMD
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5.6.3 Login Time (2nd Session)

Figure 5.7 shows the average login time of a successful attempt for all groups approx
imately a week after password setup. The time of a successful login attem pt starts 

when the login button on the initial page is pressed until the password is sent off for 

verification. Two-way ANOVA test results showed no significant difference in login 

time between the devices (p =  0.869. F  = 0.027. and df — 1) or schemes (p = 0.310. 

F — 1.046, and df = 1). The average login time for all the groups is between 15 and 

18 seconds. Forget et al.’s [29] experiment on text passwords reports an average of

8.7 seconds to enter a 8 character text password using a desktop computer. Login 
times in our study are longer but we expect these time to decrease once participants 
become more familiar with TMD and their password. Furthermore, no participant 
complained that login took too long during the study.
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Figure 5.7: Average login time of the 2nd session

5.6.4 Login Success R ate (2nd Session)

Figure 5.1 shows the login success rate for the schemes. A week after password setup, 

TMD shows a login success rate of at least 95% within the first 3 tries whereas DAS
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only has a 71% success rate. We used one-sided Fisher’s Exact test to verify our 

hypothesis that TMD has a better login success rate between than DAS. For logging 
in successfully without any mistakes (first attempt), test results showed that TMD 
has a higher login success rate than DAS on the tablet computer (p = 0.017) but 

no difference when used on the smart phone (p = 0.16). For logging in successfully 

within 3 tries, test results showed that TMD has a higher login success rate than 

DAS on both tablet computer (p =  0.04) and smart phone (p < 0.01). These results 

suggested that TMD passwords were more memorable than DAS passwords especially 

if users are allowed a few attempts.

TMD DAS
Phone Tablet Phone Tablet

Success on the first try 86.36% 86.36% 66.67% 57.14%
Success within 3 tries 100% 95.45% 71.43% 71.43%

Table 5.1: Login success rate

5.6.5 Observations and User Feedback

During this study, we observed and recorded noteworthy behaviours. In addition, we 

noted any feedback or questions that the participants had during the two sessions. 

This information gave us insight on how to improve the design of our scheme or the 

study in the future.

TM D

The first thing we noticed with TMD was the absence of the fuzzy boundaries prob

lem. Our observations indicated tha t participants tended to use more vertical and 

horizontal strokes in their passwords than diagonal strokes. However, for those who 

used diagonal lines in the passwords, the participants had no problem confirming the 
passwords. Some participants complained that they could remember the shape of 
their password but were not sure which cell was their starting point in the second 

session. Unlike DAS passwords which relied solely on shapes, some TMD users used



74

the unique color from each panel to help memorize their passwords, providing us with 

positive feedback on this feature.

D A S

Some participants who used DAS on iPod complained tha t it was hard to draw the 

lines accurately because the line was covered by the participants’ own fingers. As in 
the preliminary study (section 3.6.4), the fuzzy boundaries problem affected many 

participants and they could not correctly confirm their passwords. Also, similar to 

TMD, some participants said that they had problems remembering the starting point 

of their passwords in the second session.

5.6.6 Questionnaire Response

The user perception of the graphical password scheme is an important factor which 

affects usability. In both sessions, we asked users to complete questionnaires to pro
vide us with feedback. Appendix E and F list the questions we asked the users; the 

questionnaires contains two types of questions: Likert scale and open-ended ques
tions. For the Likert scale questions, we asked users to give a score to each of the 

statement listed. The scores ranged from 1 to 5, with 1 being strongly disagree and 

5 being strongly agree. We used Mann-Whitney U tests to compare the Likert scale 

questions between different test groups. We grouped the Likert scale questions into 
3 categories for discussion: form factor, graphical password scheme, and password 

memorability.

Form Factor

For form factor, we compare responses between the smart phone and tablet computer 

groups for each scheme. Consistent with the preliminary study (sections 3.6.5, 3.6.3, 

and 3.6.2), participants generally felt that DAS is harder to  use with a small screen. 

However, the size of the screen did not affect the participants’ perception about TMD.
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Figure 5.8: User responses to: “The size of the screen on this device makes the scheme 
hard to use” (1 =  strongly disagree, 5 =  strongly agree)

Figure 5.8 illustrates the box plot of the question The size of the screen on this device 
makes the scheme hard to use. Favourable responses are represented by lower scores. 
A Mann-Whitney U test indicated that DAS users generally found it more difficult to 

use the scheme on a small screen (p =  0.021, U =  154.0, and 2 =  2.304) while TMD 
users in general did not feel tha t the screen size can affects the usability (p =  0.553, 

U = 228.0, and z — 0.593). Average scores for each test group were 2.0 (TMD on 

smart phone), 1.8 (TMD on tablet computer), 2.5 (DAS on smart phone), and 1.7 

(DAS on tablet computer). The scores indicate that TMD was generally easy to use 
regardless the size of the screens. On the other hand, users felt tha t the small screen 

made DAS more difficult to use.

Figure 5.9 shows the box plot of the question I  find it hard to create a graphical pass

word using this scheme without making any mistakes. In this question, Mann-Whitney 

U test results showed there is no significant different between different devices when 
using TMD (p = 0.573, U = 228.5, and z = 0.564) or DAS (p =  0.327, U =  210.5, 

and z =  0.979). The phrasing of this question meant that a response of 1 was most 
positive. The average score of the test groups is between 2.3 and 2.8 indicating
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Figure 5.9: User responses to: “I find it hard to create a graphical password using this 
scheme without making any mistakes” (1 =  strongly disagree, 5 =  strongly agree)

that participants generally found it neither easy or difficult to create new graphical 

passwords.

G raphical Passw ord Schem e

The design of the graphical password scheme has a direct impact on users’ perception 

and opinion. A good graphical password scheme should be easy to understand and 

use so that the users are willing to use it. The following is a list of relevant questions 
which we asked the participants in this study. In this section we compare responses 
between TMD and DAS regardless of form factor.

Figure 5.10 is the box plot of the question It was easy to understand how the scheme 

works. Positive responses are indicated by higher scores. Mann-Whitney U test 
showed no significant difference between TMD and DAS (p =  0.517, U =  941.5, 

and 2  =  0.649). The average scores for the two schemes are both 4.6, showing tha t 

participants felt that the schemes are extremely easy to learn.

Figure 5.11 illustrates the box plot of the question I  am more willing to use this
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Figure 5.10: User responses to: “It was easy to  understand how the scheme works” 
(1 =  strongly disagree, 5 =  strongly agree)

password scheme than traditional text-based passwords on this device. More favorable 

responses are the higher scores. In this question, the statistical test showed that 
participants are more willing to use TMD than DAS (p — 0.048, U =  771.0, and 
2  =  1.979) to replace traditional text-based passwords. TMD scored an average of
3.8 (median =  4) and DAS scored an average 3.3 (median = 3) in this question, 

showing that participants generally would prefer to use TMD than DAS to replace 

text passwords on a touchscreen device.

Figure 5.12 shows the box plot of the question I  would use this graphical password 
for my important accounts (e.g., online banking). A higher score is more favorable in 

this question. The test results for this question showed that participants gave TMD 

significantly higher scores than DAS (p = 0.013, U — 673.0, and z =  2.496). The 
average scores for TMD and DAS in this question are 3.6 and 2.9. The scores showed 

that users generally felt that TMD passwords can provide sufficient protection for 

their important accounts whereas DAS might not.
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Figure 5.11: User responses to: “I am more willing to use this password scheme than 
traditional text-based passwords on this device” (1 =  strongly disagree, 5 =  strongly 
agree)
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Figure 5.12: User responses to: “I would use this graphical password for my important 
accounts (e.g., online banking)” (1 =  strongly disagree, 5 =  strongly agree)

Graphical Password Memorability

The ability to create memorable and secure passwords is also important for graphical 
password schemes. Passwords that are easy to remember can reduce security risks 

such as writing down or reuse of passwords. Although actual password memorability
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has been looked at in section 5.6.4, the questionnaire questions can still provide us 

with useful information about users1 perception. In this section we compare TMD 

and DAS regardless of device.
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Figure 5.13: User responses to: “It was easy to remember the password” (1 =  strongly 
disagree, 5 =  strongly agree)

Figure 5.13 is the box plot of the question It was easy to remember the password 

which we asked the participants in session 2. Higher scores are more favorable for 
this question. The average score for TMD is 4.2 (median =  5)and DAS is 3.8 (median 

=  4), indicating that the participants felt that passwords were memorable. Mann- 

Whitney U test results showed that there is no significant difference between the 

two schemes (p =  0.272, U — 782.0, and z — 1.099). Although DAS participants 

thought that memorizing the passwords was easy, this is inconsistent with the login 

success rate discussed in section 5.6.4, which showed that they had significantly more 

difficulty than TMD users.

Figure 5.14 shows the box plot of the question I  will be able to remember more than 

one graphical password using this scheme. Positive responses are indicated by higher 

score. Statistical test results showed no significant difference between TMD and DAS 

(p — 0.404, U =  790.0, and z = 1.834). The average scores for TMD and DAS are

3.6 (median =  4) and 3.3 (median =  3) indicating that the participants are mildly
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Figure 5.14: User responses to: “I will be able to remember more than one graphical 
password using this scheme” (1 =  strongly disagree, 5 — strongly agree)

confident that they might be able to remember more than one password using the 

same scheme.

5.6.7 Open-ended Questions

At the end of both sessions, we asked the participants to provide us with feedback 

on what they liked or disliked about the scheme they just tested. We have summa

rized the most significant negative issues raised by the participants in table 5.2. A 
number of noteworthy positive qualities of the schemes were also mentioned by the 

participants; table 5.3 lists these qualities.

The responses from open-ended questions showed that both TMD and DAS shared 
some good qualities such as input speed and drawing of the passwords. Interestingly, 
the things which the participant did not like about the two schemes are very different. 

In TMD, the complaints where more focused on the operation system or hardware 

problems such as the friction of the screen surface or accidentally sliding out the top 
menu in iOS. In DAS, the complaints were more focused on the design of the scheme 

and its use on a small touchscreen.
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Scheme C om m on N egative Issues
TMD

• The friction created by the long stroke made it difficult to  draw
• It was hard to think of a pattern which uses only one line
• Accidentally activating the top panel of the iOS

DAS
• Difficult to draw the lines accurately on the small screen
• Cannot draw diagonal lines
• Difficult to remember the starting point of the password

Table 5.2: Common negative issues raised by participants

Scheme C om m on Positive C h arac te ris tic s
TMD

• It is faster enter TMD passwords than text passwords
• Not having to type the passwords
• The password can be entered with one fluid motion

DAS
• Not having to type the passwords
• Able to associate shapes or images with the passwords
• It is faster enter DAS passwords than text passwords

Table 5.3: Common positive characteristics mentioned by participants

5.7 T M D  passw ord p a tte rn s  an d  d is tr ib u tio n

We collected 45 TMD passwords in total and examined these passwords for distinctive 

patterns. We described these patterns in table 5.4. These patterns represent broad 

categories and would also be present to some degree in random passwords. Some of 
these patterns are on a single layer or across multiple layers; example passwords for 

each pattern are available in appendix H. Previous studies have already shown that 
DAS passwords contain patterns [54]; as the result, we only focus on a preliminary 

analysis on TMD in this section.

We visually inspected each password and classified it into the most fitting category. 
Passwords that did not fall into one of the six identified patterns were classified as
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“abstract”, meaning that they had no discernible pattern . For passwords which use 

multiple layers, we superimpose all the layers before we inspect the passwords. If a 

password qualified for more than one category, the category with the largest order 

number (as specified in table 5.4) will claim the password.

Figure 5.15 shows the distribution of each pattern in this study. Other than the 

abstract drawing, the top three most popular categories are: Along the edges, Simple 

Shapes, and Back-trace\ these three categories make up 42.1% of all the passwords 

collected in this study. Similar analysis was done on other graphical password schemes 

by Tao et al. [63], van Oorschot et al. [54], and Chiasson et al. [12]. We did not 
compare our results with other studies because TMD is a scheme which uses multiple 
layers, making the password patterns unique from other schemes. As suggested by van 

Oorschot and Thorpe’s study [54], the predictability of the passwords can be used to 
prioritize the list of passwords used in a dictionary attack so this issue will need further 
exploration in TMD. We believed that by adjusting the password policy of TMD and 

providing guidance on password selection, we can reduce the concentration of the 

patterns. However, this requires further studies to prove or disprove our assumption.

C ategory O rd e r D efin ition
Recognizable symbols 1 Symbols which are well known to  others 

such as the English alphabet, Arabic 
numbers, or mathematical operators

Back-trace 2 The path of the password on the current 
layer is identical to the previous layer but 
the direction of the path is reversed

Recognizable patterns 3 Recognizable paths such as spiral or zigzag 
patterns

Symmetric 4 Shapes that are symmetric about an axis, 
the axis can be vertical or horizontal

Along the edges 5 Uses only the cells on the edges of the grid
Simple shapes 6 Closed simple polygon shapes
Abstract ~ Passwords that do not follow any obvious 

patterns

Table 5.4: Different categories of password patterns



83

5  20

A B C D E F G 
Type o f Graph

A: Recognizable 
Symbols 

B: Back-trace 
C: Recognizable 

Patterns 
D: Symmetric 
E: Along the 

Edges 
F: Simple 

Shapes 
G: Abstract

Figure 5.15: Distribution of password patterns

In addition to the password patterns, we also looked at the distribution of the start
ing points of the passwords. Similar to the password patterns, the distribution of 
the starting points can also be used by the attacker to create a more efficient list 
for dictionary attacks. Figure 5.16 shows the distribution of the 45 starting points 

collected. Given the number of cells, we would expect approximately half of starting 
points to be on an edge if the distribution was random. From our analysis, 93% of 

participants picked cells that are on the edges of the grid as starting points. W ithin 

the starting points on the grid edge, 88.1% are next to a warp cell. The lack of visual 
reference on the interface might have caused this concentration of starting points. 

Adding additional visual references in the scheme and studying their effect of the 
distribution of starting points should be included in future work.

5.8 Improved Encoding

During the course of our analysis, we discovered an encoding problem. Although we 

do not believe that it impacted our results, we discuss it as a cautionary note to anyone 

implementing such schemes. In order to maintain the size of the password space and 

the security of the scheme, each unique TMD password should have one and only one 

corresponding string representing it. However, we discovered that in our prototype it 

is possible to find two different TMD passwords with the same encoded string. This
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Figure 5.16: Distribution of the starting points of the passwords

occurs because all four warp cells share the same alpha-numerical representation. 
As an example, figure 5.17 shows two different TMD passwords that have the same 

encoded string: (1,2,3, W). This problem can easily be corrected by giving each warp 

cell a unique alpha-numerical representation (figure 5.18).

5.9 Limitation of the Study

Although this study was carefully prepared, some tradeoffs were made. The study 
only asked users to remember the password for about a week before they had re-login. 

A week offers a reasonable first measure of memorability but further exploration 

is needed. The test groups contain about 20 participants each, from a university 
environment; this may not be fully representative of the mobile user population. 

The participants used the scheme in a controlled environment which might eliminate
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(a) (b)

Figure 5.17: Two TMD passwords which share the same encoded string (blue dots 
indicate the starting point and yellow dots indicate the ending point)

Figure 5.18: Improved TMD encoding

some of the factors that can affect the usability of the graphical password schemes. 

This was a necessary first step in evaluation, but further studies should explore more 

realistic scenarios, such as having the passwords protect real accounts, being used on 

different platforms, having different environments or conditions, and having multiple 
passwords to remember.
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5.10 Discussion

In this study, our data indicated a high concentration of starting points which might 
decrease the security of the scheme. Learning from other similar schemes [24], adding 
background images to serve as visual references might help users to select their start
ing points. However, since users did not like to memorize unfamiliar images as part 
of their password in our preliminary study; an alternative solution is to allow users 

upload their own images. The down side of allowing users to use their own images is 

that they might use an image containing obvious cues. Another possible visual cue 

is to make certain cells have different colors. However, the number of reference cells 
can also affect the usability and the memorability of the scheme. If there are only 
a few reference cells, we might still find a concentration of starting points. On the 
other hand, if we place too many reference cells, users might be distracted and forget 

their starting points.

One possible reason why we had many password patterns is because we did not in

struct users on how to create a secure TMD password during the experiment. Similar 
to text passwords, if users do not have knowledge of what is a secure password, they 
are more likely to choose a password which is a common dictionary word [2], There
fore, deployment of TMD should include a set of instructions on what is a secure 

TMD password and include a strong password policy which reinforces these guide
lines. Some possible policies might include encouraging users to use multiple layers 

in their passwords, limiting the number of cells in the password that are on the edges 

of the grid, or asking users to go through preselected cells at least once. By adding 

such rules, the memorability of the scheme might decreased and should be further 

evaluated.

We have discussed some measures which we can take to make the scheme more secure; 

however, the usability of the scheme might decrease if we force more restrictions upon 

the users. At the end, regardless what methods we decide to use to make the scheme 
stronger against attacks, we need to carefully plan our strategy so there is a balance 

between security and usability.
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It is also worth highlighting the features of TMD that were successful and that 
make TMD a usable scheme. One of these qualities is the concept of warp cells and 
multiple layers. During our test, users had no problem understanding the concept 

of layers and how to reach the next layers by using warp cells. The visual design of 
the scheme is very intuitive, making the scheme easy to understand and use. This 

simplicity encouraged users to create longer passwords than the minimum required 

length. Over 95% of the participants were able to remember the password after a week 

even though they have never used the scheme before. On the contrary, only 71% of 
the participants were able to remember their DAS passwords which is significantly less 
than TMD. Another advantage of TMD is that it is compatible with existing services 

that use text password to authenticate users. TMD converts the graphical password 

into a long string of characters locally before sending the data to the servers, so it 

is possible to deploy TMD to an existing service without having to modify back-end 

databases.

5.11 Conclusions from the Study

In this study, we found that TMD has some advantages over DAS. First, TMD pass

words were more memorable than DAS passwords after one week. Second, TMD is 

easier to use on a touchscreen when compared with text passwords or DAS. Third, 

TMD offered more confidence for users than DAS when asked if they were willing to 

use this scheme to protect important accounts. Finally, TMD eliminated the fuzzy 

boundaries problem that users experienced with DAS. In all other measures, TMD 
performed at least as well as DAS. Based on this evidence, we feel tha t TMD is a 

more usable graphical password scheme for touchscreens than DAS.



C h ap ter  6

C on clu sion  and  F u tu re  W ork

In this chapter, we summarize our contributions and our findings. At the end of this 

chapter, we discuss some potential future work to improve the scheme.

6.1 Summary of Contributions

In this thesis, we:

1. Conducted a 31 user comparative study of three existing graphical password 

schemes which we implemented on smart phone and tablet computers;

2. Designed and implemented TMD — a new graphical password scheme specific 

for small touchscreens;

3. Conducted a 90 user one-week study comparing TMD to the existing Draw A 

Secret (DAS) scheme on smart phone and tablet computers.

We conducted a preliminary user study to test existing graphical password schemes 

on mobile devices to have a better understanding of how touchscreens can affect their 

usability. In this preliminary study, 31 participants tested DAS [45], PCCP [11], 

and Object Recognition [39] using either an iPad or an iPod Touch. The schemes 
were instrumented to record users’ interaction and input for analysis. In addition, 

questionnaires were given to the participants to provide us with feedback.

Data from the preliminary study indicated that DAS was the only scheme affected 
by the screen size. With the small screen, users not only created shorter passwords 

during setup but also made more mistakes when logging in. From the questionnaires

88



89

we learned two things: first, the participants did not like to use DAS on a small screen 

because it was difficult to accurately enter passwords. Second, participants did not 
like to memorize unfamiliar images as part of their passwords. From our observations, 

we realized that many DAS users suffered from the fuzzy boundaries problem [76].

We designed TMD based on the results from the preliminary study; it is a user-drawn 

graphical password scheme. The interface of TMD is composed of cells which are not 

attached to each other. The large cells were intended to reduce errors caused by 

accuracy problems and the space between the cells were intended to eliminate the 
fuzzy boundaries problem. Different from other recall-based schemes, some features 

were added to maximize the grid size while maintaining a large theoretical password 
space: first, the main interface screen does not have any buttons; the scheme can sense 

the end of a password entry when users lift their fingers. Second, TMD introduced the 
concept of layers; each layer is identified using a different color. With multiple layers, 

the length of the password is bounded by the device memory or system configuration 

but not the screen size.

To measure the usability of TMD on mobile devices, we conducted another user study 
where participants tested TMD or DAS using an iPad or iPod Touch; 90 participants 

took part in this study. The study was divided into two sessions tha t were 5 to 10 
days apart; users were asked to create a graphical password in the first session and 

asked to login using their passwords in the second session. In both sessions, the 

performance of these participants were recorded for analysis using PHP scripts and 
SQL databases and online questionnaires were given to gather their feedback.

6.2 Summary of Results

We discovered several advantages of TMD over DAS. Statistical data showed that 

TMD passwords are more memorable than DAS passwords; more than 95% of the 

TMD users could remember the password after a week while only 71% of the DAS 

users could do the same. The questionnaire responses indicated tha t participants 

are more willing to use TMD than DAS to replace text passwords on mobile devices.
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Lastly, we observed that TMD users did not encounter the fuzzy boundaries problem. 

The analysis of password patterns and distributions showed that TMD passwords may 
be predictable: 68% of the passwords contain recognizable patterns and 93% of the 

passwords start from the edge of the grid. However, the number of sample used 

in the password analysis was very limited (only 45 TMD passwords were collected) 
so further exploration is recommended. Adding visual references and improving the 
password policy might reduce the predictability of passwords.

6.3 Future Work

Future work should focus on the security aspects of the scheme. We identify three 

general directions for such future work. A larger scale user study should be conducted 
to collect more samples to help in analysing the patterns and the distributions of the 
passwords. The same data can also help us to identify possible attacks on TMD 
which eventually can help us to improve the security of the scheme. In addition, a 
larger scale user study can help us to better evaluate password memorability, scheme 

design, and suitability for different form factors. Another interesting topic for the 

future work is to assess TMD’s resistance to shoulder surfing attacks under different 

environmental conditions. A password policy is an important part of any password 
schemes when user choice of passwords is allowed. However, a strong password policy 
may reduce the usability of the scheme if it is not carefully designed. We believe 

that users are more likely to remember their passwords if they had input into their 

selection, but realized that they will need some guidance and restrictions to ensure 

the security of the system. An interesting area to explore is how to develop a strong 

password policy which can increase security without sacrificing the usability of the 

scheme.
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A p p e n d ix  A

F irst Q u estion n a ire  (P re lim in a r y  S tu d y )

1. It was easy to set up a password

Strongly Disagree Strongly Agree

1 2  3 4 5 6 7 8 9 10

It was easy to understand how the scheme works

Strongly Disagree Strongly Agree

1 2  3 4 5 6 7 8 9 10

If I didn’t use this scheme for 

this scheme

a few weeks, I would still remembc

Strongly Disagree Strongly Agree
1 2  3 4 5 6 7 8 9 10

I think this password scheme is hard to break by bad guys

Strongly Disagree Strongly Agree

1 2  3 4 5 6 7 8 9 10

It is easier to make mistakes when setting up a password using this 
traditional text-based passwords

Strongly Disagree Strongly Agree

1 2  3 4 5 6 7 8 9 10

6. I find it hard to create a graphical password using this scheme
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Strongly Disagree Strongly Agree

1 2 3 4 5 6 7 8 9  10

7. I am more willing to use this password scheme than traditional text-based pass

word

Strongly Disagree Strongly Agree
1 2 3 4 5 6 7 8 9  10

8. I think this scheme will be easier to use on a desktop computer than mobile 

devices

Strongly Disagree Strongly Agree

1 2 3 4 5 6 7 8 9  10

9. I would like to have some feedback from the mobile device (vibrate or sound) 

when I input something

Strongly Disagree Strongly Agree

1 2 3 4 5 6 7 8 9  10

10. What do you find the most difficult when setting up the password using this 

scheme?

11. What did you find easiest when re-entering a password using this scheme?

12. Do you have any other feedback about using this scheme on your mobile device?



A p p e n d ix  B

S econ d  Q u estio n n a ire  (P re lim in a ry  S tu d y )

1. It was easy to remember the password

Strongly Disagree Strongly Agree

1 2 3 4 5 6 7 8 9  10

2. It is easier to remember a new graphical password in this scheme than a new 
text-based password

Strongly Disagree Strongly Agree

1 2 3 4 5 6 7 8 9  10

3. This scheme was easy to use given the size of my mobile device screen.

Strongly Disagree Strongly Agree
1 2 3 4 5 6 7 8 9  10

4. I think this scheme will be easier to use if I have a more accurate input method 
(e.g., using a touch screen pen)

Strongly Disagree Strongly Agree

1 2 3 4 5 6 7 8 9  10

5. I will be able to remember more than one graphical password using this scheme

Strongly Disagree Strongly Agree

1 2 3 4 5 6 7 8 9  10

6. What do you find the most difficult when re-entering a password using this 

scheme?
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7. W hat did you find easiest when re-entering a password using this scheme

8. Do you have any other feed back about using this scheme on your mobile de

vice?



A p p e n d ix  C

Q u estion n a ire  for U ser  E x p er ie n c e  (P re lim in ary  S tu d y )

1. Do you own a smart phone?(if answered No, skip to question 10)

□  Yes □  No

2. W hat type(s) of input methods does your phone have?

□  Touch Screen □  Physical Keyboard □  Voice Recognition □  Others:

3. What operating system(s) is your smart phone running?

□  Android □  iOS □  Symbian □  BlackBerry □  Windows Mobile □  Oth

ers:

4. How long have you been using a smart phone?

Years: Months:

5. When do you enter a username/password on your smart phone?

□  Never

□  Only once because I store all passwords on my smart phone

□  I only type some of my important passwords (e.g., online banking )each time 

I wish to log in

□  I type all my passwords each time I wish to log in

6. How often do you enter a username/password on your smart phone?

□  At least once a day □  Several times a week □  Once a week □  Less than
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once a week

7. I often make mistakes when typing my username/password on my smart phone 

(please circle)

Strongly Disagree Strongly Agree

1 2 3 4 5 6 7 8 9  10

8. Where do you use your smart phone the most often?

□  Home
□  School

□  Work place

□  Public Place
□  while traveling/commuting

□  Others:

9. How do you usually operate your smart phone?

□  Hold the device with one hand, operate the device with the other hand

□  Use the same hand to hold and operate the device
□  Depends (please specify):

10. Do you own a tablet computer?(if answered No, skip to question 18)

□  Yes □  No

11. What type(s) of input methods does your tablet computer have?

□  Touch Screen □  Physical Keyboard □  Voice Recognition □  Others:

12. What operating system(s) is your tablet computer running?

□  Android □  iOS □  Symbian □  BlackBerry □  Windows Mobile □  Oth

ers:

13. How long have you been using a tablet computer?

Years: Months:
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14. When do you enter a username/password on your tablet computer?

□  Never

□  Only once because I store all passwords on my tablet computer

□  I only type some of my important passwords (e.g., online banking )each time 
I wish to log in

□  I type all my passwords each time I wish to log in

15. How often do you enter a username/password on your tablet computer?

□  At least once a day □  Several times a week □  Once a week □  Less than 

once a week

16. I often make mistakes when typing my username/password on my tablet com

puter (please circle)

Strongly Disagree Strongly Agree

1 2 3 4 5 6 7 8 9  10

17. Where do you use your tablet computer the most often?

□  Home

□  School
□  Work place

□  Public Place
□  while traveling/commuting

□  Others:

18. How do you usually operate your tablet computer?

□  Hold the device with one hand, operate the device with the other hand
□  Use the same hand to hold and operate the device

□  Depends (please specify):

19. Have you seen a graphical password before?
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□  Yes □  No

20. If Yes, where did you see it (please specify)?

21. If Yes, how often to do use it?



A p p en d ix  D

Q u estion n a ire  for U ser  B a ck g ro u n d  (P re lim in a ry  a n d  M a in

S tu d y)

This information will be held completely confidential. (Please, do not put your name 

on this form!)

Age:  years

Gender: male female

At what level are you studying?

Undergraduate Masters Ph.D. Other

What year of study are you in? _____

In what academic program are you enrolled?

Have you ever used a graphical password before?

Have you ever been in a graphical password study before? If so, please describe the 

study.
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A p p e n d ix  E

F irst Q u estion n a ire  (M ain  S tu d y )

1. It was easy to understand how the scheme works

Strongly Disagree Strongly Agree

1 2 3 4 5

2. I would use this graphical password for my important accounts (e.g. Online 
banking)

Strongly Disagree Strongly Agree

1 2 3 4 5

3. I am more willing to use this password scheme than traditional text-based pass
word on this device

Strongly Disagree Strongly Agree

1 2 3 4 5

4. The size of the screen on this device makes the scheme hard to use

Strongly Disagree Strongly Agree

1 2 3 4 5

5. I think this scheme will be easier to use if I have a more accurate input method 
(e.g., with a touch screen pen)

Strongly Disagree Strongly Agree

1 2 3 4 5

6. It takes too much time to enter a password using this scheme
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Strongly Disagree Strongly Agree

1 2 3 4 5

7. I would like to have more feedback from the device (vibrate or sound) when I 

input something

Strongly Disagree Strongly Agree

1 2 3 4 5

8. W hat do you find the most difficult when setting up the password using this 
scheme?

9. W hat did you find easiest when re-entering a password using this scheme?

10. Do you have any other feedback about using this scheme on your mobile device?



A p p e n d ix  F

S econ d  Q u estion n a ire  (M a in  S tu d y )

1. It was easy to remember the password

Strongly Disagree Strongly Agree

1 2 3 4 5

2. This scheme was easy to use given the size of screen of the test device

Strongly Disagree Strongly Agree

1 2 3 4 5

3. The password is easy to see if someone is peeking

Strongly Disagree Strongly Agree

1 2 3 4 5

4. I think the passwords of this scheme are hard to guess by others

Strongly Disagree Strongly Agree

1 2 3 4 5

5. It takes too long to enter a password using this scheme

Strongly Disagree Strongly Agree

1 2 3 4 5

6. I will be able to remember more than one graphical password using this scheme

Strongly Disagree Strongly Agree

1 2 3 4 5
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7. What do you find the most difficult when re-entering a password using this 

scheme?

8. W hat did you find easiest when re-entering a password using this scheme

9. Do you have any other feed back about using this scheme on your mobile de

vice?



A p p e n d ix  G

Q u estion n a ire  for U ser  E x p er ie n c e  (M ain  S tu d y)

1. Do you own a smart phone?(if answered No, skip to question 9)

□  Yes □  No

2. What type(s) of input methods does your phone have?

□  Touch Screen □  Physical Keyboard □  Voice Recognition □  Others:

3. What operating system(s) is your smart phone running?

□  Android □  iOS □  Symbian □  BlackBerry □  Windows Mobile □  Oth

ers:

4. How long have you been using a smart phone?

Years: Months:

5. When I type my passwords, I hide them from nearby observers

□  Never

□  Only the important ones such as my online banking accounts

□  Always

□  Other:

6. How often do you enter a username/password on your smart phone?

□  At least once a day □  Several times a week □  Once a week □  Less than 

once a week



7. I often make mistakes when typing my username/password on my smart phone 

(please circle)

Strongly Disagree Strongly Agree
1 2 3 4 5

8. Where do you use your smart phone the most often?

□  Home

□  School

□  Work place

□  Public Place
□  while traveling/ commuting

□  Others:

9. Do you own a  tablet computer?(if answered No, skip to question 17)

□  Yes □  No

10. W hat type(s) of input methods does your phone have?

□  Touch Screen □  Physical Keyboard □  Voice Recognition □  Others:

11. What operating system(s) is your tablet computer running?

□  Android DiOS □  Symbian □  BlackBerry □  Windows Mobile □  Oth

ers:

12. How long have you been using a tablet computer?

Years: Months:

13. When I type my passwords, I hide them from nearby observers

□  Never

□  Only the important ones such as my online banking accounts

□  Always
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□  Other:

14. How often do you enter a username/password on your tablet computer?

□  At least once a day □  Several times a week □  Once a week □  Less than 

once a week

15. I often make mistakes when typing my username/password on my tablet com

puter (please circle)

Strongly Disagree Strongly Agree

1 2 3 4 5

16. Where do you use your tablet computer the most often?

□  Home

□  School
□  Work place

□  Public Place
□  while traveling/commuting

□  Others:

17. Have you seen a graphical password before?

□  Yes □  No

18. If Yes, where did you see it (please specify)?

19. If Yes, how often to do use it?



A p p e n d ix  H

E xam p le  T M D  P a ssw o rd s

The following are some example TMD passwords collected during the study. In these 

figures, blue dots indicate the starting point and yellow dots indicate the ending point 

of a password. Patterns that uses multiple multiple layers are surrounded by a black 
border.

R ecognizable Symbols: symbols which are well known to others such as the English 
alphabet, Arabic numbers, or mathematical operators.

(a) (b)

Figure H.l: Examples of “recognizable symbol” passwords
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B ack-trace: the path of the password on the current layer is identical to the previous 

layer but the direction of the path is reversed.

Figure H.2: Example of a “back-trace” password

R ecognizable p a tte rn s: recognizable paths such as spiral or zigzag patterns.

Figure H.3: Examples of “recognizable pattern” passwords



Sym m etric: shapes that are symmetric about an axis, the axis can be vertical or 

horizontal.

Figure H.4: Example of a “symmetric” password

Along th e  edges: used only the cells on the edge of the grid.

Figure H.5: Examples of “along the edges” passwords



Simple shapes: closed simple polygon shapes.

(a) (b)

Figure H.6: Examples of “simple shapes” passwords


