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Abstract
This doctoral thesis investigates different aspects of providing a transducer-based
solution for the general problem of content inspection. It introduces an efficient architecture, called Two-Level Transducer (TLT) architecture, for implementation of
high performance transducers in hardware. The TLT architecture benefits from a
two-level memory structure to avoid the memory explosion problem associated with
the normal implementation of high-performance transducers. Dynamic programming
techniques are developed to optimize the amount of memory required for the TLT
implementation of high performance transducers without compromising throughput.
We propose to use worst-case throughput as an appropriate criterion for speed evaluation of Content Inspection Engines (CIEs) and provide a model for CIEs, which can
be used to compute this criterion.
We present Concatenation Transducers (CTs) for solving content inspection problems that need to process packets with contents specified by a non-regular language,
such as XML. We also develop an algorithm for calculating the worst-case throughput
of CTs and prove its correctness and low polynomial time complexity.
The thesis also investigates the problem of representing range fields in Ternary
Content Addressable Memory (TCAM). For a class of minimum-width binary encoding schemes, which includes lexicographic encoding (i.e., standard binary encoding)
and binary reflected Gray encoding, we provide a tight lower bound on the worst-case
expansion rate of representing ranges in TCAM. Besides, we present two linear-time
algorithms for computing a minimum-size TCAM representation of a given range
under the lexicographic and Gray encodings.
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Chapter 1
Introduction
In the early days of the Internet, packet processing was confined to forwarding Internet Protocol (IP) packets from one network interface to another. For this purpose,
the routers had to make the forwarding decisions based only on the destination address field of the packet headers. As organizations started to use the Internet for
their critical functions and transactions, the need for equipping the Internet with
Quality of Service (QoS) features and security guarantees against malicious intruders
arose. These requirements were initially addressed by introducing multifield packet
classification processing into some network devices, including routers and firewalls
[1-4]. Multifield packet classification involves processing a number of packet headers
which contain information such as source address, destination address, and packet
type (e-mail, web-traffic, etc.).
Incorporation of multifield packet classification into routers enabled them to provide limited QoS and security services such as control over resources (bandwidth,
equipment), tailored services, and protection against simple connection based attacks. However, such limited inspection of packets cannot, for example, distinguish
packets containing valid data from those containing harmful data, if they originate
from an otherwise trustful source such as an ISP's e-mail server. The growing needs

1

2

for content-aware services and network security against threats hidden deep in application headers and payload, can be met through processing the whole contents of
the network flow packets. This processing, which involves both the headers and the
contents of IP packets is referred to as Content Inspection.
The trend of shifting the boundaries of packet processing from packet headers to
its contents is visible in several modern packet processing applications. For instance,
signature-based Network Intrusion Detection Systems (NIDS) [5] match the contents
of packets against a set of predefined signature strings to identify and deter malicious
intrusions or Denial of Service (DoS) attacks [6] over the network. Content-based
billing systems [7] are another example of emerging packet processing applications in
which media packets are analyzed in order to bill the receiver based on material transferred over the network. Likewise, in load-balancing systems [8], content forwarding
switches look at the HTTP headers and distribute the request among predetermined
servers.
We continue this chapter by a formal definition of the Content Inspection Problem.
Then we compare software-based solutions against hardware-based solutions and also
refer to the major challenges associated with the development of a solution to this
problem.

1.1

Content Inspection Problem: Definition, Challenges and Solutions

The content inspection problem identifies the flow that a packet belongs to, based on
the header and the payload of the packet. This identification is normally performed
based on a collection of prioritized

policy rules.

Each rule specifies a class that a

packet may belong to. There is an identifier (Class ID) associated to each class which
uniquely determines the action associated with the rule. The content inspection
process consists of repeatedly reading an incoming packet, finding the highest priority

3

rule that matches the read packet, and taking the action that is associated with the
matched rule. Note that this general definition covers most of the network contentaware services and security functions. Since the definition of rules is not limited to
a specific part of the packet, a rule can be defined on the header or pay load of the
packet and even on a stream of bits obtained from concatenating the contents of a
number of packets. For instance, a rule can be defined to filter out all the packets
that include the word "foo", anywhere in their contents, with the associated action
"block the packet".

1.1.1

Software-Based and Hardware-Based Solutions

Traditional implementations of packet processing devices such as firewalls are softwarebased solutions designed around CPU cores, where data packets are read from memory into CPU registers and then the CPU performs certain processing on data before
queuing processed packets for transmission [9-12]. For such solutions, the speed of
processing is determined by CPU clock, number of CPU cores working in parallel,
memory access time, and also number of times that the processing algorithm needs
to read or copy a single packet from or into memory. At data rates of several giga
bits per second, where every packet should be processed in a few microseconds at
most, such a software-based packet processing architecture cannot be adopted for
performing the huge amount of processing required for content inspection [13].
Today, there are more specialized hardware-based approaches to this problem
which allow for a much higher level of packet processing efficiency. The main idea
behind these hardware-based architectures is to offload the packet payload processing
required for content inspection, from the CPU of the network processing unit. For this
purpose, a standalone content inspection engine is used for content inspection that
places information about the packet or flow contents into the packet header. Then the
CPU only reads this contents-inspection result and performs the appropriate filtering

4

operation on each packet.
In the rest of this thesis, we use the term Content Inspection Engine (CIE) to
generally refer to a solution provided for the content inspection problem, independent
from its structure (i.e., it can be a software-based or a hardware-based solution).

1.1.2

The Challenges Associated with Content Inspection
and Filtering

Content inspection processing, i.e., performing packet processing up to the application
layer, is more difficult than the packet processing at the lower layers. As such designing a CIE is a complex task associated with several design challenges and trade-offs.
The most significant of these challenges are the following:
• Providing wire-speed processing.
• Fitting inspection rules into available memory.
• Supporting the dynamic nature of inspection policy.
Providing Wire-Speed Processing
An implicit requirement of content inspection is that incoming packet stream should
be inspected at wire speed. This means that the CIE should process the incoming
bit stream at a speed not smaller than the incoming bit rate. This is an essential
consideration in the design process of any CIE as otherwise, if the incoming line-speed
is greater than processing speed, the system would require an unbounded amount
of memory for buffering the unprocessed packets built up on the input side. This
requirement together with the line rates as fast as several giga-bits per second, and
complex application layer processing of content inspection, creates a unique processing
challenge for the designer.

5

Fitting Inspection Policy into Available Memory
Inspection policy is the set of rules, each rule consisting of some patterns and signatures, which is used by a CIE for monitoring network traffic. The CIE compares
the stream of network packets with the patterns of inspection policy rules to manage
network resources, detect intrusions, or monitor viruses, worms, and Trojans. Regardless of the architecture used for the processing core of the CIE, the inspection
policy must be stored somewhere.
There are various types of memory that can be used for storing inspection policy,
including dynamic RAM, static RAM, and Ternary Content Addressable Memory
(TCAM) [14].
Supporting the Dynamic Nature of Inspection Policy
The inspection policy of CIE needs to be updated with new rules and patterns that,
for example, enables it to detect and prevent new threats such as fast-spreading
viruses and worms. To address this requirement, a real-time automatic updating
infrastructure should be designed to update the policy with the latest changes as
they emerge.

1.2

Related Work and Our Motivations

Content inspection being a serious performance bottleneck of the Internet, it has
received a significant attention in last few years, specially from the industrial community [15-19]. Existing hardware based solutions such as [16,18], that use custom
Application-Specific Integrated Circuits (ASICs) require costly, time-consuming development resources and offer little flexibility to adopt new rules. Field-Programmable
Gate Array (FPGA) based solutions benefit from the reconfigurable hardware capability and parallelism of FPGAs. For example, the specialized hardware of [20] is

6

based on the fact that each content inspecting rule represents an independent pattern matching process.

So it uses a parallel architecture to compare each packet

against all the rules in parallel. While these techniques provide a better programmability than the custom ASIC solutions, their resource requirements are proportional
to the total number of rules. Therefore, scalability with the policy rule size is the
primary concern with such solutions.
There has also been more recent work on hardware-implement able multiple-pattern
search algorithms [21-23]. Motivated by the fact that pattern matching dominates
the performance of many content inspection systems, these works concentrate their
efforts on building smaller and faster pattern matching algorithms. The deterministic
pattern matching hardware-based algorithm of [23] applies bit-map compression to
the Aho-Corasick state machine to gain both compact storage and worst-case performance of two memory accesses per 8-bit state transitions. The algorithm assumes
the availability of very large memory widths which are implementable only in modern
ASIC. Although this algorithm has a deterministic worst-case lookup time, it matches
only a single 8-bit character per state transition.
The multiple pattern matching solution of [21] makes use of parallel Bloom filters
[24]. This approach builds an on-chip Bloom filter for each pattern length.

The

Bloom filters work as an imprecise pattern matching algorithm for the payload strings.
Upon a positive Bloom filter match, a precise pattern matching algorithm is used to
verify the presence of pattern. The algorithm limits the feasible pattern length to a
maximum value and thus cannot be used for applications where pattern lengths vary
from tens to thousands of bytes. Besides, the worst-case performance of this algorithm
could be unsatisfactory because a handcrafted stream of packets may overwhelm the
exact matching algorithm by introducing a high rate of sequential false positives.
A TCAM based solution for the multiple pattern matching problem is proposed in
[22]. In this algorithm, the long patterns are cut into smaller patterns of width w and
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stored in TCAM. The algorithm starts with looking up the first w bytes of the packet
payload into TCAM and shifts one byte at a time. At each position, if it matches a
TCAM entry, the result is recorded in a hit list and also the hit list is consulted to
verify if a complete pattern has matched. The throughput of this algorithm is limited
to a single 8-bit character per two memory accesses and an average performance
between 1 and 2 memory access per character is reported.
Most of the existing algorithmic solutions for the general problem of content inspection focus on developing a dedicated hardware for a specific content inspection
processing (for example, multiple pattern matching). Besides, these solutions are
usually concerned only with the average-case performance of the systems and does
not provide guarantees for the worst-case speed performance. In this thesis, we have
focused on the development of a more general solution that could be applied to a
wider range of content inspection problems. We have also been concerned with the
worst-case speed performance of our solution from the very beginning. These motivations have led us to develop a solution over the concept of Finite State Machines
(FSMs). Using a state machine for solving the problem provides us with several advantages which we refer to some of them here. We will benefit from these advantages
to obtain the worst-case processing speed of a CIE and also calculate the amount of
memory required for every content inspection problem in next chapters:
- The execution time required for solving a problem by an FSM is predictable.
- The amount of memory required for implementing an FSM is directly proportional to the number of states in the FSM.
While the main motivation of the thesis is to provide an efficient solution for the
content inspection problem, it can also be considered as a research work towards
resolving the memory issues related to the hardware architecture of large and highperformance FSMs, independent from the application of the state machine.
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1.3

Our Approach and Contributions

The solution presented in this thesis for the content inspection problem is based on
FSMs. In fact, one can observe that the content inspection problem can be represented
and solved by an FSM. In order to clarify this observation we first give an informal
introduction to FSMs (the formal definitions of the concepts related to FSMs will
be provided in the next chapter) and then explain how a very simple and abstract
content inspection problem can be naturally solved by an FSM.
An FSM is a useful model for many software or hardware systems which can be
considered, at any time, to be in one of a finite number of "states". A state remembers
the relevant portion of system's history, i.e., it reflects the input changes from the
start time of the system to present. The FSM starts working from its initial state and
makes a state transition based on the value of its first input symbol. It then continues
to make state transitions based on the values of the next input symbols until it enters
to a final state where it performs the "action" associated with that final state.
Let us consider the following content inspection problem: we want to look at the
first 3 bits of each incoming packet (e.g., the first 3 bits of the source address in IP
packets) and classify the packets into two classes A and B, if their first three bits
are or are not equal to 000, respectively. An obvious solution to this problem would
initially look at the first bit of the packet. If it is 0 then it proceeds to the second bit
and if the second bit is 0 either, it checks the third bit to make the right classification
decision. If any of the first two bits are 1, however, the next bits can be skipped and
the packet could be classified as a packet of class B immediately. We can illustrate
the rules of this 3-stage packet processing procedure by the diagram of Figure 1.1.
This diagram is in fact a representation of an FSM which works in a number of
steps as follows. At each step of the processing, the state machine is in one of the
states which are represented by circles in the diagram. This state remembers the
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Figure 1.1: Illustration of a packet processing procedure.
results of the processing that the machine has done on the read bits of the packet
so far (at the beginning we have only one circle because we have not read any bit
of the packet yet). In each state, the state machine reads the first unread bit of the
incoming packet and changes its state accordingly. For example, if after processing
the first two bits of the packet, the state machine is in state #3 and the third bit of
the packet is zero, it changes its state to q$ and classifies the packet as a packet of
class A.

1.3.1

Contributions

The contributions of this thesis are summarized as follows:
• Proposing to design CIEs as high-performance transducers; this technique enables us to provide wire-speed processing for CIEs (Chapter 3).
• Introducing the Two-Level Transducer (TLT) architecture as an efficient architecture for hardware implementation of high-performance transducers. This
architecture uses a two-level memory structure to avoid the memory explosion
problem associated with the existing methods of implementing high-performance
transducers (Chapter 3).
• Development of a procedure, based on dynamic programming techniques, for
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optimizing the memory requirements of implementing high-performance transducers by the TLT architecture (Chapter 3).
• Proposing the worst-case throughput as a new architecture-independent criterion for speed evaluation of CIEs (Chapter 3).
• Development of a method, based on a graphical model of CIEs, for calculating
the worst-case throughput of CIEs (Chapter 3).
• Validating the efficiency of the TLT architecture through performance evaluation of a real-life CIE based on this architecture (Chapter 3).
• Introducing a new algorithm for calculating the worst-case throughput of Concatenation Transducers and proving it correctness (Chapter 4).
• Presenting a systematic approach for investigating the problem of range representation in TCAM by providing a formal definition of the problem (Chapter 5).
• Providing a tight lower bound on the worst-case expansion rate of range representation in TCAM for a family of minimum-width encoding schemes (Chapter 5).
• Introducing two linear-time algorithms for calculating a minimum-size TCAM
representation of a given range under the lexicographic and the binary reflected
Gray encodings (Chapter 5).
Some parts of the results of this thesis have been presented and published in a
number of conferences and a journal [25-29].

1.4

Organization of the Thesis

Chapter 2 provides a review of the basic concepts of FSMs and transducers. The
concepts and definitions of this chapter will be used through the rest of the thesis.

11

The contributions of the thesis are presented in Chapters 3, 4, and 5.
In Chapter 3, we introduce our architecture for efficient hardware implementation
of high-speed CIEs. Besides, we present dynamic programming techniques for minimizing the memory requirements of this architecture. We also introduce worst-case
throughput as an appropriate criterion for speed evaluation of CIEs. At the end of
this chapter we will present some simulation results to show the efficiency of the TLT
architecture.
In Chapter 4 we extend the set of content inspection problems which can be solved
in hardware by our proposed architecture. We present CTs as a solution to the
content inspection problems which process packets with contents described by simple
languages. We also present an algorithm for calculating the worst-case throughput of
CTs and prove its correctness.
In Chapter 5, we explore the problem of range-representation in TCAM. We start
by providing a formal definition for this problem. Then, for a class of binary encoding
schemes, we provide a tight lower bound on the worst-case expansion rate of the
range representation in TCAM. Finally, as the main contribution of this chapter, we
present two linear-time algorithms for generating the minimal TCAM representation
of a given range for the lexicographic and Gray encoding.
Chapter 6 briefly summarizes the contributions of the thesis, and suggests some
directions for future research work.

Chapter 2
Preliminaries and Background
This chapter serves as a summary of the basic concepts related to FSMs that will be
involved in the rest of the thesis. The study of state machines and their applications
has been an important part of the core of Computer Science for several decades.
Consequently it has a rich and varied literature which is covered in many of the
today's available books on this area (for example [30-33]). We focus on terms and
definitions that will be used in the explanation of our state machine based solutions
for the problem of content inspection.

2.1

The Central Concepts

This section presents some of the concepts and definitions that will be used for introducing FSMs and their properties.

2.1.1

Alphabet

An alphabet is a finite and nonempty set of symbols. In our case, the most common alphabet is {0,1}, i.e., the binary alphabet. Other common alphabets include
{a, b,..., z} (i.e., the set of all lowercase letters) and the set of all ASCII characters.

12

13

2.1.2

Strings

A string is a finite sequence of symbols from an alphabet. For example, 10011 and
000 are two binary strings drawn from the binary alphabet {0.1}. The length of a
string w is defined as the number of alphabet symbols in w and is denoted by |iu|.
For example 110010011 = 7 and |1100| = 4.
The Empty String
The empty string is the string of length zero. This unique string, denoted as e, may
be chosen from any arbitrary alphabet.
Concatenation of Strings
For any two strings x and y, the concatenation of x and y, denoted by xy, is defined
as the string formed by joining y to the end of x. For example, if x = 10011 and
y = 000, then xy = 10011000 and yx = 00010011. Note that for any string w, we
have we = ew = w.

2.1.3

Languages

A language L over an alphabet S is defined as a set of strings over E. While strings
of a language are drawn from a fixed and finite alphabet, the language can have an
infinite number of strings. The empty language is a language over any alphabet and
is denoted by 0.
Rational Operations on Languages
Language operations are used to generate new languages from given languages. For
two languages L\ and L2 over some common alphabet, we define the following language operators:
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1- The union of L\ and L2, denoted by L\ U L2, is the set of all strings which are
contained in either L\ or L2, or both.
2- The concatenation of Lx and L2, denoted by LiL2, is the set of all strings of
the form vw where v is a string from L\ and wis a string from L2.
3- the Kleene closure of the language L, denoted by L*, is the set of all strings
that can be formed by taking any number of strings from L, possibly with repetitions,
and concatenating all of them. For example, the set of all strings over alphabet £ is
£*.
Example 2.1.1. For two languages L\ = {01, 111, 10011} and L2 = {e, 111} we have:

L i U L 2 = {£,01,111,10011}

LXL2 = {01,111,10011,01111,111111,10011111}

L*2 = {e, 111, 111111,111111111,...}

2.2

Finite State Machines

In the informal introduction of FSMs in Chapter 1, we restricted the definition of an
FSM to a system that is in a single state after reading any sequence of input symbols.
Such an FSM is referred to as a "deterministic" FSM, where the term deterministic
refers to the fact that for each current state there is at most one transition for each
possible input. In contrast, in "non-deterministic" FSMs, there can be none, one,
or more than one transition from a current state for a given possible input.

In
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this section we formally define deterministic FSMs and refer to the algorithms for
minimizing them. As we will not deal with non-deterministic FSMs, we maintain the
convention that all our FSMs are deterministic.

2.2.1

Finite State Machines

An FSM is a quintuple (Q, E, 5, q0, F), where:
- Q is a finite nonempty set of states.
- E is a finite non-empty set of input symbols (also called the alphabet).
- S is a partial mapping called transition function:

i.e., for a state q and an input symbol a, the state transition function returns a
single state S(q,a).
- Qo 6 Q is the initial state.
- F C Q is the set of final states (also called accepting states).
Example 2.2.1. Let us consider an FSM A = ({qo,qi, (fe}) {a, b}, S, q0, {#2}), with
the transition function 5 defined as:

% o , a) = q0, S(q0, b) = qx
S(qi,a) = q2,S(qi,b) = q\
% 2 , a ) = g 2 , % 2 , 6 ) = Q2
For this FSM, the set of states is {q0, qi, q2}, the set of input symbols is {a, b},

and the initial and accepting states are go omd qi, respectively.

<
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Figure 2.1: The state diagram for the FSM of Example 2.2.1.
State Diagram Representation of an FSM
It is convenient to represent an FSM by a graph called state diagram. A state diagram
for an FSM A = (Q, £, S, q0, F) is a graph defined as follows:
- Each state in Q is represented by a node (i.e., a small circle).
- Let 6(q, a) — q', for two states q and q' in Q and an input symbol a in S. Then
there is an arc pointing from node q to node q', labeled with symbol a. If there are
more than one input symbols that cause transitions from state q to state q1, they are
represented by a single arc, labeled with the list of symbols.
- The initial state is distinguished by a short arrow pointing at its corresponding
node from nowhere.
- Nodes corresponding to states in F (accepting states) and those not in F are
designated by double circles and single circles, respectively.
Example 2.2.2. Figure 2.1 shows the state diagram for the FSM A that was defined
in Example 2.2.1. The three nodes of this diagram correspond to the three states of A.
Also the initial state q$ and the final state qi are distinguished by an incoming arrow
and a double circle, respectively. The arcs of this state diagram reflect the transition
function of Example 2.2.1.

<

String Processing
An FSM is a machine for processing sequences of input strings. The input strings
are read from the so-called input tape of an FSM A = (Q, E, 8, q0, F) and processed
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as follows. Beginning from its initial state qQ, A starts processing the input string
w = aia2 ... an by consulting the transition function S to find the state qi = S(qo, a\)
that it should enter after reading the first input symbol a,\ from the input tape.
After going to state qi, it reads the next input symbol a2 and finds its next state
q2 = S(qi, o 2 ). The process continues by successively reading the next input symbols
a3a4 ... an from the input tape and changing the current state to q3q4 ... qn such that
5{qi-i,ai) = qi for each i. If qn happens to be an accepting state, we say that A
accepts the input string w. Otherwise, we say that A rejects w. For example the
FSM of Examples 2.2.1 and 2.2.2 accepts the string aabab but rejects the strings e, b
and aabb.

The Language and the Equivalence of FSMs
The language of an FSM A is defined as the set of all strings that are accepted by
A and is denoted by L(A). If a language L is L(A) for some FSM A, then we call
L a regular language. We say that two FSMs are equivalent if they define the same
language.
Example 2.2.3. The language accepted by the FSM A of Examples 2.2.1 and 2.2.2
is the set of all strings of a's and b's which have the sequence 'ba' as a factor, i.e.,
the substring 'ba' occurs somewhere in the string.

<

Minimization of FSMs
An FSM can be implemented in hardware by programmable logic devices. Such a
hardware implementation requires a register to store the current state of the FSM, a

block of combinatorial logic to determine the state transition, and some amount of
memory to store the states (together with their transitions). The amount of required
memory is directly related to the number of states of the FSM. As such, the problem
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of minimizing the amount of hardware resources required for implementing an FSM
translates to the following problem:
For an FSM A, how we can find an equivalent FSM that has as few states as any
FSM accepting the same language L(A)7
Among the algorithms of finding the minimum-state FSM, the algorithm presented
by Hopcroft in [34], which runs in nlogn (n is the number of states of the FSM), is
the most efficient algorithm.

2.3

Regular Expressions

Regular expressions are an algebraic language-definition notation. They are usually
used to give a concise description of a language without listing all strings of the
language. It has been shown in [35] that regular expressions can define the same
languages that FSMs describe: the regular languages. Regular expressions also provide us with a convenient way to express the strings that we want to accept. As
a consequence regular expressions are used as the input language for many systems
that process strings, including: lexical analyzer generators such as Lex [36], and also
many text editors and utilities such as Grep [37] and Perl [38] that search and modify
bodies of text based on certain patterns.

2.3.1

Building Regular Expressions

Regular expressions consist of constants and variants that denote languages, and operators for the operations over these languages. Here we present a recursive description
of regular expressions, which for each regular expression E, describes the language

L(E) that it represents:
For a finite alphabet E, the following constants and operations are defined.
Constants:
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1. 0 is a regular expression, denoting the language 0. That is L(0) is the empty
language.
2. e is a regular expression, denoting the language {e}. That is L(e) = e.
3. For every a £ E, a is a regular expression denoting the language {a}. That is
L(a) = {a}.
Operations:
1- If i?i and R2 are two regular expressions, then Ri + R2 is a regular expression
denoting the union of L(R{) and L(Ri). That is L{RX + R2) = L{RX) U L(R2).
2- If R\ and R2 are two regular expressions, then R\R2 is a regular expression
denoting the concatenation of L(R\) and L(R2). That is L(R\R2) =

L(Ri)L(R2).

3- For any regular expression R, R* is a regular expression denoting the Kleene
star closure of L(R). That is L(R*) = {L(R))*.
For precedence we use ordinary parentheses, (). Also notice that L(0*) = {e}.
Example 2.3.1. Let us derive a regular expression for the language described by the
FSM of Figure 2.1; the set of all strings of a's and b's which have the sequence 'ba'
somewhere in the string. We first build the regular expression for the language {ba}
by concatenating the expressions denoting the languages {b} and {a}; this expression
is ba. Then we represent the set of all strings on a and b by ( o + b)*. Now the regular
expression for the language in question would be:
(a+b)*ba(a+b)*
<
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2.4

Finite State Transducers

An FSM processes input strings read from its input tape, by computing a function
that maps strings into the set {accept, reject}. A Finite State Transducer (FST) is
an FSM with two tapes: one input tape and one output tape. Each input stings of
the input tape is processed by the FST and a corresponding output string is put on
the output tape. We do not consider nondeterministic FSTs where more than one
output string may be generated for an input string.

2.4.1

Finite State Transducers

An FST is a 6-tuple (Q, £, T, 5, qQ, F) such that:
- Q is a finite nonempty set of states.
- E is a finite non-empty set of input symbols, called the input alphabet.
- T is a finite non-empty set of output symbols, called the output alphabet.
- 6 is a partial mapping called transition function:

<5:QxE^Qxr*
In other words, for a state q and an input symbol a, the state transition function
returns a single state q' and an output string w £ T*.
- qo G Q is the initial state.
- F C Q is the set of final or accepting states.

State Diagram Representation of an FST
State diagram representation of FSTs has the same structure of state diagrams for
FSMs except for the state transitions which are labeled with one symbol and one
string, instead of one symbol. The symbol, chosen from the input alphabet, represents
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Figure 2.2: The state diagram of an FST.
the input symbol and the string, chosen from the language of the output alphabet,
represents the output string corresponding to that transition.
Example 2.4.1. Consider an FST A = ({qo,qi,q2},{a,b},{a,b},8,q0,

{q2}), with

the transition function 5 defined as:

$(qo, a) = (?o, a), 6(q0, b) = (qu e)
5{q1,a) = (q2,ab),5(qi,b) = (qub)
% 2 , a) = (q2, a),5(q2, b) = (q2, b)
The state diagram of this FST is shown if Figure 2.2. This FST accepts all the
strings which contain a substring 'ba' and generates an output string which is the same
as the input string except for the first substring 'ba' which is replaced by the substring
'ab'. Note that if an input string does not contain the substring 'ba', the transducer
produces some output. However, the string is not accepted because the transducer does
not go to its final state.

2.4.2

A

Packet Processing Using FSTs

Transducers are useful devices for computing functions on the strings (i.e., translating

one string to another). In this thesis, we will use transducers for packet processing.
In this application, the input string of the transducer is the packet contents and the
output string is the result of processing. This means that the input alphabet is always
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{0,1}. The output alphabet, however, depends on the outputs that are expected to
be produced as the result of processing and may change from one content inspection
problem to another. For example, if the purpose of processing is to either "Accept"
or "Reject" the packet, without generating any other output sting during processing
of the packets, then the output alphabet would be {Accept, Reject}.
The transducer which will be used for a specific packet processing application is
specified by the goals of that packet processing application. The goals of the processing are expressed by a set of so called policy rules, where a set of policy rules may
be expressed by different means including regular expressions and specialized packet
processing languages such as the Packet Description Language (PDL) of Integrated
Device Technology (IDT) [39,40].

Chapter 3
High-Performance Finite State
Transducers for Network Packet
Processing
In this chapter, we focus on development of an efficient mechanism for implementing
an FST in hardware, which allows for a high processing speed.

This mechanism

overcomes the "one-bit per state-transition" speed limit of an FST by transforming
it to a high-performance

FST. A high-performance FST can process several bits in

each of its states to provide a wire-speed inspection of the flow of incoming data,
according to the set of inspection policy rules.
We introduce a specialized hardware-based architecture for implementing highperformance FSTs which has a high level of efficiency. This architecture, called Two
Level Transducer

(TLT)

architecture, implements a high-performance FST in two

stages, namely state memory

and layout.

The states of the high-performance FST

are implemented in state memory and layout processing is used to change its state
during the processing of a packet (i.e., perform the matching operations required for
the inspection processing).
Using a specialized associative memory, called TCAM, for performing the layout
processing of the TLT, results in a high processing speed without penalty on memory
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usage for the CIE. The amount of TCAM memory needed to store the layout entries,
greatly depends on the number of bits processed in each of the states of the highperformance FST. We show that the problem of minimizing the amount of TCAM
required for storing the layout entries in TCAM is a difficult problem (i.e., NP-hard
[41]). We then present dynamic programming techniques which can be used as a
heuristic to reduce the amount of TCAM required for layout processing.
We also introduce a performance criterion, called worst-case throughput, and show
that this criterion is an appropriate measure for evaluating the speed performance of
CIEs. Further, we present a graph-based model for the operation of CIEs and express
the worst-case throughput in terms of the parameters of this graph. Using this graphbased model, we transform the problem of calculating the worst-case throughput
into a Minimum Weight to Time Ratio (MWTR) problem for which many efficient
algorithms exist [42-45].
The outline of this chapter is as follows. Section 3.1 explains the TLT architecture. In Section 3.2 we show that the problem of minimizing the TCAM required for
representing a layout entry is NP-hard [41]. Section 3.3 presents the dynamic programming techniques that we have developed for TCAM memory optimization. In
Section 3.4 we explain why we need a new criterion for speed evaluation of CIEs and
introduce an appropriate criterion together with its calculation strategy. Section 3.5
presents the main results of the experimental evaluations that we have conducted.
The Chapter is concluded in Section 3.6.
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3.1

Hardware Architecture of High-Performance
FSTs

In this section we first explain how to implement a CIE as an FST. We then explain
the idea of using a high-performance FST for improving the processing speed of a CIE.
Finally, the TLT architecture for implementing a high-performance FST is presented.

3.1.1

Transforming a Set of Policy Rules to a Transducer

We start this section by considering a greatly simplified set of policy rules defined on
a packet. We assume that we process the first 6 bits of incoming packets and there
are 13 rules in the set of policy rules as shown in Figure 3.1 1 . There are 3 classes
in the policy called Cl\,Cl2,

and CI3. The number of rules in each of Cl\,Cl2,

and

CI3 is 1, 9, and 3, respectively. There is also an action associated with each class.
For instance, the actions can be: R E J E C T the packet, send the packet to a specific
queue, etc. We have used a simple way to present each rule. Each rule is expressed by
a string of length 6 over the alphabet { 0 , 1 , * } . An incoming packet matches a rule if
its bits match to the values expressed by the rule. A '*' in a rule is a "don't care" bit
meaning that the corresponding bit can be 0 or 1. For example, both packets 000010
and 000011 match to the third rule which is 00001*.
Figure 3.2 shows a directed graph representing these rules. There are 3 different
paths on this graph that start from the initial node, labeled by 1, and end at the node
labeled by 16. Each of these paths represents one rule of the class CI3. Similarly,
corresponding to the rules of the other two classes, Cl\ and CI2, there are 1 and 9
paths from the initial node to the nodes labeled by 14 and 15, respectively.
1

This

While a typical set of content inspection policy rules comprises (at least) tens of rules with many
bits involved in each rule, we consider this example to facilitate explanation of the transformation
process.
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Rule No.
1
2
3
4
5
6
7
8
9
10
11
12
13

Rule Class
000000 Ch
000001 Ch
00001* Cl2
0001** Cl2
001*10 Cl2
001*0* Cl2
01**10 Ch
01**0* Ch
1***10 Ch
1***0* Ch
001*11 Ch
01**11 Ch
1***11 Ch

Figure 3.1: The set of policy rules for an over-simplified content inspection problem.

Figure 3.2: The directed graph representation for the policy rules of Figure 3.1 is

very similar to state diagram of an FST.
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graph is very similar to the state diagram of an FST, with input alphabet {0,1} and
output alphabet {Cl%, CI2, CI3}, which can be used for inspecting the packets based
on these rules as follows. It starts inspecting a packet with arrival of the first bit,
changing its state from the initial state 1 according to this bit. Similarly, in each
next state, the transducer uses the corresponding bit of the packet to change its state
and this process is continued until the transducer is in one of the states 11, 12, or 13.
From each of these states, the transducer reads the sixth bit of the packet and based
on its value, it both produces one symbol of its output alphabet (i.e., Cl\, C72, or C73
) which shows the result of inspection, and makes the transition to one of the final
nodes 14, 15, or 16.

3.1.2

High-Performance FSTs for Content Inspection

The operations for the state transition of the above-mentioned FST should be completed in the arrival time of a single bit. However, with the usual incoming line speeds
to the routers of today (typically several giga bits per second), the arrival time of a
single bit is much less than the time of a single memory access operation (a few nano
seconds) which is the minimum operation required for a state transition. Our solution
to this problem is to use a high-performance FST, in which, each state transition occurs after receiving a group of bits whose arrival time is big enough for the transducer
to perform the operations necessary for that state transition. Depending on the speed
of communications, in practice the high-performance FST may process 8, 12, 16, or
more bits at each state.
Figures 3.3-(a) and 3.3-(6) illustrate the state diagrams corresponding to two highperformance FSTs for the policy of Figure 3.1, which process 2 and 3 bits in each
state transition, respectively. An outgoing edge with an input-string label i — j from
a state of these high-performance FSTs means that if the decimal value equivalent to
the processed bits in that state falls within the range [i j], the state would be changed
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(a)

(P)

Figure 3.3: The state diagram of a high-performance FST for the policy rules of
Figure 3.1 processing, (a) 2 bits, and, (b) 3 bits, in each state.
according to this edge. For example, in state 1 of Figure 3.3-(6), if the first 3 bits of
the packet are 000, the state changes from 1 to 2. Otherwise, the state changes from
1 to 3. Note that on transitions to their final nodes, the transducers generate one of
the output symbols Cl\, Cl% , or Clz as the result of inspecting each packet.
A state of the high-performance FST can be easily implemented in a lookup table
having a number of addresses, or in any other form of address conversion. In the
lookup table implementation, upon receiving the specified number of data bits, only
a single memory access is required for determining the next memory address of the
lookup table. As an example, consider a high-performance FST that processes 8 bits
in each state and suppose that a current table address is loaded in the high order bits
of a register. Then 8 bits from the data stream are loaded into the low order bits of
the register and act as an offset 0-255. Once loaded, data at the location indicated
by the register is loaded into the higher order bits. It is first checked whether it
is an action determining the result of content inspection (the time required for this
checking process is negligible in comparison with the memory access time). If it is
not an action, the next 8 bits from the data stream are loaded into the low order
bits to form a new address. This process continues until a final state is reached (i.e.,
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an action is loaded into the higher order bits of the register), which completes the
inspection of a packet. A state transition of the high-performance FST with this
implementation, is performed in a single memory access time.
At the line speeds of several gigabits per second, a large number of bits should be
processed in each state of the high-performance FST. This makes the lookup table
storage of the states very large and results in increased cost and reduced performance
by forcing the use of external memory devices instead of fast embedded memory.
Therefore, there is a practical limitation on the number of bits that may be processed
in parallel in such a high-performance FST. In order to overcome this limitation, we
introduce the TLT architecture for implementing the high-performance FSTs which
turns out to be very efficient for memory optimization.

3.1.3

Two-Level Transducer Architecture

A TLT implements a high-performance FST in two stages, state memory and layout, hence the name. State memory is used to implement the states of the highperformance FST. Each state is implemented in a state memory node. State memory
nodes contain data that the high-performance FST uses to select and execute a sequence of inspection steps. This data can be an indication that the inspection is done
and an action is produced. Otherwise, the data contains the number of bits to be
read from the input stream, and the address of a layout entry that processes these
input bits. Each layout entry contains data that encodes the incoming-string labels
on the outgoing edges of a state and also an offset for each label.
A state memory node reads a specified number of bits from the input and sends
them to the layout entry (specified by the address contained in it) for performing

layout processing. The layout entry determines the edge-label that matches the input
bits in that state and returns the offset of this label to the calling state memory node.
This offset is used for reading a single word from within the calling state memory node
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index
0
1
2
3
4
5

00001
00010
01011
010*0
01***
*****

Figure 3.4: A TCAM of width 5 containing 6 rules.
(i.e., the current state of the high-performance FST), which determines the next state
memory node (i.e., the next state of the high-performance FST). This procedure of
reading a number of bits from the input packet, sending them to a layout entry for
layout processing, and choosing the next state memory node is repeated until a state
memory node that contains an action is reached. At this time the inspection of the
current packet is completed and the inspection of the next incoming packet begins.
State memory nodes can be implemented in either dynamic or static RAM. A wellsuited medium for performing the layout processing is Ternary Content Addressable
Memory (TCAM) [14,46]. A TCAM stores a number of strings of a fixed length over
the three-valued alphabet {0,1, *}. Each of the stored strings is called a TCAM rule
and there is an index associated to each rule showing the position of the rule inside
the TCAM. For example, Figure 3.4 shows a TCAM with six rules of length 5. A
TCAM compares a given input binary string, called an input key, against all of its
rules in parallel and returns the smallest index among the indices of the rules that
match the input key. In this comparison, a "don't care" symbol, *, in a rule means
that the corresponding binary value in the input key can be 0 or 1. The set of rules
stored in a the TCAM of Figure 3.4 covers all the possible binary strings of length 5;
This is guaranteed by putting the "catch all" rule as the last rule of the TCAM.
The layout entry corresponding to a state of a high-performance FST can be
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realized in a TCAM unit by encoding the labels of the outgoing edges of that state as
rules of the TCAM. The input bits read by the corresponding state memory node will
be used as the input key for the TCAM unit and the state memory node uses the index
returned by the TCAM as an offset. Figure 3.5 shows the high-performance FST of
Figure 3.3-(b) together with its TLT implementation using TCAM for realizing the
layout entries. The resulted TLT contains six state memory nodes (SMi

to

SM6),

corresponding to the six states of the high-performance FST. State memory entries
SM^

SM% and SM3 refer to TCAM units, and SM4, SM5, and SM6 are final states,

in which the inspection of a packet is completed.
This example shows how we can exploit the dependencies of rules by the TLT
architecture; since the outgoing edges from states 1 and 2 of the high-performance
FST have the same labels, we can implement the set of these labels only once in
the layout (here TCAM) and refer to it from the state memory nodes corresponding
to states 1 and 2. The TCAM entry 2 \ implements this set and is referred to from
both SMi

and SM2.

T\ contains two rows to encode this label set with the first

row having priority over the second row. This means that the TCAM first matches
the 3-bits input sequence against "000". If there is a match, it returns the index
corresponding to this label.

Otherwise it returns the index corresponding to the

second row. This index is used as an offset by the calling state memory nodes [SM\
or SM2) to determine the next state memory node.
The time of a state transition in the TLT implementation of a high-performance
FST is dominated by its layout processing time plus the time of the single state memory access performed after getting the offset from the layout entry. Using TCAM for
performing layout processing provides a considerable boost in the inspection speed
by matching the read input string against all of its rows (i.e., edge labels of the
high-performance FST) in parallel. If we perform layout processing in TCAM, the
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Figure 3.5: The state diagram of a high-performance FST and its TLT implementation for the policy rules of Figure 3.1.
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processing time of a layout entry would be almost the same as a single state memory access time. Also, since state memory is separate from the layout processing
medium, we can perform the inspection of two packets in parallel by simultaneously
performing the layout processing for one packet and accessing state memory for the
other. This means that the state transition time in the TLT implementation can be
reduced to one memory access time which is the same as that of the lookup table
implementation. Nonetheless, the memory requirement of the TLT implementation
may be exponentially smaller than that of the direct lookup table implementation.
Note that in the lookup table implementation, the string of read input bits at each
state is used to index the lookup table from its current location. In the TLT implementation, however, this string is first translated to an offset (by layout processing),
which is significantly smaller than the string, and then used for indexing the state
memory. In fact, it is this exponential reduction in the size of the required memory
which enables the TLT architecture to implement high-performance FSTs with large
number of processed bits at each state.
A typical CIE built as a high-performance FST with the TLT architecture needs
only two modules for the state memory and layout, and a register that points to a
state memory node corresponding to the current state of the high-performance FST
during the inspection process. The initial state memory node contains a given number
of bits to be read from the input packet and a reference to a layout entry that inspects
these bits. Starting from here, the given number of bits are read from the input packet
and sent to the TCAM for lookup. The TCAM returns an offset to the calling state
memory node which uses it to determine the address of the next state memory node
to be loaded into the register. This cycle, i.e., reading bits, matching them against a
TCAM unit, and loading the next state memory node, continues until a state memory
node containing a final action is reached. Figure 3.6 shows the flow of information
in such an architecture. The state transition time of this CIE is two memory access
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Figure 3.6: Structure of a CIE based on the TLT architecture.
time. Adding a second current state register to this architecture for processing two
packets in parallel, reduces this time to one memory access time.

3.2

W h a t is the Complexity of the Minimal T C A M
Representation Problem?

TCAM is an appropriate medium for implementing layout entries of the TLT architecture as it provides a considerable boost in the processing speed of the CIE by
allowing all of its entries to be read in parallel. However, increasing the number of
processed bits in a single state of a high-performance FST beyond 10 bits, may tend
to a large increase in the number of the corresponding TCAM entries. The problem of
finding the minimal TCAM representation of a subgraph is a challenging problem. In
this section we show that the Minimal Normal Disjunctive Form problem [41] can be
polynomially reduced to this problem. This transformation implies that the minimal
TCAM representation problem is NP-hard. We also present a heuristic that we have
used for calculating the number of TCAM rules corresponding to a layout entry.
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3.2.1

Minimal Disjunctive Normal Form Problem

Disjunctive Normal Form is a method of standardizing logical statements. A logical
statement is in Disjunctive Normal Form (DNF) if it is a disjunction (sequence of
ORs) of clauses, where a clause is a conjunction (AND) of one or more literals (i.e.,
statement letters, and negations of statement letters). The only propositional operators in DNF are AND, OR, and NOT which are denoted by A, V, and -i, respectively.
The NOT operator can only be used as part of a literal, i.e., it can only precede a
propositional variable. For example, the following logical statements are in DNF:
A
^A\J B
(AAB)\J

-^C

( A A B A n C ) V ( - 5 A C) V (A A -.C)
Every logical statement consisting of a combination of multiple A, V and -is can
be converted to DNF. Such a conversion involves using logical equivalences, such as
the double negative law, De Morgan's laws, and the distributive law. Note that in
some cases, conversion of a statement to DNF can lead to an exponential explosion
of the statement. For example, the DNF of the following statement has 2n terms:

(i1vF1)A(i2vr2)A...A(invyn)
The problem of finding a minimal DNF of a logical statement is an NP-complete
problem [41]. This problem is stated as follows:
Minimal Disjunctive Normal Form Problem
Instance: Set U = {ui,U2,.-.un}
ments" and a positive integer K.

of variables. Set A C {T, F}n of "truth assign-
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Question: Is there a DNF expression E over U, having no more than K disjuncts,
such that E is true for precisely those assignments in A and no others?

3.2.2

The Relation between the T C A M Representation of
Layout Entries and their D N F

The TCAM representation of the subgraph emanating from a state of high-performance
FST can be obtained by applying a chosen heuristic (we will present one such heuristics later in this section) to the subgraph. For example, consider the subgraph of
Figure 3.7. The TCAM representation of this subgraph, obtained by simply reading
all the paths of the subgraph from top to the bottom, is:
0011
01*1
1111
110*
1011
1000
It is not difficult to see that we can express a TCAM by a DNF logical statement.
Consider the ith bit in a row of a TCAM. We represent this bit by Xi and ->Xi if this
bit is equal to 1 and 0, respectively. Using this notation, we can express each row of
the TCAM by a conjunctive term. For example, the first and the second rows of the
above TCAM can be expressed by ^X0A^X1AX2AX3

and ^X0AXX A(X 2 V-iX 2 ) AX3,

respectively. Note that for the second row, the value of the third bit does not affect the
outcome of matching the input sequence against this row and thus we can simplify its
corresponding expression to -iX 0 AX|. AX3. The DNF logical statement corresponding
to the TCAM, obtained by disjointing the conjunction terms of its rows, is:
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Figure 3.7: A sample subgraph

[-^X0 A - . X i A X2 A X 3 ] V [-1X0 M j A X 3 ] V [X 0 A X1 A X 2 A X 3 ]V
[X0 A I J A ^ X 2 ]

3.2.3

V [X 0 A - . X i

A X 2 A X 3 ] V [X 0 A -.A"i A ^ X 2

A

-.X 3 ]

Complexity of the Minimal T C A M Representation Problem

The correspondence between a TCAM and its DNF logical statement can be used to
show that the problem of finding the minimal TCAM representation of a subgraph is
an NP-hard problem. For this purpose, we show that the minimal DNF problem can
be polynomially reduced to the minimal TCAM representation problem.
Let us assume that U = {ui, 112, •••Un} is a set of variables and A C {T, F}n
is a set of truth statements. The minimal DNF problem determines whether there
is a DNF expression E over U, having no more than K disjuncts, such that E is

true for precisely those assignments in A and no others. We use a polynomial time
algorithm to build a transducer representation of set A, i.e., every path from the
initial node to the final node of this FST corresponds to one truth assignment of set
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A.

If we can find the minimal TCAM representation of this FST, then using the

correspondence between a TCAM and its DNF logical statement, we can transform
this minimal TCAM representation to a statement which is the minimal DNF for set
A. Therefore, we have been able to polynomially reduce the NP-complete problem of
minimal DNF to the minimal TCAM representation problem which implies that the
minimal TCAM representation problem is an NP-hard problem. Please note that the
size of the FST built over set A is linear with respect to \A\. However, the size of the
language obtained from an FST could be exponential with respect to the size of the
FST.
Due to the NP-hard nature of the problem, we should try to find efficient algorithms that yield a small TCAM representation of the subgraph with an acceptable
running time complexity. We introduce one heuristic for this purpose in the following
subsection.

3.2.4

A Heuristic for Realization of Layout Entries in T C A M

Consider a state S\ of a high-performance FST with k next states, i.e., S\ has k
outgoing edges, each edge labeled with one or more input strings, that end at k
different next states. A fast heuristics for encoding the labels of the outgoing edges
of Si in TCAM works as follows. It first builds k minimal state machines, each state
machine representing the input strings on one outgoing edges of Si. Then it generates
the TCAM rules corresponding to each outgoing edge by enumerating all paths on
its corresponding state machine, considering all double-labeled edges as stars (*).
Example 3.2.1. Let us use this heuristic to generate the TCAM rules corresponding
to a state Si of an imaginary high-performance FST as illustrated in Figure 3.8-(a).
Four input bits are processed at Si and S2, S3, and £4 are the 3 next state of Si,
i.e., k = 3. Figure 3.8-(b) shows a minimal state machine representation of all the
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labels of the outgoing edges of Si. Figure 3.9 presents 3 minimal state machines each
representing the labels on one outgoing edge of S\. The set of TCAM rules generated

by enumerating all the paths that end at S2, S5, and S4 are equal to

and

\, respectively.

(a)

(b)

Figure 3.8: (a)- A state of a high-performance FST and its next states, (b)- The
minimal state machine representation of the labels of the outgoing edges of S\.
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Figure 3.9: The minimal state machines corresponding to the labels of outgoing edges
of Si, from Figure 3.8, ending in the next states 52, S3, and S4.

3.3

T C A M Optimization Using Dynamic Programming Techniques

As it was mentioned in Section 3.1, in the TLT architecture repetitive layout entries
can be realized once and referred to, as needed, from the state memory nodes. Realizing the layout entries in TCAM has the extra advantage of performing the matching
operation for each state in TCAM units whose very fast access speed and parallel
structure makes wire-speed processing possible. However, TCAMs are still expensive types of memory, even with all recent developments that have made them more
affordable [47]. The amount of TCAM memory needed to store the layout entries,
greatly depends on the number of bits processed in each of the states of the highperformance FST. Determining the number of bits to be processed at each state of
the high-performance FST can be done in many different strategies, where choosing
one strategy over another may yield very different results in terms of TCAM size and
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content inspection speed.
Example 3.3.1. Let us consider again the set of policy rules of Figure 3.1. Suppose
that we are looking for a high-performance FST for these rules that needs the minimum
number of TCAM bits for its layout entries and satisfies the following requirement:
it should process, in average, 2 or more bits in each state transition of every path
that starts from the initial node and ends at a final node. There are several highperformance FSTs which yield an average number of 2 or more processed bits in each
state transition. For instance, both of the high-performance FSTs of Figure 3.3 meet
this requirement.
The high-performance FSTs of Figure 3.3-(a) and Figure 3.3-(b) are implemented
in Figure 3.10 and Figure 3.5, respectively. The TLT of Figure 3.10 needs 16 TCAM
bits for implementing its unique layout entries (T\, T2, T3, and T4y) which is more
than the 12 TCAM bits required for the TLT of Figure 3.5. This is while the highperformance FST of Figure 3.3-(a) has a smaller average number of processed bits.
In general case, however, we may also get the opposite situation, depending on the
topology of the set of policy rules. For instance, another high-performance FST that
processes, in average, 3 bits in each state transition is shown in Figure 3.11 together
with its TLT implementation.

It needs 22 TCAM bits for implementing its unique

layout entries (F\, T 2; T3, and T±) which is more than the amount of the TCAM
required for the TLT of Figure 3.10.

<

For practical situations, where each rule of the policy involves many bits and
there are many rules in the policy, an automated procedure is required to minimize
the amount of TCAM by exploiting rule dependencies efficiently. In this section we
explain one such memory optimization procedure based on dynamic programming
techniques. This procedure determines the number of bits that should be processed
in each state of the high-performance FST so that the inspection speed of the CIE is
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Figure 3.10: State diagram of a high-performance FST and its TLT implementation
for the policy rules of Figure 3.1.
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Figure 3.11: State diagram of a high-performance FST and its TLT implementation
for the policy rules of Figure 3.1.

44

not smaller than a given speed and the dependencies between the rules are efficiently
extracted.
The initial research work towards development of dynamic programming techniques that are presented in the following has been conducted by Andrej Pelc and
Wojciech Praczak, from the research group of IDT Canada, for optimizing the memory requirements of the PAX.port engines of IDT Canada [48] which have a one-level
memory architecture. We have adopted these techniques and have generalized them
for optimizing the memory requirements of the TLT architecture as presented here.

3.3.1

Problem Statement

We start the explanation of the dynamic programming techniques assuming that we
have a directed acyclic graph with one-bit labels (i.e., a transducer with input alphabet {0,1}) representation for the input set of the policy rules of a specific content
inspection problem. We call this input graph an elementary graph. In this graph,
nodes of out-degree 0 are called leaves: each of them is labeled by an action corresponding to one rule of the policy rule set. Other nodes are called internal nodes.
For any internal node u, all nodes u' such that there exists a directed path of length
k from u to u' are called k-descendants of u. Any ^-descendant u' of u corresponds
to a binary sequence of length k. The same node v! can correspond to many binary
sequences, and thus it may be a /^-descendant and an /-descendant of u, for different
k and I. In particular, nodes v and w such that (u,v) and (u,w) are directed edges
in the graph, are called children of u. On an elementary graph, one child of u corresponds to the input bit 0 and the other to the input bit 1 of the processed binary
string. For any node v, the subgraph of G induced by v and all descendants of v is

denoted by Gv.
Consider a fixed internal node u of the elementary graph. We say that changing
symbol size at u from 1 to A; is legal, if the following conditions are satisfied:
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• k < B, where B is a positive integer constant given a priori, called the symbol
size bound.
• for every k' < k there does not exist a ^'-descendant of u which is a leaf whose
label is a non-reject action of the classifier.
A legal change of symbol size at u from 1 to k results in the following transformation of the graph. Consider all binary sequences of length k. For any such sequence s
add a new directed edge starting at u. The child node at the end of such an edge, is
either the node corresponding to s or a (new) leaf with label reject in the case when
there is no node corresponding to s in the original graph.
Intuitively, changing symbol size to k at node u causes reading an entire string of
k bits in one step, thus potentially speeding up the processing. In practice, we have
a finite set of possible choices (for example {1,4, 8,16, 32,64}) for the lengths of the
TCAM rules used in the TLT implementation of the high-performance FST. We will
refer to this set as "the set of available symbol sizes". The first condition of legality
is imposed by the maximum available symbol size.
Consider the graph G' resulting from an elementary graph G by applying a sequence of legal symbol size changes at some internal nodes of G. More precisely, nodes
of graph G' consist of some nodes of G and of new nodes with label reject.

Edges

of G' are old edges that have not become new ones and new edges added during all
symbol size changes. G' represents the same set of policy rules as G and we say that
G' is equivalent to the elementary graph G.
The graph G' can be considered as the state diagram for a high-performance
FST. For a node u in G', we denote by NTCAM(U)

the number of rules used for

TCAM representation of its corresponding layout entry in the TLT implementation.
This number can be obtained from using a heuristic such as the fast heuristic of the
previous section.

The cost of a node u in G', denoted by c(u), is defined as the
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summation of cost of its children and

NTCAM(U).

The cost of the graph G' is defined

as the cost of its root node, i.e., if r is the root of G' then c(G') = c(r). In other words,
the cost of G' is equal to the total number of TCAM rules required for implementing
the layout entries of its corresponding high-performance FST in TCAM. Having these
definitions, the problem can be formulated as follows:
Symbol-Size Selection Problem- Given an elementary graph G, a set of available symbol sizes, and a positive integer K, find a minimum-cost graph G', equivalent
to G, such that the average symbol size on every path of G' is greater than or equal
to K.

•

The value of K, given as an input of the problem, is determined by the incoming
line speed to the CIE, access time of the state memory, and TCAM access time. For
example, if we store state memory nodes in a DRAM with access time of 4 (nsec)
and the TCAM has an access time of 6 (nsec), then each state transition of the highperformance FST is performed in 10 (nsec). This means that for a CIE with target
speed of 1 Gbits/sec, the value of K, i.e., the "average" number of bits processed at
each state of the high-performance FST, is 10.

3.3.2

Optimal Solution for Trees

We proceed with presenting an algorithm which finds a provably optimal solution of
our main problem in the special case when the given elementary graph G is a tree.
The algorithm is based on the method of dynamic programming. The main idea
underlying this algorithm will be used in the heuristic that we will use for arbitrary
acyclic graphs.
We start by presenting an algorithm which solves the following simpler problem:

Unconstrained Symbol-Size Selection Problem for Trees- Given an elementary tree T and a set of available symbol sizes, find a tree equivalent to T whose
cost is minimum.

•
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Thus we temporarily remove the constraint on the average symbol size of every
path of the resulting tree.
Unconstrained Symbol Size Selection Algorithm for Trees
The algorithm works bottom-up. Consider an elementary tree T. For any node u
of T, let Tu denotes the subtree of T rooted at u. We will preserve the following
invariant for every node v in T.
• a minimum-cost tree T'v equivalent to Tv is computed and its cost cv is known.
For any leaf v, the invariant is easy to satisfy: the minimum-cost tree consists of
the unique node v, and its cost is 0. Let v be any internal node of T and suppose
that the invariant is preserved for all descendants of v. For any legal symbol size k
at v, consider the set Sv(k) of all nodes of T which are fc-descendants of v. Let Tv(k)
be the tree rooted at v and defined as follows:
there are ^(fc)! directed edges from v going to all nodes of Sv(k) and
2k — \Sv(k)\ directed edges from v going to new leaves with label reject.
To each node u G Sv{k) attach the tree T'u rooted at u.
The cost of Tv(k) is c(Tv(k)) =

NTCAM(V)

+ J2ueSv(k)Cu,

and is upper bounded

by IS^fc)! + Yluesv(k) c«- Let sv be equal to the integer k for which the above cost is
minimum, where the minimum is taken over all legal symbol sizes at v. Define T'v to
be Tv{sv) and cv to be c(Tv(sv)). .
Let r be the root of T. The tree Tr is the output of the algorithm. Now traversing
T'r top-down from r, symbol sizes at each node can be retrieved.

•

Theorem 3.3.1. The unconstrained symbol size selection algorithm for trees finds a
minimum-cost tree equivalent to any given elementary tree. It works in time
where n is the size of the input tree.

0(n),
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Proof. If T'u is a minimum-cost tree equivalent to Tu for any descendant u of v, then
the tree T'v computed by the algorithm is a minimum-cost tree equivalent to Tv. The
algorithm uses constant time at any node of the tree (recall that the upper bound B
is constant), hence its total execution time is linear.

•

We now return to our main problem which is cost-optimization under constraints
on the average symbol size of every path of the tree:
S y m b o l - S i z e Selection P r o b l e m for Trees- Given an elementary tree T, a
set of available symbol sizes, and a positive integer K, find a minimum-cost tree T",
equivalent to T, such that the average symbol size on every path of T" is greater than
or equal to K.

•

We will solve this problem using a refinement of the above algorithm for the
unconstrained problem. The high-performance FST generated using the symbol sizes
provided by this algorithm, must satisfy the required average symbol size restriction.
Thus every time a symbol size is chosen, we must calculate the effect of that choice
on our effective symbol size for the entire conversion. This is done by keeping track of
the generated surplus for each symbol size choice. For each legal symbol size choice
of k, the generated surplus d is calculated as d = k — K.
The whole idea of this dynamic programming algorithm is to allow a negative
surplus (i.e., deficit) at certain areas of the graph, where smaller symbol sizes are
more beneficial, to be recovered by the use of bigger symbol sizes at other areas of
the graph. This requires every node v in the graph to have an accompanying list
of alternatives available to guarantee a specific surplus d requirement.

Intuitively

alternatives guaranteeing large positive surplus will use bigger symbol sizes and thus
use more memory, while alternatives guaranteeing negative surplus will use smaller
symbol sizes and less memory.

49

Symbol Size Selection Algorithm for Trees
The algorithm works bottom-up. Consider an elementary tree T. For any node v of
T, Tv denotes the subtree of T rooted at v. Also for such a node v, Lv denotes the
list of triples (d, of,, k), where d is a guaranteed surplus in v, cdv is the cost associated
with this surplus (will be defined later), and k is a legal symbol size that guarantees
this surplus in v. Since a surplus d can be satisfied by any surplus d' > d, for any two
entries (di, cdl, hi) and (d2, c%2, k2) of Lv, where d\ < d2 and cdl > c^2, the first entry
can be deleted as the second entry provides a better alternative. We will implement
this observation while constructing the list in the following.
For any leaf v, Lv is {(0,0,0)}. For every internal node v of T, assuming that
the lists corresponding to all descendants of v have been computed, the following
information must be computed for generating Lv:
• For every integer k corresponding to a legal symbol size at v, let Dv(k) be the
union of surpluses guaranteed by all ^-descendants of v shifted by k — K:
Dv(k)

= {d + k-K

| Vwe Sv(k),3(d',c(,k')

e Lu such that

d' > d , and d' = d for at least one u G Sv(k)}.
• The set of all possible surpluses at v, denoted by Dv is obtained as follows:
Dv = \\{Dv(k)

| A; is a legal symbol size at v}

• For every surplus d e Dv, a tree T^ guaranteeing a surplus of d at v and
equivalent to Tv is computed; a positive integer c^, called the cost of T„, and a
corresponding legal symbol size are known (as explained in the following). The
point (d, cdv, k) must now be added to Lv.
• for any two entries {dX) cf,1, ki) and (d2, c^2, k2) of Lv where di < d2 and c* > cf,2
the first entry is deleted from the list.
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Note: For some d and v there may be no tree equivalent to Tv that guarantees a
surplus of at least d. In this case Td is undefined.
Computing Td and cdv
For any legal symbol size k at v, denote by Sv(k) the set of all nodes of T which
are /^-descendants of v. Fix symbol size k at node v. For every d € Dv(k), let T„(k)
be the tree rooted at v and defined as follows:
there are ^(A;)! directed edges from v going to all nodes of Sv(k) and
2fe — |<S„(A;)| directed edges from v going to new leaves with label reject To
each node u £ Sv(k) attach the tree Tu
Tu

rooted at u, if existed, and

with smallest cost among all the trees with d! > d, if otherwise.

The cost of Ty(k) (if this tree is defined) is:

c(Td(k)) =

NTCAM(V)

+ Yl °uuesv(k)

where:
' c{T^{K-k))
c{TuHK~k))

if Tdu+{K~k) exists
Otherwise; Tu+{K~k)

has the smallest

cost among all the trees with dl > d
For a fixed d, let s% be equal to the integer k for which the above cost is minimum,
where the minimum is taken over all k corresponding to legal symbol sizes at v. Define
T„ to be T^(sf) and cdv to be the cost of this tree. If Td(k) is not defined for any k
then T$ is not defined.
Let r be the root of T. The tree Tf, d > 0, with minimum cdr is the output of the
algorithm2 . Now traversing the output tree top-down from r, symbol sizes at each
2

Note that any tree Tf with d > 0, guarantees an average symbol size greater than K on all its
paths.
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node can be retrieved. If no tree TJ?, d > 0, is defined, the problem does not have any
solution for the given input T and K.

•

Theorem 3.3.2. Let T be an elementary tree for which there exists an equivalent
tree such that the average symbol size of every path of it is greater than or equal to
K. The symbol size selection algorithm for trees finds a minimum-cost tree equivalent
to T with an average symbol size greater than or equal to K on all of its paths. The
algorithm works in time 0(nK),

where n is the size of the input tree.

Proof. Fix a node v of T and a surplus d E Dv. Suppose that for any descendant u of
v, and any entry (d', cf , £4) in Lu, T^ is a minimum-cost tree with an average symbol
greater than or equal to K + d! on all of its paths, equivalent to Tu. Then the tree
T% computed by the algorithm is a minimum-cost tree, with an average symbol size
greater than or equal to K + d on all of its paths, equivalent to Tv. If there exists a
tree of average symbol size greater than or equal to K on all of its paths equivalent to
T, then the tree chosen by the algorithm has minimum cost among such trees. The
algorithm uses time O(K) at any node of the tree, hence its total execution time is

0(nK).

•
3.3.3

A Heuristic for Arbitrary Directed Acyclic Graphs

It seems unlikely that a straightforward modification of the algorithm presented in
previous section could give an optimal solution in the case of arbitrary directed acyclic
graphs. Our intuitive reason for this prediction can be seen already in the simpler
case of cost minimization without constraints on the average symbol size; In the case

of trees, finding a minimum-cost subtree rooted at a given node v is not difficult,
provided that minimum-cost subtrees at descendants of v are already known. As we
have seen, it is enough to try all possible symbol sizes at v, for each of them add costs
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of respective subtrees plus the number of rules used for TCAM representation of its
corresponding layout entry, and choose the symbol size corresponding to the smallest
sum. This is due to the fact that, for trees, minimum costs add up. The situation is
significantly different in the case of arbitrary directed acyclic graphs.
Consider an elementary graph G with a node v for which we intend to establish
optimal symbol size. Suppose that we try symbol size k at v, and that Sv(k) is the set
of ^-descendants of v. Also suppose that we have already computed minimum-cost
graphs G'u equivalent to Gu, for all u G Sv(k).

Unlike in the case of trees, there is

no simple way of using this information to compute the cost of the optimal graph G'v
equivalent to Gv: summing up the costs of G'u,u E Sv(k), does not help because the
cost of G'v heavily depends on how strongly graphs Gu,u € Sv(k), intersect (in the
case of trees the respective subtrees are all pairwise disjoint and thus simple addition
of costs works). On the other hand, trying to compute the cost of G'v by exhaustive
search is impractical because of exponential complexity of such an approach. In fact
it seems plausible that no efficient optimal solution of our problem exists for arbitrary
directed acyclic graphs.
Hence for arbitrary directed acyclic graphs we adopt a heuristic approach. The
heuristic is based on the idea underlying the symbol size selection algorithm for trees:
choosing the symbol size at each node of the graph based on the results of computations concerning descendants of that node. The main missing component is that of
estimating how strongly subgraphs at descendants of v intersect. This estimation is
done in a preprocessing phase.
Heuristic-Based Symbol Size Selection Algorithm
Consider an elementary graph G, a set of available symbol sizes, and a designated
integral average symbol size, K, on every path of G. The algorithm works in two
phases: the preprocessing phase in which some numerical values characterizing subgraphs of G are computed, and the symbol-size choice phase in which the symbol

53

sizes of the nodes are actually chosen. Note that the preprocessing phase does not
depend on K.
Phase 1. Preprocessing.
Fix a node v and an integer k corresponding to a legal symbol size at v. Let Sv(k)
be the set of all fc-descendants of v. For the sake of uniformity of notation define
5^(0) = Sv = {v}. Let Gsv(k) denote the subgraph of G induced by the set Sv(k) and
by descendants of all elements of this set. Also as before, we use Gv to denote the
subgraph of G induced by a node v and all of its descendants.
Let n(G) denote the number of nodes in a graph G. Compute n(Gsv(k)) f° r every
node v of the graph G and every integer k corresponding to a legal symbol size at v.
Let
av(k)

def

n

(Gsv(k))

Clearly, 0 < av(k) < 1. Intuitively, av(k) measures how similar is the graph Gsv(k)
to a tree. If G$v(k) is a tree, then subgraphs Gu, u € Sv(k), are pairwise disjoint and
hence av(k) = 1. On the other hand, a small av(k) indicates that subgraphs Gu,
u € Sv(k), have large intersections.
Compute av(k) for every node v and every integer k corresponding to a legal
symbol size at v.
Phase 2. Symbol-size choice
This phase is based on the idea of the symbol size selection algorithm for trees,
with a crucial change in the formula used to choose the symbol-size at each node.
For every node v of G, let Lv denotes the list of triples {d,pc^, k), where d is a
guaranteed surplus in v, pcdv is an estimation of the real cost associated with this
surplus (will be defined later), and k is the legal symbol size at v that guarantees

this surplus in v. Since a surplus d can be satisfied by any surplus d! > d, for any
two entries (c?i,pc*, k\) and (d2,pc%2, k2) of Lv, where d\ < d2 and pc^1 > pc^2, the
first entry can be deleted as the second entry provides a better alternative. We will
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implement this observation while constructing the list in the following.
For any leaf v, Lv is { ( 0 , 0 , 0 ) } . For every internal node v of G, assuming that
the lists corresponding to all descendants of v have been computed, the following
information must be computed for generating Lv:
• For every integer k corresponding to a legal symbol size at v, let Dv(k) be the
union of surpluses guaranteed by all ^-descendants of v shifted by k — K:

Dv(k)

=

{d + k-K

| Vw G Sv(k), 3(d', cf, k') e Lu such that
d' > d , and d' = d for at least one u €

Sv(k)}.

• The set of all possible surpluses at v, denoted by Dv is obtained as follows:
Dv = \\{Dv(k)

| A: is a legal symbol size at v}

• For every surplus d £ Dv, a graph G% guaranteeing a surplus of d at v and
equivalent to Gv is computed; a positive integer pc%, called the

pseudo-cost

of Gy, and a corresponding legal symbol size are known (as explained in the
following). The point (d,pc%,k) must now be added to Lv.
• for any two entries ( d i , p c ^ , ^ i )

an

d (d2,pc^2, k2) of Lv where di < d2 and

pet1 > pet2 the first entry is deleted from the list.
C o m p u t i n g Gdv a n d pcdv
Fix symbol size k at node v. For every d G Dv(k) let G%(k) be the graph rooted
at v and defined as follows:
there are 1^(^)1 directed edges from v going to all nodes of Sv(k)

and

2fc — |<!?„(&) | directed edges from v going to new leaves with label reject.
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To each node u G Sv(k)
and Gu

attach the tree Gu

rooted at u, if existed,

, with smallest pseudo-cost among all the trees with d' > d,

if otherwise.
The pseudo-cost of G^(k) (if this tree is defined) is:

pc(Gdv(k)) = NTCAM(v) + av(k) J2 pcu.
uesv(k)
where:
' pc{Gi+{K-k))

pc(Gu

if Gdu+{K~k) exists

~ ) Otherwise; Gu

~

has the smallest

cost among all the graphs with d' > d
For a fixed d, let sf, be equal to the integer k for which the above pseudo-cost is
minimum, where the minimum is taken over all k corresponding to legal symbol sizes
at v. Define Gf, to be G^{sv{d))

and pc% to be the pseudo-cost of this graph. If G%(k)

is not defined for any k then Gf, *s n ° t defined.
Let r be the root of G. The graph Gf, d > 0, with minimum pcf is the output of
the algorithm. Now traversing the output tree top-down from r, symbol sizes at each
node can be retrieved. If no graph Gf,d > 0, is defined, the problem does not have
any solution for the given input G and K.

•

R e m a r k . The intuitive idea behind the definition of pseudo-cost is the following.
Since the cost of G%(k) cannot be related in a simple way to the sum of costs of
(?f, taken over u G Sv(k),

we make the simplifying assumption that the proportion

between these numbers is the same as between the cost of G$v(k)
costs of Gu, taken over u G Sv(k).

an<

i the sum of

This assumption, which holds for trees, is not

true in general. Hence the resulting function, computed recursively, is not the cost
but some distortion of it (hopefully relatively close to the actual cost), which we call
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pseudo-cost. This new function is easy to compute, and we use it to make decisions
concerning the choice of symbol-size. In each case the decision is determined by
minimality of pseudo-cost, instead of cost.
Theorem 3.3.3. The heuristic-based symbol size selection algorithm works in time
0(n2) for an arbitrary input elementary graph of size n.
Proof. Consider phase 1. For any node v and any integer k corresponding to a legal
symbol size at v, the graph Gsv(k), all graphs Gu, for u G Sv(k), their costs, and
consequently the coefficient av(k), can be computed in time 0{n).
takes time 0(n2).

The same argument as for "symbol size selection algorithm for

trees" shows that phase 2 takes time 0(nK).

Hence the total execution time of is

0(n2).

3.3.4

Hence phase 1

D

Resolving Cycles of Cyclic Graphs

The dynamic programming techniques that were presented in this section are applicable to directed acyclic graphs. However, in most of the practical content inspection
problems, the graph representation of policy rules contains cycles. For instance, directed graph representation of any content inspection processing that looks for specific
words in the payload of incoming packets, will be a cyclic graph. In order to use the
same dynamic programming techniques for optimizing TCAM requirements of such a
content inspection problem, we resolve the cycles of the graph by decomposing it into
a number of acyclic graphs. The set of acyclic graphs obtained from this decomposition represents the same policy rules that are represented by the initial cyclic graph.
As such, the dynamic programming techniques can be applied to each acyclic graph

of this set. The following example shows how a cyclic graph can be decomposed into
a number of acyclic graphs.
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E x a m p l e 3.3.2. Let us consider a simple content inspection problem in which all
incoming packets are terminated

with the string '000' and we want to check whether

each incoming packet contains the string '110'. If there is a '110' in the packet, the
packet is rejected and if not, the packet is accepted. We assume that the
string happens only once at the end of each packet.
graph representation

terminating

Figure 3.12-(a) represents

the

of this simple policy rule which is a cyclic graph. In order to

decompose this graph into a number of acyclic graphs we first have to choose a limit,
h, for the height of generated acyclic graphs. Let us choose h = 3 for this

example.

The first acyclic graph represents all the strings of length h or less which are obtained
by walking on the cyclic graph, starting from the initial node SQ. This acyclic graph is
represented in Figure 3.12-(b).

The next acyclic graphs are obtained similarly,

one starting from a non-accepting
walk.

node of the graph that was reached in a previous

For this cyclic graph, there are totally 4 more acyclic graphs, starting

states A, B, C, and D of Figure 3.12-(a).

3.4

from

For instance, the two acyclic graphs that

are generated by the walks starting from states A and B are shown in Figure
and Figure 3.12-(d), respectively.

each

3.12-(c)
<

Speed Evaluation of Content Inspection Engines

The essential criterion on the performance of a CIE, is the speed of processing data
packets; it is necessary that the solution provides a real-time performance. In other
words, independent of the stream of incoming packets, the solution should always
provide a processing speed as high as the incoming line-speed. Therefore, it is necessary to have a computable criterion on the speed performance of CIEs in order to
determine the maximum line-speed in which the solution still provides a wire-speed
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(a)

(b)

Figure 3.12: (a)- A graph representation of a sample policy rule and (b-d)- Three of
the five acyclic graphs obtained from decomposing the cycles of this graph.
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performance.
Traditional metrics for this wire-speed operation are the number of packets or
bits processed per second. Such metrics of speed are appropriate when processing
of each packet has constant (or at most well-bounded) per-packet component (e.g.,
multifield packet classification), or it has a flat per-byte cost (e.g., packet reception
and storage, calculation of checksums). For example, in multifield packet classification, packets are analyzed and classified based only on some fields from the packet
header, belonging to layers 3 and 4. As such, all packets receive the same amount
of processing independent from their payload size. This characteristic allows us to
quantify the speed of classification algorithms by calculating the number of packets
which are processed in a time unit, assuming the worst-case scenario, i.e., considering
the shortest length for all packets.
In the more general problem of content inspection, however, the amount of processing needed for each packet depends mainly not on the size of the payload, but
on its contents. For example a malformed packet with a big payload size could be
processed faster than a packet with a small size. This characteristic of the content
processing prevents us to find the worst-case traffic, in terms of the required processing time, independent from the inspection algorithm.
We propose a criterion, called worst-case throughput, for evaluating the speed
performance of an arbitrary CIE. This criterion is defined as the infimum of the
ratio of the length of a processed input packet to its processing time, where the
infimum is calculated over all possible input packets. Note that operation of the CIE
under the worst-case throughput speed happens once the CIE receives a handcrafted
input stream (from a malicious attacker) that keeps the system running at the lowest
possible speed.
In order to prove the computability of this criterion, in the following, we will
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explain a graph-based model which can be used to model the content inspection operation of every CIE (both software-based and hardware-based). Having such equivalent graph-based representation, we show how the worst-case throughput of a given
solution can be expressed in terms of its equivalent graph parameters.

3.4.1

Graph-based Model of CIEs

Suppose that we have a software-based solution for a content inspection problem.
In other words, we have a content inspection program which is supposed to run
on a general-purpose CPU and perform content inspection on the incoming data
stream. Such a program consists of a sequence of internally non-recursive decision
blocks. Every block contains a number of possible cases, each case intended to inspect
a segment, e.g., one byte, of the incoming packet. The packet segments will be
consecutively processed in these decision blocks and based on their values, the control
of the program is each time transferred from one block to another block. Since
the packet can be very large in size, we assume that processed segments cannot be
saved for future processing. As such, we assume that the packet is being sequentially
processed in the blocks.
This sequence of decision blocks can be graphically represented by a directed
graph G = (V,E), where V is the set of nodes and E is the set of edges of G. In
this graph, each decision block of the inspection program is represented by a node
v £ V, and corresponding to every possible case in the block, there is an outgoing
edge from that node to an appropriate node of the graph. For example, suppose that
&i and b-2 are two blocks of the inspection program with corresponding nodes v\ and
-y2, respectively. If there is a branching instruction inside block fo1; to block b2 upon

reading a segment I of the packet, then there would be an edge from v\ to v-z, labeled
by I, in G.
The program inspects the contents of the packet, starting from the first block,
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where it scans a segment of data from this packet, and branches from the current
block to another block according to the scanned segment. This procedure is repeated
until it reaches a block where the program can make a decision, determining the
result of the content inspection process for the packet. Every such block, that the
program can terminate processing of a packet in it, is called a stopping block 3 . The
node corresponding to the first block of the program is called the start node of G.
We also add a final node to the directed graph and establish an unlabeled edge from
every node corresponding to a stopping block into the final node. This extra node
allows us to make a one-to-one correspondence between the inspection process of the
packet and a walk on the directed graph from the start node to the final node; in
every node of this path, the outgoing edge labeled with the scanned segment of data
at the corresponding block is selected.
Note that the content inspection program has a limited number of decision blocks
and those blocks may branch to each other recursively in order to inspect the contents
of input packet with large sizes. A recursive branching of the decision blocks to each
other translates to the existence of cycles on the corresponding directed graph.
The functionality of a hardware-based CIE is similar to that of a software-based
CIE as it repeatedly scans a segment of the packet and changes its state according
to the contents of the scanned segment. Therefore, we can make an argument similar
to what was presented for the software-based CIEs, to show that this process can be
modeled by a directed graph (with loops). In particular, for our high-performance
FST based CIEs, this graph can be easily obtained from the state diagram of the
high-performance FST, by adding a final node and its incoming edges to the state
diagram. For example, consider the CIE based on the high-performance FST that was
implemented by the TLT of Figure 3.5. The state diagram of the high-performance
FST and the directed graph for modeling the functionality of the CIE are shown in
3

Potentially, every block can be a stopping block.
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Figure 3.13: (a)- The state diagram of a high-performance FST (b)- The directed
graph for modeling the CIE corresponding to this high-performance FST.
Figure 3.13.
So far, we have argued that independent from the architecture of a CIE, its operation can be modeled using a directed graph with loops. We now show how we can
use this graph to calculate the worst-case throughput of the CIE. Every edge-label of
the graph represents the bits which have been scanned while making this transition.
We associate two other values to each edge: the first value is called the weight of the
edge and is defined as the number of input bits in the label of the edge. The second
value is called the transition

time of the edge and is defined as the time it takes for

the CIE to process the label of that edge. For example, if the CIE is a software-based
CIE, the transition time of each edge is equal to the time that CPU needs to execute
the case instructions corresponding to that edge. The weight and transition time of
an unlabeled edge are defined to be zero. In Figure 3.13-(b), the pair of numbers on
each edge show the weight and transition time associated with the edge; For all edges,
except the edges incoming to the final node, the weight is 3 and transition time is 2
memory cycles.
A path on the directed graph is defined as a sequence of consecutive edges, with
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repetitions if loops are involved, where the first edge is outgoing from the start node
and the last edge is incoming into the final node. The weight and transition time of
such a path, p, are defined as the summation of the weights and transition times of
all edges in p, respectively. As it was mentioned earlier, every path p of the directed
graph corresponds to the content inspection of an input packet. Therefore, if P
denotes the set of all paths (possibly an infinite set), the worst-case throughput of
CIE can be expressed as:

7

7

•

C

W

(P)

worst-case throughput = mi

..

P€P

t(p)

in which, w(p) and t(p) denote the weight and transition time of p, respectively.
Example 3.4.1. In order to clarify the correspondence between the functionality of
a CIE and its graph-based model, we consider an abstract example of a single-rule
content inspection problem. Although the amount of processing performed in this
example is much less than what is required for a real-life content inspection problem,
it shows the above-mentioned correspondence.
Suppose that the incoming packets to the CIE have the structure illustrated in
Figure 3.14- The HTTP-Payload of a packet may contain the word COOKIE. Also the
end of the HTTP-Payload is always specified by \n\n. The content inspection policy
contains only one rule to reject every received packet unless it has a valid Source MA C
Address, Destination Port Number = 80, and does not contain the word COOKIE in
its HTTP-Payload.
Now assume that we are provided with a software-based CIE which solves this
content-inspection problem in 5 successive blocks as follows. The number of processed
bits and also the running

time for the different

branching

instructions

of each

block

are written in parentheses (we suppose that the processing times of the branching
instructions have been provided to us in terms of the number of memory accesses
required for executing the branching instructions).
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Figure 3.14: Format of the packets received by the CIE of Example 3.4.1.
Block 1. Compare the Source MAC Address against the entries of a table containing
invalid Source MAC Addresses. If there is a match, go to block 4- Otherwise
go to block 2 (For both cases, number of processed bits = (14+20) x 8= 212,
processing time = 10 memory access time).
Block 2. Check the Destination Port Number in the TCP-Header. If it is not equal
to 80, go to block 4- Otherwise, set current

position

= 1 and go to block 3

(For both cases, number of processed bits = 20 x 8 = 160, processing time = 4
memory access time).
Block 3. Compare 6 bytes of the HTTP-Payload starting at current

position

against the word COOKIE and, simultaneously, 2 bytes of it, starting at current
position

against \n\n. If there is a match with COOKIE, go to block 4 (Number

of processed bits is at least 6x8

= 48, processing time = 6 memory cycles).

If there is a match with \ n \ n (i.e., we have reached to the end of the HTTPPayload without finding the word COOKIE in it) go to block 5 (Number of processed bits — 2 x 8 = 16, processing time = 6 memory access time). Otherwise,
set current

position

= current

position

block 3 (Number of processed bits = 1x8
access time).

+ 1 and go to the beginning of

= 8, processing time = 6 memory
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Block 4. Reject the packet.
Block 5. Accept the packet.
In order to obtain the worst-case throughput of this CIE, we model its

operation

with the graph illustrated in Figure 3.15. Each block of the CIE has a corresponding
node in this graph; The nodes v\, v2, vs, v±, and v5 correspond to Blocks 1,2,3,4, and 5,
respectively.

The start node, V\, is specified with an incoming arrow.

The left and

right numbers in the parenthesis of each labeled edge represent the number of processed
bits and the transition

time corresponding to that edge, respectively.

final node of the graph and there is an unlabeled edge from every node

Also, Vf is the
corresponding

to a stopping block to this node. Note that when the packet does not have proper TCPHeader or HTTP-Payload

(for example, a packet with Destination

which does not have any HTTP-Payload),
respectively.

Port Number=

blocks 2 or 3 would be stopping

80

blocks,

We have assumed that the packets that are less than 34 bytes in size

are deleted before arriving to the CIE, i.e., all the incoming packets to the CIE have
complete MAC-Header

and

IP-Header.

For this example, the worst-case throughput

of the CIE is 8 bits per 6

memory

cycles; For every e > 0 there is a path pe on the graph, going through the only loop
of the graph enough times, for which we have | < ^ p 4 < | + e. Nonetheless,

there

is no finite path on the graph whose weight to time ratio is equal to the

worst-case

throughput of 8/6 (bits/memory

throughput

cycle). This is, in fact, why the worst-case

of a CIE should be defined as the infimum

(and not as the minimum

which may not

exist) weight to time ratio of all paths on the graph.
Assuming
266 Mbits/sec,

a memory

access time of 5 nsec, the worst-case throughput is equal to

meaning that this CIE cannot provide a wire-speed performance for an

input line with a speed higher than 266 Mbits/sec.

In order to improve the worst-case

throughput, one should improve on the algorithm that searches for the floating

pattern
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Vf

Figure 3.15: Graph-based model of the CIE of Example 3.4.1.
(COOKIE or \ n \ n ) in the HTTP-Payload.

3.4.2

<

Calculation of the Worst-Case Throughput

In a real-life content inspection problem, the graph-based model of the CIE normally
has thousands of nodes and edges, and it would not be possible to find the worst-case
throughput without having an efficient algorithm for this job. We show that the
problem of calculating the worst-case throughput of a CIE can be transformed into
an MWTR problem. The MWTR problem has numerous applications in graph theory [49], discrete event system theory [50], and performance analysis of synchronous
and asynchronous digital systems [51,52]. As a result, many algorithms have been
proposed for solving this problem [42,45,49,51,53].
The M W T R problem can be expressed as follows. Suppose that G — (V, E) is a

directed graph in which every edge e in E is associated with two numbers: a weight,
w(e), and a transition time, t(e). The weight and transition time of a cycle C in G are
defined as the sum of the weights and transition times of the edges on C, respectively.
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The weight to time ratio of C is defined as,

The minimum

weight to time ratio of G, p*(G), is defined as:
p*(G) = min p(C)
C&G

Now consider a CIE with its equivalent graphical representation G = (V, E).

In

order to transform the worst-case throughput calculation problem into the M W T R
problem, we establish an unlabeled edge outgoing from the final node of G into its
start node and define the weight and the transition time of this edge to be equal to
zero. It can be easily verified that the worst-case throughput of the CIE is equal to
the M W T R of the new graph.
There are many efficient algorithms for solving the M W T R problem. For our experimental works, we have used the Lawler's algorithm of [45], which can be explained
as follows. Let G\ denote the graph obtained from G by subtracting A from the weight
to time ratio of every edge. The MWTR, A*, is the largest A such that G\ does not
have any cycle with negative weight to time ratio. Suppose that min and max are the
minimum and maximum weight to time ratio of the edges in G, respectively. Using
the fact that A* € [min max], Lawler's algorithm performs a binary search on the
range [min max] for finding an e-approximation of A*. In each step of the binary
search, it considers a value from this range as a possible candidate for A* and runs
the Bellman-Ford algorithm to check for a negative cycle in G\. If a negative cycle is
found, then A < A* and thus A is increased. Otherwise, A is decreased. The algorithm
terminates when the interval for possible values of A* becomes smaller than e.
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3.5

Simulation Results

In order to evaluate the performance of a CIE based on a high-performance FST
generated by TLT architecture, in this section we consider a real life content inspection
problem. The set of policy rules of this problem has 105 network intrusion detection
rules taken from the Snort database [54]. The reason for having 105 rules in the
database is to compare the performance of the CIE based on our architecture with
that of [20] which also implements a CIE with 105 intrusion detection rules. The
solution presented in [20], is one of the few hardware-based proposed solutions we
have found that implements both the header and the payload parts of the rules and
also is accompanied with exact performance results.

3.5.1

CIE Generation Procedure

The CIE generation procedure takes the set of inspection policy rules, together with
a given operation speed for the CIE, as the input and it goes into the following three
steps to generate an efficiently implementable high-performance FST for this problem.
First Step
The first step is to determine how many bits should be processed, on average, at
each state of the high-performance FST. It was explained earlier that for a highperformance FST implemented in TLT, each state transition takes one state memory
access time plus one layout processing time. For this example we consider the same
line speed of [20] which is 2.88 Gbits/sec. Also we suppose that the state memory
nodes and layout entries are implemented in SRAM and TCAM, respectively. With
today's available technology, an access time of 5.5 nsec is a reasonable assumption for
both SRAM and TCAM. This means that each state transition takes 11 nsec and thus
at least 32 bits should be processed on average, at each state of the high-performance
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FST.
Second Step
An average number of at least 32 processed bits in the states of the high-performance
FST can be met with many different high-performance FSTs with different memory
requirements. We have developed a TLT generation program which uses the dynamic
programming techniques of Section 3.3 to find one of those, with a low memory
requirement. The rules of the incoming policy rule-set are first merged to produce
a one-bit transition directed graph (i.e., an elementary graph) similar to Figure 3.2.
This graph is used as the input to the TLT generation program. The TLT generation
program first resolves the cycles of this graph by breaking it down to a number of
acyclic graphs. Then it applies the dynamic programming techniques of Section 3.3
to these acyclic graphs to determine the number of bits which have to be processed
in each state of the high-performance FSTs. Finally it implements the states of the
high-performance FST in state memory nodes and encodes the corresponding layout
entries in TCAM 4 .
Third Step
The TLT generation program is guaranteed to generate the TLT implementation of a
high-performance FST with an average number of at least 32 bits processed at each
state. This means that the worst-case throughput of the CIE based on this highperformance FST will be greater than or equal to 2.88 Gbits/sec (assuming a value
of 5.5 nsec for SRAM and TCAM access times). In order to obtain the exact value
for the worst-case throughput, we apply the Lawler's algorithm to the graph based
model of the CIE. Our implementation of the algorithm gets the TLT implementation
4

Note that the output of the TLT generation program is just a local optimum solution to this
problem based on the parameters that are chosen and given to the TLT generation program.
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of the high-performance FST from the TLT generation program, generates the graph
based model of the CIE, and then applies the Lawler's algorithm to it. The exact
value of the worst-case throughput for this CIE is 57.7 bits per state transition time
(11 nsec), or 5.2 Gbits per second.

3.5.2

Evaluating the Simulation Results

In order to compare our solution with that of [20], we considered 105 intrusion detection rules and operation speed of 2.88 Gbits/sec for the CIE. Combining these
105 rules generated a one-bit transition directed graph with 22780 nodes. Then the
TLT generation program used this graph to generate an equivalent high-performance
FST with an average number of more than 32 processed bits at each state. The TLT
implementation of this high-performance FST has only 15964 state memory words
which can be implemented in an SRAM with a size less than 0.5 Mbytes. Before
finding identical layouts, these state memory words refer to 966 layout entries for
layout processing, which are implemented by 34232 TCAM rules. After finding identical layout entries, the number of layout entries and required TCAM rules reduce to
139 and 7455, respectively. This means a 78 percent reduction in TCAM size. The
maximum length of the generated TCAM rules is 64 bits and thus the TCAM rules
can be implemented in a TCAM of size 0.5 Mbits.
While we started the design of this CIE with a target speed of 2.88 Gbits/sec,
the output from the third step of the memory optimization procedure shows that the
exact value for the worst-case throughput is 5.2 Gbits/sec. 5 This is 1.7 times faster
than the 2.88 Gbits/sec CIE of [20] in which each packet is compared against all the
105 rules in parallel and needs more expensive hardware: at least one Altera EP20K

series FPGA chip.
5

Parallel processing of two packets in this CIE (by adding a second current state register to the
CIE as it was explained in Section 3.1) doubles the worst-case throughput to 10.4 Gbits/sec.
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N o t e : The considerable difference between the target speed of 2.88 Gbits/sec and
the worst-case throughput of the generated CIE is an indication that the heuristics
used in the TLT generation program have minimized the required memory by choosing
an average number of processed bits (at each state) considerably larger than 32. i.e.,
57.7.

3.6

Conclusions

A wire-speed solution for the problem of content inspection should tackle the complex
payload processing and high memory requirements of this problem. By processing a
large enough number of bits at each of its states, a high-performance FST has the
potential to provide a wire-speed solution to this problem. We presented the TLT
architecture for implementing a high-performance FST which avoids a large memory
increase with the number of rules. We also presented some dynamic programming
techniques for generating TLTs with reduced TCAM requirements. Our simulation
results for a given content inspection problem confirm that the TLT architecture
implements high-performance FSTs efficiently.
Due to the inclusion of payload processing in content inspection, traditional speed
evaluation metrics, such as number of packets processed per second, cannot be used
for speed evaluation of CIEs. We introduced worst-case throughput as an appropriate
criterion for the speed evaluation of CIEs and presented a graphical model which
makes its calculation possible.
A challenging stage in the process of generating the TLT corresponding to a highperformance FST is to efficiently represent the incoming string labels on the outgoing
edges of each state in TCAM. In general case, if n bits are processed in a given state,
the labels on a single outgoing edge of that state are a subset of the strings of length
n over the binary alphabet. In this chapter we proved that this problem is at least, as
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difficult as the NP-complete problem of finding a minimal Disjunctive Normal Form
of a logical statement [41]. However, if the subset of strings of length n happens to be
a consecutive set of binary numbers, then the problem may be easier to solve. This
special case is, in fact, the problem of range-matching in TCAM which is faced in
the today's industrial solutions for multifield packet classification. We will investigate
this problem in Chapter 5.

Chapter 4
Packet Processing by
Concatenation Transducers
FSMs can express the same family of languages that regular expressions describe:
regular languages [35]. As such a content inspection problem that processes strings of
a non-regular language, cannot be expressed and solved by a high-performance FST.
An important example of such content inspection problems is XML processing whose
underlying language, XML, is a non-regular language. Concatenation state machines
of [55, 56] introduce a stack to FSMs to extend their expressive power to the family
of simple languages [57,58] which include a large class of the non-regular languages
that have a non-trivial nesting structure. For example simplified XML is a simple
language.
Addition of an output tape, for generating output strings, to a concatenation
state machine enables it to process packets that have content strings belonging to
simple languages. We call such a transducer a concatenation transducer (CT). In
this chapter we present CTs and then show that they can be implemented by adding
a stack to the TLT architecture. As calculating the worst case throughput of CTs
cannot be done by available algorithms, we also present a new algorithm for solving
this problem, together with the proof of its correctness and complexity evaluation.
The outline of this chapter is as follows. Section 4.1 presents formal definition of
73
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a CT and explains its operation and implementation by TLT architecture. In Section
4.2 we introduce our algorithm for the worst-case throughput calculation of CTs. The
correctness of the algorithm and its complexity is presented in Section 4.3. Finally,
the chapter is concluded in Section 4.4.

4.1

Concatenation Transducers

In this section, we present the formal definition of CTs as a directed graph. This
directed graph is used in the next section to express and calculate the worst-case
throughput of CTs. We also show that CTs can be efficiently implemented by including a stack in the TLT architecture.
Definition 4 . 1 . 1 . A CT is a rooted directed graph with possibility of multiple edges,
which can be characterized by an 8-tuple M = (E, 0 , S, C, A, r/s, f]c, Vin), where:
• S, Q, S, C, A are finite sets of input symbols, output symbols, switch
concatenation

nodes,

nodes, and accepting nodes, respectively;

• rjs : (S, £*) i—»• (SUCUA,

fi*)

is a partial mapping determining the destination

nodes and the output strings corresponding to the labeled outgoing edges of the
switch nodes;
• r\c '• (C, { l e f t , r i g h t } ) i—» (S U C U A) is a partial mapping determining the
destination nodes corresponding to the outgoing edges of the concatenation
nodes;
• vin e (S U C U A) is the initial node.
It is required that rjs be prefix deterministic,
input words u,w G £*, if rjs(s,u)
w is a proper prefix of the other.

i.e., for every switch node s £ S and

and r]s(s,w) are both defined, then neither u nor
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This definition of CTs is slightly different from the original definitions of [55].
Namely, we consider the high-performance version of a CT, in which an outgoing
edge of a switch node is labeled by an input string instead of a single input symbol.
Figure 4.1 shows an example of a CT. It is built over input alphabet E = {a, b, c}
and output alphabet £1 = {X, Y, Z}. The initial node of the CT, Vin, is distinguished
by a short incoming arrow. The only switch node of this CT, si, is represented by a
plain circle while the concatenation nodes vin, C\ and c2, are represented by rectangles
with l e f t edge outgoing from the left and r i g h t edge outgoing from the right part
of the node. The outgoing edges of concatenation nodes are shown using dash lines.
Accepting nodes are represented by double circles.

—?

*-

Figure 4.1: A Concatenation Transducer.
A CT M — (H,Q,S,C,A,r)s,r}c,Vin)

implements a partial mapping from words

over the input alphabet E into words of the output alphabet 0. This partial mapping
can be computed by associating an execution stack, denoted by stack and represented
as a list of nodes, to M. At the beginning of the execution process the execution stack
contains one element, the initial node, i.e., s t a c k = (fj n ).

Running the following

execution loop, the CT processes the nodes of the execution stack until the stack
becomes empty.
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e x e c u t i o n loop:
• The top node of the stack, t, is popped. Then,
— If t is a switch node, t € S, the transducer reads an initial segment of the
input stream corresponding to a string u € S* for which rjs(t, u) is defined.
It then pushes the node specified by r)s(t,u) on the top of the execution
stack and sends the string specified by r)s(t, u) to the output. Here we say
that the CT goes through the outgoing edge of the node t which is labeled
by u, i.e., the edge that connects t to the node specified by rjs(t,u).
that, because of the prefix deterministic

Note

property of r]s, the initial segment

of the input stream corresponding to u is unique.
— If t is a concatenation node, t E C, the machine pushes two nodes on the
stack, first rjc(t, r i g h t ) and then rjc(t, l e f t ) (so node rjc(t, l e f t ) is on the
top of the execution stack). In this case, we say that the CT goes through
the l e f t edge right away and goes through the r i g h t edge later when the
node r]c(t, r i g h t ) is popped from the stack.
— If t is an accepting node, t G A, then the machine goes to the beginning
of the next step of the loop without doing anything.
• If the execution stack is not empty the execution loop is continued. If the stack
is empty, which is possible only if the last node of the stack was an accepting
node, the machine performs the action corresponding to the last accepting node.
Intuitively, a switch node can be seen as a state in a normal transducer. A concatenation node, on the other hand, represents a "subroutine call" for the destination
of the l e f t edge; once the subroutine terminates, we continue with the destination of
the r i g h t edge. The subroutines are terminated by accepting nodes that represent
"return" instructions.
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We say that M accepts w if starting with stack = (vin) and reading the input
word w, the execution stack becomes empty. The result is the concatenation of
all outputs produced during processing w. The existence of concatenation nodes in
CTs enables them to process strings of languages that cannot be processed by normal
transducers; It has been shown in [56] that CTs accept the strings of simple languages
which include the simplified XML. This inclusion implies that a content inspection
problem which deals with recognizing and validating simplified XML packets can be
solved by a CIE that is build as a CT.

4.1.1

Implementing Concatenation Transducers by TLT Architecture

CTs have already been implemented in the PAX.port engines of IDT Canada [48].
However, the one-level memory architecture of PAX.port engines limits their processing speed for large sets of inspection policy rules. The TLT architecture of Chapter
3 can be extended to efficiently implement a CT-based CIE; Figure 4.2 shows the
components of the extended architecture. In comparison with the components of the
TLT architecture of Figure 3.6, the only extra component that is required is a stack
for implementing the functionality of concatenation nodes.
During the inspection process, the current state register of Figure 4.2 contains the
information corresponding to the current state of the CT. This state can be a switch
node, a concatenation node, or an accepting node. If the current state is a switch
node, the current state register contains the number of packet bits that are processed
at this switch node and the address of the TCAM corresponding to the switch node;
The CIE reads the given number of bits from the input packet and sends them to the
TCAM to be matched against the corresponding TCAM entry. The TCAM returns
an offset which is used to determine the address of the next state memory entry that
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CONTENT INSPECTION ENGINE

Stack

Current State Register

1—
Packet Bits

TCAM
Module

State
Memory
Module

Results of Content Inspection

Figure 4.2: Structure of a CIE based on the TLT architecture.
should be loaded into the register1.
If the current state is a concatenation node, then the current state register contains
the addresses of the two nodes rjc(t, l e f t ) and rjc(t, right). In this case, first the
address of the rjc{t, r i g h t ) is pushed into stack and then the state memory entry at
address rjc(t, l e f t ) is loaded as the into the current state register.
Finally, if the current state is an accepting node then a pop operation is performed
on the stack. If the stack is not empty, then the state memory entry at the popped
address is loaded into the current state register. If the stack is empty then action
corresponding to the current state is performed.
Using this architecture for implementing CT-based CIEs and taking the conservative assumption that each of the push and pop operations take half the time of a
memory access, the CIE performs two memory access in the concatenation nodes. In
switch nodes, the CIE performs one TCAM access and one state memory access.
1

N o t e t h a t this "direct" loading of t h e next s t a t e memory entry from the s t a t e memory module
is equivalent to t h e combination of t h e two consecutive stack-push and stack-pop operations in t h e
execution loop: the push operation at t h e end of processing a switch node and its following pop
operation at t h e beginning of next step of t h e execution loop.
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4.2

The Worst-Case Throughput of Concatenation
Transducers

In Chapter 3 we showed how we can calculate the worst-case throughput of a CIE
using its graph-based model. The definition of a CT directly provides us with such
a graph-based model. Nonetheless, due to the existence of concatenation nodes, this
graph may be infinite and thus the worst-case throughput of CTs cannot be calculated
by available algorithms on graphs. In this section we first give the formal definitions
related to the worst-case throughput of a CT and then present our algorithm for
calculating the worst-case throughput.
In a CT, a path p starting from a node u is defined as a finite sequence of edges,
possibly with repetitions, which the CT can go through successively, starting with
stack = (u), to the end of the execution loop (i.e., ending with an empty execution
stack). A path which corresponds to an accepted word (i.e., a path starting with
stack = (vin)) is called an accepting path. Thus, an accepting path begins from an
edge outgoing from the initial node and ends with an edge incoming to an accepting
node. The number of edges in a path p is called length of p and is denoted by \p\.
For example, for the CT of Figure 4.1, the input string abcbccab is accepted producing output YZXZX,

and the accepting path, p, is given by the following sequence

of edges: (vin, l e f t , si) ( s ^ a , ^ ) (c x ,left,a 2 ) (cu r i g h t , sx) (s1,bc,c2) (c2, l e f t , si)
(si,bc, c2)

(c 2 ,left,si)

(si,cab,a3)

(c2,

right,

a4)

(c2, r i g h t , a 4 )

(vin, r i g h t , ai). A triple (u, l,v) stands for an edge connecting node u to node v
and its label I; If u is a switch node then I is an input string and if u is a concatenation node, I € {left, r i g h t } . For the above example of p, we have \p\ = 12.
We suppose that every node of a CT is "useful", i.e., there is at least one accepting
path of the CT that goes through that node.
We define weight function w on the set of edges of a CT M into integer numbers
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as follows:
• for every edge e outgoing from a concatenation node, w(e) = 0, and,
• for every edge e outgoing from a switch node, w(e) is equal to the length of the
input string label of that edge.
The weight function w on edges extends naturally to paths: w(eie 2 ... e^) =
w(ei) + w(e2) + ... + w(ek). Notice that the weight of an empty path is 0.
The worst-case throughout of a CIE is the infimum of the ratio of the length of
processed packets over their processing time. In a CT, each processed packet has
a corresponding accepting path and thus the set of all accepting paths of the CT
corresponds with the set of all processed packets. Besides, since the CIE performs
two memory accesses in each node, the processing time of every processed packet is
proportional with the number of edges in its corresponding accepting path.
Definition 4.2.1. The throughput t(p) of a non-empty path p is defined as the weight
of the path divided by its length. The worst-case throughput of a CT M, denoted by
wct(M), is equal to the infimum of the throughput of all non-empty accepting paths
of the CT and can be expressed as:

wct(M) ^ inf
peP

\p\

#

where P is the set of all accepting paths of M.
We have assumed without loss of generality that only the lengths of the input
strings on the edges of a CT affect the worst-case throughput of the CT and the
•worst-case t h r o u g h p u t is i n d e p e n d e n t of t h e o u t p u t strings; T h e a l g o r i t h m t h a t will

be presented in this section for calculating the throughput can be easily extended
to the cases that generating output strings cannot be performed in parallel with the
reading of input strings.
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As an example consider the path made by the following sequence of edges on
the CT of Figure 4.1: (si,cb,c\)

(ci, l e f t , a2) (ci, r i g h t , Si) (s\,a, C\) (ci,left,a 2 )

(ci, r i g h t , Si) (si,bc, c2) (c 2 ,left,si) (si, cab, 0,3) (c2, r i g h t , a±).

The number of

edges on this path is 10 and the length of the string obtained from concatenating its
input labels equals 8. Hence, the throughput of this path is | . As another example
consider again the accepting path corresponding to string abcbccab which was given
in previous section: (vin, l e f t , S\) (si,a, C\) (ci,left,a 2 ) (ci, r i g h t , S\) (s\,bc, c2)
(c 2 ,left,si)

(si,6c,c 2 )

(c 2 ,left,si)

(si, cab, o3)

(c2, r i g h t , a4)

(c2, r i g h t , a4)

(vin, r i g h t , ai). This path contains 12 edges, and accepts a word of length 8, hence
its throughput equals | .
The worst-case throughput of the CT of Figure 4.1 is | . There is no accepting
path on the CT which can achieve this throughput. However, for every S > 0, there
is an n > 1 and an accepting path of the CT corresponding to the input string ancab,
which has a throughput of ^ 1 < I _|_ £_

4.2.1

An Algorithm for Worst-Case Throughput Calculation
of CTs

The first step in presenting our algorithm for calculating an e-approximation of the
worst-case throughput of a CT is the following observation.
L e m m a 4.2.1. The worst-case throughput of a CT lies between the minimum and
the maximum of the weights of its edges.
Now suppose that we have an oracle, called Lower_Bound, which takes as input
a CT, M, together with a real value /i, and returns t r u e if /J, is a lower bound for

the worst-case throughput of M, i.e., fi < wct(M); or f a l s e , otherwise. Having
the LowerJ3ound oracle and using Lemma 4.2.1, we can design an algorithm for
finding an e-approximation of the worst-case throughput of a CT, M, where e is a
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positive real number; Let rain and max be the minimum and maximum weights of
the edges of M.

The algorithm performs a binary search on the range

[min,max].

In each step of the binary search, the algorithm considers a value /i from this range
as a possible candidate for the worst-case throughput of M.

It then applies the

Lower_Bound oracle to verify if \i is a lower bound for the worst-case throughput, and
halves the range accordingly. The algorithm continues as long as the approximation
distance e remains smaller than the length of the range. This algorithm, that we call
WC_Throughput_Approximation(M, e), is presented in Figure 4.3.
WC_Throughput_Approximation(M, e)
upper-bound := max
lower-bound := min
a := {upper Jbound + lower -bound) / 2
while {upper-bound — lower-bound > e) d o
if Lower_Bound(M, //) t h e n
lower-bound := u else upper-bound := /x
a := {upper Jbound + lower-bound)/2
return fx

Figure 4.3: WC_Throughput_Approximation(M, e): finds an e-approximation of the
worst-case throughput of M.

Definition 4.2.2. For a CT M and an arbitrary real value /i we define fi-updated
weight function

w^ on the set of edges of M into real numbers:

w^{e) = w{e) - n
for every edge e of the CT.
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The n-updated weight of a path p = e\... ej. is w^p)

= u^(ei) + . . . + w^e/-),

and thus w^p) = w(p) — \p\fi.
Our implementation of the Lower_Bound oracle is based on the following lemma.
L e m m a 4.2.2. For a CT M and a real value /i we have:
/j, < wct(M) 4=> Wfj,(p) > 0,/or every accepting path p of M;
Proof. Let n* = wct(M):
\p\

\p\

\p\

n
Lemma 4.2.2 states that, in order to verify if /i is a lower bound of the worstcase throughput of M, it is sufficient to check if every accepting path p satisfies
w

^(p) ^ 0. Intuitively, our implementation of the Lower_Bound oracle is an extension

of the Bellman-Ford single-source shortest path algorithm to the CTs with /i-updated
weight function. If the shortest path (with respect to w^) exists, we simply check if
its ^-updated weight is non-negative. If no shortest path can be found, then it means
that there is an infinite number of paths with negative /i-updated weights. The
Lower_Bound algorithm is presented in Figure 4.4.

4.3

Correctness and Complexity of the Worst-Case
Throughput Calculation Algorithm

We have to prove that the WC_Throughput_Approximation(M, e) algorithm returns a
value which is an e-approximation of the worst-case throughput of the CT M. Based

on the arguments of the previous section, we only need to show the correctness of our
implementation of the Lower_Bound(M, /i) oracle. For this purpose, we introduce the
concept of c-path.
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Lower_Bound(M, /x)
1

for each v G S U C do d(u) := oo

2

for each u G i d o

3

j := \S U C| + 1; change := true

4

'while (change and j > 1) do

d(t>) := 0

5

change := f a l s e

6

for each s E S do

7

imp := min{w;(U(e) + d(x) | e = (s, /, x) is an edge in M}

8

if imp < d(s) then c?(s) := imp; change := true

9

for each c € C do

10

tmp := Y2{wfi.(e) + ^W I

11

if tmp < d(c) then d(c) := imp; change :— true

12
13

e =

(c> ^ x) i s a n e( lg e i n M}

j := j - 1
if (change or d(vin) < 0) then return f a l s e else return true

Figure 4.4: Lower_Bound(M,/i): checks if /i is a lower bound for the worst-case
throughput of M.
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Definition 4 . 3 . 1 . A c-path of a CT M is a pair (ir, 0), where IT is an ordered rooted
tree and (f> : IT I—• M is a graph morphism such that, for every vertex x in 7r:
• if 0(x) is a switch node in M then a; has exactly one outgoing edge.
• if (j){x) is a concatenation node of M then x has a pair (ei, e 2 ) of outgoing edges
such that 4>{ei) = (0(x), l e f t , f ) and 0(e 2 ) = (0(:r), r i g h t , t / ) , for some nodes
v, v' in M .
The node u = </>(r), where r is the root of n, is called the starting node of the
c-path. In order to underline that u is the starting node of the c-path, we will denote
the c-path by (nu, (f>).
Note that the definition of c-path implies that for every leaf vertex x of the c-path
(iru, 4>), we have <f>(x) G A. Also every c-path corresponds to a path of the CT, and
if u is the initial node, then the c-path corresponds to an accepting path of the CT.
In fact, there is a one-to-one correspondence between the paths of a CT starting in
a node v and the c-paths (nv,(f)): the (ordered) DFS traversal of each such c-path
defines, through 0, a unique path of the CT starting with s t a c k = (v).
An example of a c-path corresponding to the accepting path (vin, l e f t , si) (si, be, c 2 )
(c 2 , l e f t , Si) (si, cab, a 3 ) (c 2 , r i g h t , a±) (vin, r i g h t , a\) of the CT of Figure 4.1, is illustrated in Figure 4.5.
Definition 4.3.2. Let M — (H,Q,,S,C,A,rjs,r]c,Vin)

be a CT, (nu,(f)) a c-path of

M, and E the set of edges in 7ru. We define:
• the length of the c-path: |(7ru,</>)| = \E\, i.e., number of edges in nu;
• the weight of the c-path: w(iru,(f)) =

^2eGEw(4>(e));

• the throughput of the c-path: throughput^u,

0) = w(-Ku,(f))/\(7ru,(f))\;
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ei/\e6

9

o

e2

A

e4

0: ei
e2
e3
e4
es
e6

-*• ( v i n , l e f t , si)
-> (si,6c,c 2 )
-> ( c 2 , l e f t , s i )
—> (si,ca&, CJ3)
-> (C2, r i g h t , a 4 )
—> ( « i „ , r i g h t , a i )

O

Figure 4.5: A c-path (nVin,(j)) of the CT of Figure 4.1.
• the n-updated weight of the c-path: wM(7ru,0) = Y^e&E w^{4>{e))') a n d
• the height of the c-path, denoted by h(nu, 0), as the height of the tree iru.
It is easy to see that the length, weight, throughput, and /^-updated weight of a
c-path are equal to those of its corresponding path in the CT.
L e m m a 4.3.1. Let u be a node of a CT M and dk(u) be the value of d(u) at the end
of the k-th iteration of the while loop of LowerJBoundiM', ji). We have:
V(7T„,0), ifh{-Ku,4>) < k then dk(u) < w^(7r u »

(4.3.1)

and
dk{u) — oo or

B(TT'U,

0'), such that

W^(-K'U,

cf>) — dk(u)

(4.3.2)

Proof. The proof is by induction on k. Consider k = 0, i.e., before entering the loop
for the first time. The only nodes of the CT which can be the starting nodes of a
c-path with height zero are the accepting nodes. For every accepting node, a £ A,
we have d0(a) = 0, which is equal to the [i-updated weight of a c-path with no edges.
A s s u m i n g t h e i n d u c t i v e h y p o t h e s i s , we prove t h a t t h e i n v a r i a n t s hold a t t h e e n d

of the (k + l)-th iteration of the while loop of Lower_Bound(M, //). Suppose that
(4.3.2) holds for every node during the A;-th iteration of the while loop. If u is a
switch node and during the {k + l)-th iteration of the while loop d(u) changes in line
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8, we find a node x and an edge (u, I, x), which may be added to the c-path starting
at x to make a new c-path (ir'u, ft) such that w^ir^, ft) = dk+i(u). Similarly if u is a
concatenation node, and during the (A; + l)-th iteration of the while loop d(u) changes
in line 11, we find two edges (u,left,x)

and (u, r i g h t , y), which may be added to

the c-paths starting in x and y, respectively, to make a new c-path (ir'^, ft') such that
w^TT^ft') = dk+i(u), which proves (4.3.2).
In order to prove (4.3.1) by induction, we first observe that dk+i(u) satisfies the
following properties:
• if u is a switch node, then:
dk+i(u) < min{wM(e) + dk(x) \ e = (u, l,x) is an edge in M}

(4.3.3)

• if u is a concatenation node, then:
dk+i(u) < V^{wM(e) + dk(x) \ e = (u, /, x) is an edge in M}

(4.3.4)

Indeed, both statements hold because the value of dk+i(u), computed by
Lower_Bound(M, /i), is either exactly the value at the right hand side of the inequalities (4.3.3) and (4.3.4) (when all d(x) values were computed in the previous iterations
of the while loop), or is a smaller value (when some d(x) values were decreased during
the current, i.e., (k + l)-th, iteration).
Now, For a switch node u we use (4.3.3):
mm{w,j,(7ru, ft) \ h(iru, ft) < k + 1} =
min{wjU(e) + w^x, ft) \ h(irx, ft) < k and e = («, I, x) is an edge in M} >
dk+1{u).
Using (4.3.4) and a similar reasoning, (4.3.1) can be proved for concatenation
nodes.

•

88

Lemma 4.3.2. If after an iteration of the while loop in Lower-Bound(M, fj)
change = false,

then d(vin) carries the minimum \i-updated weight of all accept-

ing paths of M.
Proof The boolean variable change remains f a l s e after an iteration of the while
loop only if there is no change in d(x), for any node x, during that iteration. So no
additional iteration of the while loop would modify d(x). By Lemma 4.3.1,
Vfc > 0,d(vin) < min{w/,(7r^n,0) | h(nVin,4>) < k}
and
3

(Kin^')

SUch t h a t W

»(Kin,<P') = d(Vin)

Thus, d(vin) = min{wM(7r„in, 0)} = min pe p{w M (p)}, where P is the set of all accepting
paths of M.

•

Lemma 4.3.3. // after the last iteration of the while loop in Lower-Bound
change = true, then the CT has (an infinite number of) accepting paths with negative
^-updated weights.
Proof. Having change — t r u e at the end of the last iteration of the while loop
means that there is a node v 6 S U C such that d\s\jc\+i(v) < d\suc\(v)-

By

Lemma 4.3.1, there is a c-path II = (nv,(f)), whose //-updated weight is d\suc\+i{v)Since d\suc\+i(v) < d\suc\(v), the height of II is at least \S U C\ + 1. This means
that there must exist two different vertices x and y with <p(x) = 4>(y) = u, for some
u € S U C, such that x is an ancestor of y in nu and if we consider the subtrees of
TCU which stem from x and y as two c-paths (ir'u,<f>r) and (71^, 0"), respectively, then
•Wfj,(7r'u,<f>') < w^ir'u, <f>"). We can replace 7r([ with n'u in the tree iru constructing a
new c-path II' with wM(Il') = w^(Ii) — w^n'^cj)") + w^ir'^ft)

< w^II). Repeating

the same procedure, we can construct c-paths starting at v with negative /i-updated
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weights. As v is reachable from vin, we conclude that the CT has (an infinite number
of) accepting paths with negative /^-updated weights.

•

As a direct consequence of Lemmas 4.3.2 and 4.3.3, we can formulate the following
theorem.
T h e o r e m 4.3.1. The procedure Lower-Bound(M, (JL) returns true if and only if \x is
a lower bound for the worst-case throughput of M, i.e., /J, < wct(M).
In order to calculate the complexity of the WC_Throughput_Approximation algorithm, we notice that the algorithm executes the while loop log(7Wga:~?nm) times. Since
the while loop of the Lower_Bound procedure is executed \S U C\ + 1 times in the
worst case, and each such execution examines every edge of the CT exactly once, the
total complexity amounts to 0(nm log( max ~ mm )), where n and m are the number of
nodes and edges in M, respectively.

4.4

Conclusions

Content inspection problems that process packets with contents from non-regular
languages cannot be solved by finite state transducers. In this chapter we presented
CTs to extend the range of content inspection problems which can be solved by
transducers.

It has been shown in [56] that CTs represent the family of simple

languages which includes languages such as the simplified XML. We showed that
a CT-based CIE can be efficiently implemented in hardware by adding a stack to
the TLT architecture. We also investigated the problem of finding the worst-case
throughput of a CT. We presented an algorithm for computing an e-approximation
of the worst-case throughput of a CT M. The time complexity of the algorithm is
0(nm log( m a a : - m m )) ; where n is the number of nodes, m is the number of edges, and
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max (min) is the maximum (respectively, minimum) of the lengths of the edge labels
of M.
It is worth mentioning that recently a polynomial-time algorithm for finding the
exact worst-case throughput of CTs has been introduced [59]. However, from the
application point of view, the linear memory requirement of our algorithm, in comparison to the cubic requirement for the algorithm of [59], makes our algorithm a
preferable choice.
CTs are in fact a subclass of labeled directed And-Or graphs [60,61]. Our algorithm as presented here actually solves a more general problem of finding an eapproximation of the infimum of the mean weights of all complete hyper-paths of an
And-Or graph with real weight values.

Chapter 5
Range-Matching Using T C A M

The problem of multifield packet classification can be considered as a special case
of the content inspection problem where the processing of packets is limited to their
headers. The policies that are used for multifield packet classification normally have
a larger number of rules compared to those used for problems that involve inspection of packet contents. During the last decade there has been a continuous trend
of performance advance in proposed algorithmic approaches for the multifield packet
classification problem [2,4,62-64]. Such algorithms use off-chip random access memory in order to be scalable to databases with millions of entries.
On the other hand, most of the current and near-future's multifield packet classification databases include up to a thousand rules. As such, the industry has largely
depended on TCAM for implementing multi-gigabit multifield packet classification.
In the multifield packet classification application, each of the strings stored in the
TCAM is a policy rule and there is an index associated to each rule showing the position of the rule inside the TCAM. The TCAM compares a given search key against
all of its rules in parallel and returns the index of the rules that it matches. Having a
constant search time is the main property of the TCAMs which makes them a strong
medium choice for performing multifield packet classification and forwarding in the
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edge-routers.
Despite the above advantages which makes TCAMs well-suited for performing
high-speed packet classification, TCAMs also have limitations which reduce their
efficiency. One of the limitations is that TCAMs cannot store efficiently rules that
have range fields, where a range is a consecutive set of integers (e.g., [1024,2048]).
Traditionally a range is first mapped to a set of prefixes and then each prefix is stored
in separate TCAM entry. The advantage of this method is t h a t it is easy to implement
it and also it uses a minimum-width TCAM, i.e., a TCAM as wide as the width of
range-port in the policy rules. However, it does not map all ranges to TCAM rules
efficiently. For example, a range of 1-65534 would be expanded into 30 TCAM rules
of width 16. This problem is specially critical in the policy rules of the edge routers,
where the port fields usually have ranges. In addition, as observed in [65], both the
number of rules in the classification databases and the percentage of rules with one
or two range fields have an increasing trend. This means that the range-expansion
problem could be a serious deterrent to a complete dependent on the neat architecture
of TCAMs for packet forwarding and classification in edge routers.
The interest to the problem of range matching in TCAM has recently been sharpened ([65],[66]). Despite this interest, the traditional prefix-based range expansion
is still the only available method of preforming range-matching in minimum-width
TCAM; Almost all available research works improve the efficiency of range matching
in TCAM by some heuristics which depend on using TCAMs with widths larger than
the width of the range-port in the policy rules.
In this chapter, we present a systematic approach for tackling this problem in
minimum-width TCAM; We first give a formal definition for the problem of range
matching in TCAM and also explain the traditional prefix-based representation of
ranges in TCAM through a tree representation. We then show that replacing the
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lexicographic encoding of this method with the binary reflected Gray Encoding, improves the expansion rate of ranges in TCAM without adding anything to the width
of the TCAM.
An important problem that can provide some insight on the amount of TCAM
required for range representation in minimum-width TCAM is as follows: for a fixed
minimum-width encoding scheme, what is the maximum number of TCAM rules
that are required for representing a range in TCAM. For a class of encoding schemes,
which includes the lexicographic encoding (i.e., the standard binary encoding) and the
binary reflected Gray encoding, we provide a tight lower bound on the performance
of the range representation in minimum-width TCAM. Finally, we will present two
linear-time algorithms that generate a minimum TCAM representation of a given
range for the lexicographic encoding and the binary reflected Gray encoding.
The chapter is organized as follows. We first present a formalization of the rangerepresentation problem in Section 5.1. We then show in Section 5.2 that using binary
reflected Gray encoding instead of the lexicographic encoding improves the expansion
rate of ranges in TCAM. In Section 5.3, we provide a tight lower bound on the
worst-case expansion rate of ranges in minimum-width TCAM. Our two algorithms
for generating a minimum TCAM representation of a given range are presented in
Section 5.4. At the end of Section 5.4, we present some simulation results and the
conclusions of the chapter are provided in Section 5.6.

5.1

Formalizing the Range Matching Problem

We start this section by some formal definitions for TCAMs. A TCAM can be defined
as a two dimensional array of cells, where each cell carries one of the three values 0,
1, or *. Each row of this array is called a TCAM rule. A rule is called a prefix rule
if all non-star symbols occur as a suffix of it. For example, both 10** and 0110 are
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prefix rules, while 0*01 is not.
A rule of a TCAM of width n is a sequence r = e\e2 . . . en, where e* G {0,1, *} for
i G { 1 , . . . , n}, and defines the following non-empty language L(r):
L(r)d=1L(e1)L(e2)...L(en),
where L(0) d = {0}, 1,(1) d= {1}, and L(*) d = {0,1}. For example, L(0*l) = {0} •
{0,1} • {1} = {001,011}. We say that r covers a set of strings P if \/w G P,w G L(r).
A TCAM 1Z consisting of k rules r 1 ; r 2 , . . . , rk will be written as 7Z = (ri, r 2 , . . . , r^).
The language of 72. = (ri, r 2 , . . . , rk) is the union of the languages defined by its rules,
i.e., L(1Z) d = L ( n ) U L{r2) U . . . U L(rjfe).
Let 7?. = ( r i , r 2 , . . . , r&) and 72.' = (pi,P2, • • • ,Pm) be two TCAMs of the same
width <i, i.e., fj,pj G {0,1, * } d for i G {1, 2 , . . . , A;} and j G { 1 , 2 , . . . , m } , and w G
{0,1, * } " be a rule of length n. We define:
Tl + W

d

= (r1,r2,...,rk,p1,p2,...,Pm);

wTZ =

(wri,wr2,...,wrk).

Intuitively, the TCAM 1Z + 1Z' is the union of 1Z and 1Z', thus its width remains d
and the number of its rules is k + m. The TCAM wTZ is of width d + n and each of
its rules is the concatenation of w with a rule of 7Z.
Let E : {0, l } n c-> { 0 , 1 , . . . , 2 n — 1} be an encoding of integer values by n-bit
strings. Any subset X C { 0 , 1 , . . . , 2n — 1} can be represented by a TCAM 1Z of
width n. More precisely, 1Z represents X iff E~1(X)

— L(1Z).

For two integers x, y, we denote by [x, y] the set {x, x + 1 , . . . , y} and call it a
range. A pre/ia; subset of a range i? = [x, ?/] is defined as a subset of R including
some consecutive integer values, which can be represented by a single prefix TCAM
rule. For example, consider the range [1, 9] over the domain [0,15]. If we encode the
integers of this domain by lexicographic encoding then {4, 5, 6, 7} is a prefix subset,
representable by the prefix TCAM rule 0 1 * * .
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Suppose that we have a domain D — [0, k], where A; is a non-zero positive integer,
and a list of N ranges P = {Ri, R2,...,
range. The range-matching

RN} over D, with a priority associated to each

problem consists of finding the highest priority range of P,

if any, that includes a given integer value x, 0 < x < k. There is a method for solving
this problem using TCAM which is associated with two components: an encoding
scheme and a TCAM rule generation procedure. The encoding scheme, denoted by / ,
is used for representing each integer value that falls within the domain D by a unique
string of bits. The TCAM rule generation procedure is used to represent the ranges
of P as a number of TCAM rules and load them into a TCAM; This procedure is
such that, for a given value x E D, the highest priority range of P that includes x, if
any, can be obtained by matching f(x)

against the loaded TCAM.

E x a m p l e 5.1.1. Suppose that D = [0,5] and P = {Ri: R2, R3} where Ri = [1,4],
R2 — [3,5], and R3 — [0,2].

Let us first use the lexicographic representation

the integer numbers as encoding scheme.

Since there are 6 integer numbers in the

range D, we need 3 bits to represent all of the 6 numbers.
lexicographic encoding for each number.

of

Figure 5.1-(a) shows the

Using this encoding, the three ranges can be

represented by the TCAM rules as shown in Figure

5.1-(b).

Figure 5.2-(a) shows another possible encoding scheme for the numbers in the
range [0, 5]. For this encoding, the TCAM rules corresponding to the three ranges are
shown in Figure 5.2-(b).

<

Generally, there is a trade off between the width of the encoding scheme used
for encoding integer values (i.e., the width of the TCAM rules), and the number of
TCAM rules required for representing ranges over those values. For instance, while
the second encoding scheme of Example 5.1.1 uses 2 more bits for encoding each
value, the total number of TCAM rules required for representing the 3 given ranges
in TCAM by this scheme is 3 rules less than that of the first encoding scheme.
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value = x encoded value == / ( * )
0

000

1

001

2

010

3

Oil

4

100

5

101

range

TCAM rules

i*i = [l,4]

001
01*
100

i?2 = [3,5]

Oil
10*

#3 = [0,2]

00*
010

Figure 5.1: (a) The first encoding scheme and (b) the TCAM rules corresponding to
the three ranges of Example 5.1.1.

value = x encoded value == / ( * )
range

TCAM rules

i?i = [l,4]

01**0
100**

10001

i*2 = [3,5]

10***

4

10010

/? 3 = [0,2]

01***

5

10100

0

01001

1

01010

2

01100

3

Figure 5.2: (a) The second encoding scheme and (b) the TCAM rules corresponding
to the three ranges of Example 5.1.1.
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For the domain D = [0, if], the smallest possible width for the encoding scheme
is \log2{K + 1)~|, where for a positive real value c, \c] denotes the smallest integer
number that is greater than or equal to c. For this minimum width, depending on the
encoding scheme, we may need a large number of TCAM rules for representing some
of the input ranges. On the other hand, it is possible to represent any range over D
with a single TCAM rule if we allow the width of encoding scheme to be as large as
k, so that we can encode the integer values with a unary encoding. For instance, the
all the 3 ranges in Example 5.1.1 can be represented by a single TCAM rule if we
use the following unary encoding scheme for representing integer numbers from 0 to
5: {00000,00001,00011,00111,01111,11111}. Using this encoding, the three ranges
[1,4], [3, 5], and [0, 2] would be represented as 0***1, **111, and 000**, respectively.
The width of the TCAMs that are used by today's edge routers for performing
multifield packet classification is limited to a few hundred bits and the ranges fields
of the rules are defined over 16-bits binary values (i.e. K — 65535). Thus for this
application, there is a constraint over the width of employed encoding scheme which
makes it indispensable to look for efficient encoding schemes under some width constraint. In order to formalize the problem of range matching in TCAM under a width
constraint on the length of TCAM rules, we define the maximum expansion rate of an
encoding scheme / over the domain D = [0, K], as the maximum number of TCAM
rules which are required for representing any range over D in TCAM and denote it
by E(f).

Note that there must be a range over D which cannot be represented by

E(f) - 1 or less TCAM rules.
Definition 5.1.1. The problem of range matching in width-limited TCAM consists
in finding an encoding scheme for the integer values of D, denoted by fopt, whose

width is subjected to a fixed upper-bound and has a minimum E(fopt).

In order to

be able to use such encoding scheme for representing and loading ranges into TCAM
rules, fopt should be also accompanied with a TCAM rule generation procedure.

98

Finding an optimal solution for the problem of range matching in TCAM , i.e.,
finding an optimal encoding scheme and its associated TCAM rule generation procedure, appears to be very challenging. However, any non-optimal solutions for this
problem which yields good maximum (and/or average) TCAM expansion rates compared to the traditional methods, would have an immediate application in practice.
In next section we first look at the only available method of representing ranges in
minimum-width TCAM. We then show that we can get better expansion rates by replacing the encoding scheme of this method with the reflected binary Gray encoding.

5.2

Range Matching by Minimum-Width Encoding Schemes

The only available solution for the problem of range matching in minimum-width
TCAM is called prefix-based expansion of ranges. We proceed in this section by
first explaining the TCAM rule generation procedure of this method which uses the
lexicographic encoding. We then explain how we can improve the expansion rates
of range matching by changing the encoding scheme of the prefix-based expansion
method.

5.2.1

Prefix-Based Expansion of Ranges

Ranges are traditionally represented in TCAMs by splitting each range into a number of prefix subsets and then representing each prefix subset with a single TCAM
rule. This method, which uses the lexicographic encoding of numbers as its encoding
scheme, can be easily explained by the binary tree representation of lexicographic encoding. A binary tree representation of n-bit binary numbers has 2 n leaves and each
of the 2 n paths from the root of the tree to a leaf corresponds to one of the binary
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(a)

(b)

Figure 5.3: (a)- The binary tree corresponding to 4-bit lexicographic encoding, (b)Representing the range [1,8] in TCAM by the prefix-based expansion method.
numbers. The correspondence between a path and a binary number is reflected on
the binary tree by the edge-labels of the path. Figure 5.3-(a) shows the binary tree
corresponding to 4-bit lexicographic encoding. For example all the edges on the path
from the root of this tree to its rightmost leaf are labeled with 1 which means this leaf
corresponds to binary number 1111. Notice that we can represent some sets of successive binary values by a single TCAM rule. For instance, the set B = {0010, 0011}
can be represented by concatenating the edge labels of the path from root to node
b and putting * at the end of the rule to get 001*. This observation is the stepping
stone for the prefix-based expansion of ranges.
The prefix-based expansion of ranges is formally defined as finding a minimum
number of mutually exclusive prefix subsets that cover a range R and then mapping
each prefix subset to its corresponding prefix TCAM rule.
E x a m p l e 5.2.1. Suppose that we want to represent the range [1,8] in TCAM. Figure 5.3- (b) represents the prefix subsets of this range, which each can be represented
by a single prefix rule, and their corresponding node on the tree. Using this graph, this
range is expanded to the following set of prefix rules: {0001,001*,

01**, 1000}.

<
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The maximum expansion rate for the prefix-based expansion of an n-bit range
is 2ft — 2 TCAM rules. This expansion rate is the result of representing the range
[l,2 n — 2] by prefix rules. For instance, in Figure 5.3-(a), the range [1,14] can be
represented by the following 6 TCAM rules: {0001,001*,01**, 10**, 110*, 1110}.
However, if we notice that the range [1, 2n — 2] includes all the ft—bit binary numbers
except for the all 0's and the all l's n-bit numbers, then we can represent this range
by n TCAM rules. Using this technique, the range [1,14] can be represented by
4 rules as follows: {01**, *01*, **01, 1**0}. Hence, by a small change in the
TCAM rule generation procedure of the prefix-based expansion method to treat the
range [1,2™ — 2] differently, we can improve the maximum expansion rate for an nbit range, n > 3, to be at most 2ft — 3. This observation emphasizes the fact that
both the encoding scheme and the TCAM rule generation procedure can affect the
performance of a method of range representation in TCAM.
In the following subsection we show that replacing the encoding scheme of the
prefix-based method with the binary reflected Gray encoding provides us with a gain
in the average number of rules that are stored in TCAM for each range, without
increasing the width of the TCAM rules.

5.2.2

Range Expansion Using Binary Reflected Gray Encoding

In the prefix-based range expansion method, each number is represented by its lexicographic encoding. It is likely that using a different binary encoding of the numbers
yields a smaller maximum (and/or average) expansion rate for the TCAM representation of ranges. In order to show this potential, we consider one of the most well-known
families of binary encoding schemes: Gray Codes.
Gray codes are a family of encoding schemes where each Gray code lists all the
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numbers in the range of [0,2 n — 1], with ra-bit numbers, such that successive numbers
(including the first and the last) differ in exactly one position. The most famous
example of Gray codes is the binary reflected Gray code ([67], [68]) which can be
explained as follows.

Suppose that Ln denotes the listing for n-bit numbers and

L\ is the list 0, 1. Then for n > 1, Ln is formed by pre-pending a bit of '0' to
every number in the list L n _i, and following that list by the reveres of L n _i with
a bit of ' 1 ' prepended to every number.

So, for example, L 2 = 00,01,11,10 and

L3 = 000, 001,011, 010,110, 111, 101,100.
Binary reflected Gray encoding of numbers can be represented by a binary tree.
Figure 5.4-(a) shows the binary tree for L4. Note that in comparison to Figure 5.3-(a),
some of the edge labels have been flipped on this graph. For example the edges on
the path from the root of this tree to its rightmost leaf are labeled with with 1000,
i.e., the 4-bit binary reflected Gray encoding for 15.
A property of this encoding, which helps us to devise an efficient TCAM rule
generation procedure for this encoding, can be explained through the vertical dashed
lines that have been depicted in this figure; Let us begin with the vertical dashed-line
which goes through the root of the tree. If two equal-size prefix subsets of the tree
are in a symmetric position with respect to this line, then we can represent both of
these two prefix subsets with a single TCAM rule. For example the two prefix subsets
{1} (i.e., the leaf with encoding 0001) and {14} (i.e., the leaf with encoding 1001) are
symmetric with respect to this dashed-line and can be explained by the single rule
*001. The other dashed lines of the figure have a similar property. For instance the
two subsets {2, 3} and {4, 5} are symmetric with respect to the second dashed line
from left and can be expressed by the single rule {0*1*}. Note that in the prefixbased expansion method we represent each of these subsets with a different TCAM
rule. The two ranges considered in the following example show how this property
of the binary reflected Gray encoding helps us to represent a range with a smaller
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Figure 5.4: The binary tree corresponding to binary reflected Gray encoding of the
numbers between 0 and 15.
number of TCAM rules.
Example 5.2.2. Let us first compare the number of TCAM rules required for representing the range [1,13] in binary reflected Gray encoding, with that of the prefixbased method. As it is illustrated in Figure 5.5-(a), TCAM representation of the range
[1,13] by binary reflected Gray encoding needs these 3 rules: {0001, *01*, *1**}. The
prefix-based method, however, represents the same range with the following 5 rules:
{0001,001*, 01**, 10**, 110*}.
Figure 5.5-(b) shows how we can use the symmetric property of binary reflected
Gray encoding to represent the range [1,8] by 3 TCAM rules as

{0*01,0*1*,*100}.

Using the prefix-based method, this range is represented by the following 4 TCAM
rules: {0001,001*,01**,

1100}.

<4

It can be easily verified that for every range, the number of TCAM rules obtained
from the range representation method that uses binary reflected Gray encoding is
smaller than or equal to the number of TCAM rules obtained from the prefix-based
method.
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0*01
(a)

(b)

Figure 5.5: Generating TCAM rules, using the symmetry property of binary reflected
Gray encoding, for the ranges (a) [1,13] and (b) [1,8].

5.3

Maximum Expansion Rate of Minimum-Width
Encoding Schemes

One would expect that the worst-case expansion rate of range representation in
TCAM depends on both the encoding scheme and the TCAM rule generation procedure. In this section we show that for a class of minimum-width encoding schemes,
which includes the lexicographic encoding and the binary reflected Gray encoding,
the maximum expansion rate cannot be smaller than a tight bound.

5.3.1

Definitions and Notations

We start by formal definitions of the concepts that we will use for proving the existence
of the above-mentioned tight bound and also throughput the next section. By TQ and
• we will represent the empty tree and the single node tree, respectively. Let T be a
tree and w E {0,1}*. By w~lT we will denote the corresponding sub-tree of T; the
root of w~lT is the last vertex of the unique path starting from the root of T and
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labeled by w. For a non-empty tree T, by h(T) we denote the height of T, i.e., the
length of the longest path from the root to a leaf. For a G {0,1}, by a we will denote
the complement of a, i.e., 0 = 1 and 1 = 0.
We define a full tree of height n as a perfect binary tree of height n such that
each pair of sibling edges are labeled 0 and 1. The assignment of labels to the edges
(two alternatives per each internal node) can be chosen arbitrarily. Let Tn be a full
tree of height n. The label w G {0, l } n of the path from the root to i-th leaf defines
the n-bit encoding of number i, with 0 corresponding to the furthest left leaf of the
tree. In that way, Tn defines a bijection Tn : {0, l } n ^ { 0 , 1 , . . . , 2 n — 1}, called an
n-bit dense-tree encoding. The lexicographic encoding and the binary reflected Gray
encoding are two important examples of dense-tree encodings.
In the context of a dense-tree encoding Tn, a set X C {0,1}" defines both the set
Tn(X) of integers and a subset of leaves of Tn. The set X can be represented by a
skeleton tree (see Figure 5.6) that is obtained from Tn by:
(1) Obtaining a range tree by removing all edges which are not leading to the
leaves of X;
(2) Turning into leaves all full subtrees of the range tree.
We say that a tree T is a chain, if every vertex of T has at most one non-leaf
child. A double-chain is a tree with at most one vertex v having two non-leaf children
and such that all ancestors of v have only one child. Examples of a chain and a
double-chain are illustrated in Figure 5.7.
A set of binary strings X of length n is a range-set of a dense-tree encoding Tn
if Tn(X) is a range. A chain is called left-chain (resp., right-chain) if it represents a
range-set and every leaf node of it is a right (resp., left) child of its parent. Examples

of a left-chain and a right-chain are shown in Figure 5.8. Intuitively, a left-chain CL
defines an range [x, 2k — 1], and a right-chain CR a range [0, y] or [2k, y], where k < n,
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range tree for [x, y]

skeleton tree of [x, y\

Figure 5.6: The range tree and skeleton tree of a range [x,y\.

chain

double chain

Figure 5.7: A chain and a double-chain with 4 and 6 leaves, respectively.
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left-chain

double-chain

Figure 5.8: Three types of skeleton trees: left-chain, right-chain, and double-chain.
n is the width of the dense-tree encoding, and x, y € { 0 , 1 , . . . , 2n — 1}. We say that
CL and CR are complementary

chains, if and only if x < y + 1, i.e., the union of their

corresponding ranges yields [0, 2 n — 1], assuming n > max{/i(Cx), h(CR)}.

5.3.2

Preliminary Results

We first show through the following two lemmas that on a dense-tree encoding, the
skeleton tree corresponding to any range is a double-chain.
L e m m a 5.3.1. Let X C {0, l}n.

The following statements

are equivalent:

1. There exists a dense-tree encoding Tn for which Tn(X)

= [0, \X\ — 1];

2. There exists a dense-tree encoding Tn for which Tn(X)

— [2n — \X\, 2n — 1];

3. For any dense-tree encoding the skeleton tree of X is a chain.
Proof. The proofs of all equivalences except for 1 =» 3 and 2 => 3 are obvious. We
present a proof based on induction on n for 1 => 3; The proof for 2 => 3 is very
similar. For n = 1 any subset of {0,1} is a range, and any skeleton tree of height not
bigger than 1 is a chain.

107

Suppose that the induction hypothesis holds for all k < n. For X C {0, l } n + 1 , we
can write X = X0 U Xx, where X0 and X i are the sets of all those strings of X which
start by 0 and 1, respectively. There are two cases:
1. If X0 or Xi is empty, then the initial symbol is the same for all elements of X
and it can be omitted. Thus, the proof is complete as the induction hypothesis
applies directly.
2. Suppose that none of XQ or X\ is empty and consider an arbitrary densetree encoding Tn+i.
Tn+1(X)

Since there exists a dense-tree encoding T^+l for which

= [0, | X | — 1], we must have | X | > 2 n _ 1 and also either XQ or X\ must

include 2 " " 1 strings. If we assume without loss of generality that \X0\ = 2™_1,
then the skeleton tree of X0 in Tn+i is just an edge labelled by 0. Besides, by
the hypothesis induction, the skeleton tree of Xi is a single edge connected to
a chain. Thus, the root of the skeleton tree of X in Tn+\ has a leaf as one child
and a chain connected to the other child which means that the skeleton tree is
a chain itself.

•
L e m m a 5.3.2. Let X C {0, l } n . The following statements
1. There exists a dense-tree encoding Tn for which Tn(X)

are equivalent:
is a range;

2. For any dense-tree encoding the skeleton tree of X is a double-chain.
Proof. The proof of 2 => 1 is obvious. We prove the 1 => 2 part by induction on n.
For n = 1 see the proof of Lemma 5.3.1.
Suppose that the induction hypothesis holds for all k < n. For X C {0, l } n + 1 , we
can write X = X0 U Xi, where X0 and X\ are the sets of all those strings of X which
start by 0 and 1, respectively. There are two cases:
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1. If XQ or Xi is empty, then the initial symbol is the same for all elements of X
and it can be omitted. Thus, the proof is complete as the induction hypothesis
applies directly.
2. Suppose that none of X0 or X\ is empty and consider an arbitrary dense-tree
encoding T n+1 . Since there exists a dense-tree encoding T'n+l for which T^+1(X)
is a range, by Lemma 5.3.1, the skeleton trees of X0 and Xi in Tn+i are chains.
Thus, only the root of the skeleton tree of X in Tn+i has two non-leaf children
which means it is a double chain.

•
The complexity of building the skeleton tree of a given range on the n-bit lexicographic encoding is linear in n. Therefore, we can have the following corollary from
the result of Lemma 5.3.2:
Corollary 5.3.1. Let X C {0,1}". There is a linear-time algorithm to test whether
there exists a dense-tree encoding Tn for which Tn(X) is a range.
In continuation of our preliminary results, we determine the minimum size of a
TCAM that represents a given range whose skeleton tree is a chain. The proof of the
following lemma is immediately implied from the definition of a prefix rule and prefix
subsets:
Lemma 5.3.3. Let X C {0, l } n be a range-set of a dense-tree encoding Tn. The
minimum number of prefix rules covering X equals the number of leaves in the skeleton
tree of X in Tn.
Theorem 5.3.1. Let the skeleton tree of X C {0, l } n in a dense-tree encoding Tn be
a chain with k leaves. The minimal size of a TCAM representing X is k.
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Proof. Using Lemma 5.3.3 it is clear that k rules are sufficient for representing X,
each rule representing a leaf of the chain.
We have to prove that we need at least k rules (prefix or non-prefix) to represent X.
Assume, by contradiction, we can represent X by k' rules ei, 62, • • •, e^, with k! < k.
Let d = d[l]d[2]... d[n] be the label of the path from the root to the sibling of the
bottom leaf of the chain, which means that d ^ X. Each rule ej has to have at least
one position pi such that e^Pi] is d\pi\; we choose always the first such position. Since
k' < k, there is a position r which corresponds to an incoming edge of a leaf of the
chain and which was not selected by any of positions pi. We change the symbol on
this position of d to d[r]. Then the resulting string belongs to the range but it is not
covered by any of the rules.

•

Corollary 5.3.2. In an n-bit dense-tree encoding, representing
[1,2 n - 1] and [0, 2n - 2] needs exactly n TCAM
Consider a set X C {0, l}n.

rules.

A TCAM rule r is called an X-limited

not cover any string out of X, i.e., L(r) C X.
X-essential

each of the ranges

rule if it does

An X-limited rule r is said to be

if there is no other X-limited TCAM rule that covers r. Any coverage of

X by a TCAM with k rules can be turned into a coverage by k X-essential TCAM
rules. Therefore, it is quite natural to consider only AT-essential TCAM rules in the
process of finding a minimal TCAM representation of X; representation of a set in
TCAM by essential rules will be called a "canonical representation". Note that for a
given set X, there may be many minimal canonical representations of X.
In the context of two-level logic generation, an X-essential TCAM rule is called
a "prime implicant" of X (see [69]). Prime implicants play an important role in the
process of two-level logic generation. In general, the number of prime implicants for
a given set may be exponential with respect to the number n of input bits [69]. In
the following, we prove that in the cases of the n-bit lexicographic encoding and n-bit
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reflected Gray encoding, a range-set X C {0, l } n admits no more than n(n — 1) + 1
and 2n X-essential TCAM rules, respectively.
Lemma 5.3.4. Let X C {0, l } n such that the skeleton tree of X in a dense-tree
encoding Tn is a chain with k < n leaves. There are exactly k different X-essential
TCAM rules.
Proof. It can be verified that every X-essential rule is of form s\S2 ... Si... sn, where
i is the level of a leaf in the chain and, for 1 < j < n,

Sj=

<

d[i]

if i = j

d[j]

if j < i and there is no leaf at level j

*

otherwise

where d = d[l]d[2]... d[n] is the path from the root to the sibling of the bottom leaf
of the chain.

•

Theorem 5.3.2. Let X C {0, l } n be a range-set in the n-bit lexicographic encoding
Lexn. There is at most n(n — 1) + 1 different X-essential TCAM rules.
Proof. LetLex n (X) — [x,y]. The proof is by induction on n. Suppose that Lexn(0u) =
x and Lex n (lv) = y for some u, v e {0, l } n _ 1 . The easy case when the encodings of
x and y are starting by the same digit is skipped.
The set P([Lex n (0 , u),Lex n (lf)]) of all X-essential TCAM rules can be split into
three disjoint sets P0, Pi, and P*, where Pa, a G {0,1, *}, denotes the set of all Xessential TCAM rules that start with a. By Lemma 5.3.4, we have: \P0\ < n — 1 and
I-Pi I <n — \. Also |P*| = |P([Lexn(-u),Lexrt(f)])|, where the range [Lexn(w), Lexn(v)]
is encoded by n — 1 bits. Thus, p(n) < 2(n — 1) -+- p(n — 1), with p(l) = 1, where p(i)
denotes the maximum number of different X-essential TCAM rules for any range /
with LeXi(X) = I.

D

Ill

T h e o r e m 5.3.3. LetX C {0, l } n be a range-set in the reflected Gray encoding Gray n .
There is no more than 2n different X-essential TCAM rules.
Proof. Let Gray n (X) = [x, y] be such that encodings of x and y differ in the first digit.
The easy case when the encodings of x and y begin by the same digit is skipped. In
reflected Gray encoding, the dense-tree is "reflective", i.e., the labels of the righthand side and the left-hand side subtrees rooted at every node, are the mirror copies
of each other. Suppose that x < y, x is encoded as av, y as au, a E {0,1}, and
u, v E {0, l } n _ 1 . Then by reflective property, au encodes 2n — 1 — y.
In case when x < 2n — 1 — y, there is no X-essential TCAM rule which starts by
a, and symmetrically, if x > 2n — y then there is no X-essential TCAM rule which
starts by a. Without loss of generality we may assume that x < 2n — 1 — y. Therefore,
X-essential TCAM rules can be split into two sets Pa (i.e., the set of rules starting
by a), and P* (i.e., those rules that start by *). Every rule from Pa with initial a
removed must be an essential TCAM rule for range [x, 2n~1 — 1] o n n - 1 bits, and
every rule from P* with initial * removed must be an essential TCAM rule for range
[2n — 1 — y, 2n~1 — 1] on n — 1 bits. Since the skeleton trees of both these ranges are
chains (or empty), by Lemma 5.3.4 each of them has at most n— 1 (or none if empty)
different essential TCAM rules.

5.3.3

•

Maximum Expansion Rate for Dense Tree Encoding
Schemes

We first show that, for all n-bit dense-tree encoding schemes, any range over D =
[0, 2 n — 1], n > 1, can be represented by max(n, 2n — 3) or less TCAM rules. We then
show that in cases of the lexicographic and the binary reflected Gray encodings, the
maximum expansion rate is actually 2n — 4.
As it was proved in Lemma 5.3.3, the minimum number of prefix rules required for
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representing a range in TCAM is equal to the number of leaves in its corresponding
skeleton tree. For some ranges, this number can be significantly reduced by using
non-prefix TCAM rules.
Lemma 5.3.5. There is a dense-tree encoding Tn and a range I such that the minimum number of prefix rules representing I is In — 2 and the minimum TCAM size
is only n.
Proof. Consider the range / = [1, 2 n — 2] in the lexicographic encoding on n bits.
The skeleton tree for X C {0, l } n such that Lexn(X) = I has 2n — 2 leaves and thus
by Lemma 5.3.3 it cannot be covered by less than 2n — 2 prefix rules. However X
can be covered by the following n rules: X = {rotk(01 * . . . * ) | 0 < fc < n}, where
rot denotes the left-rotation of a word, i.e., rot(aw) = wa, for a G {0,1,*} and

we {0,1, *}n~\

•

Theorem 5.3.4.
(a) Let Tn be a lexicographic or reflected Gray encoding of length n. There is a range
I = [x, y] which cannot be represented with less than max(n, 2n — 4) TCAM rules.
(b) For each n > 1 there exists a dense-tree encoding Tn and a range I = [x, y] which
needs max(n, 2n — 3) TCAM rules.
Proof.
Point (a).

For 1 < n < 3, we have max(n, 2n — 4) = n and the theorem's claim

can be easily proved using Corollary 5.3.2. For n > 4, we provide a proof for the
lexicographic encoding; the proof for the reflected Gray encoding is similar to this
proof. Consider the range / = [r/,7\| = [Lexn(s;),Lexn(s/i)] = [Lex n (0100... 001),
Lex n (1011... 110)] whose corresponding range-set has a skeleton tree as illustrated
in Figure 5.9(A) for the lexicographic encoding. The encoding of 77, i.e., si, starts
with 01, followed by n — 3 zeros and ends by 1. The encoding of r^, i.e., Sh., starts
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0 /Ol

0 /Ol

Figure 5.9: The lexicographic tree in (A) needs at least 2n — 4 rules for lexicographic
coding, the (non-lexicographic) tree in (B) needs at least 2n — 3 TCAM rules.
with 10, followed by n — 3 ones and ends by 0. We divide this range to two subranges h = [rh2n-l-l]

= [Lex n (0100...001),Lex n (0111...11)]andJ 2 = [2 n - 1 ,r /l ] =

[Lexn(100 ... 00), Lex n (1011... 110)]. The encodings of all values in the range Iy start
with 01 and thus they are within the first half of the domain [0, 2 n — 1]. This means
that all the leaves corresponding to the values in I\ fall on the left side of the vertical
line that passes through the root of the tree. The encodings for the values of range I2,
however, start with 10 and so their corresponding leaves fall on the right side of the
vertical line. This means that any TCAM rule that represents a value from I\ cannot
represent any value from I2 and vice verse. As such, the minimum number of TCAM
rules required for representing / is equal to the addition of the minimum number of
rules that are required to represent each of the ranges I\ and I2, separately.
Since the encodings of all the values from Ix start with 10, we can represent this
range by prepending 10 to the n — 2 rules that are required to represent the range
[1,2 n ~ 2 - 1] = [Lex n (00... 001), L e x „ ( l l . . . 11)] over the domain [0, 2 n " 2 - 1]. Hence,
using Corollary 5.3.2, we need at least n — 2 TCAM rules to represent this range.
Similarly, it can be seen that representing I? needs at least n — 2 TCAM rules. This
means that the range / cannot be represented by less than 2n — 4 TCAM rules.
Point (b).

An example of such a dense-tree encoding Tn and the range [1, 2 n

+
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v _

tree T3

Figure 5.10: The case when skeleton tree has maximal number of prefix rules 2n — 2.
T is decomposed into Ti, T2, and T3. For Ti and T2 we use 2n — 6 prefix rules. For
T3 three general rules are enough (instead of 4 prefix rules).
-m-2

2] is shown in Figure 5.9(B).

•

Theorem 5.3.5. Let Tn be a dense-tree encoding of length n. Every range I — [x,y]
can be represented by max(n, 2n — 3) TCAM rules.
Proof. If 1 < n < 3, we have max(n, 2n — 3) = n and it can be checked manually that
every range can be represented by n or less TCAM rules. For n > 3, if the skeleton
tree of I has 2n — 3 or less leaves, then by Lemma 5.3.3 / can be represented by 2n — 3
or less prefix TCAM rules. The skeleton tree has maximal number of 2n — 2 leaves
iff it has a shape similar to tree T of Figure 5.10. We decompose this tree into three
subtrees T\, T2, and T3. The subtrees Ti and T2 are chains with n — 3 leaves each, and
thus altogether they need 2n — 6 TCAM rules. It is enough to show that T3 needs
only 3 TCAM rules. Let abc {ab'c') be the labels of the left (resp., right) branch of
T3, as shown in Figure 5.10. We consider all possible cases as follows. If b'c' = be,
then rules *bc:, a*c, and ab* represent T3; If b'c' = 6c, then rules **c;, abc, and abc
represent T3; If b'c' = be, then rules *bc, abc, and ab'c represent T3.

•

Theorem 5.3.6. Let Tn £ {Lexn, Gray^} be the lexicographic or the reflected Gray
encoding of length n. Every range I = [x, y] can be represented by max(n, 2n — 4)
TG4M rules.
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(a)

<;

•'-;,.

(b)

Figure 5.11: Three possible forms of a skeleton tree with 2n — 3 leaves, for n > 5.
Proof. We only show the proof for the lexicographic encoding; the proof for the Gray
encoding is similar. For n < 4, it can be manually verified that every range / can be
represented by n or less TCAM rules. For n > 5, if the range tree has 2n — 2 leaves,
then by proof of Lemma 5.3.5 it can be represented by n TCAM rules. If the skeleton
tree has 2n — 3 leaves, then it has one of the formats shown in Figure 5.11, where
CL and CR are left-chain and right-chain, respectively. In all these three cases it can
be proved that the leaf labeled by letter B can be represented by a combination of
the TCAM rules that represent the other labeled leaves and thus (by Lemma 5.3.3)
the whole range can be represented by In — 4 TCAM rules. For instance, in the
skeleton tree of Figure 5.11-(a), changing the second bit and the first bit of the prefix
rules that represent the leaves A and D, respectively, to * results in two rules that
represent A' and D', either. As such, representing leaf B does not need a separate
TCAM rule.

•
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5.4

Ranges in Gray and Lex encodings

In this section we present two very fast algorithms for generating minimal canonical
TCAM representations of ranges. The first algorithm deals with the reflected Gray
encoding and the second one with the lexicographic encoding. If the skeleton tree of a
given range is a chain C, we can directly use the algorithm implied by Lemma 5.3.4 to
calculate its unique minimal canonical TCAM representation, Cn(C), independently
of the dense-tree encoding Tn. If the skeleton tree is not a chain, we use two different
approaches to obtain minimal canonical TCAM representations for the reflected Gray
encoding and the lexicographic encoding.

5.4.1

Ranges in the reflected Gray encoding

Unlike for the lexicographic encoding, not every subtree of the reflected Gray densetree encoding Grayn is a reflected Gray dense-tree encoding. However, every pair of
sibling sub-trees of the dense tree representing Grayn are the mirror copies of each
other, i.e., Grayfe and its mirror copy Grayfc, 1 < k < n.
Suppose that / = [x,y] is a range and y < 2n. We say that I is reciprocal if
x = 2n — l—y. If I is reciprocal, then there is a w € {0, l } n _ 1 such that x — Gray„(0w)
and y = Grayn(lw).

(The same holds for Grayn where 0 and 1 are interchanged.)

L e m m a 5.4.1. Let I = [x,y] be a reciprocal range with x = Grayn(0w) and y —
Gray n (lw). Let 7Z be a minimal canonical TCAM representation of the range I' =
[Grayn_1(w), 2n~1 — 1]. The TCAM *TZ is a minimal canonical TCAM representation
of the range I. (See Figure 5.12)
Our algorithm for calculating a minimal canonical TCAM representation of ranges
in Gray encoding relies on Lemma 5.4.1; it divides a given non-reciprocal range into
two overlapping sub-ranges where one of the ranges is reciprocal and the other one is
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Figure 5.12: Illustration of Lemma 5.4.1; y is the mirror image of x with respect to
the root of the tree. If 1Z is a minimal TCAM for left-chain CL then *1Z is a minimal
TCAM for the whole tree.
not. Then it generates the minimal TCAM representation of the range as the union
of those of the sub-ranges.
We first present the algorithm in the form of a pseudo-code and then provide a
detailed description of it. The procedure GrayTCAM(<S, n) of Figure 5.13 generates a
minimal canonical TCAM representation of a range [x, y] whose skeleton tree S has
the form of Figure 5.14. In this skeleton tree y' is the mirror image of y in the left
subtree and y' > x. Depending on the values of d\ and d,2, the computation of the
minimal TCAM is reduced to the computation of a minimal TCAM for the rightchain Ci and one of the left-chains C2 or C3, where Ci, C2, and C3 are illustrated
in Figure 5.15. In the GrayTCAM(<S,n) procedure, LCA(x,y')

denotes the lowest

common ancestor of x and y', which can be easily calculated by taking the greatest
common prefix of x and y' in Gray n .

HL(U,V)

is the label of the path from the left

child of the root of S to node v, where every symbol of a left-going edge is replaced
by *.
We now present a more detailed description of the algorithm. Let us denote by
z — Z\Z<2... zn the encoding of an integer z < 2" in Grayn and by z[i, j], 1 < i <
j < n, the segment ZiZi+\ ... Zj of z. We define the directional Gray„ encoding of z as
z = (£1, Z2, •.., zn), where for 1 < i < n:
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Procedure GrayTCAM(<S,n)
1. v := LCA(x',y);
2. Hx: =

a = IlL(u,v);

Cn-i(Ci);

Tl2: = Cn-\a\-2{C2)',
TZ3:= w_| a |_i(C3);
3. if (di < d2) return (*7?.i + Oa*?^)
else return (*1ZI + OaTZ3)
Figure 5.13: GrayTCAM(«S,n): this procedure generates a minimal canonical TCAM
representation for the range with the skeleton tree S of Figure 5.14 in Grayn encoding.

<fe

rfl

Figure 5.14: The structure of the skeleton tree S for a non-reciprocal range.
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Figure 5.15: The computation of a minimal TCAM in Gray encoding for the skeleton
tree of Figure 5.14 is reduced to the computation for the chain C\ together with one
of the chains C 2 or C 3 .

L

if ((2j_i, Zi) = (L, 0) or (^_ x , z{) = (R, 1))

R

otherwise

def

with ZQ = L. The directional Gray n encoding of z is in fact a representation of the
path corresponding to z on the dense tree Gray n ; for 1 < i < n, Zi = L (ij = R) if
the ith edge of this path goes to left (right).
For any two integer values x, y, the function 6(x, y) returns a triple (p, q, r) where
0<p<q<r<n

and p, q, and r are the first, second, and third occurrences of

index i (minus 1) for which x*i ^ $ ; if x and y* differ in less than three positions, then
the corresponding value(s) of the triple are set to n. For instance if x = 00101001
a n d y = 10111001 thend(x,y)

= (0,3,8).

The algorithm for calculating the minimal canonical TCAM representation of a
range R = [x,y], where y < 2n, is shown in Figure 5.16. In this algorithm,

£(u),

where u is the Gray encoding of an integer u on k bits, 1 < k < n, denotes the
minimal canonical TCAM for [u, 2k — 1] (i.e., a left-chain), which can be generated
using the algorithm implied by Lemma 5.3.1.
In this way we arrive to our first main result.
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ALGORITHM GrayTCAMQx, y],n)
1. 6(x,y) := (p,q,r);
2. if (p = n) then return (x);
3. if (q = n) then return (x[l,p] * C(x\p + 2,n]);
4. if (xq — R) then swap(x,y);
5. if (r = n or x r + i = L) then
return x[l,p]*C(x\p + 2,n]) +x[l,q]*C(x[q + 2,n]);
6. return x[l,p]*£(^[p + 2, n]) + x[l,q]£(x[q + l,n]);

Figure 5.16: ALGORITHM GrayTCAM([x,y],n): generates a minimal canonical TCAM
representation for the range [x,y], y < 2n, in the Grayn encoding.
Theorem 5.4.1. The algorithm GrayTCAM([x,y],n) computes in time 0(\1Z\) a minimal canonical TCAM 1Z for a given range [x,y], y < 2n, in the reflected Gray encoding.

5.4.2

Ranges in the lexicographic encoding

Let CL, CR be left and right-chains, respectively. Denote by Merge(CL,CR) the
skeleton tree which results by creating a new root and connecting CL to the left child
and CR to the right child of the root (see S' in Figure 5.20).
The recursive algorithm LexTCAM(<S, n) of Figure 5.17 returns a minimal canonical TCAM for a range represented by its skeleton tree S in the Lexn encoding. It
employs a top-down-reduction approach to reduce the TCAM representation problem
to another problem with a smaller skeleton tree or to a simple (terminal) case of a
chain. The crucial notion in the algorithm is that of complementary chains (defined
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in Section 3). If we look from the root v, the most challenging situation is when v
has 4 grandchildren, as other cases are rather simple to manage. In this case, if CL
and CR (i.e., the chains rooted at the leftmost and the rightmost grandchildren of
v, respectively) are complementary, we use the construction of Figure 5.18 to reduce
the problem to a smaller skeleton tree S'.
T h e o r e m 5.4.2. The algorithm LexTCAM

computes correctly in time 0(\1Z\) a min-

imal canonical TCAM 7Z for a range in the lexicographic

encoding.

The algorithm works obviously within the required complexities. The correctness
follows from Lemma 5.3.4 and Propositions 5.4.1-5.4.4 which we present below.
The algorithm consists of 5 parts which correspond to the treatment of 5 different
types of range skeleton trees described below (see also Figure 5.19):
£o - Chains;
£i - Double-chains whose roots have only one child;
£2 - Double-chains whose roots have two children and two grandchildren;
£3 - Double-chains whose roots have three grandchildren;
£4 - Double-chains whose roots have four grandchildren.
We show that in each case the constructions of the algorithm are correct: the algorithm constructs a minimal canonical TCAM for S either by using Lemma 5.3.4
(cases 1 and 3) or from a solution for another range skeleton tree S' of strictly lower
height (cases 2, 4, and 5). We first prove the following lemma.
L e m m a 5.4.2. Let I and I' be two ranges corresponding to the skeleton trees S and
S' of Figure 5.20, respectively. A minimal
a minimal

TCAM for I has at least k rules more than

TCAM for V, where k > 1 is the height difference between S and S'.
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ALGORITHM LexTCAM(S, n)
1. if S is a chain then return Cn(S);
2. if v = root(S) has one child z and the edge v —» z has label a G {0,1}
then return a LexTCAM(Sz, n — 1), where Sz is the tree rooted at z;
3. k : = number of grandchildren of the root;
let L, R be the leftmost and rightmost grandchildren of v, and CL, CR
be the left and right-chains rooted in L and R, respectively;
if k = 2 then return 01Cn_2(CL) + 10Cn_2(C^);
4.5'

:= Merge{CL,CR)-n'

:= LexTCAM(S',n

- 1);

Split rules of 7^ w.r.t. the first symbol, i.e., W = 0K'0 + 11Z[ + *ft'#;
if k — 3 and L is a right child then
return 01ft'0 + 1*7^ + *17< + 10** • • • *;
if k = 3 and L is a left child then
return 0*7% + 107^ + *07e'„ + 01** • • • *;

5. 7e : = o*7e'0 + *i7e; + **rc; +10** • • • *;
if (CL, CR) are complementary then return 7£
else return TZ + 01** • • • *;

Figure 5.17: ALGORITHM LexTCAM(<S, n): generates a minimal canonical TCAM representation for a range with the skeleton tree S in Lex„ encoding.
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Figure 5.18: Skeletons trees *S' = Merge(CL,Cii) and S of Proposition 5.4.4 in case
when CL and CR are complementary. Ranges corresponding to left-chain CL and
right-chain CR are represented by trees A and B, respectively.

C

°

-••-...... CL> %CR <V> *\jCR

CLJ^

*\CR

Figure 5.19: Double-chains £i, &> &) a n d &• The double-chain Co, left-chain CL, and
right-chain CR are non-empty. Notice that in some cases the chains cannot be trivial
(i.e., a single node tree). For example, in £4 both chains CL and CR are non-trivial.
Proof. Let TZ be a minimal canonical TCAM for I and TZc be the set of those rules
in TZ which enter into the chains CL and CR (i.e., rules that intersect with 0fel** • • • *
or with lfc+1** • • • *). The rules of TZc can be turned into a TCAM for I' by replacing
k 4- 1 initial symbols of each rule with one of 0, 1, or *.
If A; = 1, then the /-essential rule 10** • • • * cannot be covered by other /-essential
rules. Therefore a minimal TCAM for / has exactly one rule more than a minimal
TCAM for /'. For k > 1, since CR is not a single node tree (i.e., at least 111 • • • 1 ^
CR), no inner node of S at level k, except the parents of CL and CR, can be covered
by rules from TZc- More precisely, no string which has both a 0 and a 1 in its k first
bits, 0 at position k + 1, and then only 1 in all positions bigger than k + 1, can be

covered by rules from TZc- Thus, by proof of Lemma 5.3.5, we need at least k rules
outside of TZc to cover all those A;-level inner nodes.

•
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Step 1.

For skeleton trees of type £0 we directly apply Lemma 5.3.4.

Step 2.

The case of a skeleton tree of type £i is simple since there is the one-to-one

correspondence between all TCAM representations of (the range of) S and all TCAM
representations of (the range of) a~1S, where a is the label of the unique edge of the
root of S. More formally:
Proposition 5.4.1 (Skeleton trees of type £i). Let S be a range skeleton tree in Lexn
with h(S) < n, and for some a G {0,1} ? a~xS = S' ^ T® and a~1S = T®. 1Z is a
minimal canonical TCAM for S' encoded onn — 1 bits if and only ifalZ is a minimal
canonical TCAM for S on n bits.

Figure 5.20: Two skeleton trees S and S' from Lemma 5.4.2. CL and CR are left and
right-chains, respectively. Since S is a skeleton tree, CR cannot be a single node tree.

Step 3.

For the skeleton trees of type £2 we have:

Proposition 5.4.2 (Skeleton trees of type ^ ) - Let S be a range skeleton tree in Lexn
such that (OO)-1^ = ( 1 1 ) " ^ = T 0; (Ol)- 1 ^ = CL ^ T 0; and (lO)- 1 ^ = CR ^ T0,
with n > h(S). If 1ZL is a minimal canonical TCAM for CL on n — 2 bits and IZR
is a minimal canonical TCAM for

CR

on n — 2 bits, then 7Z =

QYJZL

+

IOTZR

is a

minimal canonical TCAM for S encoded on n bits.
Proof. Every rule in a TCAM for S starts by 01 or 10. Therefore, any TCAM
covering <S can be written as
respectively.

OITZL

+

IOTZR,

where

IZL

and

IZR

cover

CL

and

CR,

•
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Step 4.

If a skeleton tree S is of type £3 then either (OO)-1^ = T0 or (ll)" 1 *? = T0.

Since these two cases are very similar, in the following proposition we consider only
one case, (00)-1<S = T0, which corresponds to the graphical representation of £3 in
Figure 5.19.
Proposition 5.4.3 (Skeleton trees of type £3). Let S be a range skeleton tree in Lex„
such that (OO)-1^ = T0, (Ol)- 1 ^ = CL / T 0; (lO)- 1 ^ = •, and (ll)-^

= CR ^ T07

with n > h(S). Also let S' be a range skeleton tree in Lex n _! such that 0"1S' = CL
and l~lS' = CR. If W = 0TZ'o + YRJX + *fc'* is a minimal canonical TCAM for S',
then

n = o i ^ + i*n[ + *m; + io(*n-2)
is a minimal canonical TCAM for S.
Proof. By Lemma 5.4.2, with k = 1.
Step 5.

•

In case of skeleton trees of type £4, i.e., when all four grandchildren of

the root are non-empty, we distinguish two cases; the chains rooted in the leftmost
grandchild and the rightmost grandchild (i.e., chains CL and CR in £4 of Figure 5.19)
are complementary or are not.
Proposition 5.4.4 (Skeleton trees of type £4). Let S be a range skeleton tree in Lexn
such that (OO)-1^ = CL ^ T 0; (Ol)- 1 ^ = •, (lO)- 1 ^ = •, and ( l l ) - 1 ^ = CR ^ T0,
with n > h(S). Also suppose that S' is a range skeleton tree in Lexn_i with a minimal
canonical TCAM W = WR'Q + YR!X + *K'„ such that O^S' = CL and l~lS' = CR.
1. If CL and CR are complementary chains then:

n = o*^ + *m[ + **^; + io(*n"2)
is a minimal canonical TCAM for S.
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2. Otherwise a minimal canonical TCAM for S is:

n = o*K + *mi + **n'm + io(*"-2) + oi(*n-2)
Proof. If CL and CR are complementary, then the construction in Figure 5.18 shows
that TCAM K = 0*7% + *YR!l + **K', + 10(*n~2) covers S, whenever 01Z'0 + lU^ +
*7% covers S' and the number of rules in 1Z is one more than that of 11'. Besides
Lemma 5.4.2 guarantees that no smaller TCAM can cover S. Notice that another
symmetric construction for 1Z is also possible: TZ — *01Z'0 + 1*H'X + **7?4 + 01(*"~2).
If CL and CR are non-complementary, then 0 1 * - - - * (resp., 10* • • • *) is an <Sessential rule which cannot be covered by other <S-essential rules. Therefore, 10* • • • *
and 01* • • • * have to be in any minimal canonical solution for S. Notice that in case
when CL and CR are non-complementary, there are four variants for construction of
a minimal canonical TCAM for S from a minimal canonical TCAM for S'\
K = aK'0 + pR!x + **K + 10(*n"2) + 01 (* n " 2 ),
for a £ {*0,0*} and (5 e {*1,1*}.

5.5

•

Simulation Results

Our algorithm for generating a minimal TCAM representation of a given range under
the lexicographic encoding, enables us for the first time to determine how far the
prefix-based method is from the optimal solution. While in Lemma 5.3.5, we showed
that there are ranges for which the number of rules generated by the prefix-based
method is twice larger than that of the optimal solution for the lexicographic encoding,

we still do not know the difference in the average performance of the two algorithms.
We start our simulations in the context of today's multifield packet classification
rules. Normally, each IPv4 Access Control List (ACL) rule consists of five fields
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Figure 5.21: Cumulative distribution of expansion rates for a set of 10 6 random ranges
over [ 0 , 2 1 6 - 1 ] .
as follows: source address (32 bits), destination address (32 bits), source port (32
bits), destination port (32 bits), and protocol (8 bits). Since the width of the two
fields that may include ranges (i.e., source port and destination port) is 16 bits, the
encoding width in our first simulations is 16 bits. For a set of 106 random ranges
over the domain D — [0, 2 16 — 1], Figure 5.21 shows the cumulative distribution of
the number of ranges that expand to a given number of TCAM rules for the prefixbased method, and the optimal solutions for the lexicographical and Gray encodings.
It can be deducted from these curves that the average expansion rate of the prefixbased method, the optimal solutions for the lexicographic encoding, and the optimal
solution for the Gray encoding are 14.1, 13.6, and 12.5, respectively.
Figure 5.22 illustrates the cumulative distribution of the number of ranges that
expand to a given number of TCAM rules for the same three methods and a set of 10 6
random ranges over the domain D = [0, 2 32 — 1]. In this case the average expansion
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Figure 5.22: Cumulative distribution of expansion rates for a set of 106 random ranges
over [ 0 , 2 3 2 - l ] .
rates are 29, 28.5, and 26.7 for the prefix-based method, the optimum solution for the
lexicographic encoding, and the optimum solution for the Gray encoding, respectively.
The first result of these simulations is that the average-case performance of prefixbased method is much better than its worst-case performance. Beside, this average
performance is not more than 0.5 and 2 rules far from the average performance of the
optimal solutions for the lexicographic and Gray encodings, respectively. However, as
it has been observed in [65], in the past few years the percentage of ACL rules with
two range fields has had a fast increasing trend. Since the expansion rate for any
such ACL rule is equal to the multiplication of the expansion rates of its range fields,
our algorithms can provide a considerable gain in the amount of TCAM required for
today's industrial solutions to multifield packet classification.
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5.6

Conclusions

There has been a continuous trend in the increase of the number of rules, and also
the percentage of rules with range fields, in the policy databases that are used for
multifield packet classification. On the other hand, some range fields are not efficiently
represented in TCAM by the prefix-based expansion method which is still widely
used in the available industrial solutions for multifield packet classification. In this
chapter we presented a systematic approach for exploring this problem. We showed
that replacing the lexicographic encoding of the prefix-based method with the binary
reflected Gray encoding provides us with a gain in the expansion rate. Also for a
family of minimum-width binary encoding schemes, which include the lexicographic
encoding and the binary reflected Gray encoding, we provided a tight lower bound
on the worst-case expansion rate of the ranges in TCAM.
Finally we presented two fast and simple algorithms that generate a minimal
TCAM representation for a given range: one algorithm for the binary reflected Gray
encoding and the other for the lexicographic encoding. Being as simple and as fast as
the prefix-based method, these very efficient algorithms can replace the prefix-based
algorithm in network packet processing applications such as the ACL.

Chapter 6
Concluding Remarks
This thesis was concerned with different aspects of devising an efficient architecture
that enables us to implement high-performance FSTs in hardware. The target application of high-performance FSTs was to provide a solution for the problem of
content inspection. However, the results can be used for any application that needs a
hardware-implemented high-performance FST. In this chapter, we briefly review the
contributions of the thesis and suggest some directions for future research work.

6.1

Summary of Contributions

The problem of content inspection can be represented and solved by finite state
machines. Nevertheless, as any other hardware-based solution to this problem, a
state-based architecture should address two major challenges: it needs to meet today's
multi gigabit rate processing speed requirements and besides, it should be able to
represent the rules of inspection policy in the limited memory of hardware. In this
thesis, we first resolved the speed issue by using high-performance transducers instead

of normal transducers. A high-performance FST potentially provides a real-time
solution to the problem of content inspection at any desired speed by processing a
variable number of bits at each of its states. We then addressed the memory issue by
130
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introducing the TLT architecture for hardware implementation of high-performance
FSTs. The TLT architecture has a two-level memory structure which enables it
to implement high-performance FSTs without suffering from the memory explosion
problem associated to the traditional look-up table implementation of transducers.
An appropriate medium for storing the layout entries of the TLT architecture are
TCAMs whose parallel structure provides us a considerable boost in the inspection
speed. We proved that the problem of representing a given layout entry in TCAM
with minimum number of rules is an NP-hard problem and then devised dynamic
programming techniques for generating TLTs with reduced TCAM requirements. Our
simulation results confirm that the TLT architecture implements high-performance
FSTs efficiently. The results from this part of the work have been presented in [28].
The speed evaluation of CIEs has remained a largely untouched problem in the
computer networking community. In practice, due to the inclusion of the pay load in
the processing of the packets, the amount of time spent on processing each packet
depends mainly on its contents and not on its length. As such traditional metrics
of packet processing speed, whose main assumption is that each packet has constant
(or at most well-bounded) per-packet component (e.g., multi-field packet classification), or it has a flat per-byte cost (e.g., packet reception and storage, calculation of
checksums) cannot be applied to the content inspection processing. As the second
contribution of this thesis, we proposed worst-case throughput as a new criterion for
speed evaluation of CIEs. We also explained how we can express and calculate the
worst-case throughput of a CIE in terms of the parameters of a graphical model of
the CIE. The results of this part were presented in [29].
The third contribution of this thesis was to devise a new algorithm for calculating
the worst-case throughput of CTs. The functionality of CTs can be explained by
an associated stack. This stack enables CTs to solve content inspection problems
that deal with packets whose contents are from a subclass of context-free languages
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which includes non-regular languages such as the simplified XML language. We have
presented the results from this part of the work in [25] and [26].
As the forth contribution of the thesis we provided a formal framework for exploring the problem of range representation in TCAM. This problem has recently started
to be investigated specially due to its importance in industrial solutions for the problem of multifield packet classification where range fields are represented by TCAM
rules. However, none of the existing solutions has directly improved the traditional
prefix-expansion method which is still the most widely used method in practice. We
focused on the range-expansion with minimum-width TCAM and provided a tight
lower bound on the worst-case expansion rate of TCAM rules for a class of encoding
schemes which includes the standard binary encoding and the binary reflected Gray
encoding. We have presented the results of this part in [27]. Finally, we presented two
fast and simple algorithms that generate a minimal TCAM representation for a given
range in the binary reflected Gray encoding and the lexicographic encoding. These
two efficient algorithms are as simple as the prefix-based algorithm and thus provide
an immediate performance improvement in network packet processing applications
such as the Access Control List (ACL) implementation.

6.2

Future Work

While our simulation results confirm that the TLT architecture of Chapter 3 is an
efficient method of implementing high-performance FSTs in hardware, this process is
still far from optimal. There are some aspects of this architecture and some trade offs
that can be investigated in the future. For instance, in Chapter 3 we proved that for a
given state of a high-performance FST, the problem of encoding the incoming string
labels of its outgoing edges with a minimum number of TCAM rules is an NP-hard
problem. As a consequence of this fact, we have relied on a heuristic to encode the
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labels of outgoing edges of a state in TCAM. A possible future work is to look for
other heuristics and approaches that can help us to represent the labels with a smaller
number of TCAM rules. For this purpose, one can explore the techniques that have
been already developed for the related problem of two-level logic minimization [69].
Another possible future work is to explore whether by using the so called "failure"
transitions of the classic Aho-Corasick algorithm [70], we can reduce the TCAM
requirements of implementing HPTs with the TLT architecture.

This idea looks

specially promising if we want to implement a H P T which is obtained from a multiplestring matching problem.
In Chapter 5, we developed two linear-time algorithms that provide a minimum
TCAM representation of a given range for the lexicographic and the Gray encodings.
As a possible future direction, we can investigate whether these algorithms can be
used to provide an efficient solution to the more general problem of representing an
arbitrary subset of a domain in TCAM.
Finally, as our transducer-based approach is not the only way of solving the content
inspection problem, it is still interesting to combine it with other existing solutions
for this problem.
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