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Abstract 

Supportive smart home systems show the potential to enable older adults to age-in-place. 

However, research has not considered the communication challenge accompanied by wide-

scale use. This thesis provides insight into supportive home systems' network traffic, 

identifies the impact of network impairments on a mechanism aimed to reduce network 

traffic, and develops a solution to ensure robustness of the traffic reduction mechanism to 

network impairments. 

Network traffic for two smart home systems and bed sensors was analyzed for 57 

days. Results indicated a 10-fold difference in traffic between similar systems and the 

predominance of small packets which consume the network. Dual Machine Learning was 

implemented to reduce network traffic and, under simulated network impairments, yielded 

inaccuracies in cloud-recorded data. A solution was developed to mitigate the impact of 

network impairments, whereby accuracy increased from 71.4% to 94.6% for latency, 

64.1% to 90.3% for jitter, and 61.6% to 78.9% for packet loss.  
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Chapter 1:    Introduction 

This chapter discusses the motivation for this thesis, lists the objectives and problem 

statement, and details the contributions and overall thesis structure. Some content in this 

chapter was originally published in © 2021 [1], © 2022 [2], or © 2022 [3]. 

1.1   MOTIVATION 

The process of aging can lead to a loss of functional ability in older adults, which in turn 

requires decisions about where to live. Staying at home is felt by aging adults to maintain 

well-being as they remain connected to their established communities where they are 

socially, cognitively, and physically more active [4]. Entry to care typically requires the 

individual to move, increasing distance and decreasing access to the people and activities 

they know best. This, in turn, can lead to reduced activity and depression, further 

accelerating declines. 

An alternative to institutionalization could be in-home supportive monitoring using 

supportive smart home systems. Moreover, by introducing cloud processing in such 

systems, it is possible to perform analytics that supply individuals, their families, and 

caregivers with information related to well-being, thus facilitating aging-in-place. Cloud 

processing also brings lower complexity and cost advantages while offering higher 

reliability than traditional edge (in-residence) processing [5]. Such residential systems have 

been evaluated in many research projects and pilot trials around the globe (US [6], [7], 

Canada [8]–[10], Europe [11], [12] and Asia [13]–[15] are but a few examples). In light of 

current events, the COVID-19 pandemic infection control requirements recently led to 
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widespread, long-term physical isolation where supportive smart home systems could have 

added value if a wide-scale deployment option had existed.  

The research projects referenced above [6]–[15] that focus on well-being and 

independent living have emphasized the in-residence system, including the needed sensors 

and local sensor processing to achieve the required outcomes. In some cases, it has also 

explored the sensor data processing within a cloud model. Effectively, the work has 

focused on the two ends of a communications link (i.e., the supportive smart home system 

and cloud processing) and has generally ignored the network in between. This network has 

just been assumed to work and not considered in any detail regarding scaling issues 

associated with the wide-scale adoption of supportive smart home systems. This thesis 

explores this gap in the research and builds upon this critical connection. 

Internet services have seen many evolutions in the services and traffic over the 

years. At each stage, network services and architecture have had to evolve to respond to 

new traffic types. Wide-scale use of supportive home systems to support aging-in-place is 

a new application with vastly different network requirements and needs. Research is 

required into the network services provided by telecommunications providers, so they are 

integrated with capabilities within the residence and cloud to support aging-in-place 

through supportive smart home systems. Early work included preliminary traffic modelling 

for these applications [16] and the security and privacy considerations for home monitoring 

[17], as well as models for scalable services through applications of cloud processing [18]. 

Many home monitoring solutions include an in-residence hub device to connect to the local 

sensors. These devices need to evolve to act as gateways or residential edge processing 

devices [19] to meet the application needs for performance [20], reliability, privacy and 



 

 3 

security [21], [22] as these systems generate predominantly outbound network traffic from 

the home which is opposite to the direction of most Internet services such as video 

streaming and content download (i.e., inbound network traffic).  

This thesis contributes to home well-being monitoring services focused on the 

telecommunication network provider services and key considerations for these 

applications’ performance and reliability needs. This thesis contributes valuable findings 

on the network traffic behaviour of supportive smart home systems; these findings allow 

network carriers to then be well-positioned to support the first large-scale deployments of 

supportive smart home systems. 

1.2   OBJECTIVES 

The main objective of this thesis is to understand the implications and bring forward 

solutions concerning the aggregate communication challenge associated with the wide-

scale use of supportive smart home systems. Algorithms and frameworks were developed 

to analyze and reduce a supportive smart home system’s network traffic leaving the 

residence to cloud processing. The works focused on analyzing a supportive smart home 

system’s outbound network traffic and then reducing this traffic using a method called Dual 

Machine Learning (DML). However, the main focus behind using this method did not 

revolve around optimizing the network traffic reduction, rather exploring possible 

performance issues resulting from real-life network impairments (real-life deployment) 

could have on DML techniques. More specifically, a series of experiments were conducted 

where simulated network latency, jitter, and packet loss were imposed on DML to identify 

real-life implications. Following, a solution was developed to mitigate the impact of 

network latency, jitter, and packet loss on DML. 
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1.3   PROBLEM STATEMENT 

Can the wide-scale use of supportive smart home systems negatively impact a 

telecommunication service provider network by possibly generating network congestion? 

What are possible mechanisms that can be used to avoid such adverse effects on the service 

provider network? And finally, are there performance implications brought forward in a 

real-life implementation of such mechanisms, and if so, are additional solutions required 

to maintain performance? 

1.4   SUMMARY OF CONTRIBUTIONS 

This thesis has resulted in three contributions. Each contribution has been published in 

refereed conference proceedings where I am the lead author. The following is a brief 

description of the three contributions resulting from this thesis: 

1. The first contribution of this thesis (see Chapter 3) analyzed and compared the 

outbound network traffic of two smart home systems that provide well-being 

monitoring and two smart bed sensors that monitor vital signs and sleep. Results 

indicated a 10-fold difference in outbound network traffic generated between similar 

systems and the predominance of small packets that consume the network 

continuously, leading to possible adverse effects such as reduced network efficiency or 

congestion. This contribution provides a foundation for telecommunication service 

providers to understand the aggregate communication challenges associated with the 

wide-scale use of supportive smart home systems, an area which has yet to be 

considered. 
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• This contribution was presented in the following conference paper © 2021 [1]: 

S. Almhairat, B. Wallace, J. Larivière-Chartier, A. El-Haraki, R. Goubran and 

F. Knoefel, “Supportive Smart Home Systems: Utilization Assessment for 

Internet Service Provider Networks,” 2021 IEEE International Symposium on 

Medical Measurements and Applications (MeMeA), 2021, pp. 1-6. 

2. The second contribution of this thesis (see Chapter 4) focused on using a method to 

reduce the amount of traffic sent from the supportive smart home system to cloud 

processing. However, the main focus was to evaluate that method under real-life 

network impairments. As such, this contribution investigated Dual Machine Learning 

(DML) under real-life network impairments such as latency, jitter, and packet loss. An 

experiment was conducted to replicate a smart home environment with cloud 

processing and a simulated imperfect network to recreate a real-world implementation 

and identify the effects on DML. Results indicated that network impairments caused 

DML to become out-of-sync, thereby significantly degrading the accuracy of sensor 

measurements stored in the cloud. This contribution provides a basis for understanding 

the impact of real-world network impairments on network traffic reduction 

mechanisms that depend upon a well-functioning network to operate correctly, which 

has not been addressed previously. 

• This contribution was presented in the following conference paper © 2022 [2]: 

S. Almhairat, B. Wallace, J. Larivière-Chartier, A. El-Haraki, R. Goubran and 

F. Knoefel, “Network Effects on Dual Machine Learning Models Predicting 

Smart Home Sensor Measurements,” in 2022 IEEE International 



 

 6 

Instrumentation and Measurement Technology Conference (I2MTC), 2022, pp. 

1-6. 

3. The third contribution of this thesis (see Chapter 5) focused on fixing the issues caused 

by network impairments on DML and ensuring synchrony between both ends of the 

dual model. The work developed a 2-stage Phase-Locked Loop (PLL) based solution 

to mitigate the impact of network latency, jitter, and packet loss on DML performance. 

Results demonstrated that the developed solution could synchronize both ends of DML 

adequately, thus improving the accuracy of sensor measurements stored in the cloud. 

This contribution offers an original and unique way of using a PLL based approach to 

synchronize both ends of DML, as this has not been previously considered. 

• This contribution was presented in the following conference paper © 2022 [3]: 

S. Almhairat, B. Wallace, J. Larivière-Chartier, A. El-Haraki, R. Goubran and 

F. Knoefel, “Maintaining Synchrony of Dual Machine Learning: A Phase-

Locked Loop Approach,” in 2022 IEEE Sensors Applications Symposium 

(SAS), 2022, pp. 1-6. 

1.5   CO-AUTHORS OF PUBLISHED WORK 

As mentioned previously, I am the lead author on all three conference proceedings stated 

in sub-chapter 1.4. All conference proceedings included several co-authors that contributed 

to the works. Below is a brief explanation of their roles: 

• Dr. Rafik Goubran: Engineering supervisor. 

• Dr. Bruce Wallace: Engineering supervisor. 

• Dr. Frank Knoefel: Medical doctor with specialization in Dementia care. 

• Mr. Ali El-Haraki: Lead collaborator with TELUS Communication Inc. 
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• Mr. Julien Larivière-Chartier: Lab technician who assisted with experimental setup. 

1.6   THESIS STRUCTURE 

This thesis is organized into seven chapters. Chapter 2 provides a background on 

supportive smart home systems along with the role of cloud processing, telecommunication 

service provider networks, network traffic reduction using DML, PLLs, and other concepts 

and tools that shaped the work presented in this thesis. Chapters 3 to 5 explore the three 

contributions previously stated in sub-chapter 1.4, respectively. Chapter 6 discusses the 

contributions alongside the limitations of this thesis and possible areas for future research. 

Finally, Chapter 7 presents conclusions resulting from this thesis and final thoughts. 
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Chapter 2:    Background 

The following chapter presents background information on relevant knowledge domains 

required to understand the motives and works of this thesis. It will also detail the various 

concepts and tools that shaped this thesis. Some content in this chapter was originally 

published in © 2022 [2] or © 2022 [3]. 

2.1    INTRODUCTION 

Statistics Canada reports that we have entered an era where the number of people greater 

than 65 is larger than those less than 14 years old [23]. Ideally, these older individuals will 

be able to stay at home and age-in-place as this leads to improved well-being [4]. However, 

staying at home increases the burden on the family to provide care and support [24]. The 

alternative of entering communal care such as assisted living, retirement homes, or long-

term care requires individuals to move away from their home community, increasing 

distance and access to the people and activities they know best. This can result in 

depression, social isolation, and reduced physical activity [25].  

2.2   SUPPORTIVE SMART HOME SYSTEMS 

A supportive smart home system is a system that consists of a set of sensors and a central 

control unit (hub) that aims to assist and provide support to individuals with regular daily 

life tasks and activities. For instance, a system that contains a motion sensor and a smart 

light bulb can trigger the bulb to turn on when motion is detected in a particular area. 

Moreover, such systems become especially beneficial in assisting persons with cognitive 

declines, such as persons with Dementia or Alzheimer’s disease. For those persons, a 
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supportive smart home system can act as a robust safety net to maintain well-being, e.g., a 

system can direct an alert to a caregiver in the event of a person with cognitive decline 

opening the front door at 2:00 AM because they are disoriented [8]–[10]. Figure 1 

illustrates a basic example of a supportive smart home system with various sensors 

performing different functionalities.  

 

 

Figure 1. Example illustration of a typical supportive smart home system. 

Extensive research on independent living and self-care in older adults using 

supportive smart home systems has demonstrated real potential to facilitate aging-in-place 

[6]–[15]. Research has also considered cloud processing in such systems that could provide 

support back to the individual or supply their family and caregivers with information 

related to well-being, thus providing more advanced functions and services to support 
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aging-in-place [14], [16], [26]–[28]. Many research projects have explored such 

possibilities where some projects focused on (1) daily cognitive evaluations through home-

based sensing [6], [11], [15], [29], (2) detection of overnight wandering in Dementia 

patients using a multi-sensor system [8]–[10], (3) the challenges accompanied by cloud 

processing and data analytics in smart home systems [16], [26], [27], (4) the security and 

reliability aspects of smart home systems [14], (5) real-time location tracking in indoor 

environments using Wi-Fi and a wearable sensor [30], (6) monitoring of user activity and 

rate of activity using RF-ID technology [31], (7) deployment of in-home robots to provide 

human-level social engagement and support for elderly with dementia [28], and (8) 

determining electrodermal activity as means for emotion-sensing using a wearable Printed 

Circuit Board (PCB) [32].  

2.3   CLOUD PROCESSING FOR SUPPORTIVE SMART HOME 

SYSTEMS 

An integral part of supportive smart home systems is cloud processing. It could provide 

real-time support and feedback to individuals and their families by deploying algorithms 

in the cloud that analyze data (sensor measurements) sent from a supportive smart home 

system in real-time [5], [8], [9], [15], [28], [33]–[37]. In addition, cloud-recorded data can 

be used to perform analytics to determine an individual's overall health and well-being. For 

example, cloud processing can present how often and when an individual attends the 

kitchen and opens the fridge to understand eating behaviour, or even advanced, to signal 

when a behavioural change is present. Moreover, with the introduction of technological 

tools and solutions such as Artificial Intelligence, Deep Learning, and Machine Learning 
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in cloud processing, more advanced and complex analyses can be performed, possibly 

leading to preventative measures that help maintain well-being. Figure 2 presents an 

example illustration of a cloud environment and the different tools that could be deployed 

to perform various functionalities in conjunction with a supportive smart home system.
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Figure 2. Example illustration of cloud processing for supportive smart home systems.
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2.4   THE NETWORK IN SUPPORTIVE SMART HOME SYSTEMS 

At this stage, the supportive smart home system and cloud processing were explored in 

sub-chapters 2.2 and 2.3. This sub-chapter focuses on the network between the supportive 

smart home system and the cloud. 

2.4.1 Supportive Smart Home Systems 

As presented in sub-chapter 2.2, residential monitoring using supportive smart home 

systems and sensors has been extensively evaluated. However, those works have not 

considered the widespread use of such systems within a large user population. In addition, 

the works have not included a telecommunication partner (e.g., TELUS) within the work 

to understand how these pilots would scale within the network. In essence, the focus has 

always been on the sensors and systems deployed in residence, or the technology and 

algorithms in the cloud, while ignoring the network in between. As such, the works 

presented in sub-chapter 2.2 can be classified into three categories based on area of focus: 

(1) the home, (2) the cloud, or (3) both the home and cloud: 

• Works primarily focused on the home end: 

(1) Daily cognitive evaluations through home-based sensing [6], [11], [15], [29]. 

(2) Detection of overnight wandering in dementia patients using a multi-sensor 

system [8]–[10]. 

(3) Real-time location tracking in indoor environments using Wi-Fi and a wearable 

sensor [30]. 

(4) Monitoring of user activity and rate of activity using RF-ID technology [31]. 
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(5) Determining electrodermal activity as means for emotion-sensing using a 

wearable PCB [32]. 

• Works primarily focused on the cloud end: 

(1) The challenges accompanied by cloud processing and data analytics in smart 

home systems [16], [26], [27]. 

• Works focused on both the home and cloud ends: 

(1) The security and reliability aspects of smart home systems [14]. 

(2) Deployment of in-home robots to provide human-level social engagement and 

support for elderly with dementia [28]. 

Concerning the works presented above, this thesis contributes to a gap in research 

surrounding supportive smart home systems to understand the interaction between the 

communications network from the residence through to cloud services. 

2.4.2 Telecommunication Service Provider Network 

Internet services have seen many evolutions in the services and traffic over the years from 

browsing that was dominated by the asymmetric traffic of web page downloads while user 

uploads were clicks-on-links. The evolution of streaming platforms such as Netflix has 

significantly increased download traffic for video streams [38]. This was supported by 

caching in the network; however, this did not change the upload data as it was still clicks-

on-links. More recently, we have seen the evolution of multi-player online games (e.g., 

Fortnite) [39], [40], and home video/image production (YouTube, Instagram, Facebook) 

[41] that drive more balance into the network flows and requirements on latency. Low 

latency requirements are critical as higher latency values will impact the quality of live 

video streaming (e.g., video lag) and performance in gaming (e.g., low command 
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responsiveness). At each stage, network services and architecture have had to evolve to 

respond to new traffic types. Wide-scale use of supportive smart home systems to support 

aging-in-place is a new application with vastly different network requirements and needs. 

Research is required into the network services provided by telecommunications 

providers, so they are integrated to support aging-in-place. Previous research has explored 

security and privacy considerations for home monitoring [17], [42] as well as models for 

scalable services through applications of cloud processing and cloud computing [18]. 

Recently, research has also focused on the traffic modelling for these applications [16], 

[43]. 

This thesis contributes to home well-being monitoring services focused on the 

telecommunication network provider services and key considerations for these 

applications’ performance and reliability needs. From a network carrier perspective, the 

first contribution of this thesis (see Chapter 3) presents valuable findings on the network 

traffic behaviour of supportive smart home systems and sensors, which is an area of 

research that has not been considered previously. As a national telecommunications 

provider, TELUS Communication Inc (research funding partner) is well-positioned to use 

these findings to support the first large-scale deployments of supportive smart home 

systems. 

2.4.3 Network Impairments and Communication Protocols 

As mentioned earlier, the role of the network between a supportive smart home system and 

cloud has generally been ignored; it is critical to consider this network as it facilitates the 

communication path between the systems and cloud processing. Figure 3 illustrates an 

example network between the supportive smart home system and the cloud. It presents 
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various elements and characteristics often found in a communications network, like 

standard communication protocols such as Transmission Control Protocol (TCP) and User 

Datagram Protocol (UDP) and network impairments such as latency, jitter, and packet loss.  

This section details network communication protocols and impairments relevant to 

this thesis. It will also discuss the impact of network impairments on supportive smart home 

systems. 
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Figure 3. Example illustration of the network between a supportive smart home system and cloud processing.
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2.4.3.1 Transmission Control Protocol and User Datagram Protocol 

Transmission Control Protocol, also known as TCP, is a popular communication protocol 

used to exchange information (messages) over the Internet [44]. This protocol is 

connection-oriented, meaning that once a connection has been established between two 

ends (verified through acknowledgement signals), messages are then allowed to flow 

between both ends. TCP brings reliability to communications since it contains a packet 

retransmission mechanism [44] that resends a packet whenever it is lost, guaranteeing data 

delivery to the destination while reducing error. 

User Datagram Protocol, also known as UDP, is a communication protocol that is 

much simpler than TCP [45]. It does not ensure communication reliability through 

retransmission as in TCP; its reliability depends on the network itself. Furthermore, this 

protocol is connectionless, which means that a connection does not have to be established 

(through acknowledgement signals) for messages to be sent; messages are sent to the 

destination irrespective of delivery status, making it prone to error and unfavourable in 

standard network communications. 

2.4.3.2 Network Latency, Jitter, and Packet Loss 

The most common and known network impairments are latency, jitter, and packet loss. 

Latency is delay (mean) within the network communications, while jitter is variation in the 

delay that may also exist. Packet loss is the failure of a transmitted packet (digitized 

information) to reach its destination.  

Network impairments usually occur when a network’s bandwidth usage is pushed 

to its limits, causing a delay in sending queued packets or a total packet loss as they surpass 
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a certain delay threshold, indicating congestion [46]. Network impairments may also occur 

in the presence of issues in hardware (e.g., supportive smart home system’s hub), the 

communication link (e.g., residential router), or the network itself (e.g., service provider 

network outage) [47].  

Furthermore, another possible source for network latency and jitter is TCP's packet 

retransmission mechanism, previously mentioned in sub-section 2.4.3.1. The process of 

retransmitting a packet due to packet loss delays the reception of that packet at the receiving 

end. For example, a packet fails to reach its destination and is retransmitted, then received 

0.5 seconds later at the destination. 

Moreover, another source of latency and jitter stems from the concept that the 

Internet is a mesh. Commonly, a router determines the optimal path for a packet using 

Dynamic Routing protocols such as Open Shortest Path First (OSPF) or Routing 

Information Protocol (RIP) [48]. In OSPF, a shorter path does not necessarily mean a faster 

one since that path may be more congested, resulting in more latency and jitter than a longer 

yet less congested path [48]. Similarly, the alternation in sending packets through different 

paths based on network congestion metrics will result in more jitter. Overall, latency and 

jitter are considered the top network performance impairing elements [46]. 

Ideally, a network free of latency, jitter, and packet loss is desirable. However, it is 

very likely for such impairments to be found in a communication network at any given 

time; these impairments are usually maintained to a minimum, so they do not continuously 

cause serious harm (functionality failure). Concerning supportive smart home systems, 

significant delay or loss of information sent to the cloud will result in a delayed or no 

response, which is a very critical issue. For example, a door opening at 2:00 AM by a 
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disoriented person with Dementia requires a timely response from the cloud to alert the 

caregiver. If significant delays or packet loss exists in the network, this means a delayed or 

no response from the cloud to perform the desired task. Therefore, network impairments 

can seriously degrade the supportiveness and benefit of supportive smart home systems. 

2.4.4 Network Emulator Tool 

NetEm, also known as Network Emulator, is a Linux-based network traffic control tool 

[49]. It provides the capability of emulating the elements and environment of a Wide 

Sensor Network (WSN), making it a powerful tool for network design and manipulation. 

A network interface is selected using NetEm, and network impairments such as latency, 

jitter, or packet loss can be imposed on that interface. This tool allowed simulated network 

impairments to be imposed on the network between the residence and cloud to identify the 

impact on DML performance (see Chapter 4). 

2.5   NETWORK TRAFFIC REDUCTION: DML 

Dual Machine Learning is a method that aims to reduce the amount of information 

exchanged from one point to another [50]–[56]. The point responsible for sending 

information is the transmitting end, while the other receives information, hence, a receiving 

end. Dual Machine Learning reduces transmitted information by deploying identical 

machine learning models that predict future information at transmission and reception 

endpoints. The basic functionality is as follows: 

1. If the machine learning model prediction at the transmitting end is incorrect, the 

true data is sent to the receiving end.  
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2. However, if the machine learning model prediction at the transmitting end is 

correct, the information is not forwarded to the receiving end as its model would 

yield an equivalent prediction. Thus, reducing the amount of information sent from 

the transmitting end to the receiving end. 

3. The transmitting end model always has access to the true information since it is 

deployed at the source of information, i.e., the transmitting end model compares its 

prediction against the true value and proceeds as described above in Steps 1 and 2. 

4. Both ends of DML are synchronized by sharing a common interval window, 

meaning information is either predicted or sent/received on both ends in each 

window. Both ends record the resultant value from each interval for use in the next 

prediction. 

5. In relation to Step 4, a critical aspect of DML is that historical data used to predict 

the next data point at the receiving end must be identical to that at the transmitting 

end to ensure matching model predictions. This implies that prediction errors occur 

if the receiving end uses a historical sequence of information different from the true 

sequence used by the transmitting end. Observing a deviated historical sequence at 

the receiving end can be explained as follows: 

i. When information is sent from the transmitting end to the receiving end 

while network impairments exist, the receiving end may register 

information in the wrong event. For example, information sent from the 

transmitting end for event #10 may be registered as information for event 

#11 at the receiving end due to network latency (delay). Recall that DML 

operates using a common interval window; if the receiving end does not 



 

 22 

receive information during the event #10 interval window, it will predict 

event #10 and then register the received information for event #11. 

ii. As a result, data recorded at the receiving end for events #10 and #11 

become inaccurate, subsequently increasing prediction error as these values 

are used in making future predictions.  

The second contribution of this thesis (see Chapter 4) revolves around a Dual 

Machine Learning model focused on predicting future sensor measurements of a smart 

home system to reduce the amount of network traffic sent to the cloud. A machine learning 

model in the home is paired with a matching model in the cloud, and events correctly 

predicted by the home model are not forwarded as the cloud model will predict them also. 

Thus, outbound network traffic is reduced while maintaining an accurate record of in-home 

activity in the cloud. The work emulates a smart home system environment that includes 

cloud processing and a simulated imperfect network to reflect a real-life implementation 

and identify the effects on DML, as this has not been previously considered. A fundamental 

assumption in DML is that both ends are synchronized to achieve proper functionality; 

Chapter 4 examines and presents a real-life deployment of DML under simulated yet 

realistic network impairments such as latency, jitter, and packet loss. 

2.5.1 The Network Gap 

Several research projects have identified possible solutions to reduce the amount of 

network data (sensor measurements) generated by supportive smart home systems and 

sensors, and more broadly, WSNs and IoT devices. To name a few instances, several 

projects used a time series prediction model to reduce the amount of data generated in order 

to maximize power efficiency [50], [57], [58], while others focused on developing new 
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solutions that can automate between time series prediction algorithms in real-time for 

optimal prediction accuracy [51], [52]. In addition, several works have focused on data 

compression to reduce the amount of information (load) transmitted over the network [53]–

[56]. Essentially, the works have assumed an ideal network (ignoring the network) while 

focusing on critical issues such as network bandwidth, data compression, cloud space 

storage, and energy efficiency.  

2.5.2 Autoregressive Machine Learning Model 

This thesis uses an Autoregressive (AR) machine learning model in the DML 

configuration. AR models are often used with time-series data to forecast future behaviour 

[59]. The AR model uses a regression equation consisting of N previous inputs (history) 

and coefficients (weights) to predict the value of a future time step, as per equation 1. 

𝑃𝑟𝑒𝑑𝑖𝑐𝑡𝑖𝑜𝑛𝑀 = ∑ 𝐶𝑘𝑋𝑘

𝑀−1

𝑘=𝑀−𝑁

 (1) 

where, M is the prediction number, k is a variable modifier that ensures the collection of 

N coefficients and previous inputs (N is a fixed number), C represents model coefficients 

(N coefficients are calculated in the model training phase), and X represents previous 

inputs (actual time series data). 

Moreover, the number of previous inputs and coefficients (N) used in the regression 

equation is often referred to as the Lag value. For example, to predict sample #20 using a 

Lag value of 10, the AR model will use the most recent 10 observations to predict the 20th 

sample, per equation 2.  
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Prediction20 = C19X19 + C18X18 + C17X17 + … + C10X10 (2) 

The AR model is trained using linear regression on time series data, and its 

coefficients (C) are calculated in the model training phase. An optimal Lag value (N) is 

determined in the training phase, reflecting the number of coefficients used in the 

regression equation, as depicted in equation 2. In other words, a trained AR model with an 

optimal Lag value of 10 (N = 10) will continuously use the most recent 10 observations to 

predict the next time step.  

A key assumption in AR models is a high correlation between previous 

observations and the value at the next time step; AR models inherently rely on previous 

observations to predict the next time step. If the dataset does not contain appropriate 

correlation at least within a certain Lag window, the AR model will depreciate in 

performance.  

2.6   PHASE-LOCKED LOOP 

A Phase-Locked Loop is a control system that produces an output signal whose phase is 

continuously adjusted with respect to a given input signal (reference signal). The concept 

here is that producing a constant phase difference between the input and output signals 

results in the output signal having the same frequency as the input signal. The PLL 

continuously adjusts the phase of the output signal through a feedback loop until the error 

in the phase difference cannot be reduced any further, to which the PLL is then locked. In 

essence, the use of PLLs is centred around frequency synthesis, synchronization, and 

recovery [60]. 
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PLLs can be implemented in hardware or software and are widely used in Radio 

Frequency (RF) and wireless network applications. For instance, PLLs are used in FM 

Demodulation to synchronously recover an original signal carrying desired information 

from the carrier (received) signal [60]. 

Another widespread use of PLL is in clock recovery. For example, a PLL was used 

to synchronize local sensor clocks in a Wireless Multimedia Sensor Network (WMSN) 

[61], where a PLL is given a periodic input signal through a broadcast from a base station. 

The PLL in each local sensor then produces an output signal that synchronizes the sensor’s 

local clock to the base station. 

Network impairments such as latency and jitter can cause PLLs to deviate from a 

synchronous environment, resulting in signal reconstruction errors. For instance, in Voice 

over Internet Protocol (VoIP), where packets containing voice information are digitized 

and sent over the Internet, latency and jitter will affect the phase of the transmitted signal 

and, if significant, may result in disrupted voice output on the receiving end. PLLs can 

generally handle latency and jitter as they adapt to rapid phase variations, allowing for an 

accurate reconstruction of the input signal [60]. 

The third contribution of this thesis (see Chapter 5) is a result of the second 

contribution (Chapter 4); it focused on developing a 2-stage Phase-Locked Loop based 

solution to mitigate the impact of network latency, jitter, and packet loss on DML 

performance. PLL use stems from a need to synchronize DML as network latency, jitter, 

and packet loss cause DML to become out-of-sync; DML needs both ends to remain 

synchronized to ensure correct functioning. This work contributes to synchronization in 
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DML as no previous work has considered this aspect and, more specifically, used a PLL 

approach to synchronize DML. 
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Chapter 3:    Supportive Smart Home Systems: 

Utilization Assessment for Internet Service Provider 

Networks 

This chapter discusses the first contribution of this thesis. Some content in this chapter 

was originally published in © 2021 [1].  

3.1   INTRODUCTION 

This chapter aims to understand the aggregate communication challenge of wide-scale use 

of supportive smart home systems and sensors by analyzing their network traffic.  

The Internet traffic, particularly outbound traffic, for two smart home systems and 

two smart bed sensors was analyzed over an extended period. This work attempts to 

understand the interaction between the communications network and services for 

supportive smart home systems connected to cloud services. The resulting findings are 

critical for a telecommunication service provider as supportive smart home systems depend 

on the network to achieve the desired functionality. Any network impairment caused by 

these systems will adversely affect the existing supportive smart home system 

environment, i.e., network congestion caused by supportive smart home systems will place 

time constraints (delayed or dropped packets) on sending information from the systems 

over the network. The findings presented in this chapter establish the motivation behind 

works presented in Chapters 4 and 5.  
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3.2   METHODS 

The following sub-chapter will highlight the experimental setup used to capture and 

continuously record the network activity for all systems and sensors under test. In addition, 

it will discuss the steps taken to transition from capturing network activity to extracting 

meaningful visualizations and analysis of several attributes.  

3.2.1 Experimental Network Setup in Home 

Systems and sensors under test were deployed in a research team member’s residence due 

to the social isolation requirements associated with the public health authority guidance in 

response to the COVID-19 pandemic. In total, subjects within the residence consisted of 1 

adult male, 1 adult female (both 50+ years old), and two teenage children. Data recorded 

stemmed from triggers such as motion, doors opening and closing (including house and 

fridge doors), and bed sensors (sleep). The deployed systems include the following systems 

listed below. The data reported includes 57 days of continuous network monitoring of these 

systems: 

• Samsung SmartThings: It includes motion sensors, contact sensors and a bed sensor 

[9], [62]. The system’s hub connects to the sensors through Zigbee and Z-Wave 

wireless connections and uses a wired Ethernet connection to access the Internet. 

• Best Buy Assured Living: It has a similar deployment of motion, contact, and bed 

sensors as Samsung SmartThings [63]. It connects to the sensors through Z-Wave 

wireless protocol and uses a Wi-Fi connection to access the Internet. 

• Withings Sleep: It is installed independently to assess bed occupancy, time in bed, 

vital signs, and sleep state [63], [64] and uses a Wi-Fi connection to access the 

Internet. 
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• EMFIT QS: It is installed to assess bed occupancy, time in bed, vital signs, and 

sleep state [63], [65] and uses a Wi-Fi connection to access the Internet. 

 

Figure 4. Experimental setup used to capture network activity of systems under test. © 2021 [1] 

The resulting network configuration is shown in Figure 4, where the deployment 

focused on a method to allow the traffic from all of the systems and sensors under test to 

be monitored and measured while not burdening the system with the measurement of any 

traffic from other devices deployed within the residence for personal use, school-at-home, 

and work-at-home during the pandemic.  Below is a description of the various network and 

sensor connections for the systems and sensors shown in Figure 4:  
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1. The primary Internet service is provided through a fibre-based service from a local 

service provider, and a residential router originates a wired and 2.4 GHz Wi-Fi 

residential network.  

2. A Raspberry Pi network monitoring system (described fully in Figure 5) has a wired 

Ethernet connection to the residential router. It also originates a 2.4 GHz Wi-Fi and 

wired Ethernet networks to connect the various systems and sensors under test. 

3. The Samsung SmartThings system is connected to the Raspberry Pi through wired 

Ethernet. It also originates the wireless networks used to connect its sensors. 

4. The Best Buy Assured Living system is connected to the Raspberry Pi through Wi-

Fi. It also originates the wireless networks used to connect its sensors. 

5. The Withings Sleep and EMFIT QS sensors are connected to the Raspberry Pi 

through Wi-Fi.  

The Raspberry Pi network monitoring system shown in figure 4 is further detailed 

in Figure 5, and the functionality provided includes:  

1. The Raspberry Pi (Raspberry Pi 4 Model B) uses the Raspberry Pi OS (version 10) 

operating system (formerly known as Raspbian) [66]. It is provisioned with two 

wired Ethernet connections and a Wi-Fi network connection. One of these wired 

connections connects to the residential router, while the second wired connection 

and Wi-Fi are used to connect to the systems and sensors being monitored. 

2. The Raspberry Pi Wi-Fi is configured to act as an Access Point, creating a 2.4 GHz 

Wi-Fi service for the systems under test. 
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3. The network monitoring system was configured to bridge the network services of 

the residential router, so the latter continues to provide DHCP and other network 

services. All systems under test had their IP addresses assigned, so they were static. 

4. The Raspberry Pi used the Dumpcap tool from the WireShark [67] network analyzer 

tool (version 3.4.0) to continuously track all communications between the systems 

under test and the Internet. The system recorded source, destination, time, size, and 

many other attributes for each packet; the network captures were headers only and 

not payload. For convenience, the Raspberry Pi network monitoring system saves 

all packets for each 60-minute period into separate files on a USB FLASH memory 

stick. The data on this device could be remotely retrieved while the system was 

running from a laptop computer in the residence. 

 

Figure 5. Raspberry Pi network monitoring system. © 2021 [1] 
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3.2.1.1 System Signals 

The following subsection will provide a description of the signals generated by the systems 

and sensors under test and also discuss some possible noise sources in these signals.   

1. Samsung SmartThings and Best Buy Assured Living: 

a. Motion sensor: generates a binary signal based on detection of motion, i.e., 

output “1” represents motions detected while “0” means motion undetected. 

A signal signifying detection of motion (“1”) is always followed by a signal 

representing no motion (“0”).  

b. Contact sensor: generates a binary signal based on detection of 

door/window opening or closing, i.e., output “1” represents door/window is 

open while “0” means door/window is closed.  

c. Bed sensor: generates a binary signal based on detection of bed presence 

using pressure, i.e., “open” means there is no pressure detected (no bed 

presence) while “closed” means pressure detected (bed presence). 

2. Withings Sleep: 

a. Pneumatic sensor: tracks respiration, heart rate, sleep state. Commercial 

algorithms associated with these systems supply a multitude of analytics 

based on collected data.  

3. EMFIT QS: 

a. Pressure Sensitive Capacitor sensor: tracks respiration, heart rate, sleep 

state. Commercial algorithms associated with these systems supply a 

multitude of analytics based on collected data.  
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The sensor signals and the communication of these signals from the sensor to the 

cloud is potentially affected by noise. One effect will be noise within the sensor that affects 

the value measured by the sensor and subsequently transmitted. This noise and its effects 

are outside the scope of this thesis. A second effect will be noise within the network that 

delays the communication or causes packets to be corrupted/lost. The effect of this noise 

is a primary focus in this thesis. 

3.2.2 Analysis Method 

The following sequence of steps were used in the analysis of the network traffic captured 

by the Raspberry Pi network monitoring system:  

1. Wireshark data files are converted from proprietary PCAP format to CSV for 

further processing. 

2. MATLAB scripts were then created to: 

a. Merge all CSV data files into a single big dataset. 

b. Sort data using source and destination IP to isolate each system’s network 

communication. 

c. Perform statistical analysis of the big dataset resulting from steps a and b 

using 5-minute windows (intervals). 

3. The resulting information was then further analyzed to present results using a 

visualization tool developed by the research team [68].  

3.3   RESULTS 

The following sub-chapter presents findings and observations of all systems’ outbound 

network traffic (sent into the Internet) in two ways: visually and statistically. Throughout 
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the recording period, each 5-minute window is analyzed to measure byte count, packet 

count, and packet size for all outbound network traffic.  

3.3.1 Longitudinal Network Traffic Patterns – Smart Home Systems 

The following section will visually illustrate the number of bytes sent per 5-minute window 

for each smart home system during the entire recording period. Figures 6 and 7 show the 

longitudinal data for the Samsung SmartThings, and Best Buy Assured Living systems, 

respectively. Both systems monitor the same residence using similar sensor sets consisting 

of contact, motion, and bed sensors. All data and events generated by the systems are 

recorded into cloud-based services automatically for use within other study protocols.   

In general, both systems demonstrate a constant level of traffic, and variation in the 

traffic is associated with changes in the sensors being triggered throughout the day (motion 

and contact sensors) and night (bed sensor).  
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Figure 6. Samsung SmartThings system outbound network traffic activity report of bytes sent during 

the monitoring period. © 2021 [1] 

Additional information for Figure 6: Each ring shows 1 day of activity starting from noon and moving 

clockwise to noon the next day. The inner ring is the first day reported and subsequent days are shown in 

order through larger rings. Within each ring, every dot represents a 5-minute recording of the total number 

of bytes sent. Early in the period, the system was offline for a couple of days as indicated by the black rings. 

Legend: Black (0), Dark Green (<=7,500), Cyan (<=15,000), Yellow (<=22,500), Brown (<=30,000), Pink 

(<= 37,500), Red (>37,500). © 2021 [1] 
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Figure 7. Best Buy Assured Living system outbound network traffic activity report (using Samsung 

classification) of bytes sent during the monitoring period. © 2021 [1] 

Additional information for Figure 7: For plot-related information, please see caption in Figure 6 (Samsung 

system). Legend: Black (0), Dark Green (<=7,500), Cyan (<=15,000), Yellow (<=22,500), Brown 

(<=30,000), Pink (<= 37,500), Red (>37,500). © 2021 [1] 

 

Although the two smart home systems provide the same function using a similar 

set of sensors and capture the same amount of information, their network traffic differs 

greatly. This is attributed to how each system is designed; they are completely different in 

how they communicate to the cloud. This information is one of the main concepts this 

chapter aims to pinpoint; if both systems are very similar and capture the same information, 
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a reasonable prediction would entail that both systems carry similar network traffic 

behaviour, yet this is not the case.  

The Samsung system exhibited the highest network traffic level among both smart 

home systems. The largest number of bytes sent within a 5-minute recording frequently 

occurred during the day, while, at night, traffic levels dropped. As shown in Figure 6, The 

system continuously maintains a relatively high traffic level. This is shown by the yellow 

band indicating 15,000 to 22,500 bytes sent in each 5-minute window. Comparatively, the 

Best Buy system is mostly dark green (<=7,500 bytes), as presented in Figure 7. In addition, 

the Samsung system had elevated traffic levels during the day (combination of red, pink, 

and brown bands), which indicates that traffic is heightened when the system is capturing 

more activity. 

Figure 7 presents the longitudinal data for the Best Buy system using the same 

classification (range-based binning) applied to the Samsung system and shows a much 

lower traffic level than the Samsung system. In essence, the Best Buy system generates 

network traffic that falls in Samsung’s smallest classification category most of the time 

(excluding the 0 bytes sent category).  

Figure 8 presents the Best Buy system with increased detail using a classification 

that better fits its outbound network traffic behaviour. Much like the Samsung system, the 

Best Buy system also demonstrates day vs. night patterns. The largest number of bytes sent 

within a 5-minute recording occurred during the day, while, at night, traffic level dropped. 

As shown in Figure 8, the actual continuous traffic level is 1,500 to 2,500 bytes sent per 5-

minute window, which is sizably lower than Samsung. Figure 8 also shows a recurring 

elevated transmission level at 11:15 PM every night.  
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Figure 8. Best Buy Assured Living system outbound network traffic activity report of bytes sent during 

the monitoring period. © 2021 [1] 

Additional information for Figure 8: For plot-related information, please see caption in Figure 6 (Samsung 

system). Legend: Black (0), Green (<=1,000), Yellow (<=1,500), Cyan (<=2,500), Blue (<=3,500), Brown 

(<=4,000), Red (>4,000). © 2021 [1] 

 

3.3.2 Longitudinal Network Traffic Patterns – Smart Stand-alone Bed Sensors 

The following section presents an illustration of the number of bytes sent for each stand-

alone bed sensor during the entire recording period. Figures 9 and 10 show the longitudinal 

data for the EMFIT QS and Withings Sleep stand-alone sensors, respectively. Both sensors 

monitor the same occupant to assess bed occupancy, time in bed, vital signs, and sleep state 
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[63]. Although the two bed sensors measure similar attributes, they also generate distinctly 

different outbound network traffic levels. 

The EMFIT and Withings sensors are both placed under the same bed mattress. As 

expected, higher data rates occur at night while the bed is in use. EMFIT shows continuous 

traffic even when the bed is unoccupied during the day, sending on average >5,000 bytes 

every 5-minutes. As shown in Figure 9, the number of bytes sent in a 5-minute window is 

almost equally split into two; represented by the colors cyan (5,000 to 10,000 bytes—8:00 

AM to 10:00 PM) and red (more than 45,000 bytes—10:00 PM to 8:00 AM). There are 

also periods of high data transmissions during the day. 

As mentioned earlier, both the Withings and EMFIT sensors are used to track the 

same person. When comparing Figures 9 and 10, it is evident that there is an extreme drop 

in data volume for Withings compared to EMFIT. Withings has demonstrated a significant 

drop in traffic as indicated by the majority color (black), representing zero bytes 

transmitted. During the day, Withings was observed to generate very little traffic while the 

bed was unoccupied. The largest number of bytes sent within a 5-minute recording occurs 

at night (while the bed is occupied). Moreover, most of the total outbound network traffic 

occurred around midnight and is not continuous in nature, indicating that this sensor is 

buffering data in some way. 
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Figure 9. EMFIT QS stand-alone bed sensor outbound network traffic activity report of bytes sent 

during the monitoring period. © 2021 [1] 

Additional information for Figure 9: For plot-related information, please see caption in Figure 6 (Samsung 

system). Legend: Black (0), Green (<=5,000), Cyan (<=10,000), Yellow (<=15,000), Brown (<=25,000), 

Pink (<=35,000), Blue (<=45,000), Red (>45,000). © 2021 [1] 
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Figure 10. Withings Sleep stand-alone bed sensor outbound network traffic activity report of bytes 

sent during the monitoring period. © 2021 [1] 

Additional information for Figure 10: For plot-related information, please see caption in Figure 6 

(Samsung system). Legend: Black (0), Green (<=1,000), Yellow (<=5,000), Cyan (<=10,000), Blue 

(<=20,000), Brown (<=50,000), Red (>50,000). © 2021 [1] 

 

3.3.3 Statistical Data 

The following section will present the minimum, mean, median, and maximum number of 

packets and bytes sent throughout the entire recording period for the 5-minute periods that 

were non-zero. In addition, it presents histograms of packet size distributions for both the 
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smart home systems and smart stand-alone bed sensors. This layer of analysis offers a 

better understanding of the network traffic generated by each system and sensor under test. 

Tables 1 and 2 present statistics concerning the number of packets and bytes sent 

in a 5-minute window throughout the recording period, respectively. When computing 

these statistical measures, all 5-minute windows with no data (0 bytes) were excluded. 

Table 1: Minimum, Mean, Median, and Maximum number of packets sent during the monitoring 

period in each 5-minute interval, excluding intervals with zero bytes of data. © 2021 [1] 

System 

Packets Sent 

Minimum Mean Median Maximum 

Samsung 1 173 157 27,200 

Best Buy 1 30 28 97 

EMFIT 1 271 131 2,230 

Withings 6 114 64 909 

 

Table 2: Minimum, Mean, Median, and Maximum number of bytes sent during the monitoring period 

in each 5-minute interval, excluding intervals with zero bytes of data. © 2021 [1] 

System 

Bytes Sent 

Minimum Mean Median Maximum 

Samsung 377 25,700 21,700 2,200,000 

Best Buy 48 2,360 2,060 57,400 

EMFIT 56 47,200 8,360 900,000 

Withings 536 58,500 11,100 784,000 
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In Table 2, it is clear that the Samsung system transmits data (bytes) on average an 

order of magnitude more than the Best Buy system and that it sends data predominantly 

with packets that are small in size. As shown in Figure 11, the most frequent packet size is 

between 51 to 100 bytes. The Best Buy system generates mostly smaller packet sizes and 

does not show any use of larger packets, e.g., 501 to 1,000-byte packets as observed in 

Samsung. 

Similarly, the bed sensors provide a distinct contrast in their outbound network 

traffic. Figure 12 shows how the number of packets generated daily by the EMFIT sensor 

is almost 2 orders of magnitude larger than the Withings sensor. The mix for these packets 

includes a large number of small packets between 51 and 100 bytes compared to the 501 

to 1,000-byte size for Withings. 

 

Figure 11. Histogram of packet size distributions (bytes) generated by the smart home systems 

(Samsung and Best Buy) throughout the study period. © 2021 [1] 
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Figure 12. Histogram of packet size distribution (bytes) generated by the smart stand-alone bed sensors 

(Withings and EMFIT) throughout the study period. © 2021 [1] 

 

3.4   DISCUSSION 

The core objective of this chapter is to understand the Internet traffic leaving the residence 

generated by sensors and systems used for well-being monitoring and providing support. 

It provides a foundation to understand their implications on telecommunication networks 

as these systems move from early adoption to widespread use. Multi-tenant buildings and 

other high-density uses can lead to many residences sharing a common telecommunication 

provider network capacity, so the traffic from these systems will be aggregated together in 

the telecommunications network. The results for systems such as Samsung and, to a lesser 

degree, EMFIT show how these systems can generate traffic flows that consume capacity 
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continuously from the network and, in aggregation, would need to be managed to ensure 

they do not cause congestion.  

The self-isolation measures due to the pandemic have led residents to work and 

study from home. In turn, this behaviour reflects two things: 1) Elevated activity in the 

residence, which yields larger amounts of data being captured and recorded (frequent 

motion in the house causes continuous outbound network traffic), and 2) The lack of 

weekday/weekend patterns that would have been observed prior to the COVID-19 

pandemic, e.g., a weekday would have elevated activity only during morning and night, 

while on the weekend activity is elevated throughout the day (staying at home) or no 

activity whatsoever (leaving home for leisure). Identifying these patterns will help signal 

behaviour changes that can lead to earlier intervention and provide more support at home.  

For the supportive smart home systems, the Samsung and Best Buy systems are 

essentially capturing the same residential activity. However, the Samsung system generates 

10 times more continuous traffic, leading to the same core network serving 1/10 the number 

of residences. The difference in traffic level is also highly relevant where users are paying 

for finite monthly capacity. The dominance of small packets within the traffic presents a 

critical issue; although they do not consume large amounts of transmission capacity, they 

consume the same amount of routing resources as large packets since each routing or 

switch element in the telecommunications network has to process each of these packets. 

The EMFIT bed sensor also generates a large volume of data which places it between the 

two smart home systems even though it is just providing bed sensing. In contrast, the 

Withings system generates significantly less traffic. Overall, the EMFIT sensor and 
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Samsung system generated higher continuous traffic than the Withings sensor and Best 

Buy system throughout the recording period. 

The emergence of 5G cellular technologies [69]–[72] over the next few years as 

telecommunication carriers work to build the new radio capability between user devices 

and base stations while expanding the core network capacity and functionality provides a 

new option for supportive smart home systems. The colocation of many residences within 

a small geographic area, such as in an apartment building or aging adult communal living 

homes, leads to specific challenges [73]. The potential for 5G service models based on 

micro-cell and in-building deployments could be developed and may be critical elements 

of a communications service offer. Network capacity slicing at the RF and logical VPN 

level was available in 4G; however, 5G provides a significant expansion of this capability 

and potential to be part of security, privacy, and performance solutions. 5G technologies 

also have specific network and service reliability features that ensure network resilience 

[74]. 

Given the findings presented in this chapter, the next chapter focuses on 

implementing a network traffic reduction mechanism to reduce the amount of information 

(sensor measurements) sent from a supportive smart home system over the network to 

cloud processing. 
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Chapter 4:    Network Effects on Dual Machine 

Learning Models Predicting Smart Home Sensor 

Measurements 

This chapter discusses the second contribution of this thesis. Some content in this chapter 

was originally published in © 2021 [2].  

4.1   INTRODUCTION  

Preliminary findings presented in Chapter 3 have highlighted several issues related to the 

aggregate communication challenge for wide-scale deployment of supportive smart home 

systems. The results have shown that from a network carrier perspective, such systems 

generate large amounts of small information packets that are repetitive and contain no new 

information, and in turn, could harm the network, such as reduced efficiency or even 

congestion. 

Subsequently, the work is now focused on the efficiency of communicating sensor-

derived measurements to cloud processing, i.e., the goal is to reduce the amount of 

information sent from a supportive smart home system to a cloud (reduce outbound 

network traffic). This path is further explored by identifying the impact of real-life network 

effects——as opposed to previous works which have assumed an ideal network—on DML 

focused on reducing a smart home system’s network traffic by predicting future sensor 

measurements.  

In this chapter, the work implements an AR-based DML model. Following, 

network latency, jitter, and packet loss are imposed on the network to simulate real-life 
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network impairments and identify the impact on DML performance. There are many 

machine learning models that can be implemented in a dual configuration; the AR model 

provides a foundation for the current framework as network effects will have similar 

impacts. 

In sections to follow, the experimental setup and tools used in simulating the DML 

model are detailed. Following, the model’s performance under normal and abnormal 

network impairments is presented. Finally, this chapter concludes with a discussion 

surrounding the results and benefits of the work presented in this chapter. 

4.2   METHODS 

The following sub-chapter outlines the experimental setup used to simulate the dual AR 

model alongside network effects of latency, jitter, and packet loss. It also details the overall 

functionality of the system and the role of various components. 

4.2.1 Experimental Setup 

An overview of the experimental setup is shown in Figure 13. The work emulates a 

supportive smart home system, referred to as Smart Home System Emulator (SHSE), an 

impaired network, Network/Internet Emulator (NIE), and cloud processing, Cloud 

Processing Emulator (CPE). Figure 13 illustrates these components and how they were 

used to emulate different roles:  

1. The primary Internet service is provided through a fibre-based service from a local 

service provider, and a residential router originates a wired and 2.4 GHz Wi-Fi 

residential network.  

2. The SHSE uses the Raspberry Pi A to send sensor data providing the functionality 

of a supportive smart home system.  
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3. The NIE uses the Raspberry Pi B and residential router to simulate a home-to-cloud 

network to reflect a real-life environment. The Raspberry Pi B acts as a network 

bridge between the SHSE and residential router. On one side, it is connected to the 

router via an Ethernet connection, while on the other, it supplies the SHSE with an 

Access Point, thereby providing a 2.4 GHz Wi-Fi service. 

4. The CPE uses a PC (operating Windows 10 OS) to receive data from the SHSE, 

providing cloud functionality. The CPE is connected to the residential router via a 

2.4 GHz Wi-Fi connection. 

5. The flow of network traffic (sensor measurements as packets) runs from the SHSE, 

through the NIE, to the CPE. The SHSE and CPE represent the system “ends”. 

6. Both the Raspberry Pi A and Raspberry Pi B are type Raspberry Pi 4 Model B and 

use the Raspberry Pi OS (version 10) operating system [66]. 
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Figure 13. Overview of the experimental setup used to simulate the AR DML model under simulated 

network latency, jitter, and packet loss. © 2021 [2] 

 

In more detail, Figure 14 provides an illustration of how the system functions: 

1. The SHSE implements a Python-based AR model that aims to predict future 

behaviour of a smart home system (predict sensor measurements). The AR model 

was trained and tested using data previously captured from the Samsung 

SmartThings smart home system presented in Chapter 3. The Samsung system 

consisted of 4 motion sensors, 3 contact sensors, and 1 bed sensor. The current work 

uses data collected by one of the motion sensors where it recorded 94,274 binary 

data points with timestamps, i.e., sensor active recorded as 1 while 0 means sensor 

inactive. In total, the dataset consisted of 21.6% 1s and 78.4% 0s. The last 1,000 
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samples were held for testing and evaluation of the system. Note that any of the 

sensors mentioned above could be used for the current work, and in deployment, the 

dual model would apply to the entire smart home system to reduce its total outbound 

network traffic. 

2. When performing a simulation, the script at the SHSE starts by drawing the next 

sample—the first sample of the 1,000 samples—and compares it to the prediction 

made by the AR model. If the prediction is incorrect, the true data is sent from the 

SHSE to the CPE. If the prediction is correct, the information is not sent. Hence, 

outbound network traffic is reduced. Overall, the SHSE has two roles: (1) it 

simulates a smart home system and (2) it reduces outbound traffic using an AR 

model that predicts a sensor’s value at the next time step while only allowing packets 

whose values differ from the prediction to be sent to the CPE. 

3. The NIE makes use of the NetEm tool [49], which allows network impairments such 

as latency, jitter, and packet loss to be imposed on the (bridged) network interface 

that the SHSE uses to communicate with the CPE. 

4. The CPE simulates the cloud processing system and implements the exact same AR 

model found in the SHSE; thus, both ends of the dual AR model are established. If 

the CPE does not receive any information from the SHSE, the AR model at the CPE 

makes a prediction equivalent to that made by the SHSE AR model, thus, storing a 

true record of the smart home system activity. Otherwise, if information is received 

by the CPE, the script stores the data and uses the received value in the next 

prediction. Overall, the CPE has two roles: (1) it receives packets and stores 

information, and (2) it reduces smart home system outbound traffic since it also 
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predicts future events and depends on the SHSE to maintain correctness of stored 

information. 

5. In a network with no effects of latency, jitter, or packet loss, the CPE never makes 

a mistake because it receives the correct information before making a wrong 

prediction. 

6. The SHSE and CPE are synchronized by sharing a common interval window, 

meaning information is either predicted or sent/received on both ends in each 

window. A 2-second interval window (which represents 1 cycle) was used; however, 

this can be scaled up or down as needed for a given sensor’s expected event rate. 

Once started, the system aligns windows (clocks) based on NIST [75] time. Then, 

the SHSE and CPE operate as mentioned in Steps 2 and 4, respectively, for each 

interval. 

7. The SHSE sends packets through UDP protocol using the CPE’s IP address and a 

specific port number. The size of each packet is 30 bytes. At the start of each 2-

second interval, the CPE opens a 1.5-second packet reception window. If a packet 

is not received, the CPE closes the reception window and makes a prediction. The 

CPE packet reception window needs to be shorter than the 2-second interval to allow 

the CPE time to process the received or not-received packet event before the start of 

the next cycle. 

8. The use of the 1.5-second reception window and 2-second interval is arbitrary and 

for simulation purposes. 

9. The SHSE and CPE must be synchronized so that their windows are aligned. Each 

time the system is powered on, NIST clock synchronization using Network Time 
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Protocol (NTP) [76] is enforced on the SHSE and CPE. This also ensures that clock 

drift—which was found to have the same impact as network latency—is minimized 

between the SHSE and CPE. 

10. All software is implemented in python (Python v3.8) and primarily utilizes 

Statsmodel [77] and Socket [78] python libraries for regression and UDP 

communication (socket communication), respectively. 

In Figure 14, red arrows represent the path of an incorrect prediction at the 

residence, prompting a transfer of true sensor information to the cloud. In contrast, green 

arrows show the path taken when a correct prediction is made at the residence. 
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Figure 14. Detailed functionality of the experimental setup. © 2021 [2] 
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4.2.2 Network/Internet Emulator 

The NIE was used to configure a network emulation that acted as a bridge between the 

SHSE and the residential router. NetEm tool was used to impose network effects on this 

exact bridge interface. Specifically, network effects on the traffic (sensor measurements) 

sent from the SHSE to the CPE. 

Furthermore, UDP was chosen over TCP as the network communication protocol 

since TCP inherently has an end-to-end retransmission mechanism whereby if a packet is 

lost, it is automatically retransmitted [44]. As a result, any imposed network packet loss 

resulted in jitter (variable delay) on the information sent to the CPE because the packet was 

retransmitted. UDP communication allowed jitter and packet loss to be independently 

simulated. In a TCP network, increased jitter caused by packet loss may be expected. 

4.2.3 Autoregressive Machine Learning Model 

The AR model was designed with a Lag value of 36 since it provided adequate accuracy. 

The AR model continuously used the last 36 observations to predict the value of the next 

time step. A Lag window of 36 also translates to several hours of data since each hour in 

the dataset roughly consisted of 5 to 10 data points. 

Once a prediction is made, a pre-set threshold transforms the result into binary (0 

or 1). A threshold is needed to classify the prediction as binary since AR models do not 

account for this. An adequate threshold was determined to be 0.41.  

4.2.4 Analysis 

After every simulation is complete, data either received or predicted at the CPE is stored 

for analysis. The data is then cross-checked with the last 1,000 samples from the absolute 

truth dataset to measure accuracy. After performing several trials for each network effect 



 

 56 

case of latency, jitter, and packet loss, the mean accuracy and standard deviation are 

calculated. In addition, key performance metrics of the SHSE AR model such as Accuracy, 

Precision, Specificity, and Sensitivity are presented. 

4.3   RESULTS 

The following sub-chapter lists key performance metrics of the SHSE AR model. It will 

also present the effect of latency, jitter, and packet loss on the accuracy of data generated 

at the CPE. The main concept here is that by imposing network effects on sensor 

measurements (packets) sent from the SHSE to the CPE, the historical sequence of 

information recorded at the CPE may differ from the true sequence the SHSE uses in 

making future predictions. As such, this will hinder the CPE AR model’s performance from 

matching the SHSE and, subsequently, the accuracy of data stored in the CPE. In the 

current work, the above is manifested when packets are delayed (latency or jitter) and 

consequently miss the CPE’s reception window or are completely lost (packet loss). 

All test cases presented in sections 4.3.2, 4.3.3, and 4.3.4 were simulated 3 times in 

order to calculate a mean accuracy and standard deviation.  

4.3.1 Autoregressive Model Performance Metrics 

The AR model’s key base performance metrics with an ideal (perfect) network are 

presented in Table 3. The AR model was able to predict future behaviour correctly 78.4% 

of the time (Accuracy measure), meaning that 78.4% of data that would otherwise be sent 

in the form of a packet is predicted at residence and not sent to the cloud. In addition, the 

model provided a Precision of 46.3%. A low Precision value indicates the AR model has 

performed poorly by falsely predicting 0s as 1s. As for Specificity, the model was able to 
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predict 0s correctly 86.4% of the time; this indicates the model was strongly capable of 

predicting 0s. Moreover, the model has a Recall (Sensitivity) of 46.8%, which means that 

a great deal of 1s were misclassified as 0s.  

The performance metrics presented in Table 3 establish the baseline performance 

of the AR model as a foundation for the network impairment testing. 

Table 3: Autoregressive model performance metrics © 2021 [2] 

Performance Metric Value (%) 

Accuracy 78.4 

Precision 46.3 

Specificity 86.4 

Recall (Sensitivity) 46.8 

 

4.3.2 Effect of Latency 

The following section will present the effect of network latency on the accuracy of data 

generated at the CPE. Table 4 presents the mean accuracy and standard deviation for 

several cases of latency. Recall that the CPE includes a 1.5-second packet reception 

window; the first column in Table 4 represents the size of imposed latency relative to the 

reception window, i.e., a latency that is the same duration as the reception window will be 

shown as 100%. The results presented in Table 4 are also graphically illustrated in 

Appendix A. 

The first case in Table 4 is for 0% latency, i.e., a perfect network with no added 

latency. As expected, the mean accuracy (and standard deviation) of the generated dataset 

yielded were 100 ± 0%. This means that the CPE has received all packets within the 
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reception window and in the correct sequence, and as a result, data stored contains no 

errors. 

Table 4: Mean Accuracy and Standard Deviation of the dataset generated at the CPE after imposing 

several trials for each case of network latency. © 2021 [2] 

Size of latency relative to the 

CPE packet reception window 

(%) 

Mean Accuracy 

(%) 

± 1 Standard Deviation 

(%) 

No latency 100 0 

66.7 100 0 

80.0 100 0 

93.3 90.8 11.0 

100.0 75.7 20.3 

106.7 73.6 8.4 

133.3 71.4 4.2 

 

As we start to increase the amount of network latency, the sequence of received 

packets at the CPE becomes distorted, e.g., a packet sent for event X is received in event 

X+1 (where X is the event number). In turn, the history used in making predictions at the 

CPE is no longer correct, and therefore, incorrect predictions begin to occur, and accuracy 

depreciates. 

The worst-case scenario presented in Table 4 is for a latency that is 133.3% the size 

of the reception window, yielding a mean accuracy of 71.4% with a standard deviation of 

4.2%. A 133.3% latency value means that the earliest a packet will arrive is past the current 

reception window and into the subsequent reception window. For this scenario, a visual 

illustration of sample correctness of the generated dataset at the CPE is presented in Figure 

15. It provides an understanding of when mistakes were made, whereby the Baseline (blue) 
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reflects data stored in the cloud is an exact match of the 1,000 samples (absolute true data), 

Accumulated Correct Predictions (green) shows the number of accumulated correct 

predictions up until the corresponding sample number (on the x-axis), and Accumulated 

Incorrect Predictions (red) shows the number of accumulated incorrect predictions up until 

the corresponding sample number. 

 

Figure 15. Plot showing the accumulated correct/incorrect sensor values yielded for the 133.3% latency 

case. © 2021 [2] 

Additional information for Figure 15: Baseline (blue) means data stored in the cloud is an exact match of 

the 1,000 samples (absolute true data). Accumulated Correct Predictions (green) and Accumulated Incorrect 

Predictions (red) show the number of accumulated correct and incorrect cloud-recorded sensor measurements 

with respect to sample number, respectively.  

 

4.3.3 Effect of Jitter 

The following section will present the effect of network jitter on the accuracy of data 

generated at the CPE. Table 5 presents the mean accuracy and standard deviation for 

several cases of jitter. For this testing, a mean latency of 66.7% of the packet reception 

window was used to represent an example baseline latency. Network jitter implies that a 

network experiences variable latency, and for this work, a latency of ±10% means that each 
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packet was randomly delayed by ±10% of the mean (66.7%) latency. The results presented 

in Table 5 are also graphically illustrated in Appendix A. 

Table 5: Mean Accuracy and Standard Deviation of the dataset generated at the CPE after imposing 

several trials for each case of network jitter. A mean latency of 66.7% of the packet reception window 

was used to represent an example baseline latency for all network jitter cases. © 2021 [2] 

Size of jitter relative to the CPE 

packet reception window (%) 

Mean Accuracy 

(%) 

± 1 Standard Deviation 

(%) 

No jitter 100 0 

± 6.7 100 0 

± 13.3 100 0 

± 20.0 100 0 

± 23.3 77.2 6.21 

± 26.7 75.46 21.56 

± 33.3 70.96 4.05 

± 40.0 67.2 5.38 

± 46.7 65.36 4.46 

± 53.3 64.36 1.65 

± 60.0 64.1 3.75 

 

For the jitter case ± 26.7% of the mean (66.7%) latency, it is evident that its 

standard deviation is much larger than in other cases. This is because the combination of 

simulated mean latency and random jitter could result in packets being delivered near the 

end or just beyond the CPE’s packet reception window. If this occurs, these events might 

be registered in the next event (cycle), i.e., packets may not be registered for the 

corresponding cycle, resulting in cloud-captured data errors. For cases with lower jitter, 

such as the ± 20.0% case or below, the likelihood of this cycle delay occurring is low, 

resulting in consistent mean accuracy results from simulation to simulation. For cases with 
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larger jitter such as the ± 33.3% or greater cases, the likelihood of a packet being registered 

in the next cycle is very high, resulting in consistent results from simulation to simulation, 

as it likely occurs in every simulation shown by the reduced mean accuracy. The main idea 

here is that the ± 26.7% jitter case reflects a zone where the likelihood of this cycle delay 

occurring varies greatly from simulation to simulation, leading to more variation in the 

accuracy results between simulations and hence, a much larger standard deviation. 

According to this analysis, it is evident that as jitter grows, the mean accuracy decreases, 

indicating poorer performance. 

Figure 16 provides a visual illustration of sample correctness for the worst jitter 

case of ± 60.0% of the mean (66.7%) latency. In comparison with Figure 15, it is evident 

that the Accumulated Correct Predictions and Accumulated Incorrect Predictions lines in 

Figure 16 are closer to each other. This means that the worst jitter case has affected the 

accuracy of the generated dataset at the CPE more than the worst latency case. 

 

Figure 16. Plot showing the accumulated correct/incorrect sensor values yielded for the worst jitter 

case of ± 60.0% of the mean (66.7%) latency. Legend same as Figure 15. © 2021 [2] 
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4.3.4 Effect of Packet Loss 

The following section will present the effect of network packet loss on the accuracy of data 

generated at the CPE. As shown in Table 6, the first column represents the percentage of 

packet loss imposed within the entire simulation, e.g., a 10% packet loss will randomly 

select 1 out of 10 packets and stop it from being sent to the CPE. The results presented in 

Table 6 are also graphically illustrated in Appendix A. 

Table 6: Mean Accuracy and Standard Deviation of the dataset generated at the CPE after imposing 

several trials for each case of network packet loss. © 2021 [2] 

Packet Loss (%) Mean Accuracy (%) ± 1 Standard Deviation (%) 

No packet loss 100 0 

10 73.6 16.82 

25 77.8 4.4 

50 56.3 8.1 

75 51.0 5.3 

100 49.9 0 

 

As for sample correctness visualization, Figures 17 and 18 represent the two worst-

case scenarios coinciding with 75% and 100% packet loss. The AR model is now heavily 

affected by packet loss as both the Accumulated Correct Predictions and Accumulated 

Incorrect Predictions lines converge and overlap. 
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Figure 17. Plot showing the accumulated correct/incorrect sensor values yielded for the 75% packet 

loss case. Legend same as Figure 15. © 2021 [2] 

 

Figure 18. Plot showing the accumulated correct/incorrect sensor values yielded for the 100% packet 

loss case. Legend same as Figure 15. © 2021 [2] 

 

4.4   DISCUSSION 

The core objective of this chapter is to provide insight into how network effects such as 

latency, jitter, and packet loss degrade the performance of DML. The resulting AR model 
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that provides 78.4% accuracy is significant as it allows for a reduction in the number of 

sensor events that need to be sent by around a factor of 4, reducing overall network traffic 

utilization.  

In this chapter, the work has accounted for clock drift between the SHSE and CPE 

as it would have the same impact as network latency. Suppose one end has a clock drifting 

into the future, operating at different times. In that case, this will lead to window and cycle 

misalignment, e.g., a slight clock drift could mean that the CPE script gets ahead of or 

behind the SHSE, which would cause them to become out of sync.  

The use of the 1.5-second reception window and 2-second interval is arbitrary and 

for simulation purposes; in a real-life implementation, the events may occur much faster 

(closer together in time), so the values could be adjusted accordingly. Locating events 

within a few seconds is appropriate as systems looking for real-time feedback based on 

cloud processing need timely samples from the sensors [8]–[10]. 

The work presented in this chapter has shown the potential for DML in reducing 

the traffic between a residential smart home system and cloud processing through the 

modelling of a single sensor data flow. The work has also highlighted how the performance 

of DML is significantly impacted if the network between the residence and cloud is not 

ideal; results have shown that the recorded data in the cloud can quickly degrade in 

accuracy. Given cloud processing of smart home data is being used to provide supportive 

feedback to residents [8], [9] and to assess well-being [15], as two examples, any 

inaccuracy in the cloud data will lead to errors within these systems. 

As supportive smart home systems grow in popularity, so will the need for solutions 

that target the aggregate communication challenge accompanied by wide-scale 
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deployment. Previous research has assumed an ideal network when considering such 

solutions; however, this chapter has brought forward a significant contribution by 

identifying the effects of real-life network impairments on DML for network traffic 

reduction. This contribution also suggests that other network traffic reduction mechanisms 

be evaluated under real-life network impairments. 

 The resulting findings from this chapter will form the basis of the material presented 

in Chapter 5. The next chapter will bring forward a solution that dynamically accounts for 

network latency, jitter, and packet loss, whereby synchronization is maintained in the DML 

model to improve the accuracy of cloud-recorded sensor measurements. 
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Chapter 5:    Maintaining Synchrony of Dual Machine 

Learning: A Phase-Locked Loop Approach 

This chapter discusses the third contribution of this thesis. Some content in this chapter 

was originally published in © 2021 [3]. This chapter marks the third and last contribution 

of this thesis. 

5.1   INTRODUCTION  

Providing aging adults with at-home supportive monitoring implies the large-scale 

deployment of such systems—an area of limited research. Chapter 3 has demonstrated 

potential network issues associated with the large-scale deployment of supportive smart 

home systems, especially in multi-tenant buildings and other high-density areas. 

Subsequently, Chapter 4 used DML to reduce network traffic sent from a smart home 

system to a connected cloud while highlighting the impact of network latency, jitter, and 

packet loss on performance and equally the accuracy of cloud-recorded sensor 

measurements.  

This chapter aims to reduce the impact of network latency and jitter on DML 

performance, improving the accuracy of cloud-recorded data. Specifically, this chapter 

presents a 2-stage PLL [79] based solution to mitigate the impact of network latency and 

jitter. 

In sections to follow, the proposed 2-stage PLL solution is explained in detail. 

Following, the DML’s performance is evaluated with and without the proposed solution 

under simulated network latency and jitter. A discussion surrounding results and thoughts 

on future directions is presented. The chapter concludes with work related to packet loss. 
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5.2   METHODS 

The following sub-chapter outlines the proposed 2-stage PLL solution used to mitigate the 

impact of latency and jitter on DML. This chapter's experimental setup is the same as 

presented in Chapter 4, Figures 13 and 14. 

5.2.1 Two-Stage PLL Model Overview 

Figure 19 presents an overview illustrating Stage-1 and Stage-2 of the proposed PLL 

solution. Stage-1 aims to determine when the cloud packet reception window should start 

accepting packets for reception (latency), while Stage-2 determines until when the cloud 

should accept receiving packets (jitter). Where the basis is the measurement of the 

difference between a packet’s reception and transmission time (x[n]), this value is then 

passed to the Low-Pass Filter (LPF) in Stage-1 and Root Mean Square (RMS) calculations 

in Stage-2.  

 

Figure 19. Illustration showing Stage-1 and Stage-2 of the proposed PLL solution. Components above 

the red dotted line are for Stage-1, while below the line belong to Stage-2. © 2021 [3] 
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The LPF in Stage-1 is used to estimate the average delay (latency), and its output 

SV[n] determines the cloud’s next interval start time, allowing for the window to be moved 

to account for delay or even advanced if there is clock drift between the DML ends. The 

resultant window start time is referred to as the Shift Variable (SV). 

The RMS calculation in Stage-2 is used to estimate the delay variation (jitter) 

difference between recent latencies and the SV from Stage-1. If all packets have the same 

delay, this measure will be roughly 0, and if there is high variation, it will increase. The 

resultant value from this stage (RMS[n]) is used to determine the cloud’s packet reception 

window size, such that it increases when the jitter is larger. The resultant window size is 

referred to as the Control Variable (CV). The SV and CV are then used to determine the 

next packet’s reception time in this feedback (looped) system. 

5.2.2 PLL Stage-1: Controlling the Cloud’s Packet Reception Window Start Time 

The main goal of the Stage-1 PLL is to control the cloud’s interval (cycle) start time to 

manage latency observed in the network. The observed latency is measured (at the cloud) 

as the difference between packet transmission and reception times. 

An example sequence of events and messages between the DML sides is presented 

in Figure 20. The Green boxes indicate that the cloud’s packet reception window is open. 

Blue boxes reflect a processing phase where information is either predicted (not sent) or 

sent by the residence and received or predicted at the cloud. Orange boxes represent a 

waiting period whereby the residence and cloud are idle until the start of the next cycle. 
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Figure 20. PLL Stage-1: Determining the Shift Variable (SV). The residence (left), cloud (right), and 

network (middle). © 2021 [3] 

Additional information for Figure 20: Blue boxes reflect the processing phase, Green boxes indicate an 

open cloud packet reception window, and Orange boxes represent the idle phase. © 2021 [3] 
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As shown on the residence side in Figure 20, Event #2 was incorrectly predicted by 

the AR model, prompting an immediate transfer of true sensor information to the cloud. 

Due to the example network latency, the packet is incorrectly received at the cloud as Event 

#3. The goal of the Stage-1 PLL is to trigger a shift (delay) to account for the observed 

network latency. Following the imposed shift, Event #4 data sent from the residence is now 

correctly received at the cloud. The shift size is referred to as the Shift Variable in Figures 

19 and 20. 

The SV is determined through a PLL model, where an estimated average of recent 

latencies is used to determine an appropriate shift. Several LPFs were evaluated to adjust 

the SV and provide a mean estimate, including Moving Average (MA) filters (MA-1, MA-

2, MA-3, MA-5, and MA-7), as described by equation 3. 

𝑆𝑉[n] =  
1

M
∑ x[n − k]

M−1

k=0

 (3) 

 

where, SV[n] is the filter output for the nth instance, M specifies the number of filter inputs 

x[n] used in the average, n indicates the sample number (event number) starting point, and 

k is a variable modifier in the summation that ensures the collection of M filter inputs. 

Note, filter output SV[n] is the shift size, i.e., the Shift Variable. 

In addition, first-order Infinite Impulse Response (IIR) LPFs, per equation 4, were 

also evaluated. Several “α” and “β” filter coefficient pairs were tested, including: [0.5, 0.5], 

[0.3, 0.7], [0.7, 0.3], respectively. 

𝑆𝑉[n] = α x[n] + β SV[n − 1] 
𝑤ℎ𝑒𝑟𝑒 β = 1 − α 

(4) 
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5.2.3 PLL Stage-2: Controlling the Cloud’s Packet Reception Window Size 

This stage aims to adjust the cloud’s packet reception window size to account for network 

jitter. The reception window size is determined through RMS calculations. The reason for 

using RMS is due to the alternating nature of network jitter, as it can be positive or negative. 

This stage is also triggered for every packet received at the cloud. 

Figure 21 illustrates this stage where a sequence of events similar to Figure 20 but 

with network jitter resulting in Event #2 data being incorrectly received at the cloud as 

Event #3. The proposed PLL Stage-2 will trigger the reception window to be expanded, 

allowing subsequent information sent from the residence to be received correctly. The 

resultant window length is referred to as the Control Variable in Figures 19 and 21. 

In order to determine the CV, the last N estimates of recent latencies are used with 

the estimated latency SV from Stage-1 in RMS calculations, per equation 5.  

RMS[n] = √
∑ (SV[n] − 𝑍n−k)2N−1

k=0

N
 (5) 

 

where, RMS[n] is the RMS value for the nth instance, SV[n] is the shift size from Stage-1 

for the nth instance, Z is a vector containing estimated network latencies for all packets 

received at the cloud, N is a fixed value reflecting the last N values to be used from vector 

Z with SV. 

Following RMS calculations, the CV is determined using conditional thresholds 

adding hysteresis to ensure that the window size is constant for low RMS jitter levels. The 

result is that a safeguard of 20% jitter is accounted for within the base window size. One 

source of jitter is the variation in the processing of a received packet. As mentioned earlier 
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in Chapter 4, information received near the end of the reception window was observed in 

to sometimes register in the next cycle [2]. The developed system has an inherent design 

that accounts for 20% jitter near the end of the reception window. Therefore, the RMS 

safeguard was set to 20% so that it was greater than the observed effect leading to packet 

misregistration. This results in hysteresis in the CV calculation, whereby a resultant RMS 

less than 20% (0.2) will yield default CV (100%), while RMS greater than 20% increases 

CV above 100% through to a maximum limit of 250%. 

 



 

 73 

 

Figure 21. PLL Stage-2: Determining the Control Variable (CV). See Figure 20 caption for information 

related to colour-coding. © 2021 [3] 
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5.2.4 Analysis 

As previously presented in Chapter 4, each simulation consisted of 1,000 data points and a 

trained AR model [2] leading to only 216 data points forwarded to the cloud as the balance 

was predicted by the models. Cloud-recorded data were analyzed for accuracy using the 

true (actual) 1,000 datapoint values. Three trials were conducted to calculate a mean 

accuracy and standard deviation for each network latency and jitter case. For comparison, 

trials were performed with and without the proposed PLL solutions. 

5.3   RESULTS 

The following sub-chapter presents results on the accuracy of data generated at the cloud 

before and after applying the proposed PLL solution while imposing network latency and 

jitter. 

5.3.1 Effect of Network Latency 

The results with and without the proposed Stage-1 PLL on the accuracy of data generated 

at the cloud are shown in Table 7 for various imposed constant latencies relative to the 

cloud’s packet reception window size. The results in Table 7 are example results for a 

Stage-1 using an MA-1 filter with 0.5 gain (0.5 x MA-1) to compare performance across 

the different latency options and validate base functionality. The worst-case scenario 

without Stage-1 of the solution is for latency equal to 133.33% the size of the cloud’s 

reception window, yielding a mean accuracy of 71.4% and a standard deviation of 4.2%. 

After applying Stage-1, the accuracy improved significantly to 94.6 ± 0%.  
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Table 7: Mean Accuracy and Standard Deviation of cloud-recorded data, before and after applying 

Stage-1 of the proposed solution for several cases of network latency. © 2021 [3] 

Size of latency relative to 

the cloud packet 

reception window (%) 

Mean Accuracy ± 1 Standard Deviation (%) 

Without Solution [2] With Solution 

No latency 100 ± 0 100 ± 0 

66.7 100 ± 0 100 ± 0 

80.0 100 ± 0 100 ± 0 

93.3 90.8 ± 11.0 100 ± 0 

100.0 75.7 ± 20.3 100 ± 0 

106.66 73.6 ± 8.4 99.9 ± 0 

133.33 71.4 ± 4.2 94.6 ± 0 

 

Moreover, Figure 22 illustrates accumulated correct and incorrect data recorded at 

the cloud after applying Stage-1. As shown, the cloud model’s performance was affected 

near the start due to the network latency. However, Stage-1 was able to synchronize the 

cloud with the residence, improving model performance and accuracy of cloud-stored data. 

 

Figure 22. Illustration of accumulated correct and incorrect data recorded in the cloud for the 133.33% 

latency case after applying Stage-1 of the proposed solution. Legend same as Figure 15. © 2021 [3] 



 

 76 

5.3.2 Effect of Latency Step-Change 

The following section will highlight the effect of step-change in network latency on the 

accuracy of data generated at the cloud. This testing aims to better understand which LPF 

would best be used in Stage-1 and in conjunction with Stage-2. An appropriate filter should 

establish a latency estimate for Stage-1 quickly while not adjusting too quickly, leading to 

instability in the presence of jitter. For this testing, a simulated step-change sequence for 

latency is used, as shown at the top of Figures 23 and 24, where the system starts with no 

latency and then goes through a series of step changes to ensure the system can adapt to 

these latency variations with respect to the size of the cloud’s packet reception window. 

Table 8: Mean Accuracy and Standard Deviation of cloud-recorded data, before and after applying 

Stage-1 of the proposed solution for latency step-change case scenario. © 2021 [3] 

Filter Type Mean Accuracy ± 1 Standard Deviation (%) 

Without Solution 81.7 ± 2.08 

0.5 x MA-1 91.96 ± 0.12 

MA-2 90.13 ± 0.25 

MA-3 89.9 ± 1.11 

MA-5 85.07 ± 1.44 

MA-7 87.4 ± 1.93 

1st order IRR (α = 0.5, β = 0.5) 79.7 ± 1.76 

1st order IRR (α = 0.3, β = 0.7) 94.56 ± 0.81 

1st order IRR (α = 0.7, β = 0.3) 89.6 ± 2.56 

 

As shown in Table 8, the mean accuracy of cloud-recorded data without Stage-1 of 

the proposed solution is 81.7 ± 2.08%. In comparison, the first-order IRR LPF with 

coefficients [α = 0.3, β = 0.7] provided optimal results, yielding a mean accuracy equal to 
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94.56 ± 0.81%. Thus, this IIR filter will be used in Stage-1 and alongside Stage-2, as 

depicted in Figure 19.  

Figures 23 and 24 illustrate the cloud model’s performance and sample correctness 

before and after applying Stage-1 of the proposed solution. In Figure 23, samples (n) from 

approximately 600 and beyond were noticeably affected by the latency step-change: 

[+33%, -33%, +33%]. However, in Figure 24, the IRR LPF that provided optimal results 

in Table 8 was able to adapt to the same latency step-change adequately. Note that -33% 

and -66% latency equals +133% and +166% latency relative to the cloud’s packet reception 

window size, respectively. 

 

Figure 23. Illustration of accumulated correct and incorrect sensor data recorded in the cloud for the 

step-change in latency scenario without Stage-1 of the proposed solution. Legend same as Figure 15. © 

2021 [3] 
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Figure 24. Illustration of accumulated correct and incorrect sensor data recorded in the cloud for the 

step-change in latency scenario after applying Stage-1 of the proposed solution. Legend same as Figure 

15. © 2021 [3] 

 

5.3.3 Effect of Network Jitter 

The following section will highlight the effect of network jitter with and without all stages 

of the proposed PLL solution, i.e., Stage-1 and Stage-2. Table 9 presents results for several 

jitter cases; the column to the far left represents the size of imposed jitter proportionate to 

the cloud’s packet reception window size, whereby an arbitrary 66% latency is established 

as the baseline for testing purposes—as presented in Chapter 4 (section 4.3.3).  

Recall that Stage-2 of the PLL solution was used to manage network jitter through 

RMS calculations, per equation 5. The focus now is to determine an appropriate N value 

for RMS calculations to adjust the window size effectively. Several N values were 

evaluated including N = 4, 5, 6, 8, 12, 16, and 20. Results in Table 9 are based on Stage-1 

using a first-order IIR LPF with coefficients [α = 0.3, β = 0.7], and Stage-2 using N = 16 

since it provided optimal results.  
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Table 9: Mean Accuracy and Standard Deviation of cloud-recorded data before and after applying all 

stages of the PLL solution for several cases of network jitter. A mean latency of 66.7% of the packet 

reception window was used to represent an example baseline latency for all network jitter cases. © 

2021 [3] 

Size of jitter relative to 

the cloud packet 

reception window (%) 

Mean Accuracy ± 1 Standard Deviation (%) 

Without Solution [2] With Solution 

No jitter 100 ± 0 100 ± 0 

± 6.7 100 ± 0 100 ± 0 

± 13.3 100 ± 0 100 ± 0 

± 20.0 100 ± 0 100 ± 0 

± 23.3 77.2 ± 6.21 94.2 ± 2.96 

± 26.7 75.46 ± 21.56 84.83 ± 6.7 

± 33.3 70.96 ± 4.05 87.26 ± 2.95 

± 40.0 67.2 ± 5.38 88.13 ± 6.65 

± 46.7 65.36 ± 4.46 87.03 ± 1.54 

± 53.3 64.36 ± 1.65 88.06 ± 5.08 

± 60.0 64.1 ± 3.75 90.3 ± 2.55 

 

In Table 9, the worst-case scenario without Stage-1 and Stage-2 of the proposed 

solution is for jitter equal to ± 60.0% of the mean (66.7%) latency, yielding a mean 

accuracy of 64.1 ± 3.75%. After applying Stage-1 and Stage-2, the mean accuracy 

improved significantly to 90.3 ± 2.55%. Moreover, Figure 25 illustrates accumulated 

correct and incorrect data recorded at the cloud for the ± 60.0% network jitter case after 

applying Stage-1 and Stage-2 of the proposed solution. 
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Figure 25. Illustration of accumulated correct and incorrect data recorded in the cloud for the worst 

jitter case of ± 60.0% of the mean (66.7%) latency after applying all stages of the proposed solution. 

Stage-1 using 1st-order IIR LPF with [α = 0.3, β = 0.7], and Stage-2 using N = 16. Legend same as 

Figure 15. © 2021 [3] 

 

5.4   DISCUSSION 

The primary goal of this chapter is to highlight the importance of considering real-life 

network impairments on a mechanism designed to reduce network traffic sent from one 

end to another. The work proposes a 2-stage PLL based solution to mitigate the impact of 

network latency and jitter on DML and, ultimately, improve the accuracy of sensor 

measurements stored in the cloud. Both stages of the proposed solution work in tandem to 

ensure synchrony between the residence and cloud models. This solution grows in value as 

network effects carry a more significant impact on the dual model since the cloud AR 

model uses historical information to predict future events, and any previous deviation from 

the true historical sequence—used by the residence AR model—will cause additional 

prediction differences (errors) until the system resyncs. The solution has been shown to 

reduce cumulative errors and maintain synchronization.  
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In this work, the data reduction associated with the DML reduces packets sent; the 

application of PLL in this work has to consider aperiodic samples of the phase difference 

as it can only be measured when a packet is sent. This use is different from the usual 

application of PLLs, where a synchronous environment (signals) is the basis. 

Besides simulated network latency and jitter, clock drift was observed to occur 

randomly, i.e., the cloud script may lead or lag the residence script. In the current work, 

clock drift is viewed as having the same impact as latency. The proposed solution handles 

such drift since it manifests in packet transmission and reception time difference 

calculations, i.e., in x[n].  

The proposed PLL solution has shown real potential as it significantly improved 

the accuracy of data generated at the cloud while simulated yet realistic network effects 

were imposed on DML. Maintaining accurate sensor information in the cloud is crucial as 

most supportive smart home systems that provide feedback using cloud processing would 

otherwise be affected, which may lessen the support, effectiveness, and benefit of such 

systems.  

The effect of network packet loss was examined in Chapter 4. In that work, UDP 

communication was used instead of TCP as it allowed true packet loss to be implemented; 

TCP has a packet retransmission mechanism that resends a packet whenever it is lost. 

Therefore, packet loss in TCP would appear as network jitter. Hence, sub-chapter 5.5 

examines how the proposed PLL solution would handle packet loss using TCP 

communication. 
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5.5   EXTENDED WORK: EFFECT OF PACKET LOSS VIA TCP  

The material presented in this sub-chapter is an extension of Chapter 5 with work not yet 

within a refereed paper. This sub-chapter will examine how the proposed PLL solution 

would handle packet loss using TCP and the resulting TCP retransmission jitter.  

5.5.1 Results 

In section 4.3.4, the effect of packet loss using UDP communication was used to allow true 

packet loss to be implemented. However, now, packet loss is evaluated using TCP 

communication. Table 10 presents results for several packet loss cases. Similar to section 

5.3.3, these results are based on Stage-1 using a first-order IIR LPF with coefficients            

[α = 0.3, β = 0.7], and Stage-2 using N = 16 since it provided optimal results. 

Table 10: Mean Accuracy and Standard Deviation of cloud-recorded data before and after applying 

all stages of the PLL solution for several cases of network packet loss using TCP protocol.  

Packet Loss  (%) 
Mean Accuracy ± 1 Standard Deviation (%) 

Without Solution With Solution 

No packet loss 100 ± 0 100  ± 0 

5 100 ± 0 100  ± 0 

10 98.2 ± 1.85 98.5 ± 1.34 

15 86.6 ± 22.69 100 ± 0 

20 81.2 ± 16.1 96.8 ± 3.14 

25 77.3 ± 6.70  87.2 ± 2.69 

50 61.6 ± 0.90 78.9 ± 4.59 

 

In Table 10, the worst-case scenario without Stage-1 and Stage-2 of the proposed 

solution is for packet loss equal to 50%, yielding a mean accuracy of 61.6 ± 0.90 %. After 

applying Stage-1 and Stage-2, the mean accuracy improved significantly to 78.9 ± 4.59 %. 
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As for sample correctness visualization, Figures 26 and 27 illustrate accumulated 

correct and incorrect data recorded at the cloud for the 50% network packet loss case before 

and after applying Stage-1 and Stage-2 of the proposed solution, respectively. 

 

Figure 26. Illustration of accumulated correct and incorrect data recorded in the cloud for the 50% 

packet loss case without Stage-1 and Stage-2 of the proposed solution (TCP protocol). Legend same as 

Figure 15. 

 

Figure 27. Illustration of accumulated correct and incorrect data recorded in the cloud for the 50% 

packet loss case after applying all stages of the proposed solution (TCP protocol). Stage-1 using 1st-

order IIR LPF with [α = 0.3, β = 0.7], and Stage-2 using N = 16. Legend same as Figure 15. 
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5.5.2 Discussion 

Notably, 75% and 100% packet loss cases are not presented in Table 10. This is due to 

failure in testing these scenarios using TCP protocol; TCP drops an established connection 

when excessive packet loss is present. If many acknowledgement signals (which verify the 

reception of a packet) are not fulfilled in a TCP connection, the client drops the connection 

entirely, and a connection is re-established. The simulations kept being interrupted and put 

to a halt due to the dropped connection. Therefore, 75% and 100% packet loss are 

considered the limits (edge) of packet loss testing.  

The 100% packet loss case reflects no packets being sent to the cloud. In this 

scenario, the proposed PLL solution does not receive input latency measures as no packets 

are sent to the cloud. Therefore, the PLL solution does not offer any benefit in this case. 

Similarly, in the 0% packet loss case, the proposed PLL solution has no adverse effects to 

“fix”, i.e., 0% packet loss reflects a network free of packet loss, meaning packets are sent 

and received appropriately in their respective event slots. It is essential to highlight that the 

proposed PLL solution does not impact DML performance when network impairments do 

not exist, i.e., it offers a benefit when network impairments exist and does not degrade or 

affect DML performance under normal network conditions (as shown in Tables 7, 9 and 

10). 
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Chapter 6:    Contributions and Future Works 

Some content in this chapter was originally published in © 2021 [1], © 2022 [2], or © 2022 

[3]. 

6.1   CONTRIBUTIONS 

The findings from this thesis are relevant in various ways. Telecommunication service 

providers will benefit from a better understanding of the potential for existing and new 

network services, including communications and cloud processing, to include and enable 

the kinds of solutions presented in this thesis within their commercial offers. Service 

providers can use preliminary findings on the network traffic of supportive smart home 

systems to support the large-scale use of such systems.  

The real-life implementation of work presented in Chapter 3 carries some 

implications. In light of current events, the COVID-19 pandemic has limited analysis to 

only one home instead of many residences. While this might seem to reduce 

generalizability, the advantage of self-study is that the ground truth is easily established. 

Analysis of more residences may have led to more profound insight into system behaviour 

and differences between residences.  

Furthermore, a key limitation in the second contribution is the inability of the 

NetEm tool to impose equal network impairment measures across the three trials 

(simulations) used to calculate the mean accuracy of cloud-recorded data, i.e., imposing 

jitter or packet loss in trial #1 does not result in the same effects in trials #2 or #3. This 

limitation is less prominent with latency since the delay is roughly constant (1 ms 

accuracy). However, it carries more significant weight with jitter and packet loss due to 
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randomness; packets are randomly delayed (jitter) or lost (packet loss) within pre-set 

bounds. For example, a 20% packet loss will randomly discard one of every five packets, 

and a 40% jitter will randomly select delay values within ±40% relative to a selected 

baseline (mean delay). Thus, applying identical network impairments across all trials 

would provide consistency in mean accuracy measures. 

It is imperative to highlight the uniqueness of applying a PLL approach to 

synchronize both ends of the DML model. PLLs are always used in applications where one 

end synchronously communicates with the other end, such as in VoIP, which is the opposite 

of DML since it inherently aims to reduce communication as much as possible between 

two ends (asynchronous environment).  

6.2   FUTURE WORK 

Researchers can build upon the works presented in this thesis in several ways. First, a 

comprehensive analysis of supportive smart home systems and sensors not examined in 

this thesis and their network traffic to better understand network behaviour critical for 

wide-scale use of such systems. Second, future work could examine the impact of network 

impairments on other machine learning models in the DML configuration, or even further, 

on other network traffic reduction mechanisms and identify the needed solutions to ensure 

robustness to network impairments. Finally, the research could also explore additional 

synchronization mechanisms for DML and possibly other network traffic reduction 

mechanisms to ensure proper functionality as intended in a real-life deployment.  

6.2.1 First Contribution 

The results presented in the first thesis contribution lead naturally to several possible future 

works. While the research focused on traffic flow, other issues that could be considered 
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include security and reliability, which may explain some system behaviour. The output 

data was only analyzed without considering any internal sensor system analysis—however, 

future research can include this aspect.  

The emergence of 5G cellular technologies [26], [69], [80], [81] over the next few 

years provides a new communication option for supportive smart home systems. As 

telecommunication carriers work to build out both the new radio capability between user 

devices and the base stations and expand the core network capacity and functionality serves 

a new era of telecommunication solutions. This first contribution provides a foundation for 

future research to explore the application of 5G technologies to advance supportive smart 

home systems while looking at novel solutions within the residence and cloud so that 

network use can be more efficient.  

6.2.2 Second Contribution 

The real-life implementation of the work presented in Chapter 4 would require some 

enhancements. The AR model in the cloud should be able to predict the time of the next 

event and not only the value, i.e., predict both the time and value of the next event. In 

reality, the cloud AR model does not know when to predict or have an open reception 

window since aperiodicity in-home activity exists. Therefore, the cloud must remain 

synchronized with the home model to enable the prediction of event times (with adequate 

accuracy) in addition to the event values. 

The second contribution provides a foundation to understand the core issues and 

possible future solutions for supportive smart home systems. As such systems grow in 

popularity, so will the need for solutions that target the aggregate communication challenge 

accompanied by wide-scale deployment. Previous research has assumed an ideal network 
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when considering such solutions. In contrast, this contribution has brought forward the 

effects of real-life network elements on the dual model network traffic reduction 

mechanism, which is a critical aspect of real-life deployment. 

6.2.3 Third Contribution 

The PLL model presented in Chapter 5 uses asynchronous input latency measures given 

the base assumption for DML that packets are received aperiodically at the cloud. In a real-

life implementation, more complex filters will be significantly affected by the 

asynchronous sampling. Therefore, using a Finite Impulse Response (FIR) filter such as an 

MA filter or simple (single-pole) IIR averaging filters is more sensible. Future work can 

optimize the proposed PLL solution by evaluating different machine learning models for 

DML, testing with additional filters in Stage-1, and curating RMS thresholds in Stage-2. 
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Chapter 7:    Conclusions 

The network communication challenges associated with the large-scale deployment of 

supportive smart home systems will assume greater importance as supportive smart home 

systems and, more generally, WSNs and IoT grow in demand, especially in health care 

services. In addition, this thesis highlights the importance of considering real-life network 

effects for network data reduction mechanisms that depend on the network to achieve the 

desired functionality. © 2022 [3]  

The contributions of this thesis are relevant for entities and organizations that focus 

on providing care or remote health monitoring services for older adults. For instance, 

Bruyère Continuing Care [82], an organization focused on providing care for older adults, 

could use the findings resulting from this thesis to work with telecommunication providers 

to ensure that they have the correct services for capacity to deliver care services. The 

knowledge from this thesis will also support the expansion and growth of unique research 

in supportive smart home systems. This thesis is considered the tip of the iceberg for 

understanding the network traffic behaviour of supportive smart home systems and the 

deployment of solutions that consider real-life network elements. 

Above all, enabling aging Canadians to age-in-place and be independent benefits 

those individuals directly. Advanced solutions emerging from this thesis will lead to 

reduced demand for communal care and benefit the greater society as this sector currently 

has significant over-demand and represents a cost to the Canadian government through 

provincial health budgets.  
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Appendix A: Chapter 4 Supplemental Graphs 

This appendix offers a graphical illustration of the results presented in Chapter 4, 

specifically for Tables 4, 5, and 6. 

 

 

Figure 28. Graphical illustration of Table 4 results (network latency). 
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Figure 29. Graphical illustration of Table 5 results (network jitter). 

 

 

Figure 30. Graphical illustration of Table 6 results (network packet loss).  
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