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Abstract

How do end users understand social engineering attacks, and how do their mental

models differ from reality? To investigate, we have proposed a new social engineering

attack framework, and ran two studies using the framework as the foundation. In

the first study, we conducted 30 interviews to investigate social engineering mental

models, and found that confidence and accuracy are underlying themes that affect

users’ mental models. In the second survey, we quantified how confidence and ac-

curacy impact mental models at different stages of an attack. We found that users

tend to be overconfident in their ability to understand social engineering attacks, but

hold inaccurate beliefs. They hold major misconceptions of what constitutes as so-

cial engineering, and the threat levels of these attacks. Based on our results, we have

proposed various educational and design opportunities to match social engineering

mitigation strategies to end user mental models of social engineering.
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Chapter 1

Introduction

1.1 Research Problem

Social engineering, which refers to attacks that manipulate users into revealing in-

formation to compromise computer systems [34, 41], is one of the most commonly

reported kinds of internet fraud [43]. Due to its prevalence, social engineering aware-

ness amongst users is increasing, yet many users and organizations are still vulnera-

ble [15,20,33,34]. In 2017, 29 billion spam emails were sent daily; 1 in every 329 users

fell for a phishing email [11]. Large companies are not immune to social engineering

attacks either; 75% of organizations have been victim to spear phishing attacks [6].

A lot of social engineering research in usable security pertains to cues users look at

to determine legitimacy [18,33,62], vulnerability to phishing [20,50], and evaluations

of phishing solutions [38,51]. As a result, little is known about users’ behaviours and

mental models at different stages during a social engineering attack. We believe that

to effectively protect users from social engineering attacks, we must understand their

mental models of the different stages within the social engineering attack cycle to

identify where exactly users need more education and technical help. We must un-

derstand where users’ mental models differ from reality, and address these differences

in order to better protect them.

In this thesis, we ran two studies, and used a mixed methods approach to inves-

tigate end user mental models of social engineering attacks and to understand where

users are performing poorly when it comes to social engineering attacks. In the first

study, we conducted semi-structured interviews with users to investigate their men-

tal models of the different stages within a social engineering attack. Using thematic

analysis, we found that the underlying themes of confidence and accuracy were im-

pacting user understandings of social engineering attacks. In the second study, we

conducted a survey to investigate where in the social engineering attack cycle users

1
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are performing worst by measuring participants’ confidence and accuracy. We found

that participants’ accuracy scores were relatively low, and were most likely the re-

sult of guessing. However, confidence scores were consistently high, regardless of the

stage. This overconfidence in inaccurate beliefs is especially dangerous, especially

as participants had misconceptions of social engineering, such as mistaking fraud,

spam, and online ads as attacks, and believing that social engineering attacks are

not as threatening because participants tend to view social engineering attacks as

a nuisance, rather than a real threat. This suggests that users have flawed mental

models of social engineering, revealing future opportunities for user interface designs

and education.

1.2 Contributions

The contributions of this thesis are as follows:

• We break down the social engineering attack cycle into different steps, and

understand user mental models of these steps so we are better informed about

where exactly users hold incorrect mental models, and where they are opening

themselves up to risk. To the author’s knowledge, there are no studies looking

at user mental models of the whole social engineering attack cycle.

• This study is one of the first to look at mental models of other social engi-

neering attack vectors, such as SMS and social media phishing. Most research

in social engineering tend to focus on email [50] and website [18, 38] phishing,

so we expand the research about how users understand and behave with these

emerging attack vectors.

• Study 1 uses qualitative methods to investigate mental models of social engi-

neering attacks, and identified how users understand different aspects of the

social engineering attack cycle.

• Study 2 quantifies how confidence and accuracy play a role in social engineering

mental models, and identified which stages participants especially struggled

with.
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1.3 Thesis Outline

This thesis is organized as follows:

• Chapter 2 reviews the previous research, including the various kinds of social en-

gineering attacks, current mitigation strategies, and previous research on social

engineering mental models.

• Chapter 3 is where we propose our updated social engineering attack framework.

• Chapter 4 summarizes the methodology and results of the first study which

focuses on user mental models of the social engineering attack cycle.

• Chapter 5 summarizes the methodology and results of the second study which

focuses on investigating where in the attack cycle users tend to have the most

trouble.

• Chapter 6 discusses the implications of the two studies, and the broader appli-

cations of this research.

• Chapter 7 presents our conclusion, and includes the limitations of the studies,

and future work.



Chapter 2

Background

2.1 Introduction

Social engineering in IT security refers to attacks where users are manipulated into

compromising computer systems by revealing confidential information, or installing

malware, etc. through various psychological manipulations [34,41]. Social engineering

attacks are effective because most users are poor at detecting them [15,20,33,34], and

technical controls often do not account for user behaviours [20, 34]. In essence, it is

often easier to trick humans into compromising information than it is to break into a

security system [41,60].

Within social engineering exist many types of attacks. Phishing, especially email

phishing and phishing websites are the best-known and most commonly used type

of social engineering attack [2, 5, 60], but there are many other emerging social en-

gineering attacks which are less well-known by end users, and seldom studied by

researchers [25, 34]. Table 2.1 shows a description of the various social engineering

attacks. This is not an exhaustive list, and there are several other types of social

engineering attacks, but for this project we are mainly focusing on remote attacks

such as those listed in Table 2.1. Remote attacks are attacks where the attacker

does not need to directly interact with the target to conduct the attack, and can be

accomplished without in-person interactions.

Table 2.1: Examples of common social engineering attacks.

Social Engineering Attack
Name

Description

Email phishing An email, appearing to be from a legitimate
source, will request a user to click a link or
download a file [20].

Continued on next page
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Table 2.1 – Continued from previous page
Social Engineering Attack
Name

Description

Water-holing A website a target is expected to go to is in-
fected with malware; attackers look for vulner-
able websites and vulnerabilities in the security
system to exploit [34].

Vishing VOIP technology is used to create phishing calls
to attain personal information [25,44].

QRishing Phishing through QR codes; users scan an un-
known QR code, and are led to the phish-
ing item, such as a website or downloading an
item [57].

Fraudulent apps An app is coded to look like a similar legitimate
app, or a vulnerable app is given malicious code.

Malvertisement Using malicious ads to install malware on a
computer [28]

WiFi evil twin A spoofed WiFi access point that appears to be
legitimate to steal user information [28].

SMiShing Using SMS to send phishing links and files to
users [30].

Baiting The attacker offers a phishing item disguised as
something appealing to the target [34].

Trojan Horse Malware that is disguised as a legitimate soft-
ware [28].

Drive-by download Placing a malicious file into a website for users
to download, not knowing it is malware [28].

Scareware Scare users into downloading or buying unnec-
essary software for a fake virus [28].

2.2 Prevalence

Social engineering is very common [14]; in 2017, over 29 billion spam emails, many of

which were phishing emails, were sent each day [11]. According to the 2020 Verizon

Data Breach report [2], 22% of data breaches begin through phishing. Around 75%

of organizations, meaning attacks which target employees of an organization, have

been victim to attempted spear phishing attacks [27], and each successful attack on

an organization results in a $25 000 to $100 000 gain. On average, fraud costs end

users between $218 to $364 per successful scheme [14].
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After hacking, phishing is most commonly used for data breaches, and phishing is

the most common social engineering attack [2, 14]. Despite phishing being relatively

well-known, it is still a threat to organizations and end users alike [14,20,39]. Email

phishing is the most common social engineering vector, but social engineering websites

are becoming more common [5]. According to Google’s 2020 Safe Browsing List

and the APWG’s June 2020 report, thousands of phishing websites exist on the

Internet [2, 3], and many of them are returned in Google search results [3].

Social engineering still continues to be a problem, despite technical controls and

user education efforts [14,20,50]. The problem will continue to get worse with new at-

tack vectors emerging [20,24]. Phishing and social engineering attacks have increased

in the past couple of decades because of an increase in mobile phone use [30]. Mo-

bile phones provide more attack vectors, such as social engineering through SMS, QR

codes, social media, and mobile apps, and these emerging attacks are less well-known,

which will make many users vulnerable [24,25].

However, we also note that finding reliable prevalence statistics is inherently dif-

ficult. Most of the statistics we found came from organizations, and their security

breaches [2, 14, 27]. It is unclear exactly how many users have fallen for social en-

gineering attacks, and which ones they fell for. These prevalence statistics for end

users are difficult to collect because users are not always aware if they fell for a social

engineering attack [46, 49, 61]. Users may also feel embarrassment that they fell for

an attack [32], and may not report it out of shame, or fear of employer discipline.

2.3 Social Engineering Mitigation Strategies

There are a variety of technical and educational strategies to help prevent users from

falling victim to social engineering attacks. However, these mitigation strategies can

only do so much; they do not protect users from all attacks, and it is a constant

competition with attackers to come up with new mitigation strategies [20].

2.3.1 Technical Strategies

Technical mitigation strategies attempt to help users in determining whether an item

is legitimate or fraudulent. Since many users are not very good at accurately detecting
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social engineering attacks [15, 20, 33, 34], technical strategies attempt to reduce the

guesswork done by users, and provide a guide to users when they encounter suspicious

items.

A commonly used social engineering mitigation strategy for websites is the use

of browser indicators, such as a lock or shield icon, to indicate a website’s security

state [23]. For example, Google Chrome will display a lock icon if a website is secure

(Figure 2.1). Most participants look at the lock icon of a web page, even if they do

not understand what it means [62], and most users associate HTTPS with a secure

internet connection [23]. HTTPS is more secure than HTTP because it encrypts

any data that is exchanged between a user’s browser and the website they are vis-

iting, therefore adding another layer of security [2]. Google Safe Browsing will also

alert users of potential phishing and malware sites, and will block these sites for the

user. However, the majority of browser cues have been developed for computers with

larger displays; mobile browsers are harder to design for because they have a smaller

screen [7]. Therefore, the smaller screen lacks some of the browser indicators seen on

larger screens [7, 24].

Figure 2.1: An image of Google Chrome’s current lock icon.

Many technical controls are not effective because they do not account for human

behaviour [6, 34]. Technical controls are either not understood by users [18, 23], or

ignored [18]. In Dhamija et al.’s 2006 study, anti-phishing cues were not noticed

by 23% of participants; users did not look at a website’s URL, status bar, or other

security indicators [18]. Instead, these users relied on the website’s look and feel to

determine legitimacy [18]. Pop-up warnings for fake website certificates were ignored

by 15 out of 22 participants in this study [18]. In Felt et al.’s 2016 study on Chrome

browser indicators, it was found that most users did not understand what different

security indicator icons meant [23].

To make technical controls more effective, it is important that social engineering
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mitigation strategies align with user mental models and user behaviours to ensure

they are effective [33]. Browser indicator icons which are well-designed, and clearly

convey to the user what they do are more effective [23]. Anti-phishing tools which

interrupt the user’s task are more effective, and ideally, should be within the browser

so users do not need to install any software [22]. Users are more likely to follow

anti-phishing cues if they are relevant to the current website they are using, and if

the cue uses language they understand [33].

Given that there is still user error when it comes to social engineering mitigation

strategies, some solutions are automatically implemented. A common method of pre-

venting social engineering attacks is through blocklisting. This is where suspicious

IP addresses, URLs, and keywords are collected, and considered when identifying

whether an item is legitimate or not [24]. Blocklisting is implemented on several de-

vices and platforms, such as Google Chrome and Gmail [24]. Blocklisting is effective,

but only when it is regularly updated [52]. For SMiShing attacks, Yadav et al. pro-

posed SMSAssassin to filter out spam messages. Using a crowd-sourced list of words

and message patterns commonly used in SMiShing, spam messages are identified.

SMSAssassin has a 72.5% accuracy rate for identifying spam messages [66].

Unfortunately, technical strategies may not only misunderstood by users, but they

can also be incorrect. Recently, there has been an increase in the number of phishing

websites that bypass security warnings because they have an HTTPS web address, and

a valid website certificate [2]. This is partly due to the Let’s Encrypt movement, which

started as an effort to make every website secure by automatically providing free web

certificates [1]. The movement to secure websites with HTTPS and provide legitimate

web certificates has prevented unwanted parties from snooping and taking advantage

of vulnerable websites. However, the goal of making it easier for websites to get web

certificates has also provided phishing websites with legitimate certificates [56]. This

makes phishing websites appear more legitimate because these websites, which were

originally difficult to get a web certificate for now have one, and have the secure lock

icons associated with a secure website. In a recent APWG report, around 89% of

phishing websites in 2020 had a Domain Valid (DV) web certificate, which is often

given for free, and is the weakest form of validation [2, 56].
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Password managers can help prevent users from giving login credentials to illegit-

imate websites [53]. Although there is inconsistency between the different password

managers available, many of them do not fill in passwords for websites where the

domain name does not match the original website the password was saved to [53].

This means that for phishing websites that are made to look like a legitimate website,

password managers will often not fill in user credentials, therefore protecting the user

from a potential attack.

From these technical strategies, it is evident that preventing users from falling

victim to social engineering attacks is a multifaceted problem, and technical solutions

are not always perfect. In addition to technical mitigation strategies, the user also

plays a part in social engineering attack mitigation.

2.3.2 Educational Strategies

A common method to prevent users from falling victim to social engineering is by ed-

ucating them. End users are not often computer security experts, therefore they need

to be educated about how to make secure decisions. This can come in the form of web-

sites, flyers, posters, and computer literacy training [60]. User security education and

training is the most commonly used method to change behaviours [60]. Research has

shown that education can improve email phishing detection, if done effectively [38]; in

one study, education created a 40% reduction in users giving important information

to attackers in one study by Sheng et al. [50]. Educational strategies have often been

applied to reduce the likelihood of falling victim to email phishing.

Embedded training, which is where users who have fallen for a phishing attack are

then presented with phishing training, has been shown to be an effective method of

teaching users by motivating them [37]. Due to its effectiveness, embedded training

has been implemented in many commercial phishing prevention solutions, such as

Proofpoint, and CoFense [60].

Kumaraguru et al. created PhishGuru, an embedded phishing training system

which tries to educate users to prevent falling victim to phishing attacks [36]. Figure

2.2 shows an image of one of the embedded training messages given to participants

in one condition. In their study with 515 participants, it was found that PhishGuru
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was effective for helping users retain phishing knowledge one month after they were

trained, a second training message was effective for preventing users from giving

phishing websites information, and that this embedded training does not prevent

users from clicking links in legitimate emails [36].

Figure 2.2: An example of the PhishGuru embedded training given to some partici-
pants [36].

In addition to the actual training materials, education should also focus on how

it is conveyed. A study by Wash and Cooper found that a user’s perceived origin

of phishing training materials impact security decisions. The method of giving only

facts and security advice worked when it was told to users by security experts, and

stories of security mishaps worked to improve phishing awareness only when told by a

peer [60]. Social engineering mitigation strategies should also dispel common myths;

users should be shown how easy it is for attackers to mimic websites [47].

An interactive and engaging way of educating users is through online games. Sheng

et al. created Anti-Phishing Phil (Figure 2.3), a game which teaches users to decrease

their phishing susceptibility [51]. They found that participants who played the train-

ing game were significantly more effective at identifying phishing URLs compared to

reading printouts with security advice and existing anti-phishing tutorials [51].
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Figure 2.3: An image from the Anti-Phishing Phil game.

2.4 How Users Understand Social Engineering

Users are generally poor at recognizing social engineering attacks, and understanding

what to do when they encounter one [18, 59, 68]. Users remain susceptible to social

engineering, despite mitigation strategies being implemented. This is due to three

factors. Firstly, users lack knowledge about computer security and social engineering;

users do not understand security indicators, and hold incorrect beliefs about cues [18].

Secondly, attackers deceive victims by mimicking legitimate methods [18], such as

making a phishing website look like the authentic one, or using HTTPS encryption

for a phishing website [2]. Lastly, users fall for social engineering because security is

not a primary task for them; users are not as focused on paying attention to security

indicators because they are focused on other things [18].

Approximately one in every 392 users fall for phishing [11]. In a study with

employees of a company where data security was a important, when employees clicked

phishing links, 80% of them gave their username, and 60% gave their password [45].

Additionally, in an online survey on phishing, 32% of phishing emails were wrongly

classified, and 26% of participants were unsure whether an email was a phishing email
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or not [31]. Users do not look at the correct cues to judge if a site is legitimate or

not. Users tend to base the legitimacy of a website on its “look and feel” rather

than considering the URL, HTTPS encryption, or looking at the SSL certificate [18].

In a study on government employees, it was shown that 40% of employees have no

strategy to recover their compromised accounts [40].

Education and user awareness for detecting social engineering are not compre-

hensive enough, and not fast enough to match attackers’ methods. Attackers are

improving their methods at an alarming rate which user awareness and technical con-

trols cannot meet [2]. In 2020, 89% of phishing websites used HTTPS encryption to

trick users into thinking their website is legitimate [2]. In comparison, less than 10%

of phishing websites used HTTPS encryption in 2016 [2]. Attackers are learning what

has been taught to users, and are now using it for their own ends.

2.5 Mental Models of Social Engineering Attacks

A mental model is defined as an internal representation of a concept, and it develops

through experience and knowledge [49]. In this thesis, we will not be investigating

how participants’ mental models of social engineering are formed, nor how they are

impacted by experience and reasoning. Instead, we will investigate the overall mental

models of social engineering, which have already been influenced by a users’ previous

experiences.

Mental models have been shown to inform user security behaviours [59], therefore

it is important to consider end user mental models when designing security systems.

An incorrect mental model can result in insecure behaviours and a mistrust in tech-

nology [12]. Generally, users behave more securely if their mental model includes

some understanding that they are vulnerable to security risks [59].

There are three groups users may be in when it comes to their mental models.

The first group is where a topic is new to them; this group needs the topic addressed

at their level in order to be effective to the user [63]. The second group is where

users have a correct but limited mental model of a topic. To address this user group,

one needs to understand what the user knows, and educate them by connecting new

content to their pre-existing knowledge [55]. The last mental model group includes
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those with an incorrect mental model. This group will need to be shown where and

why they are wrong, and be re-educated [9].

Previous research has shown that generally, end user mental models of phishing

and social engineering are flawed [10,20,68]. Users perform well when recognizing fa-

miliar scams, but are not as successful at identifying unfamiliar scams [20]. Cues such

as the presence of an HTTPS URL, secure lock icon, and spoofing produced different

levels of user awareness when it comes to recognizing fraudulent content [18,20]. When

it comes to phishing, feedback is not immediate, and those who were phished may

not realize until much later, or never realize where they were vulnerable [46, 49,61].

In a study looking at how expert and novice mental models of phishing compared,

it was found that experts have a more complex understanding of phishing compared

to novices [68]. The perceptions end users have of phishing also influence the actions

they took to protect themselves, if at all [68]. In another study looking at novice and

expert security behaviour, it was shown that novices consider the security risks after

they engage with an item, whereas experts consider the risks before [10]. Novices also

tend to judge the legitimacy of a website or email by the way it looks [10], without

understanding that the look and feel can be easily copied.

The majority of studies looked at specific aspects of phishing, which leaves other

social engineering attacks understudied. Additionally, there is a lack of cohesion about

mental models of social engineering as a whole. It is important to understand user

mental models of social engineering from a broader perspective to properly address

user needs and gaps in understanding, and to identify where users struggle.

2.6 Social Engineering Attack Frameworks

Social engineering frameworks allow security researchers to compare and understand

social engineering attacks in a standardized method [42]. Additionally, a social en-

gineering attack framework is useful because it allows us to better understand these

attacks, and how they work.

To our knowledge, there are two previous social engineering frameworks; the social

engineering framework was originally proposed by Mitnick in the early 2000s [41],

and Mouton et al. built upon this model in 2014 [42]. Since these frameworks have
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been proposed, new social engineering attack vectors and trends have emerged [2,14].

These frameworks are relatively outdated, and cannot be applied to all types of

social engineering attacks, especially for attacks conducted remotely. An updated

framework is needed to encompass emerging social engineering attacks, and address

other psychological vulnerabilities being targeted.

2.6.1 Existing Social Engineering Frameworks

In Mitnick’s original social engineering framework proposed in The Art of Decep-

tion [41], there are four steps (Figure 2.4). First is the Research stage. The attacker

obtains information about their target; the more information known about the tar-

get, the better. The second step is Developing Rapport and Trust, which is where the

attacker builds trust with the victim, who will be more willing to comply if they trust

the attacker. Next, the attacker needs to Exploit Trust; they will request the victim

give them information or do a task which will give the attacker access to the victim’s

information. The fourth step is to Utilize the Information gained from the attack.

Mitnick states that this cycle may need to be repeated until the attacker achieves

their target goal [41].

Figure 2.4: Mitnick’s original social engineering framework, illustrated by Mouton et
al. [42].

Mouton et al. [42] expanded upon Mitnick’s original framework in 2014, since the

original model was vague [42] (Figure 2.5). In the expanded model, the first step is

the Attack Formulation. The attacker needs to identify their goal, and their target of

the social engineering attack. Next, the attacker needs to Gather Information about

the victim to develop a relationship. The third step is to Prepare for the Attack;

the attacker ensures everything is ready, and develops an attack vector. The fourth

step is to Develop a Relationship; the attacker has to establish trust with the victim

and build rapport. After establishing a relationship, the attacker has to Exploit

the Relationship. The attacker ideally will manipulate their target into a desired

psychological state, then attain their desired information from the target. Last is
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the Debrief stage, where the attacker ensures the target does not recognize they were

attacked. If the goal is not reached, the attacker needs to go back to the Information

Gathering stage.

Figure 2.5: Mouton et al.’s expanded framework [42]

Problems with the Existing Frameworks

The existing models apply better to attacks that are individualized, where there are

fewer targets. Most modern social engineering attacks are not like this, and target

several users at once [11].

Mitnick’s and Mouton et al.’s frameworks state that the attacker should thor-

oughly research their target, and imply that there is only one (or very few) targets.

In modern social engineering attacks, while spear phishing is common, it is more com-

mon for attacks to be sent out to several individuals or organizations at once [11].

Researching targets may be a difficult and unrealistic task for modern social engineer-

ing attacks, which may use updated technologies to target attacks to a wider group
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of individuals.

The existing frameworks also focus closely on building rapport and trust, which

is not always the case in all social engineering attacks. In some social engineering

attacks such as spear phishing, building rapport is important, but this is not the case

for other remote attacks, such as drive-by download attacks or generalized phishing

emails, where users are deceived through other means that do not involve fostering

a relationship. We should recognize that other psychological techniques can be ma-

nipulated by attackers. Additionally, Mouton et al.’s expanded framework mainly

focused on how Cialdini’s Principles of Persuasion are exploited, but other psycho-

logical vulnerabilities such as fear and greed can also be targeted [33,57].

The previous frameworks focused on the target giving information or doing some-

thing which gave the attacker access to their system. However, in social engineering

attacks, we believe there is instead a tangible interaction the target engages in, such

as clicking a link or downloading a file, which exposes the target to the attack. The

previous frameworks are vague about exactly how the target exposes themselves to

a social engineering attack, and focuses more on direct interaction with the target to

gain access to their system. This is not the case for many modern social engineering

attacks, where users are not directly giving information (whether they know or not)

to an attacker, and instead is done through indirect means, such as by impersonat-

ing legitimate entities and having users give personal information to impersonated

accounts, websites, etc.

2.7 Research Problem

We believe that social engineering mitigation strategies could be more effective if

they also account for end user mental models of social engineering attacks. Previous

studies have not examined user mental models, leaving a gap in our understanding

of how to better protect users from social engineering.

By understanding user mental models based on our proposed social engineering

framework, we believe we can work towards more effective social engineering miti-

gation strategies that align with not only user mental models of social engineering

attacks, but also how social engineering attacks generally work.
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Proposed Social Engineering Framework

Drawing upon Mitnick and Mouton et al.’s frameworks, we propose a social engineer-

ing framework that is more suitable for a broader range of modern social engineering

attacks. Our proposed framework, shown in Figure 3.1, is composed of five steps.

The first step is the Attack Formulation stage; the attack vector, and the audience is

identified here. Second, Persuasive Techniques are used to exploit the psychological

vulnerabilities of users. The third step is a Call to Action; there must be a tangible

interaction the user directly interacts with, such as by clicking a link or downloading

a file to initiate the actual compromise. Fourth, the attacker then Utilizes the Infor-

mation to work towards their target goal. Lastly, the attack Expands Scale; this is an

optional step where the attack spreads to other individuals, or is repeated.

Figure 3.1: The proposed social engineering attack framework.

17
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3.1 Attack Formulation

In this step, the social engineer plans the attack. They must identify their attack

vector, what they hope to achieve, and their target audience, in no particular order.

3.1.1 Attack Vector

There are several methods an attacker may use to conduct their attack. The attacker

may decide whether they want to do a physical social engineering attack (e.g., baiting

targets with USB keys), or reach their victims remotely. Email is very popular [5,25],

but attacks may also be conducted using SMS, social media, websites, QR codes,

advertisements, and pop-ups.

3.1.2 Audience

Social engineering attacks also include a target audience, such as an individual, groups

of individuals, or organizations. Sometimes, an attack may have no specific audience,

but these are often less successful [29]. Target groups can be anywhere from gen-

eral, to very specific groups or individuals. An attacker may target the elderly [44],

younger individuals [50], users of social media [58], those who have smartphones [57],

newcomers to a country or geographic area, speakers of a certain language, or users

of certain websites or products so that the attack message is more specific, therefore

more persuasive.

Attack scalability, referring to how many people are targeted in the attack and

how/if the attack spreads to other users or devices, needs to be considered in this

stage. The breadth of the attack audience will impact the future of an attack, such

as the persuasive techniques, goals, and attack vector.

Targeting the desired audience with the correct medium is important, as the

demographics of technology use are varied [13, 21, 44]. For example, vishing is often

more successful when it targets elderly individuals, as they are more likely to trust

phone calls, and are easier to reach via telephone [44].
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3.2 Persuasive Techniques

The types of persuasive techniques used by attackers to fool their victims can vary.

They can range from deception, to more advanced psychological techniques. Social

engineering attacks are one of the most effective kinds of attacks because they target

human weaknesses by exploiting human psychology [34,43]. The previous framework

mainly focused on Cialdini’s Principles of Persuasion (reciprocity, consistency, social

proof, liking, authority, and scarcity) [16], but we propose a more extensive range of

persuasive techniques because research has shown that social engineers successfully

exploit other psychological vulnerabilities outside of these persuasive techniques [33,

57].

3.2.1 Types of Persuasive Techniques

Cialdini’s 6 Principles of Persuasion

are the classic Persuasive Techniques which are exploited in social engineering at-

tacks [41,42]. The persuasion principles are:

• Reciprocity: Give the target something they may want, and they will feel the

need to reciprocate [16].

• Consistency: Users like being consistent with what they have previously done.

Once something has been done, they will want to follow through with it [16].

• Social Proof: When unsure what to do, users will tend to follow what those

around them are doing [16].

• Liking: Users prefer to comply with those who they like [16].

• Authority: Users are more likely to comply with those who seem to have knowl-

edge or authority [16].

• Scarcity: When something seems scarce, users will want it [16].

Previous research has shown that liking, scarcity, social proof, and authority are

especially effective in SE [6].



20

Pretexting:

refers to giving the target a fake background story to elicit an emotion, such as

empathy or fear. Once the background story is given, the attacker will follow up

with the attack [26]. Since pretexting is not the attack in itself, but is rather being

used to leverage psychological vulnerabilities to conduct the attack, we classify it as

a persuasive technique.

Impersonation and pretexting are often classified as social engineering attacks in

previous literature [8,67]. In this paper, we define them as persuasive techniques used

by social engineers to gain access to conduct their social engineering attack. They

are not attacks on their own, but a way to gain the target’s trust to conduct a social

engineering attack. Impersonation and pretexting are often used in conjunction with

other social engineering attacks, such as email phishing [29,40], and is the psychosocial

element used to trick targets, which is why we classify them as persuasive techniques,

rather than social engineering attacks.

Impersonation:

is when the attacker pretends to be someone else to fool their target [8]. Impersonation

is a persuasive technique because it persuades the target to trust the attacker. The

target is being tricked into believing something that is not true, in order to make the

social engineering attack successful.

In addition to the attacker pretending to be another individual, it can also refer to

online items pretending to be something else to fool users. Users tend to judge sites

on their “look and feel”, which attackers can easily mimic [18, 65]. Unfortunately,

users’ mental models do not often align with phishing cues, such as browser icons,

and sender names, which is why users are easily deceived [33].

Greed:

is often exploited, and is seen when attackers prey on users by offering rewards [5,33].

According to Kirlappos and Sasse, social engineering ultimately works because users

want good deals [33]. Human weaknesses such as greed make users susceptible to

falling for social engineering attacks [43].
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The Need and Greed Principle, a term coined by Stajano and Wilson [54], states

that users are susceptible to online scams because the scammers know what users

want, and exploit these desires [54].

Fear:

is often used to exploit users by using threatening language, and threatening them

with what may happen if they do not comply. Vulnerable populations and those who

are scared of facing the repercussions of not complying are especially vulnerable to

being exploited by fear tactics [5].

Scareware is an example of exploiting fear to get users to comply. It may claim a

user’s computer is infected with a virus, and then try persuading the user to purchase

an unnecessary piece of software to remove it [28].

Curiosity:

is leveraged when an intriguing subject line or scenario is presented to potential

targets [5]. The goal is that targets are intrigued enough to open the link/file, and be

the victim of a social engineering attack. In a study on QRishing, it was shown that

curiosity was the main motivator for users scanning unknown QR codes; they did not

know what the QR code led to, and were curious to see what would happen [57].

3.3 Call to Action

The third stage of the framework is to include a call to action, or some sort of

interaction where the target “initiates” the compromise. This means that there needs

to be something tangible for the target to do which compromises them. Tangible

actions include clicking a link, typing in a password, downloading a file, scanning a

QR code, or giving up confidential information. Social engineering is effective because

it simplifies the target’s decision making; it nudges users towards the attacker’s desired

behaviours because figuring out what to do is straightforward [19].

This step was missing in the original framework. It is an important step because it

is when users are beginning to comply with the social engineering attack. Once users
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proceed to this step, they may potentially compromised their own, or their company’s,

security system by handing over confidential information, such as passwords or credit

card information, or by installing malware.

3.4 Utilize the Information

The fourth step in this framework is when attackers use the information they have

gained. It is one step towards achieving their target goal. In this stage, users are

not interacting with anything. Instead, the attackers are using the information users

gave for their own ends.

According to a 2020 Anti-Phishing Working Group (APWG) report, 86% of

breaches were financially-motivated, and 37% targeted user credentials [2]. Obtaining

company information, unauthorized access, conducting a social engineering attack as

personal revenge, and collecting banking information are other common goals [2].

Depending on the type of resources the attack is targeting, and the scale of the

attack, the attacker may only use the target’s information once, or access it many

times. For example, if the attacker targets credit card information, they may use the

victim’s credit card information many times to purchase items online until they are

stopped. On the other hand, the attacker may target passwords for a website, and

sell them, therefore they only use the information once.

3.5 Expands Scale

Social engineering attacks are spread to other individuals, or repeated with the same

target(s). Some attacks, such as spear phishing because of its targeted nature, will

require more follow-up than others, which means they will need to repeat back to

gather more information.

The previous framework implied that the cycle only repeats with the same target.

They did not indicate that the cycle could repeat with other targets, which needs to be

addressed because most social engineering attacks can impact several individuals [11].
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User Mental Models of Social Engineering Attacks

4.1 Description

In this first study, we wanted to understand user mental models of social engineer-

ing attacks in relation to our proposed framework. We wanted to see where end

users’ mental models differed from the reality of social engineering, so we interviewed

participants about their understanding of social engineering attacks.

We recruited 30 participants and held semi-structured interviews over video calls.

We collected qualitative data from participants regarding their understanding of, and

experiences with, social engineering attacks. We chose a qualitative approach for

this first study because to our knowledge, there are no previous studies looking at

mental models of the entire social engineering attack cycle, therefore we first need

to understand what users understand about the topic, and a qualitative approach is

appropriate for this.

The goal of our study is to understand gaps in users’ understanding of social

engineering attacks and compared them to using an updated attack framework. We

seek to understand user mental models of the whole attack cycle, rather than one

aspect of it, giving researchers a broader understanding of end user mental models.

4.2 Methodology

This study was conducted remotely using video calls with participants. First, partic-

ipants were asked to fill out a demographics questionnaire (see Appendix A.1.1). The

demographics questionnaire asked for gender identity, age, education, and self-rated

knowledge of computer security. Additionally, it asked for participants’ self-ratings

of their susceptibility to social engineering attacks, which operating system they are

23
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most familiar with, and how often participants used technologies such as social me-

dia, SMS text messaging, downloading mobile apps, and email. These questions were

asked so that we could understand whether the operating system and participants’

usage of technology impacts their experiences with social engineering.

After demographics were collected, we conducted semi-structured user interviews.

Our questions were based on the steps of the framework. We asked participants ques-

tions about their understanding and experiences of social engineering. See Appendix

A.1.2 for the interview questions. To avoid priming and leading participants, we were

careful with the structure and order of the interview questions. We kept our questions

open-ended, and avoided providing examples so participants’ understandings of the

question would not be influenced.

Participants were compensated $10 for a 30-minute interview. This study was

cleared by Carleton University’s Research Ethics Board (Clearance #115226), see

Appendix A.1.3.

4.3 Participants

We recruited 30 participants using Prolific.co, an online crowdsourcing platform for

recruiting research participants. Participants had to be over 18 years old, speak En-

glish, and not have a computer security background. Participants were from Canada

and the US. The average age of participants was 28 years old (SD = 8.47). Our

participants were relatively young, and well-educated. Most claimed to have some

knowledge of computer security (n = 27), and most said they were somewhat suscep-

tible to falling for phishing attacks (n = 25). Table 4.1 shows detailed participant

demographics.

All participants reported using email daily, and the majority of participants re-

ported using social media and SMS daily. Few participants reported downloading

apps more than a few times a month.
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Table 4.1: Participant demographics

Count Percentage

Gender
Female
Male
Non-binary

17
12
1

56.7
40.0
3.3

Current (or highest)
level of education

High school
Community college
Bachelor’s Degree
Graduate or
professional degree
Trades

4
3
11
11
1

13.3
10.0
36.7
36.7
3.3

Self-reported computer
security knowledge

Not at all
knowledgeable
Slightly knowledgeable
Moderately knowledgeable
Very knowledgeable

2
16
11
1

6.7
53.3
36.7
3.3

Self-reported phishing
susceptibility

Very susceptible
Moderately susceptible
Slightly susceptible
Not susceptible at all

3
12
13
2

10.0
40.0
43.3
6.7

4.4 Analysis

We used Thematic Analysis (TA) to analyze our qualitative results. Thematic anal-

ysis is a data analysis methodology which is used to systematically identify patterns

within a qualitative data set [17]. We transcribed all audio recordings using Trint, and

analyzed our data using NVivo 12. The lead researcher conducted the open coding

process, looking for underlying patterns and ideas within the dataset. We organized

our themes based on the stages of the framework. We also looked for any themes and

codes which emerged outside of our model, and if there was anything that disproved

it. The process of forming themes was done manually using sticky notes (see Figure

4.1).

4.5 Results: Open Coding

First, the interviews went through an open coding process, which was conducted by

the lead researcher. In the open coding stage, we identified key ideas within our data,
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and labelled them into codes. The researcher identified 59 codes, which fit into 12

themes. We were looking for patterns within our dataset that were related to the

stages of our framework, and were open to findings outside of the framework. We

understand that this is not the only way of organizing our data, and that the reason

we organized our codes mainly around the stages of our framework is because they

were intended to guide the questions and responses for our survey in the second study

to further test our understanding of mental models of the social engineering attack

framework. See Table 4.2 for a list of the open codes and their descriptions.

Table 4.2: The 59 codes used in the open coding process. The codes are organized
into related groups based on the stages of the framework, in addition to other findings
during the theme-finding process.

Code Name Description
Stage 1a: Attack Vector
Advertisements Has seen ads being used for social engineering

through pop-ups, side banner ads, or on social
media.

SMS Has seen SMS messages as a social engineering
attack vector.

Email Has seen emails as a social engineering attack
vector.

Phone call Has been called by a suspicious number, or
someone (or a robocall) pretending to be some-
one else.

Websites Has seen or been on a website they suspected
to be a phishing website.

Social Media Have seen or received social engineering through
social media, often through ads or direct mes-
sages on Facebook, Instagram, Discord, Reddit,
etc.

Stage 1b: Target Audience
Anyone is susceptible Anyone is susceptible to receiving social engi-

neering attacks, and possibly falling for them.
One social engineering attack is sent to thou-
sands or more individuals.

Young teens Group is more vulnerable to falling for social
engineering than other groups, and attacks are
adapting to this demographic.

Most vulnerable Not everyone will fall for SE; some groups are
more vulnerable.

Elderly Elderly are more vulnerable to falling for social
engineering attacks.

Continued on next page
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Table 4.2 – Continued from previous page
Code Name Description
Organizations Companies and organizations can be targeted.
Why Users Received a So-
cial Engineering Item
Survey Attackers use demographic surveys to gain per-

sonal information to contact targets.
Internet presence Higher presence on the internet increases one’s

susceptibility to receiving social engineering at-
tacks and for attackers to gain a better user
profile to target attacks.

Tracking Tracking one’s internet and social media usage
lets attackers send users social engineering at-
tacks targeted to their preferences through ads,
reward offerings, etc.

Stage 2: Persuasive Tech-
niques
Impersonation Attackers impersonate another individual or or-

ganization.
Pretexting Giving the target a fake story to get them to

comply.
Curiosity Attacks try to intrigue targets or cause confu-

sion to get targets to comply.
Fear Attackers use fear, such as threatening the tar-

get, or creating a sense of urgency.
Greed Attacks offer something enticing to the target

to get them to comply (e.g., offering money, or
a free prize).

Social Engineering Attack
Cues
Intuition User guided by intuition telling them if some-

thing is legitimate or not.
Call to action Items asking users to click on a link or download

something seem suspicious.
Too good to be true If an offer is too enticing, it must be a scam.
Professionalism An item’s presentation, scenario, and whether

the situation fits the user’s situation indicates
an item’s legitimacy.

Spam filter Users rely on a spam filter to filter out suspi-
cious items.

Legitimate sender Investigate the URL or phone number of the
sender.

Post-hoc Social Engineer-
ing Attack Cues
Ghosting Once a user complies with the attacker’s re-

quest, the attacker no longer responds to the
user, or give the user their reward.

Continued on next page
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Table 4.2 – Continued from previous page
Code Name Description
Undo It is difficult to undo the outcomes of a social

engineering attack.
Notification Notifications (or lack of) from third parties no-

tifies users if it is a social engineering attack
after they fell for it.

Stage 3: Call to Action
Delete User deletes suspicious items.
Ignore User ignores suspicious items, avoids engaging

with them.
Verify User verifies to check if the item is legiti-

mate (e.g., call the company, check the sender,
Google it).

Click a link User clicks the link presented.
User reports item User reports suspicious items to the IT depart-

ment, or the organization the attacker is imper-
sonating.

Change password User will change their account password upon
receiving a suspicious item.

Mess with attackers User pretends to fall for the attack to waste the
attacker’s time.

Share with others If they believe the item is legitimate and offers
a reward, users may share it with others.

Block sender User blocks the sender to avoid being contacted
again.

Attack Method
Data breach Data breaches to a company exposes a user to

receiving social engineering attacks.
Malware User downloads malware unknowingly by open-

ing certain websites or email attachments.
Virus Viruses as an indicator that one fell for a social

engineering attack.
Automation Use of bots or algorithms to run social engineer-

ing attacks quickly and send to as many targets
as possible.

Reasons Users May (Not)
Fall for Social Engineering
Free time More likely to engage with social engineering if

user is bored.
Suspicion of everything Anything online can be a social engineering at-

tack, so users are careful with everything online.
Embarrassment Users may not ask for social engineering help

if they are embarrassed about having fallen for
social engineering.

Others received it too More likely to believe it is real if others received
it too.

Continued on next page
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Table 4.2 – Continued from previous page
Code Name Description
Lack awareness Users who lack awareness are more prone to

falling for SE.
Awareness Users keep up to date with things happening in

technology or their life events.
Stage 4: Utilize the Infor-
mation
Personal Information social engineering attacks collect personal infor-

mation such as credit card, banking, password
information.

Financial gain Attackers try gaining money from targets, or
sell their personal information for profit.

Hack Attackers steal login credentials to hack into a
target’s accounts.

Attackers
Attacker motivation Attackers are driven by greed, desperation, or

wanting power over targets.
Attacker identity Attackers are from foreign (often developing)

countries.
Attacker groups Attackers may work solo, or in groups similar

to underground crime organizations
Media portrayals Users’ views of attackers are influenced by me-

dia portrayals of hackers.
Stage 5: Expands Scale
Forwarding If an item seems legitimate, users may forward

it to others to claim the promise of rewards.
Contacts Attacks spread to one’s contact list once a user

falls for an attack.
Target many Attacks target many users
Target specific Attacks are specifically targeted to one user.
Networks Attacks spread by spreading through networks

(e.g., wifi network, all of one’s accounts on their
device, etc.).

4.6 Results: Themes

In this step, we drew connections between our open codes to identify underlying

themes within our data. To understand end user mental models of social engineering

attacks, we examined our open codes and realized that user confidence and accuracy

were underlying themes within our data set. For different stages of the framework,

users had different levels of confidence in their beliefs, and their beliefs had different

levels of accuracy. In general, we found that users display high levels of confidence,
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Figure 4.1: The manual theme-building process.

and lower rates of accuracy.

We organized our description of the themes around the stages of our proposed

framework, and explained them according to the underlying themes of confidence and

accuracy.

4.6.1 Stage 1: Attack Formulation

Attack Vector

Attack vectors refer to where users expect to encounter social engineering attacks.

Participants expressed high confidence about being able to identify common social

engineering attack vectors. Participants often mentioned specific attack vectors, such

as emails and phone calls as common methods, but also frequently mentioned adver-

tisements, SMS, websites, and social media as other attack vectors. These are attack

vectors which participants are more careful with, and were suspicious of items they

received.

Most participants associated social engineering with email, phone call, or SMS
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phishing.

“I always considered it to be more of an email thing... but recently I’ve
been getting a lot of calls and text.” – P15

We also had many participants list social media as another common attack vector.

“(I expect to see it on) Facebook more than others, then email.” – P9

However, participants showed that they also lacked some awareness about social

engineering attack vectors. There were several emerging attack vectors which par-

ticipants did not consider, such as app phishing, and not all participants were aware

of the same kinds of social engineering attack vectors. Additionally, participants of-

ten showed incorrect understandings of certain attack vectors. For example, several

participants had trouble differentiating between legitimate advertisements found on

websites and social media, and phishing advertisements. Despite this, participants

expressed confidence in their understandings about attack vectors.

“There’s a shopping feature on Instagram. So because of that, I think
people will encounter (phishing) ads that pertain to what they were just
browsing on Instagram or Facebook.” – P16

This quote illustrates participants’ over-confidence when describing their incorrect

understandings of social engineering attack vectors. This participant was confusing

targeted ads with phishing ads. We observed that some participants are inherently

suspicious of internet tracking and see it as being invasive, but confuse attackers

trying to breach security systems with companies trying to sell things.

For attack vectors, participants displayed high confidence in their beliefs, but their

level of accuracy was not as high. This can result in participants having incorrect

understandings of social engineering attack vectors, and may impact their behaviours

when engaging with potential social engineering items.

Target Audience

This section of the Attack Formulation stage is about what users’ perceptions about

who is generally targeted in social engineering attacks, and why. In this section of

the interview, participants expressed high confidence in their understanding about

who gets targeted. Every participant said they had received a social engineering
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attack in some form before. As a result, they often expressed beliefs that everyone is

susceptible to receiving social engineering attacks, and that these attacks are sent to

many individuals at once.

“Everybody that is on the Internet or mobile phone (receives social engi-
neering attacks).” – P9

Most participants were very confident that they themselves would not fall for a

social engineering attack, citing their intuition or common sense to guide them.

“A lot of the fraudulent ones (emails) seem obvious, you know, you I think
it comes down a lot to common sense.” – P30

Additionally, participants believed that very few users actually fall for social engi-

neering attacks, which is correct [4,50]. This is because participants think most social

engineering are very generalized attacks which are easy to identify, and are more of

an annoyance.

“I think they probably send out a mass email to specific people with
accounts that they have on the list. And look what happens after they
send out the mass email; I assume a very small percentage respond.” –
P21

Participants suspected that younger teens and the elderly are more vulnerable

to actually falling for social engineering attacks. This belief is supported by the

literature, which shows that the elderly and younger teenagers are more vulnerable

to phishing [50].

Participants said the elderly are more vulnerable because they lack experience and

knowledge about the Internet.

“I think older people (are more vulnerable), because they don’t necessarily
understand how the Internet works and, you know, things that may be
obvious to us, they obviously have been working on.” – P1

On the other hand, participants mentioned that younger individuals are also vul-

nerable because they lack life experience, and are naive.

“It’s most likely to be really young people because they don’t have any
experience in using payments on the Internet or actually going through
the process of checking out for the purchase.” – P3
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Participants also said that the only time users who are not part of particularly

vulnerable groups may fall for social engineering attacks is when the phishing scenario

fits a user’s situation, and causes them to comply due to fear, or other persuasive

techniques.

“I saw one recently that told me my stimulus check was lost and I needed
to provide my Social Security Number, which obviously I would never
receive in an email. I had already gotten the stimulus check, but if some-
one’s wondering where their check is, they might put in their information,
their social security number, their name, thinking that it’s a legitimate
email.” – P24

Some participants mentioned a major target for social engineering attacks: larger

organizations, such as businesses, hospitals, and universities. Participants were mainly

focused on end users being the targets of social engineering attacks, but some men-

tioned that organizations may also be subject to social engineering attacks. Users

believed organizations could be targets because attackers would gain access to a lot

more personal information, and the potential financial gains are much greater if they

target an organization rather than individuals.

“In the context of a health care setting, a thief could be after an employee’s
network credentials to be able to know if I work for a hospital, for example,
and log into a network that allows them access to the computer network
and gives them resources. A thief might want to obtain those resources
to be able to implant malware on the network so that they can hold the
resources of the network hostage to be able to gain Bitcoin from them.”
– P28

Why Users Received a Social Engineering Item Participants described that

attackers had a list of contact emails, names, and/or phone numbers to contact their

targets with, and that if attackers have access to this information, they will send social

engineering attacks to them. Participants were confident that attackers got ahold of

user contact information from surveys, tracking users, and through monitoring a

user’s internet presence.

Participants believed malicious surveys which ask for more information than nec-

essary, and those asking for private information such as credit card details, could be
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used by attackers to gain personal information. Surveys could be either used to gain

contact information to further contact the user, and/or used to collect more personal

information for attackers to do something more malicious with.

“Maybe social media, like ‘Click here to sign up’ or fill out some kind of
petition or something to that collects information about you.” – P17

Participants also showed their suspicion of targeted social media ads, and believed

they are linked to surveys collecting personal information about them to send social

engineering attacks.

“You see the ad on social media and it appeals to you, and you click on
it and provide your information like your email or phone number, I think
that’s how they’ll (the attackers) reach you through those means as well.”
– P16

Participants showed confidence that their internet presence, which refers to a user’s

level of activity on the internet, as another reason for why they keep receiving social

engineering items. Participants believed that the more “present” they were online, the

more likely attackers could collect personal information from them to contact them,

or to entice them with a targeted social engineering attack. As a result, participants

believed that if one were to use the internet less often, they would be safer from

receiving social engineering items.

“I mean, it has to do with tracking our Internet activities. So I might be
more active than most. And then therefore, they’ll catch my signature
and follow up with me while I’m surfing (the internet).” – P9

Due to this belief that higher internet presence exposes one to potential social

engineering attacks, and general suspicion of how user data is being used, participants

commonly mentioned trying to be careful with what they engage with online, and

trying not to put their information out there for companies or attackers to use.

“I use social media. But as a reader, I don’t post a lot. I typically use it as
a way to get news, sort of an advance information tool. I’m not so much,
you know, a person that posts on social media. So I’m not as vulnerable
as other people might be.” – P28

Similar to internet presence, participants were confident that another reason they

received social engineering items was because of online user tracking. Participants
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believed that attackers could be tracking their internet usage, and as a result, could

be sent social engineering items masquerading as targeted ads, messages/emails, or

reward offerings to entice them.

“Maybe from Googling, cookies can give info to people about your habits
and maybe there are things that you are interested in at that specific time
and they can offer you things at really low prices that will trick you into
actually buying.” – P3

P3 shows an inaccurate understanding of the difference between legitimate tar-

geted ads and phishing ads which reflects the views of other participants. They do

not trust internet user tracking in general, and view all kinds of tracking and targeted

messages as suspicious.

4.6.2 Stage 2: Persuasive Techniques

Participants displayed high confidence in their ability to identify common persuasive

techniques used by attackers. Participants most commonly believed that attackers

will try appealing to greed most often by offering something enticing to the target,

such as money, a free reward, or information the target may be interested in.

“By email, sometimes it’s a call where there’s something really cool article
or product, and you’re like, ‘Wow, I want to look at this more’ and then
it tries to lead you somewhere else.” – P9

This participant believed that most email phishing attacks try deceiving users by

appealing to their curiosity and/or greed. They will provide an enticing offer, and

lead users elsewhere once they fall for the bait.

Participants also believed that attackers may also provoke a sense of fear in users,

often by pretending to be a person or organization with authority, such as the gov-

ernment or police, so that users feel they must comply.

“They develop a sense of urgency, so much like the CRA (Canada Revenue
Agency) is coming for you, you better call me back now and give me $10,
000, or call up the FBI squad, so people get scared.” – P10

Attackers may make users curious by providing a scenario or message that is

appealing to users. When users are curious, they are more likely to engage with the

social engineering attack item to further investigate it, according to participants.
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“I saw an ad on YouTube, and clicked on it. The ad was offering nutrition
advice and tips, but the website wasn’t related to that.” – P20

Many participants mentioned that attackers will use impersonation to trick users

into complying. Through impersonation, they can create a false presence that fools

the user into believing they are someone else.

“So for phishing, you’re talking about creating fake profiles, using bots,
images, and trying to create a false sense of an individual, trying to create
a sense of, I guess, a feeling for an individual and also trying to create a
friendship, a partnership, a relationship, some sort of connection.” – P1

Participants also said that attackers can give them a pretexting scenario which

also tricks them into complying with the request.

“So they come up with a story, the one we all know about is the Nigerian
prince and stuff like that. But there are more elaborate stories now. It’s
like, ‘Your car will be impounded and we need your Social Security.’ They
come up with a story that puts you in immediate danger so that you have
to respond to the email. So, yeah, I think that the story is the way that
they really get at you.” – P7

Participants understood that different persuasive techniques target different vul-

nerabilities, and when used in the right context can be persuasive at getting users to

comply.

Social Engineering Attack Cues

Participants were confident in their ability to detect social engineering attacks. Out

of our 30 participants, only two participants admitted outright they have trouble with

determining whether an item is legitimate or not (P4, P12). Participants commonly

mentioned relying on their intuition, spam filter, or looking at cues within the social

engineering item, such as its level of professionalism, whether the sender is legitimate,

whether the social engineering item has a call to action, and if an offer is too good to

be true as cues that an item is malicious.

Participants who were confident in their ability to detect social engineering items

relied on their intuition to tell them if something was legitimate or not. Due to the

high prevalence of phishing [11], and phishing-related warnings users receive, users

may have ingrained ideas of what phishing looks like, and are therefore automatically
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able to classify these items. However, this intuition mainly applies to email, social

media, and phone call phishing attacks, which are common attack vectors [2, 11, 14].

“I look at them and it’s like second nature. I don’t really give them piece
of mind too much.” – P1

Users also said they rely on technical mitigation strategies, such as spam filters,

to help them detect social engineering attacks. Email, SMS, and sometimes social

media often have a spam filter, which users rely on to filter out most social engineering

attacks. For the majority of attacks, users said their spam filter did a good job of

identifying and filtering these out.

“Most of the time, my email accounts automatically will sort spam out,
but I’ve gotten a few in the last few days that I’ve had to manually mark
as spam.” – P24

Sometimes, social engineering attacks show up in their main inbox, and that

is where they rely on other cues to tell if it is a social engineering attack of not.

Professionalism, which refers to a social engineering item’s look and feel, spelling

and grammar, legitimacy of the message, and whether the request makes sense, was

commonly cited by participants as a cue for social engineering.

Participants may look out for professionalism in the message content, such as

whether the call to action makes sense.

“If they asked me to pay them in a really obscure away like ‘Pay me $100,
but it has to be through Vanilla MasterCard cards, Bitcoin or some kind
of untraceable way’ is weird. Netflix isn’t going to ask you to pay using
Bitcoin or on Pizza Pizza gift cards.” – P10

Professionalism was also commonly mentioned in terms of the look and feel of an

item, such as the spelling and grammar, or graphics used looking professional.

“So as you get an email, it claims to be something and it’s like the gram-
mar is not right or there’s something spelled wrong is usually a pretty
clear indicator that it’s not a legitimate company.” – P15

Participants also mentioned checking the sender of the suspicious item to verify

whether it is a social engineering attack or not. They described checking the email

address, company name, or cell phone number to see whether these line up with what

is legitimate.
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“I would double check the sender’s email address because at first it’ll
say Scotiabank, but when you do click on it, it’s like a bunch of random
numbers and letters.” – P11

When a suspicious item includes a call to action, such as encouraging recipients to

click a link, download a file, or send payment, participants took this as an additional

cue that an item is malicious. Some users said they will click these suspicious links

to further investigate their validity.

“Sometimes there’s also the link they send you, if you go click on the
link, you’ll see that it’s not from the official Scotiabank or Facebook or
Instagram.” – P11

Some participants also reported not opening any links through email to prevent

any kind of harm, even if it is from a legitimate entity. Instead, they will Google

what the link claimed to be and log in through the known website, or enter in the

website URL in their browser.

“If it’s something (email) from my bank or that appears to be from my
bank asking me to do something, you know, I’ll ignore the links in the
email and go directly to the bank site to do it.” – P30

Lastly, participants believed that if an offer is too attractive, it probably is a

malicious item. Many participants (or their friends and family) expressed complying

with, or almost complying with a request because the offer was attractive, but most

participants claimed to be suspicious of any offer that was too appealing.

“I’ve seen on social media like Facebook, there are fake job postings.
Sometimes they post in public university groups. It just doesn’t seem
legitimate because if you’re from Canada, and there are these people from
the US looking for Canadian students to work part time, and the pay is
extremely high” – P5

For some participants, this suspicion extends to legitimate businesses offering

rewards to customers; some participants believed this is similar to a social engineering

attack, and avoid complying with getting these rewards.

“A lot of stores will have reward systems. I know Wal-Mart and Harris
Teeter had a few to fill out a certain survey, then they enter you into a
grocery sweepstakes or something. And sometimes the links might take
you to like a separate place that has nothing to do with it. And they just
want you to fill out demographic information.” – P14
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Post-hoc Social Engineering Attack Cues

In addition to social engineering Attack Cues that users may assess as they receive

suspicious items, this section describes social engineering Attack Cues that users

consider after potentially engaging with the item. Participants displayed the lowest

confidence when trying to explain their beliefs about how to tell if they fell for a social

engineering attack.

Participants said that a major clue is that the attacker will “ghost” the target.

Once the target complies with the attacker’s request, they will stop responding to

messages, and the reward will never arrive.

“I was continuously being excited just because this person was responding,
and they sent a picture of the tickets and they were keeping up with it.
And then afterwards (after I sent money), they stopped responding, and
I became confused and the panic started to settle in.” – P4

Participants also note that another clue is that the impacts of a social engineering

attack are difficult to undo. Once a user sends personal information, money, or installs

malware, it is difficult to get one’s information or money back, or remove the malware.

“You provide them the information, and then once you’ve done that, it’s
very, very difficult to undo it because it’s there. You know, they’re in
an unknown location and they’re using a variety of mechanisms to cloak
their their location, et cetera.” – P28

Lastly, participants also believed that notifications signify that they fell for a social

engineering attack. There will either be a lack of notifications from a legitimate source

verifying that a user’s actions were recognized, especially in the case of password

changes, or a notification from a legitimate source warning the user of strange activity,

such as banks indicating there were strange purchases made on one’s credit card.

“Suddenly there are charges on your credit card or your credit score sud-
denly takes a dive when you haven’t changed anything yourself.” – P24

Participants also noted that they rely on their anti-virus software to alert them of

threats; if their software finds a virus, they will assume they fell for a social engineering

attack.

“I try to update all my security settings and I run a scan, but I just assume
they’re in there.” – P9
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4.6.3 Stage 3: Call to Action

During this stage, participants expressed confidence about how social engineering

attacks are initiated, but were not as accurate in their beliefs. Participants had

mixed understanding about when exactly they themselves became vulnerable to a

social engineering attack.

Some participants said they have been compromised as soon as they are sent a

social engineering attack item.

“If I get an email or something, I think, ‘OK, where did I go wrong along
the line before this to lead to me getting this in the first place.’” – P15

Others believed it is when one opens a social engineering attack item.

“When I open the email, it downloads something to my computer that
reads my email or searches for the information they’re looking for.” – P17

Most said it is when one engages with a social engineering attack, such as clicking

links, downloading a file, or giving out the requested personal information.

“I reckon if they sent me a link and I clicked on that link, that’s when bad
things start to happen. They can either yoink some kind of information
from me or I’ll get put on a list saying, ‘OK, this guy is actually gullible
enough to open the email so we should send him more emails.’” – P10

If participants suspect an item is a phishing attempt, their actions upon receiving

the item differ from those who believe it is legitimate.

When participants believe an item is fraudulent, they will often report it to the

IT department (if it exists), the platform which was used to carry out the attack, or

notify the person/organization the attacker is impersonating.

“I’ve reported things on Instagram, like on social media. If you get direct
messages from bots and things like that, I’ll report those just because
that’s a very accessible and easy way to potentially handle it.” – P15

Some participants also mentioned deleting these attack items. P27 describes both

deleting these items, and changing their password upon receiving social engineering

items.

“I delete it from my email. I delete from the trash and I change my
password.” – P27



41

Many participants said they ignore suspicious items, and avoid opening and en-

gaging with them.

“I don’t open any emails from people I don’t recognize.” – P17

Additionally, participants may also block the sender to avoid getting contacted by

them again. This is often the case for suspicious phone calls, SMS texts, and emails.

“If I keep repeatedly getting a call from a certain number of text messages,
I’ll block the number to prevent myself from getting it.” – P15

Sometimes, participants also say they may mess with the attackers for fun. They

will pretend they are unaware they are engaging with a social engineering attempt,

and try wasting the attacker’s time.

“Usually I try and mess with them for as long as I can. I’ve been getting
these DHL scams on my phone recently. I try to mess with them, waste
their time. You know, if I’m driving, I love to do that because I can
multitask and have some fun at the same time.” – P2

When participants are unsure about the legitimacy of an item, they also attempted

to verify the item, such as by checking the URL and sender, Googling it, or asking

family and friends, and sometimes clicking the link presented in the item.

“I usually just try to look up the email address of the sender or if it’s a
phone number, I try to look at the phone number. And if it matches with
if it matches with anything real, then I figure, OK, this is legit. But if it
doesn’t, then I just block and move on.” – P23

When users believe the social engineering item’s claims, they report complying

with its call to action, and also sharing it with others if it offers an enticing reward.

“They’ll send an email from our local pizzeria. They’ll be like ‘Send this
to five people and you get free pizza for a year’ or something like that, and
I’ve done that. It turned out it was a scam. My mom actually told me not
to send it anymore because once you click that link, it wasn’t anything
about the free pizza. And I didn’t know. I just was trying to be helpful.”
– P12

In this stage of the framework, participants understood that they generally should

not click any unfamiliar links or download malware, but they lack awareness of ex-

actly when a social engineering attack is initiated. This subsequently impacts their

behaviours when acting upon the social engineering item, and impacts how they fa-

miliarize themselves with accurately identifying social engineering attacks.
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Reasons Users May (Not) Fall for SE

In this section, users generally said that others may fall for social engineering attacks,

but they themselves were not likely to for them. In these questions, we observed that

most participants excluded themselves from risk; they mentioned how others may

be prone to falling for SE, but mentioned how they protect themselves from these

attacks.

Users typically believed that those who fall for social engineering attacks often

do because of four possible reasons. Firstly, the user may have had free time; when

users have free time and are bored, they may be more likely to explore the social

engineering item, and engage with it. Secondly, users may be embarrassed, either

because they do not want to ask someone if an item is legitimate or not, or because

they fell for a social engineering attack and do not want to ask for help. Thirdly, if

others around the user received a social engineering item, the user may be more likely

to trust it. Lastly, a user may lack awareness of social engineering attacks, and may

lack awareness of how to protect themselves.

“If you don’t spend time on the Internet or if you don’t really know how
the government works and things like that you would have known that
the CRA (Canada Revenue Agency) doesn’t really doesn’t call you or that
Netflix doesn’t do things like this.” – P10

On the other hand, there are two main reasons users mentioned as reasons for why

they do not fall for social engineering attacks. First, users say they try to be cautious

and suspicious of most things they encounter on the Internet. These users claim to

verify suspicious items they receive, are hesitant to give out personal information

online, and try to avoid clicking unfamiliar links.

“I’m pretty hesitant about what I interact with online because I do feel
like a lot of things online, it has a higher tendency to be something like
that (phishing).” – P8

Secondly, users also commonly mentioned that they prevent themselves from

falling for social engineering attacks by keeping up to date with their life situation,

such as keeping an eye on bank records, or events in their family or life so they are

aware of their situation.

“I keep good eye on my credit so that I know there’s been nothing that
has hit against my my personal credit.” – P30
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Attack Method

Participants did not express as much confidence or accuracy in their understandings

of social engineering attack methods. Many were unsure of exactly what happens

after they initiate an attack; if no money was lost, they were unsure about what

happens to them or their device(s) if they fall for an attack.

“There would be no way to tell (if I fell for an attack) because if they’re
not asking me for money, then I don’t know what the point of the phishing
attack is either.” – P10

As such, there were different beliefs, such as if social engineering attacks are at-

tempted through data breaches, or by installing malware. Participants held incorrect

beliefs, or got social engineering mixed up with other security attacks.

“If you’re shopping for something and you provide an email and password
and credit card information for that website, that website may be subject
to a phishing attack and so on.” –P13

For example, P13 associated phishing only with data breaches that happen to or-

ganizations. They did not know that they could compromise themselves, and thought

that it was only when a data breach occurred that their information could get com-

promised.

4.6.4 Stage 4: Utilize the Information

This stage of the framework is not visible to users, and users do not interact with

anything here, therefore what happens during this stage is mainly based on partic-

ipants’ speculations about what attackers do with their information. Participants

were confident in their understanding that the goal of social engineering attacks is

to gain personal information of users, hack into user accounts, and/or for financial

gain. Participants believed that regardless of whether attackers take personal infor-

mation, or hack into accounts, their ultimate goal is to turn this into financial gain

for themselves.

“I guess I always kind of think that the information they’re going for is
financial. I think either they would use it directly or they would sell the
information to someone else.” – P17
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There is a belief that attackers will target personal information such as credit

cards, bank information, or Social Security/Insurance Numbers. Many participants

also frequently mentioned the dark web with regard to personal information. They

believed attackers might try to sell personal information on the dark web, or add

their information to a database of other collected information to share with other

attackers.

“(Attackers are) looking to access your accounts directly or posting this
information on to the dark web or something for other individuals to
access it.” – P25

These participant beliefs are accurate, as previous research has shown that social

engineering attacks commonly target financial resources and/or personal information,

and sometimes hack into accounts [14,34].

Attackers

Participants held stereotypical beliefs about the attackers running social engineering

attacks. Participants often believed they were motivated by greed, desperation, or a

sense of power over targets, and that attackers worked either on their own, or in large

groups similar to underground criminal organizations.

Participants were confident that attackers were generally from foreign (often de-

veloping) countries. Participants believed attackers were from developing countries

because running social engineering attacks can be very lucrative, and provide a source

of income for them.

“You think about the Chinese, North Korea, Russia. These are countries
that sure, they may be well off, but are they really? In terms of a lot
of the freedoms that they (the citizens) have, and the opportunities they
have to provide for their families.” – P1

Participants believe this because the social engineering attacks often contained

many spelling and grammar mistakes, and phone calls with speakers with foreign

accents, so they assumed attackers must not be native English speakers in their view.

“(I don’t picture) necessarily any specific ethnicity or race, but foreign
because sometimes you get calls and the voices are clearly foreign.” – P15
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Participants mentioned that their ideas of attackers are often influenced by media

portrayals of hackers. As a result, their idea of what hackers are trying to accomplish,

where they come from, what they target impacts how they view attackers running

social engineering attacks.

“I would say without being too stereotypical, based on what I’ve read in
the news and so forth, (attackers) typically come from foreign countries.
So typically, like Russia, China, some from the Middle East.” – P25

4.6.5 Stage 5: Expands Scale

In this stage, participants expressed high confidence in their beliefs about attack

scalability. Participants commonly believed social engineering attacks are spread

when users forward emails to others, when the attack spreads to one’s contacts, or

through computer networks, such as wifi networks or to one’s other accounts.

“You get one computer infected, it remotely infects other computers on
the network. And once you get that computing power, it’s just like a
robotic army.” – P1

Participants commonly said that social engineering attacks are generalized, and

target many individuals at once. They believed thousands or more individuals are

targeted in each attack because very few fall for these attacks, so it is important to

cast a wide net.

“I would suspect that they are sent to many people and they are trying
to maybe raise the percentage of people that might actually go through
the process and give them what they want.” – P3

At the same time, participants also have a conflicting belief that some social en-

gineering attacks, especially advertisements, are specifically targeted to an individual

user. Participants who have this belief state that companies or attackers are track-

ing their online activities, and try to entice them into falling for a social engineering

attack by presenting something they might be interested in:

“Facebook and Instagram are together (owned by the same company),
so if you’re logged in and you have certain information about you that’s
public, I feel like in some way, a lot of (phishing) websites have some sort
of access to that so you’ll see certain things on both social media platforms
like the phishing ads which will either be on Facebook or Instagram or
both because the two are connected.” – P16
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Despite participants displaying high confidence in their beliefs, they do not have

an accurate understanding of how social engineering attacks scale. They have incon-

sistent beliefs about how many users these attacks target, and their reasoning behind

spearphishing attacks is confused with general internet user tracking.

4.7 Mental Models of Social Engineering Attacks

The results of this first study suggest that end user mental models of social engineering

attacks are impacted by user confidence and the high prevalence of social engineering

attacks. Every participant said they had seen social engineering attacks, and that

they see them very frequently. As a result of this high prevalence of being exposed

to social engineering attacks, users often think they understand them, and have high

confidence in their understanding.

Most users do not get extensive formal training on phishing or social engineering

awareness, so most mental models are formed by previous experience. The high

prevalence of social engineering attacks users encounter impacts what users associate

with SE, such as how it looks like, what to do when one encounters an attack, and what

it targets. Unfortunately, we have also observed from this study that participants

also confuse social engineering with a variety of other concepts, such as targeted

advertisements, other security attacks, spam, and fraud. Participants have threat-

level misunderstandings, and often believe social engineering is less dangerous, and

more of a nuisance, rather than an actual threat to companies and systems. Not all

threats are at the same level, but participants do not seem to understand the different

levels in threats, which may be why they are so confident in their beliefs. In essence,

users may believe social engineering is less threatening, and more of a nuisance, hence

their confidence in their abilities to deal with social engineering.

Since most participants believed they experienced high degrees of success with

detecting and avoiding social engineering attacks, this feeds into their high confidence

levels about their understanding of these attacks.
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4.7.1 Confidence and Accuracy

We observed that participants generally displayed high levels of confidence in their

understanding of social engineering attacks. Despite this high confidence, their level

of accuracy was much lower. Some stages of the framework, such as Stage 1: Attack

Framework and Stage 2: Persuasive Techniques had higher confidence and accuracy,

but other stages such as Stage 5: Expands Scale had much lower levels of accuracy,

but consistently high confidence amongst participants.

Most notably, participants had misunderstandings about what social engineering

is. Participants confused social engineering with fraud, spam, and other security

attacks. This misunderstanding can possibly lead users into wrongly evaluating the

threat levels of social engineering attacks, and believing they are a nuisance, rather

than an actual threat to their security.

This ties in with participants’ beliefs that individuals, rather than organizations,

are often the targets of social engineering attacks. Their beliefs about how they

were initially targeted with a social engineering item conflicts with their beliefs about

the scale of social engineering attacks, as mentioned in Stage 5’s results. Participants

generally believed social engineering attacks are generalized attacks targeting as many

users as possible, and tend to target individual users, rather than organizations. Yet,

it is evident that they also think social engineering attacks are highly targeted to users

based on their personal information and internet browsing. Participants displayed

confidence in their beliefs about why they may have received a social engineering

item, yet also held inconsistent, and often inaccurate beliefs about social engineering

attacks.



Chapter 5

Examining Users’ Confidence and Accuracy by Attack Stage

5.1 Description

In the first study, we found that participants were confident in their abilities to detect

and understand social engineering attacks, but held some important misunderstand-

ings about them. To further investigate, we conducted a second study to evaluate

and quantify participants’ confidence and accuracy in their understanding of social

engineering attacks to understand where in the attack framework users have the most

difficulty. The first study looked at understanding broader user mental models of so-

cial engineering, and this study looked at quantifying how the themes of confidence

and accuracy are evaluated using a larger sample of participants. This second study

quantifies participants’ confidence judgements and accuracy within different stages of

the social engineering attack framework, and seeks to more explicitly identify where

users are struggling when it comes to understanding social engineering attacks.

5.2 Methodology

In the second study, we used a survey to quantitatively measure how confidence and

accuracy play a role in mental models of social engineering attacks. We investigated

how confident and accurate participants are for the different stages of our proposed

framework, to understand where users tend to have difficulty when it comes to social

engineering attacks.

In our survey, participants were presented with screenshots of real or fabricated

social engineering items, and then answered questions about these attacks. The ques-

tions and their multiple-choice responses were based off of the stages of the framework,

and the themes and codes developed from the first study.

We sourced a total of 21 different attack examples from attacks encountered by
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the researcher, and family and friends. We also sourced additional examples from

online blogs and industry social engineering reports which showed examples of social

engineering items received by others.

We aimed to have social engineering attack examples representing a wide variety

of scenarios, and different levels of professionalism and realism to portray the wide

variety of social engineering attacks that exist. These examples also represented the

wide variety of social engineering attacks mentioned in our framework; we had exam-

ples of targeted and generalized attacks, examples which showed the various kinds of

persuasive techniques, different calls to action, and different audiences. We included

a variety of attacks so that participants could see a diverse sample representing a

wide variety of attacks.

We collected roughly equal numbers of email, SMS, advertisement, and social me-

dia social engineering examples. The attack vectors, meaning the medium in which

the attack is normally encountered, selected were influenced by the first study; we

chose attack vectors participants said they have seen so we could properly repre-

sent what users were seeing in their own life. A.1 in the Appendix describes the 21

examples we showed participants. Figures 5.1 and 5.2 explain some of the exam-

ples we included in the survey, and explains how they fit into our social engineering

framework.

Figure 5.1: Screenshot of an SMS social engineering attack we showed participants.
This example is a generalized attack trying to elicit fear to gain money from users.
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Figure 5.2: Screenshot of a social media social engineering attack we showed partici-
pants. This example is a targeted attack trying to appeal to greed to gain money.

To prevent participant fatigue, we randomly presented 7 of the 21 examples to each

of our 150 participants. Since the order in which examples were shown was randomized

and no one saw all 21 examples, each example was viewed and evaluated by 52

participants. Participants were clearly told these were attacks, so they were instructed

to not interact with the actual attacks, nor to enter any personal information for these

attack evaluations. Participants were compensated $3 for 20 minutes. The study was

cleared by Carleton University’s Research Ethics Board (Clearance #115762), see

Appendix A.2.3.

Based on these attack examples, participants were asked questions such as who

they think they attack is being sent to, whether the attack is generalized or targeted,

whether they believe others would fall for it, and ratings of their confidence that their

answer was accurate. We had one question per example representing each stage of the

attack framework. For each example, we asked five accuracy questions testing how

participants understood how the stages of the framework applied to the example. The

questions and choices were the same, but the answers differed based on the specific

example. For instance, the question corresponding to Stage 1 (Attack Formulation:

Target Audience), the question was “Who is this item most likely being sent to?”, and

the options were: “Anyone”, “Specific group based on shared interests, demographics,
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etc.”, and “Just the one recipient.” Following each question, participants were asked

to rate how confident they were about their response, ranging from 1 (Not Confident)

to 5 (Very Confident). In addition to questions relating to our framework, we also had

multiple choice questions about questions outside of our framework, such as “How

susceptible do you think you are to falling for this attack?” and “How susceptible do

you think others are to falling for this attack?”.

5.3 Participants

We used Prolific.co, a research participant recruitment website, to recruit 150 partic-

ipants for this survey. Two failed our attention check, so we replaced them with two

other participants.

Table 5.1 shows a detailed description of the participants. We recruited 69

women, 78 men, and 3 non-binary participants. They were relatively young; over

half (111/150) were under 35. Most participants (117/150) claimed to have “some”

computer security knowledge. Most participants’ highest level of completed education

was high school (56/150), followed by a Bachelor’s degree (44/150), then graduate or

professional school (37/150). Participants reported that they used social media most

frequently (132/150 used it daily), then SMS (124/150), and then email (108/150).

As for phishing vulnerability, most participants believed their likelihood of falling

for phishing was low; only 18/150 said they were extremely or very likely to fall for

it, and 26/150 said they were not likely at all. Most participants have not received

any phishing training (121/150), but of those who did, most did the training out of

their own interest (19/150), or due to workplace obligations (10/150). Twenty-three

participants reported they previously have been victims of phishing, 81/150 said they

have not been victims, and 46/150 were unsure.

5.4 Hypotheses

Based on the results from our first study, we formed three hypotheses for this second

study.

H1: Self-reported confidence rates will differ based on the stages of the framework.
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Table 5.1: Participant demographics

Count Percentage

Gender
Female
Male
Non-binary

69
78
3

46.00
52.00
2.00

Current (or highest)
level of education

High school
Community college
Bachelor’s Degree
Graduate or
professional degree
Trades
No school completed

56
10
44
37

2
1

37.33
6.67
29.33
24.67

1.33
0.77

Age

18 - 25
26 - 35
36 - 45
46 - 55
55+

90
21
30
8
1

60.00
14.00
20.00
5.33
0.77

Self-reported computer
security knowledge

Not at all
knowledgeable
Slightly knowledgeable
Moderately knowledgeable
Very knowledgeable
Extremely knowledgeable

19

62
55
11
3

12.67

41.33
36.67
7.33
2.00

Self-reported phishing
susceptibility

Extremely susceptible
Very susceptible
Moderately susceptible
Slightly susceptible
Not susceptible at all

2
16
36
70
26

1.33
10.67
24.00
46.67
17.33

In our first study, we observed that participants displayed varying levels of con-

fidence for different aspects of social engineering. For example, we noticed that par-

ticipants were less confident when describing what happens once they comply with

a social engineering attack, but highly confident when identifying the various social

engineering attack vectors. Therefore, although participants generally displayed high

confidence in the first study, we believe this second study will more precisely show that

there will be variations in confidence through the framework, and where confidence

is different.

After each question measuring accuracy, there was a Likert-scale question asking
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participants to evaluate how confident they were that their response was correct.

Participants rated their confidence from 1 (Not Confident) to 5 (Very Confident).

We examined confidence scores by the stages of the framework, rather than by

example because we wanted to compare confidence across the entire framework.

H2: Accuracy rates of social engineering attack evaluations will differ based on the

stages of the framework.

Based on the results of the first study, we noticed that participants consistently

held some beliefs that were inaccurate, and also some which were accurate. Par-

ticipants often got social engineering confused with online fraud, spam, and online

advertisements. However, beliefs about persuasive techniques used on social engi-

neering seemed largely correct, and participants could identify the different ways in

which attackers may manipulate users.

To determine the correct answers for each social engineering attack example for

the survey, we relied on industry security reports which described how these attacks

worked, and also had two researchers assess the examples. In the survey, partici-

pants filled in multiple-choice questions to give their evaluations of different social

engineering attacks. These questions corresponded to a different stage of our pro-

posed framework, and each had a different number of possible question options. For

example, the accuracy question for Stage 1 was “Who is this item most likely being

sent to?” and the options for ever example were “Anyone”, “Specific group based on

shared interests, demographics, etc.”, and “Just the one recipient.” Every accuracy

question had the same choices, but the correct example differed based on the example

being shown.

Following each question, there was a question asking participants to evaluate how

confident they were in their response.

We aggregated participant responses to each other across all the social engineering

examples, and compared the correct responses to the participants’ responses to calcu-

late how accurate they were across the study. Once again, we did not look at accuracy

by social engineering example, but rather across the stages of our framework.

H3: There will be interaction effects between confidence and accuracy based on the

stages of the framework.
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From our observations in the first study, we hypothesize that when confidence and

accuracy are combined, there will be interaction effects which will appear only when

combined.

We aggregated the confidence and accuracy scores for each set of questions in the

survey that represented a stage of the framework by combining participants’ scores

for each accuracy question relating the framework and its corresponding confidence

question.

Participants were assigned an aggregate score from 1 to 10; a score closer to 1

means that they rated themselves as highly confident in their response, but were

incorrect, and a score closer to 10 meant participants rated themselves as high con-

fident in their response and were correct. For example, a participant selected “Very

confident” but got their answer wrong would get a score of 1, and a participant who

got their answer right but felt “Moderately confident” would get a score of 7.

5.5 Results

5.5.1 Confidence

In general, confidence scores among participants were quite high. For each of the

confidence questions corresponding to a stage in our proposed framework, the mean

confidence score was 4, “Confident” (see Table 5.2). To see if there were any significant

differences in the confidence ratings between the different stages of the framework,

we ran a Kruskal-Wallis test since our data was non-parametric. We found that there

were no significant differences between the different stages (H(4) = 3.06, p = 0.55).

Table 5.2: Confidence results

Stage of the Framework Median SD
S1: Attack Formulation
(Target Audience)

4 1.01

S2: Persuasive Techniques 4 0.96
S3: Call to Action 4 0.96
S4: Utilize the Information 4 1.03
S5: Expands Scale 4 0.97

Confidence ratings: 1 = Not confident, 5 = Very confident
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H1: Self-reported confidence rates will differ based on the stages of the framework.

We did not find support for this hypothesis, as the confidence ratings were the

same across all stages of the social engineering framework. Confidence remained high,

which indicates that users tend to be more confident in their abilities to avoid and

detect social engineering attacks than they actually can.

5.5.2 Accuracy

We found that overall, accuracy rates were quite low for all stages of the framework.

Table 5.3 shows the accuracy rates based on the different stages of the framework,

and Figure 5.3 illustrates these differences in accuracy rates.

Table 5.3: Accuracy results

Stage of the Framework
Count
(out of 1050)

Percentage Correct

S1: Attack Formulation
(Target Audience)

367 35%

S2: Persuasive Techniques 406 39%
S3: Call to Action 207 20%
S4: Utilize the Information 362 34%
S5: Expands Scale 485 46%

S1 S2 S3 S4 S5

incorrect
correct

Stage of the Framework

C
ou

nt
0

60
0

14
00

Figure 5.3: Accuracy rates by the stages of the framework.
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Table 5.4: Probability of accuracy: Chi-squared results

Stage of the framework Correct
Number of
question options

X2 p

S1: Attack Forumlation
(Target Audience)

35% 3 0.001 1

S2: Persuasive˜
Techniques

39% 4 0.001 1

S3: Call to Action 20% 5 0.001 1
S4: Utilize the Information 34% 3 0.001 1
S5: Expands Scale 46% 2 0.001 1

Since we used a multiple choice survey for the accuracy scores, one possibility is

that participants may be guessing in their responses. We observed that participants’

accuracy rates were often related to the probability of an answer being correct. We

ran Chi-squared tests with a Bonferroni correction and a 0.05 alpha level to compare

how different the participants’ accuracy scores were from the probability of being

correct to determine if participants were guessing. None of the accuracy scores were

significant, which indicates that there was no evidence that participants performed

better than if they were guessing at any stage. Table 5.4 displays the accuracy scores

compared to the chances of any possible answer being correct, and the Chi-squared

test results.

H2: Accuracy rates of social engineering attack evaluations will differ based on the

stages of the framework.

We did not find support for this hypothesis because participants did not perform

significantly better than if they were guessing. Despite participants’ guessing, they

expressed high confidence in their possible answers, revealing that participants over-

rate their confidence in their abilities to understand social engineering attacks.

5.5.3 Confidence and Accuracy Interactions

To examine the interaction between confidence and accuracy, we aggregated our confi-

dence and accuracy scores, and compared how they fared based on the different stages

in our proposed framework. To calculate the aggregate score, the accuracy score was

coded as either 1 (if correct) or -1 (if incorrect), and was multiplied by the confidence
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score, to give a value between either 1 to 5, or -1 to -5. We wanted a coherent ordinal

scale, so we shifted everything upward and mapped the 1–5 scores to 6–10, and the

-1 to -5 scores to 5 to 1, which reversed the previously-negative numbers.

Scores from 1 to 5 on the x-axis are incorrect responses, and scores from 6 to

10 are correct. A response close to 1 means participants rated themselves as highly

confident in their response, but were incorrect, and a response close to 10 meant

participants rated themselves as high confident in their response and were correct.

Since our data did not meet assumptions of normality (see Figure 5.4), we conducted

non-parametric statistical tests.

To determine whether significant differences existed between the different aggre-

gated scores based on the stages of the framework and attack vector, we ran a Kruskal-

Wallis test. We found that there were significant differences between the stages of

the framework (H(4) = 129.25, p < 0.001).

To see where these differences were, we ran pairwise Wilcoxon rank sum tests

with a Bonferroni adjustment to correct for multiple comparisons. Table 5.5 shows

the results for the Wilcoxon tests at the different stages of the framework.

Table 5.5: Wilcoxon results by the stages of the framework

S1: Attack
Formulation

S2: Persuasive
Techniques

S3: Call
to Action

S4: Utilize the
Information

S2: Persuasive
Techniques

U = 520942
p = 0.09

– – –

S3: Call to
Action

U = 633532
p <0.001**

U = 656452
p <0.001**

– –

S4: Utilize the
Information

U = 536884
p = 0.60

U = 560284
p = 0.23

U = 444660
p <0.001**

–

S5: Expands
Scale

U = 487976
p <0.001**

U = 511426
p = 0.02*

U = 398196
p <0.001**

U = 493388
p <0.001**

* indicates significance at the p <0.05 level, ** indicates significance at the p <0.001
level.

Overall, our results showed that there were not many differences in confidence and

accuracy, except for Stage 3 (Call to Action) and Stage 5 (Expands Scale). Partici-

pants performed significantly worse for Stage 3, and significantly better for Stage 5

compared to the other stages.
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Figure 5.4: Distributions of aggregated confidence and accuracy scores by the stages
of the framework.
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We believe that the discrepancies for Stages 3 and 5 may be due to guessing, as

we explained in the Accuracy section. Since the question for Stage 3 had 5 options,

and stage 5 had 2 options, the likelihood of getting a correct answer for Stage 5 was

much higher.

Alternatively, Stage 3 may have lower scores because participants had knowledge

about this particular stage. Phishing research has shown that users tend to not be

very knowledgeable about phishing, and what to do when they encounter phishing

attacks [18, 59, 68]. There are many ways to get phished, and it is not always clear

when a user exactly falls for a phishing attack. For some attacks, the attack is

initiated when they click a link, but for others, receiving a pop-up ad indicates that

their computer is already infected, and other attacks may only be initiated once the

participant goes through a pays the fee. Social engineering attacks have a deliberate

lack of transparency, which makes it difficult for end users to know what to do when

they encounter different attacks, especially when it comes to unfamiliar attacks [20].

H3: There will be interaction effects between confidence and accuracy based on the

stages of the framework.

We found support for this hypothesis, as confidence and accuracy significantly

differed at different stages, specifically between Stage 3 and Stage 5.

5.5.4 Exploratory Results

To investigate analyses outside of our a priori hypotheses, we ran some exploratory

analyses to investigate if any findings emerged outside of our original hypotheses.

Demographics Findings

We ran Kruskal-Wallis tests to find if there were any significant differences for confi-

dence and accuracy scores between different demographic groups. We compared the

aggregated confidence and accuracy scores by gender, whether participants received

phishing training previously, and whether they were a victim of phishing. We found

that there were no significant differences by gender (H(2) = 0.72, p = 0.70), previous

phishing training (H(1) = 0.42, p = 0.52), or if they were a previous phishing victim

(H(2) = 3.71, p = 0.16).
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Since all of these results were non-significant, we did not investigate any further.

Attack Vector Findings

We ran a Kruskal-Wallis test, comparing the aggregate confidence and accuracy scores

by attack vector, and found that there were significant differences (H(3) = 278.07, p <

0.001). Since the result of this test was significant, we ran Wilcoxon rank sum tests

comparing the aggregated scores by attack vector. See Table 5.6 for detailed results

by attack vector.

Table 5.6: Wilcoxon Results by Attack Vector

SMS Email Advertisement

Email
U = 1092788
p <0.001**

– –

Advertisement
U = 985342
p = 0.03*

U = 683576
p <0.001**

–

Social Media
U = 1239902
p <0.001**

U = 879379
p <0.001**

U = 979682
p <0.001**

* indicates significance at the p <0.05 level, ** indicates significance at the p <0.001
level.

Compared to other attack vectors, participants overall had significantly lower

scores for social media attacks. Despite the popularity of email social engineering

attacks, we were surprised to find that email had significantly lower aggregated scores

compared to SMS and advertisement-based social engineering attacks. Participants

performed the best when it came to SMS, then advertisement attacks, then email,

and performed the worst for social media attacks. Figure 5.5 visualizes the scores by

attack vector.

We believe participants performed especially poorly on social media attacks be-

cause this is an emerging attack vector, therefore not all participants will be aware

of how it looks like or how it works. For one, social media phishing allows for highly

personalized attacks to occur [58], which may be unexpected for participants, there-

fore they may be unsure of how to respond. Additionally, social media is constantly

evolving at a very fast rate, which makes it harder for users to quickly become experts

in [58,64].
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Figure 5.5: Distributions of aggregated confidence and accuracy scores by attack
vector.



Chapter 6

Discussion

Social engineering is one of the most common IT security attacks [4] because users are

easier to manipulate than breaking into a security system [41, 61]. To prevent users

from falling for social engineering attacks, several technical and educational mitigation

strategies have been implemented [22, 23, 36–38, 51]. Despite the high prevalence of

social engineering, and the variety of mitigation strategies which exist, it still remains

a problem which many users still fall victim to [2, 3, 50].

The research problem this thesis investigated was: what are end users’ mental

models of social engineering attacks? We believe that to create user-centric social

engineering mitigation strategies, we must first understand user mental models of

social engineering attacks. To investigate this problem, we proposed an updated social

engineering attack framework, building on Mitnick’s [41] and Mouton et al.’s [42]

previous social engineering frameworks. We used our social engineering framework as

the basis for the two studies and to investigate how users’ mental models align with

how social engineering attacks function. Users are overly confident in their ability

to understand and detect social engineering attacks. This has implications for users’

mental models, as it leads them to believe their mental models of social engineering

are generally accurate.

We conducted two studies. In the first study, we interviewed 30 participants to ask

them about their experiences and perceptions of social engineering. Using thematic

analysis, found that the underlying themes of the first study were that participants

seemed to have high confidence in their beliefs, yet also displayed some inaccurate

beliefs.

To further investigate how confidence and accuracy impact mental models of so-

cial engineering, we ran a second survey with 150 participants. Participants looked

at various social engineering attack examples, and filled in a survey asking for their
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understanding of these attacks based on the different stages of the framework. Partic-

ipants’ evaluations were scored for accuracy and confidence. The results showed that

confidence levels remained high throughout the different stages, whereas accuracy was

low throughout, and that participants were most likely guessing.

Many users were confident in their abilities to accurately detect and understand

how social engineering attacks work due to the high prevalence of social engineering

attacks they encounter. Having high confidence in inaccurate beliefs is dangerous be-

cause it prevents users from seeking new information about social engineering attacks,

and leads them to continue using outdated mental models to guide their responses to

social engineering. This is especially dangerous with regards to emerging social engi-

neering attack vectors where many users said they did not know existed as potential

attack vectors.

Participants’ accuracy scores in the second study were related to the probability

of getting an answer right by guessing. However, despite the probability of guessing,

participants were still confident in their answers. This reveals that users tend to be

overconfident in their sometimes inaccurate beliefs about social engineering.

Almost every participant in the first study was confident they could detect phish-

ing attempts, and said they had never fallen for one. However, despite this confidence,

several participants mentioned clicking links, and filling in surveys to further investi-

gate suspicious items, indicating that they were unknowingly complying with social

engineering attacks. Participants excluded themselves from risk, and often mentioned

other groups they are not part of, such as the elderly, or young teens, as being at

risk. In the second study, we observed a similar pattern; only 18/150 said they were

very or extremely susceptible to falling for social engineering attacks.

Participants’ overconfidence can be explained by the Dunning-Kruger effect, which

states that those who are less knowledgeable about a concept tend to overestimate

their actual ability [35]. In both studies, we did not have any participants with

a computer science or computer security background, and not many self-reported as

being very knowledgeable about computer security. Despite this, participants believed

they were unlikely to fall for phishing attacks.

This mismatch between users’ ideas of their own vulnerability compared to that
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of others may be an example of the fundamental attribution error, which states that

individuals attribute their own successes to their own abilities, and others’ successes

to their environment and surroundings [48]. The majority of users were unaware of the

impacts of social engineering attacks, so participants might have thought their ability

to avoid and detect social engineering attacks was due to them understanding these

attacks well, and knowing how to avoid them. However, for other users, participants

might have thought these users were able to avoid these attacks due to luck, or some

external factors.

In our first study, we observed that participants were not always sure about what

constituted social engineering. Most participants tended to only think of phishing

as a social engineering. Some participants confused social engineering with online

fraud, other security attacks, spam, and online advertising. These participants would

describe legitimate practices, such as targeted ads and entering surveys to win prizes,

as phishing methods, and also show confidence in their beliefs. This awareness and

caution of companies selling personal data for profit extends into user mental models

of social engineering. Users may get these confused, and sometimes cannot distin-

guish between when companies are collecting user information to sell things, or when

attackers are collecting info for illegal and malicious reasons. Users’ beliefs about

social engineering are influenced by data collection and advertising practices. Many

phishing techniques can also be used in legitimate (though dubious) contexts as well.

For example, multi-level marketing schemes often appeal to greed, offer appealing

things to sellers, and may have account names for representatives which are different

from the main account. Legitimate advertisements also try appealing to greed and

fear, offer things which sound too good to be true, and use personal data to target

ads towards users.

When it came to understanding the target audience of an attack, there was also

confusion among participants for both studies. On one hand, participants commonly

believed social engineering attacks were generalized, and sent to many individuals,

regardless of their specific demographics and interests. However, participants would

also contradict their statements by believing that social engineering attacks are also

very targeted to just an individual. Certain attack vectors, such as advertisements
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and social media, were more likely to be flagged as very targeted attacks by partici-

pants. Notably, participants tended to think that end users were the main targets of

social engineering attacks, leaving out organizations and larger systems. As a result,

participants had misconceptions regarding the threat levels of social engineering at-

tacks, and tended to believe social engineering was more of an annoyance for users to

deal with, rather than a threat to security systems.

Overall, our studies show that there are important gaps between user mental

models and current social engineering mitigation strategies. These gaps in knowledge,

paired with high confidence may result in resistance to learning more about phishing,

which can leave users vulnerable.

6.1 Design and Education Recommendations

Our studies suggest a number of ways in which design and education opportunities

which can be implemented based on our results. In both studies, participants dis-

played high confidence and low accuracy across the stages of a social engineering

attack. Participants had misunderstandings about who and what social engineering

attacks target, the scale and severity of these attacks, and the various social engi-

neering attack vectors.

To address the mismatch between confidence and accuracy, social engineering

education campaigns should focus more on explicitly telling users they may be more

vulnerable than they think. Current education tends to focus on identifying phishing

items [36,51], but based on the results of our studies, we believe it should focus more

on teaching users about what happens when they interact with a social engineering

item, letting them know when in the attack cycle they are most vulnerable, and how

to avoid spreading the item to others.

Social engineering education should also focus on clearing up misconceptions re-

garding the severity of these attacks. Participants generally believed end users were

the main targets of social engineering attacks, and found social engineering to be less

threatening compared to other security attacks because they view them as a nuisance

consisting of ads, emails, etc. that most users can easily identify. If a user is also an

employee of an organization, carrying this misconception can have negative impacts
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on the organization. Therefore, users should be taught the different ways in which

social engineering can be a threat.

We acknowledge that these educational propositions will be difficult to implement,

especially given that users are prone to the fundamental attribution error when eval-

uating social engineering attacks. Users may not realize that they are also prone to

poor habits, or realize how vulnerable they are. Therefore, emphasizing users’ vul-

nerabilities to social engineering will need to be done in a way which is mindful of

user biases.

Lastly, many participants in the first study incorrectly confused social engineering

with spam, fraud, online advertising, and other security attacks. This is possibly due

to users seeing similarities between social engineering and other concepts, such as

how they may be a nuisance, trying to trick users, or value personal data, but the

lines between what is legitimate and not are unclear to them. Therefore, we suggest

that websites and mobile apps could include a signal for legitimate items. Similar to

verified social media accounts, “verified” emails, ads, social media posts, etc. can act

as a signifier to users that an item is legitimate, and not a phishing item. However,

we also note that attackers can also spoof legitimate cues, and creating unspoofable

legitimate cues can be difficult and may not be recognized by users. Previous research

on phishing and security icons has shown that many users are unaware of these cues,

or misunderstand them [18,20,23].
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Conclusion

Social engineering is a common security attack which targets users’ psychological

vulnerabilities [34,41]. Unfortunately, current social engineering mitigation strategies

do not fully prepare users for detecting and avoiding social engineering attacks.

In this thesis, we proposed an updated social engineering attack framework to

better understand modern attacks, and conducted two studies to understand mental

models of social engineering attacks using this framework as a guideline. The first

study consisted of interviews with 30 participants to collect qualitative data about

mental models of social engineering attacks, and the second study consisted of a survey

with 150 participants who evaluated various social engineering items to quantify how

confidence and accuracy play a role in mental models, and to investigate where users

tend to struggle the most.

We found that participants have major misconceptions about social engineering

which, when paired with their high confidence, can result in increased user vulnera-

bility. We suggest that there may be ways for education and design to mitigate these

problems, for example by verifying legitimate advertisements, and educating users

about the severity of social engineering attacks.

7.1 Limitations

Due to the nature of Prolific, our participants skewed towards being younger and

better educated. As a result, this group may be more technologically savvy, and

more aware of phishing attacks compared to other demographic groups. However,

despite the younger demographic of our studies, participants did not appear to be as

successful at understanding social engineering attacks.

Since we did not want to influence our participants’ understandings of social en-

gineering, not all participants were clear about what phishing or social engineering
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were, so it is possible we are missing some information about what they understand

about the topic.

In both studies, we did not have participants interact with actual social engineer-

ing attacks to protect them from potential consequences. We did not investigate how

participants would evaluate and behave with social engineering attacks in real life. In-

stead, we relied on self-reports about how participants would typically behave, which

might not be representative of reality and can sometimes be unreliable. Additionally,

there is a lack of context which participants were given with the social engineering

cues, since they only viewed screenshots. This lack of context may have impacted

participants’ accuracy scores for the second study as well.

7.2 Future Work

Our studies showed that participants tended to underestimate the threat levels of

social engineering attacks. In the future, it would be interesting to see further research

on user perceptions of social engineering attack threat levels. Additionally, we found

that participants confused social engineering with online advertising, spam, fraud,

etc. A study further exploring what users count as social engineering, and why they

believe it is social engineering may provide further insights into end users’ mental

models.
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Appendix A

Appendix

A.1 User Study 1

A.1.1 Demographics Questionnaire

1. What is your gender identity?

• Male

• Female

• Non-binary

• Prefer not to say

2. How old are you?

3. How knowledgeable are you about computer security?

• Not knowledgeable at all

• Slightly knowledgeable

• Moderately knowledgeable

• Very knowledgeable

• Extremely knowledgeable

4. What is your highest level of education?

• High school

• Community college

• Trades

• Undergraduate degree

• Graduate or professional degree

5. What is your occupation?

6. How susceptible do you think you are to phishing (social engineering)?

• Extremely susceptible

• Very susceptible

• Moderately susceptible

75



76

• Slightly susceptible

• Not susceptible at all

7. What kind of smartphone do you own?

• iPhone

• Android

• Don’t own a smartphone

• Other: please specify

8. What kind of computer operating system are you familiar with?

• macOS

• Microsoft Windows

• Both Windows and macOS

• Don’t own a laptop

• Other: please specify

9. How often do you use email?

• Daily

• Sometimes (a few times a week)

• Rarely (less than a few times a month)

• Never/don’t have email

10. How often do you use social media?

• Daily

• Sometimes (a few times a week)

• Rarely (less than a few times a month)

• Never/don’t have social media

11. How often do you download new apps?

• Daily

• Sometimes (a few times a week)

• Rarely (less than a few times a month)

• Never/don’t have a device to download apps to

12. How often do you use SMS (text messaging) on your phone?

• Daily

• Sometimes (a few times a week)

• Rarely (less than a few times a month)

• Never/don’t use text messaging
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A.1.2 Interview Questions

1. Do you know what social engineering is? [or phishing]

2. Have you come across SE/phishing before?

3. Where do you usually encounter social engineering attacks?

4. Where do you normally expect to encounter such an attack?

5. Who receives social engineering attacks?

6. Why might they receive them?

7. Who are these attackers?

8. What do you think attackers are trying to obtain?

9. How do these attacks trick users?

10. Why are users vulnerable to these attacks?

11. How do you think phishing attacks work (on the user’s end)?

12. How do you know if you have fallen for an attack?

13. What do you usually do when you receive an attack like this?

14. How do you know if something is legit or fraudulent?

15. What do attackers do with this information?

16. On average, how often do you think you receive a phishing attack per month?

17. How many people do these attacks normally target?

18. How do these attacks spread to different individuals/devices?

19. Do you generally expect to be phished outside of [insert phishing medium pre-
viously mentioned]?

20. Have you ever seen phishing through different means? (e.g. social media, QR
codes, mobile apps, SMS, website)

21. How do you think phishing attacks work for [social media/SMS/QR codes]?

A.1.3 Ethics Application: Study 1



  
RESEARCH INVOLVING VERY LOW RISK 

   
This Form is for research projects meeting all the following criteria.  If you have any doubt about whether your study may use this 
form, or questions about its completion, please contact the Research Ethics Office at ethics@carleton.ca or by phone to 613 520 
2600 ext. 2517 (CUREB A) or ext. 4085 (CUREB B). 

1. The risks to participants are very low; 

2. No research procedures involve any physically invasive intervention; 

3. Participants are legally capable of consenting on their own behalf, and are free from coercion or undue influence; 

4. Any accidental or intentional disclosure of the participants’ responses would not reasonably place participants at risk of 
criminal or civil liability, harmful retaliation, or be damaging to the participants’ emotional or financial well-being, 
employability, or reputation;  

5. The study does not involve recruitment by a third party aside from a paid research service such as Qualtrics or Survey 
Monkey; and 

6. The study does not involve deception or providing incomplete information to participants. 

7. This study does not primarily involve Indigenous peoples or communities. 

If the project does not meet all of these conditions, then the main CUREB Protocol Form must be used. 

* Please submit the Very Low Risk form as a new application in CuResearch. If this form is to replace a Release of Funds, it should be 
submitted as an "Event" in CuResearch under the same study file. Please see our CuResearch User Manual for directions on how to 
submit a new application or an event. 

* Note that all of our forms are compatible with Microsoft Office. Students and staff members can download a free copy of MS 
Office at no charge: Students: https://carleton.ca/its/ms-offer-students/ ; Staff/Faculty: https://carleton.ca/its/all-
services/computers/site-licensed-software/ms-offer-faculty/  

1.  Title and Date  

1A  Project Title 
 

End User Mental Models of Social Engineering Attacks 

 

1B  Submission Date Date of completion of this form. Update each time the form is revised.   

Click or tap to enter a date. 
 

2.  Project Team  

2A  Lead Researcher 

☐ Academic or 
Library Staff  

☐ Post-doctoral 
Fellow  

☐ Doctoral 
Student 

☒ Masters 
Student  

Last name/First name, Institutional Email, Department/Faculty and 
Institution if not Carleton  

Kyi/Lin, Lin.Kyi@carleton.ca, School of Computer Science 

 

 

If other, please describe 
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☐ Undergraduat
e Student 

☐ Other  
 

 
 

 

2B  Academic 
Supervisor 

☐ Same as lead 
researcher  

 

Academic supervisor(s) Last name/First name, Institutional Email, 
Department/Faculty and Institution if not Carleton (Note, the supervisor 
must be copied on all correspondence with CUREB.) (Detailed 
instructions, Example) 

Stobert/Elizabeth, Elizabeth.Stobert@carleton.ca, School of Computer 
Science 

 

 

2C  

  

Project Team 
Members 

☒ 
No other 
team 
members  

 

List the project team members: 1) Last name/First name 2) Email 
address 3) Role in project 4) Department and institution (Detailed 
instructions, Example)  

  
 

3.  Project Description  

3A  Is this Project 
Funded? 

☒ Yes  
 

☐ No  
 

 

If Yes, who is the award provided by, and what is the title of the award?  

Carleton University Start-Up Fund (#185479) 
 

 

3B  Study Goal Briefly explain the primary objective(s) of the current study. 

In this study, we propose a new framework for understanding social 
engineering (SE) attacks. We are investigating how end users perceive 
SE attacks, and compare their mental models to the framework to 
assess gaps in user understanding.  We will ask participants about 
their experiences with SE, and their thoughts on various aspects of SE 
attacks. 

This current study consists of a user interview between the researcher 
and participants. The researcher will ask participants to fill out a 
demographics questionnaire, and ask questions relating to the 
participant’s experiences and thoughts about social engineering to 
understand the topic.  
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3C  Study Rationale 
and Expected 
Benefits 

Study Rationale and Expected Benefits: Why should the study be done?  
What are the benefits, and to whom? 

Current SE frameworks are outdated, and do not account for emerging 
SE attacks, such as social media phishing, QR phishing, SMS phishing, 
etc. Additionally, current SE research tends to focus on website and 
email phishing only. Therefore, there is a lack of knowledge regarding 
emerging SE attacks, which leaves users more vulnerable to these 
attacks.  

The benefits are that this study will be one of the first to study and 
understand SE attacks beyond traditional SE attacks, and provide an 
updated framework for understanding SE attacks. This study will 
benefit security researchers, and end users by providing an update on 
the mental models of these less well-known attacks. Through user 
interviews, we will understand user mental models of the various kinds 
of SE attacks. 

 

 

3D  Overview of 
Methodology 
and Participant 
Interactions 

Briefly describe the study methodology and what will be required of 
participants for this study 

We will conduct user interviews. One researcher and one participant 
will meet over Zoom and discuss the participants’ experiences and 
thoughts of social engineering. Additionally, participants will fill out a 
demographics questionnaire through a link sent over email.  

This study will be conducted remotely, over videocall (Zoom) and 
screen sharing. Participants will first answer a demographics 
questionnaire, and then we will interview them about their knowledge 
of SE attacks.   

We will audio record participants on Zoom, and will inform them about 
this. Each Zoom session will be password-protected so that no one but 
the researchers and participant can participate in the call.  

We may ask participants if they want to do a follow-up study, which 
would also take place over Zoom. Participants will be asked to go 
through examples of SE attack prototypes and demonstrate what they 
would do if they were faced with these items in their own life. We will 
submit an additional ethics form for this study, and will get ethics 
approval before contacting these participants for a follow-up study. 

 

   

4.  Participants and Informed Consent  

4A  Description of 
Participants 

Describe the participants and any inclusion and exclusion criteria. If 
using a separate sample of control participants, describe this 
group. (Detailed instructions, Example)  

Participants will be over 18 years old, must be proficient at speaking 
and reading English, and must not come from a computer security 
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background. Participants do not need to be students, nor do they need 
to be in Ottawa since the study will be conducted remotely. 

 

 

4B  Number of 
Participants 
(Sample size) 

How many participants will be recruited? If multiple groups of 
participants are involved, breakdown by participant type. Provide a 
justification including a statistical rationale if appropriate.  (Detailed 
instructions, Example)  

Approximately 60 participants will be recruited. We are looking to hear 
a wide array of perspectives from participants. 

 

 

4C  Recruitment 
 

Describe how participants will be recruited including how contact 
information will be obtained.   How will participants be made aware of 
the study, where will recruitment materials be located, and how may 
participants express their interest?  Attach a copy of any recruitment 
materials including oral scripts, recruitment posters, emails and social 
media postings, etc. 

We will post on Prolific.co (an online website for participant recruitment 
specifically for research studies) to recruit participants. Participants will 
see our posting on Prolific, and sign up for a study session (if they 
meet our participant criteria) using Calendly. Participants will provide 
their anonymous Prolific email account when signing up for a session, 
which only includes their Prolific ID, and not any identifiable 
information. We will communicate with participants using their Prolific 
email to send them a Zoom link and other study materials. 

Please see Appendix 5 for our recruitment materials. 
 

 

4D 
 

Compensation 
and 
Remuneration 
 

Describe any compensation or remuneration for participants and indicate 
when participants will receive the compensation.  What happens to 
compensation if a participant withdraws early? 

Participants will be compensated $10 for 30 minutes of their time (paid 
via prolific.co). 

Participants can withdraw from the study, with full compensation, up 
until the end of the study.  

 

 

4E 
 

Withdrawal 
Process 
 

Describe the process for a participant to withdraw their data after 
collection, and the time limits, if any. 

Participants will have 24 hours after the interview to withdraw their 
consent. When participants withdraw from a study, all of their data we 
have collected will be deleted. This means all audio recordings and 
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questionnaire input will be deleted, and not used in the study analysis. 
Participants can anonymously contact the researcher using Prolific.co 
to withdraw from the study after it has completed. We will refer to 
participants using their Prolific ID (including the demographics and 
audio recordings), therefore we will be able to keep track of which 
materials need to be deleted based on the participant’s ID.  
 

 

 

4F 

 

Consent 

 

Describe the process of obtaining informed consent from participants 
and include a copy of the consent form(s) and materials.  If signed 
consent is not to be used, describe and justify the alternative method 
chosen. 

Since this study will be conducted virtually, we will provide participants 
with an implied consent form that is incorporated in the demographics 
survey (see Appendix 2). At the bottom of the demographics 
questionnaire, it will say “By completing this survey you are agreeing 
to participate in this survey and be audio recorded.” We are using 
implied consent because we want to reduce any possibility of collecting 
identifiable information from participants, such as signatures, which 
would be required in a consent form.  

The researcher will be present as the participant remotely fills out the 
demographics form in case the participant has any questions or 
concerns regarding the study and consent.  

 

 

4G 

 

Risks 

 

Describe any possible physical, emotional, social, privacy, or legal risks 
to which participants may be exposed. 

Because we are discussing mental models of SE attacks, participants 
may feel some shame or embarrassment if they fell for an attack, or 
almost fell for one.  Aside from this, we do not anticipate any other 
forms of risk incurred by participation in the study. 

 

 

4H 

 

Vulnerable 
Participants 

 

Does the research project target participants from vulnerable 
populations (e.g., children, elderly, or prisoners), involve sensitive 
questions, include partial disclosure and/or mild deception, involve 
physical exertion, physical procedures or physical contact? If yes, justify 
why the project(s) still falls within the parameters of very low risk. 

☐ Yes 

☒ No 
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5.  Data Collection, Use, and Storage  

5A 
 

Collection 
 

Describe how data will be collected and any instruments to be used.  
Provide a copy of any questionnaires, surveys, interview guides or other 
data collection materials. 

Please Appendix 7 for a copy of the interview guide and demographics 
questionnaire to be administered to participants. We will use Qualtrics 
to administer the demographics questionnaire. The demographics 
questionnaire will include an implied consent blurb, therefore no 
identifiable information will be collected from consenting. 

We will audio record participants during the interview, and transcribe 
the audio recording. Audio recordings will be stored locally on the 
researcher’s computer. Audio recordings will be kept on a password-
protected USB key, and transcriptions will be kept on a password-
protected laptop. Once the audio recording is transcribed, the audio 
recording will be deleted.  
 

 

 

5B 
 

Access 
 

Aside from the PI, who will have access to research data? 

Only the researchers will have access to research data. 
 

 

5C 
 

Identifiability 

 

Describe the identifiability of research data, including how codes or 
pseudonyms will be assigned 
 

  

 
 

 
 

 
 
 Provide any further relevant detail about the identifiability of data. 

Data may contain details that could indirectly identify participants.  

We will be using implied consent via the demographics form, therefore no identifiable 
information will be collected from the consenting process. We will use participants’ Prolific 
IDs to link the appropriate demographics forms to the correct audio recording/transcript, 
therefore there is no need to keep a master list linking participant codes to names. The 
audio-recordings may be indirectly identifiable from the voices, but participants will be 
specifically instructed not to say their names on the recording. Additionally, Zoom does 
not record participant names or any identifying information when it audio records a 
meeting.  

☐ Data will contain information that directly identifies participants. 

☒ Data will contain information that may indirectly identify participants. 

☐ Data will be coded with the code key stored securely and separate from identifying 
information. 

☐ Data will be de-identified (anonymized) with any identifiers securely destroyed. 
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If participants have a particularly specific example of their encounter with a social 
engineering attack, their case may be potentially recognized by someone who is familiar 
with their experience. Although our study asks participants about social engineering, we 
will not ask participants to provide very personal accounts of their experiences with social 
engineering since it will not be relevant to our study. Identifying details, such as any 
names of organizations, will be anonymized in the transcriptions. Participants will be 
instructed not to state their names on the audio recording. 

Audio recordings will be kept on a password-protected USB key, only accessible by the 
primary researcher. Audio transcriptions, and demographic questionnaire responses will be 
kept on a password-protected laptop only accessible by the researchers, and audio 
recordings will be deleted within six weeks of data collection, when audio transcripts have 
been created from the recordings. Zoom does not record participant names or any 
identifying information when it audio records a meeting. 

Emails associated with sending the Zoom meeting invite and compensation will be deleted 
after the study session is completed and compensation has been given to the participant. 

We will be using Prolific.co to recruit and communicate with participants. Prolific 
anonymizes participant identities, so we will not know their emails or their names, as they 
are referred to by their anonymous Prolific ID whenever researchers communicate with 
participants.  

 

 

5D Data Security 
 

Describe the physical (e.g. locked filing cabinet) and/or technical 
safeguards (e.g.  Encryption) that will be used to securely store the 
collected physical and electronic data.  Where will data be stored? 

Data materials will be kept on a password-protected laptop, and only 
accessible by the researchers. Physical copies of any research 
materials will be kept in a locked cabinet in a locked room.  

Zoom calls will be audio-recorded, and stored locally on a password-
protected USB key and only the primary researcher will have access to 
these recordings. Once the audio recording has been transcribed, it will 
be deleted. Transcriptions will be kept on a password-protected laptop 
and will only be accessible by the researchers. 

Zoom calls will be password-protected (a new Zoom room with a 
unique passcode will be created for each participant) so that no one 
but the researchers and participant can participate in the call. Data 
collected from Qualtrics will be stored locally on the researcher’s 
computer. The researchers will not collect IP addresses or any kind of 
identifying information through Qualtrics 

The demographics questionnaire will include an implied consent blurb, 
therefore no identifiable information will be collected from the 
consenting process. We will refer to participants by their anonymous 
Prolific ID, and their demographic questionnaire responses will be kept 
on a password-protected laptop to ensure only the researchers have 
access to these responses. 

Audio recordings will be kept on a password-protected USB drive, and 
audio recordings will be deleted within six weeks of data collection, 
when audio transcripts have been created from the recordings. 
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Anonymized transcripts will be retained indefinitely for possible future 
use in research. 

 

 

5E 

 

Does your research involve the use of personal data held by Carleton? If yes, you must 
complete a security and confidentiality agreement with the Carleton University Privacy 
Office prior to starting your research. The agreement is a contract between you and the 
university as to how you will manage the personal data throughout your research. If you 
have questions about the completion of this agreement, or best practices around privacy 
management for research, please contact the Carleton University Privacy Office by e-mail 
at university_privacy_office@carleton.ca. 

Yes ☐ No ☒ 

If yes, please describe the personal information you will be collecting: 

  
 

6.  Attachments  

6A 
 

Please indicate any attached materials. 
 

 ☒ TCPS 2 Tutorial Course on Research Ethics (CORE) tutorial certificate for each 
team member. if requesting exemption, please justify below 

☒ Sample of data collection instruments (survey questionnaires, test instruments, 
ect.) 

☒ Supervisor approval form (if applicable) 

☐ Permission letter from partner organizations (if applicable) 

☐ Letters of Invitation/Information 

☒ Consent forms, text or scripts 

☒ Debriefing form 

☒ Other, please describe in the following box 
 

 

 

 

Appendix 2 - Consent form 

Appendix 3 – Debriefing form 

Appendix 4 – Online invitation 

Appendix 5 – Supervisor approval form  

Appendix 6 – Data collection instruments (demographics questionnaire, interview script, 
and interview questions) 

Appendix 7 – TCPS2 certificates for both researchers 
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6B  Provide a brief rationale if an attachment(s) is not available at time of submission. 

 
 

7.  Declarations 

 By submitting this form, the Lead Researcher and academic supervisor, if any, confirm that: 

 • The information in this Form is correct and accurately describes the research project. 

• No recruitment or data collection for this protocol will start before receiving ethics 
clearance. 

• I (we) will carry out this project in accordance with the information in this Form and 
the other submitted documents. No changes will be made to the research project as 
described in this protocol without clearance from the Research Ethics Board. 

• I will promptly notify the Research Ethics Board of any ethical breaches or concerns, 
adverse events, unanticipated problems, protocol deviations or complaints that arise 
relating to this project. 

• This study meets all of the conditions for eligibility listed above.  

8.  Comments  

 Do you have any comments or suggestions to improve this form? 

  

 

 



    

Appendix 2: Informed Consent Form 

Name and Contact Information of Researchers:   

 Lin Kyi, Carleton University, School of Computer Science 
 Email:  Lin.Kyi@Carleton.ca       

 Supervisor and Contact Information:   

 Elizabeth Stobert, Carleton University, School of Computer Science 
 Email: Elizabeth.Stobert@carleton.ca 

Project Title 

   End User Mental Models of Social Engineering Attacks 

Project Sponsor and Funder (if any) 

 Carleton University Start-Up Fund (#185479)  

Carleton University Project Clearance 

 Clearance #:   115226           Date of Clearance:   February 11, 2021 

Invitation 

You are invited to take part in a research project because you are an English-speaking individual over 18 
years old who does not have a computer security background. The information in this form is intended to 
help you understand what we are asking of you so that you can decide whether you agree to participate in 
this study.  Your participation in this study is voluntary, and a decision not to participate will not be used 
against you in any way. The interview will be audio recorded during the study. As you read this form, and 
decide whether to participate, please ask all the questions you might have, take whatever time you need, 
and consult with others as you wish. 

Eligibility Criteria 

• Do not come from a computer security background 
• Are over 18 years old 
• Are proficient at speaking and reading English 

What is the purpose of the study? 

This research examines the mental models of the various types of social engineering (SE) attacks.  
 
In this study, we propose a new framework for understanding social engineering (SE) attacks. We are 
investigating how end users perceive SE attacks, and analyzing their mental models to assess gaps in user 
understanding. 

What will I be asked to do? 

If you agree to take part in the study, we will ask you to: 
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• Fill out a demographics questionnaire 
• Answer some of our questions about your thoughts and experiences with social engineering 

attacks 

Risks and Inconveniences 

We do not anticipate any risks to participating in this study. 

Possible Benefits 

You may not receive any direct benefit from your participation in this study.  However, your participation 
may allow researchers to better understand how end users understand emerging social engineering 
attacks. 

Compensation 

You will be paid $10 via e-transfer (if within Canada), or given an equivalent amount through a digital 
Amazon gift card (if outside of Canada) for your participation in this study, which is expected to take 30 
minutes. 

No waiver of your rights 

By signing this form, you are not waiving any rights or releasing the researchers from any liability. 

Withdrawing from the study 

If you withdraw your consent during the course of the study, all data collected will be deleted. This means 
audio recordings and questionnaire input will be deleted and not used in the study analysis. You can 
withdraw up to 24 hours after the interview is over. If you withdraw, you will still receive the full study 
compensation. 

Confidentiality 

We will remove all identifying information from the study data as soon as possible, which will be after 
this user study session. 

We will treat your personal information as confidential, although absolute privacy cannot be guaranteed.  
No information that discloses your identity will be released or published without your specific consent.  
Research records may be accessed by the Carleton University Research Ethics Board in order to ensure 
continuing ethics compliance.  

The results of this study may be published or presented at an academic conference or meeting, but the 
data will be presented so that it will not be possible to identify any participants. 

You will be assigned a code so that your identity will not be directly associated with the data you have 
provided.  All data, including coded information, will be kept in a password-protected file on a secure 
computer.   

"In-session” data, such as the audio, video and chat transcript from the interview, will be stored locally on 
the researcher’s computer. Operation data, such as meeting and performance data, will be stored and 
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protected by Zoom on servers located in Toronto, and Qualtrics servers located in 
Canada/US/EU/Australia but may be disclosed via a court order or data breach. Data collected from 
Zoom will be stored locally on the researcher’s computer, and data collected from Qualtrics will be kept 
on the Qualtrics cloud. The researchers will not collect IP addresses or any kind of identifying 
information through Qualtrics. 

We will password protect any research data that we store or transfer. 

Data Retention  

After the study is completed, your de-identified data will be retained for future research use. 

New information during the study 

In the event that any changes could affect your decision to continue participating in this study, you will be 
promptly informed. 

Ethics review 

This project was reviewed and cleared by the Carleton University Research Ethics Board B. If you have 
any ethical concerns with the study, please contact Carleton University Research Ethics Board (by email 
at ethics@carleton.ca).  

 

Statement of consent – print and sign name 

I voluntarily agree to participate in this study.    ___Yes ___No 

I agree to be audio recorded in this study.     ___Yes ___No 

I agree to be contacted for follow up research      ___Yes ___No 

 

________________________     ________________________  

Signature of participant       Date 

 



 
 
 

 
 

APPENDIX 3: DEBRIEFING  

Name and Contact Information of Researchers:   

 Lin Kyi, Carleton University, School of Computer Science 
 Email:  Lin.Kyi@carleton.ca       

 Supervisor and Contact Information:   

 Elizabeth Stobert, Carleton University, School of Computer Science 
 Email:  Elizabeth.Stobert@carleton.ca 

Project Title 

   End User Mental Models of Emerging Social Engineering Attacks 

Project Sponsor and Funder (if any) 

 Carleton University Start-Up Fund (#185479) 

Carleton University Project Clearance 

 Clearance #:   115226    Date of Clearance:   February 11, 2021 

What are we trying to learn in this research?  
 
This research examines users’ mental models of the various types of social engineering (SE) attacks. 
Current research tends to focus mainly on email and website phishing, but there are emerging SE attacks, 
such as social media phishing, SMS phishing, etc. We are trying to understand what end users understand 
and how they behave with these emerging SE attacks.  
 
Why is this important to scientists or the general public?  
 
The research on social engineering is outdated and has not yet looked at mental models of newer SE 
attacks. Therefore, many end users are left vulnerable to these newer SE attacks because there is less user 
awareness and research on them. We hope to bridge the gap between current research and what is 
happening in the real world by providing one of the first studies understanding these emerging attacks. 
 
What are our hypotheses and predictions?  
 
We predict that end users will be less aware about emerging SE attacks, and will not be as knowledgeable 
about what to do when they encounter these attacks. We expect that there will be a large gap in 
understanding of SE attacks between end users and our framework of social engineering. 
 
Where can I learn more?  
 
There are several online resources available where you can learn more about social engineering. The 
following resources can help you identify social engineering attacks, and learn how to can avoid falling 
victim to these attacks: 



 
 
 

 
 

https://www.social-engineer.org/about/  
 
https://digitalguardian.com/blog/dont-get-hooked-how-recognize-and-avoid-phishing-attacks-infographic 
 
https://www.social-engineer.org/social-engineering/social-engineering-infographic/  
 
https://us.norton.com/internetsecurity-emerging-threats-what-is-social-
engineering.html#:~:text=Social%20engineering%20is%20the%20act,taking%20action%2C%20usually
%20through%20technology.&text=A%20social%20engineer%2C%20though%2C%20could,into%20div
ulging%20their%20login%20credentials. 
 
 
 
What if I have questions later?  
 
If you have any remaining concerns, questions, or comments about the experiment, please feel free to 
contact Lin Kyi (Principal Investigator), at Lin.Kyi@carleton.ca, or Dr. Elizabeth Stobert (Faculty 
Sponsor), at Elizabeth.Stobert@carleton.ca.  
  
If you have any ethical concerns with the study, please contact the Carleton University Research Ethics 
Board-B or via email at ethics@carleton.ca). 
  
 
Thank you for participating in this research!  
 



Appendix 4: Online Invitation 

To be posted on Prolific.co: 

Volunteers needed for a study about 
social engineering 

We are looking for volunteers for a social engineering study. The project 
aims to understand how everyday users understand and interact with 
various kinds of social engineering attacks. The study takes place online 
through a Zoom video call. 

You will be asked to fill out a demographics questionnaire and participate in 
a 30-minute interview. The interview will be audio recorded. 

To be eligible, you must be over 18 years old, speak English, and not come 
from a computer security background. 

The study will take place remotely, over a Zoom video call and should take 
approximately 30 minutes to complete.  Participants will receive CAD$10 
(paid through Prolific). 

If you are interested, please follow the Calendly link to book your interview 
session. 

This research has been cleared by Carleton University Research Ethics Board 
B Clearance #115226 

Should you have any ethical concerns with the study, please contact the REB 
Chair, Carleton University Research Ethics Board-B (by email: 
ethics@carleton.ca). For all other questions about the study, please contact 
the researcher. 



               SUPERVISOR/SPONSOR SIGNATURE FORM 
 
 
For consideration of submitted ethics protocols, the Carleton University Research Ethics Boards require 
evidence that all student protocol documents (i.e., undergraduate, graduate and post-doctoral fellows) have 
been reviewed and approved by a faculty supervisor or sponsor.  
 
Instructions: 
After filling out the details in the text below, faculty sponsor/supervisors should either  

1) Print and scan this document, or  
2) Email the text of the document (below; with signature optional) to the lead researcher 

 
The form or email can then be uploaded (in PDF format) with the protocol, to the CUResearch.  
 
 

 
 
Signature of Faculty 
Supervisor/Sponsor: 

  
 

Name of Faculty 
Supervisor/Sponsor:  

 

Date:  

 
 

 

Appendix 6: Supervisor signature 



Appendix 7: Data Collection Instruments 
 

Hi, my name is Lin and I’m currently a Master’s student at Carleton. In this study, I am trying to 
understand how everyday users understand and interact with social engineering attacks.  
 
I’ve sent a link in the Zoom chat. Could you please open it, and fill it out. There is the 
demographics form. By completing this survey, you are agreeing to participate in the study and 
be audio recorded. Let me know if you have any questions. 
 
This study should take around 30 minutes. This study will be in the form of an interview – I will 
ask some questions about the topic to see what general computer users know. We aren’t 
testing your knowledge, but rather to see what users know so we can come up with better 
solutions to help users.  
 
During the study, we will ask that you not provide your name or any identifiable information so 
that we can maintain your privacy. 
 
DEMOGRAPHICS SURVEY: 

1. What is your gender identity? 
a. Male 
b. Female 
c. Non-binary / third gender 
d. Prefer not to say 

2. How old are you? 
3. How knowledgeable are you about computer security? 

a. Not knowledgeable at all 
b. Slightly knowledgeable 
c. Moderately knowledgeable 
d. Very knowledgeable 
e. Extremely knowledgeable 

4. What is your highest level of education? 
a. High school 
b. Community college 
c. Trades 
d. Undergraduate degree 
e. Graduate or professional degree 

5. What is/was your area of study? 
6. What is your occupation? 
7. How susceptible do you think you are to social engineering/phishing? 

a. Extremely susceptible 
b. Very susceptible 
c. Moderately susceptible 
d. Slightly susceptible 
e. Not susceptible at all 



8. What kind of smartphone do you own? 
a. iPhone (iOS) 
b. Android 
c. Both 
d. Other: please specify 
e. Don’t own a smartphone 

9. What type of computer operating system are you familiar with? [select all that apply] 
a. Macbook/Apple computer 
b. Microsoft operating system 
c. Linux operating system 
d. Other: please specify: 
e. Don’t own a computer 

10. How often do you use the following technologies: 
a. Email 

i. Daily 
ii. A few times a week 

iii. Rarely (less than a few times a month) 
iv. Never/Don’t have 

b. Social media 
i. Daily 

ii. A few times a week 
iii. Rarely (less than a few times a month) 
iv. Never/Don’t have 

c. Downloading and using mobile apps 
i. Daily 

ii. A few times a week 
iii. Rarely (less than a few times a month) 
iv. Never/Don’t have 

d. Text messaging/SMS   
i. Daily 

ii. A few times a week 
iii. Rarely (less than a few times a month) 
iv. Never/Don’t have 

e. QR codes 
i. Daily 

ii. A few times a week 
iii. Rarely (less than a few times a month) 
iv. Never/Don’t have 

11. By completing this questionnaire, you are agreeing to participate in this study and be 
audio recorded. 

 
 

USER INTERVIEWS: 
1. Attack Formulation Stage 



a. Do you know what social engineering is? [or phishing] 
b. Have you come across SE/phishing before? 
c. Medium: 

i. Where do people usually encounter SE attacks?  
ii. Where do you normally expect to encounter such an attack?  

d. Target: 
i. Who receives SE attacks? 

ii. Why might they receive them? 
e. Goal: 

i. Who are these attackers? 
ii. What do you think attackers are trying to obtain? 

2. Persuasive Techniques 
a. How do these attacks trick users? 
b. Why are users vulnerable to these attacks? 
c. What emotions or feelings do these attacks elicit? 

i. Does it vary by the type of attack?  
3. Conduct the Attack 

a. How do you think phishing attacks work? 
b. How do you know if you have fallen for an attack? 
c. What do you usually do when you receive an attack like this? 
d. How do you know if something is legit or fraudulent? 

4. Utilize the Information 
a. What do attackers do with this information? 
b. On average, how often do you think you receive a phishing attack per month?  

[phishing, social media, phone, etc.] 
5. Repeat 

a. How many people do these attacks normally target? 
b. How do these attacks spread to different individuals/devices?  

6. Other attacks 
a. Have you ever seen phishing through different means? 

i. E.g. social media, QR codes, mobile apps, SMS, website 
b. How do you think phishing attacks work for [social media/SMS/QR codes]? 
c. Do you generally expect to be phished through these means? [or safe?] 

 
 
This is the end of our user study. Thank you so much for your participation! 
 
Do you have any questions for me?  
 
I have sent a debriefing form to you over email so you can take a look at more specific details 
regarding this study, and it includes my contact information in case you do have any additional 
questions or concerns.  
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A.2 Study 2

A.2.1 Survey

Demographics

1. What is your gender identity?

• Male

• Female

• Non-binary

• Prefer not to say

2. How old are you?

• 18–25

• 26–35

• 36–45

• 46–55

• 56–65

• 65+

• Prefer not to say

3. How knowledgeable are you about computer security?

• Not knowledgeable at all

• Slightly knowledgeable

• Moderately knowledgeable

• Very knowledgeable

• Extremely knowledgeable

4. What is your current level of education? If completed, please select your highest
level of education.

• High school

• Community college

• Trades or vocational training

• Undergraduate degree

• Graduate or professional degree

• No school completed

5. How susceptible do you think you are to phishing (social engineering)?

• Extremely susceptible
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• Very susceptible

• Moderately susceptible

• Slightly susceptible

• Not susceptible at all

6. How often do you use email?

• Daily

• Sometimes (a few times a week)

• Rarely (less than a few times a month)

• Never/don’t have email

7. How often do you use social media?

• Daily

• Sometimes (a few times a week)

• Rarely (less than a few times a month)

• Never/don’t have social media

8. How often do you use text messaging (or similar) on your phone?

• Daily

• Sometimes (a few times a week)

• Rarely (less than a few times a month)

• Never/don’t use SMS

9. Have you ever received any training, whether formally or on your own time, to
identify phishing attacks?

• Yes

• No

10. (If participant selected “Yes” to Q.9) Where did you receive this training?

• At the workplace

• Through a formal course

• Looked it up in my free time or out of my own interest

11. (If participant selected “Yes” to Q.9) When did you most recently receive this
training?

• Within the past 6 months

• Last 5 years

• 5+ years ago
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12. Have you ever been the victim of a phishing attack?

• Yes

• No

• Unsure

Participant Evaluations of Social Engineering Attacks

All participants were shown a screenshot of an social engineering attack example, and
asked the following questions for each example:

1. Have you ever seen a phishing attack like this before?

• Yes

• No

2. What would you do if you encountered this item?

• Click the link and/or call the number to investigate

• Delete or ignore it

• Verify or Google to see if it is legitimate

• Block or report the sender

• Change the password to your account

3. How confident are you that your actions will prevent you from potential conse-
quences?

• 1: Not confident

• 2: Slightly confident

• 3: Moderately confident

• 4: Confident

• 5: Very confident

4. Who is this item most likely being sent to?

• Anyone

• Specific group based on shared interests, demographics, etc.

• Only the one recipient

5. How confident do you feel about your response to the question above?

• 1: Not confident

• 2: Slightly confident
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• 3: Moderately confident

• 4: Confident

• 5: Very confident

6. Which psychological technique is primarily being used to persuade the reader
that this item is legitimate?

• Fear

• Greed

• Giving the reader a fake story

• Curiosity

7. How confident do you feel about your response to the question above?

• 1: Not confident

• 2: Slightly confident

• 3: Moderately confident

• 4: Confident

• 5: Very confident

8. What what point would you be in most danger if you interacted with this item?

• When you receive the item

• When you click any links or call the phone number

• When you enter personal information

• When you purchase the item or pay a fee

• When you download something from the attack item (e.g., download an
app, file)

9. How confident do you feel about your response to the question above?

• 1: Not confident

• 2: Slightly confident

• 3: Moderately confident

• 4: Confident

• 5: Very confident

10. What is the attack trying to gain from victims?

• Money

• Personal information

• Hack into an account or device
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11. How confident do you feel about your response to the question above?

• 1: Not confident

• 2: Slightly confident

• 3: Moderately confident

• 4: Confident

• 5: Very confident

12. Do you think this attack is generalized, or targeted?

• Generalized (sent to many individuals, regardless of interests/demographics)

• Targeted (sent to Only the recipient, or a smaller group based on inter-
ests/demograohics)

13. How confident do you feel about your response to the question above?

• 1: Not confident

• 2: Slightly confident

• 3: Moderately confident

• 4: Confident

• 5: Very confident

14. If you saw this in real life, how likely would you be to believe it was legitimate?

• 1: Not likely

• 2: Slightly likely

• 3: Moderately likely

• 4: Likely

• 5: Very likely

15. Which factors did you consider for your decision? (Select all that aply)

• Spelling and grammar

• Design of the item (graphics, logos, fonts, etc.)

• Offer being presented

• Sender or organization being impersonated

• Presence/absence of a link or call to action

• Other:

16. How vulnerable do you think others are to falling for this kind of attack?

• 1: Not likely

• 2: Slightly likely
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• 3: Moderately likely

• 4: Likely

• 5: Very likely

A.2.2 Table of Attack Examples

Table A.1: The 21 social engineering attack examples shown to participants.

Attack De-
scription

Attack
Vector

Target
Audience

Persuasive
Tech-
nique(s)

Call to
Action

Attack
Goal

Attack
Scalabil-
ity

Impersonating
Koodo Mo-
bile, offering
to help if
users call
the specified
number

SMS Anyone Greed, cu-
riosity

Giving
infor-
mation

Personal
informa-
tion

Generalized

Recipient
has an un-
paid postage
cost for an
attempted
delivery

SMS Anyone Fear Paying
a fee

Financial
gain

Generalized

Selling vari-
ous kinds of
educational
software for
discounted
prices

SMS Targeted Greed, cu-
riosity

Paying
a fee

Financial
gain

Generalized

Impersonating
HSBC, claim-
ing the user
has a new
payee request
to Peter
Black. If the
user does not
know Peter
Black, they
must click the
link presented

SMS Anyone Fear,
curiosity

Giving
banking
infor-
mation

Personal
informa-
tion

Generalized

Continued on next page
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Table A.1 – Continued from previous page
Attack De-
scription

Attack
Vector

Target
Audience

Persuasive
Tech-
nique(s)

Call to
Action

Attack
Goal

Attack
Scalabil-
ity

Impersonating
a user’s
daughter and
asking the
mother for
emergency
money

SMS Only the
recipient

Pretexting Paying
a fee

Financial
gain

Targeted

Impersonating
a tax collec-
tion agency,
offering help
and claiming
the user may
be eligible for
a large tax
refund

SMS Anyone Greed, cu-
riosity

Giving
per-
sonal
infor-
mation

Personal
informa-
tion

Generalized

Recipient
must resched-
ule a new
delivery and
pay a delivery
fee

Email Anyone Fear Paying
a fee

Financial
gain

Generalized

Impersonating
a rich, dying
man who will
give the re-
cipient money
in exchange
for a small fee

Email Anyone Greed,
pretexting

Paying
a fee

Financial
gain

Generalized

Impersonating
Canada Post
asking users
to fill out
a survey in
exchange for
a cash prize

Email Anyone Greed Giving
per-
sonal
infor-
mation

Personal
informa-
tion

Generalized

Impersonating
Instagram
telling the
user to re-
set their
password

Email Anyone Fear Give lo-
gin cre-
dentials

Hack into
an account

Generalized

Continued on next page
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Table A.1 – Continued from previous page
Attack De-
scription

Attack
Vector

Target
Audience

Persuasive
Tech-
nique(s)

Call to
Action

Attack
Goal

Attack
Scalabil-
ity

Landlord of
non-existent,
affordable
apartment
asking poten-
tial renters to
sign a form
and send a
deposit to
secure the
apartment

Email Targeted Greed Paying
the
deposit

Financial
gain

Generalized

YouTube
ad claiming
users can get
a free $100
gift card if
they click a
link to watch
a video

Ad Targeted Greed, cu-
riosity

Clicking
the link

Install
malware

Targeted

Facebook
post ad-
vertising
discounted
pet beds

Ad Anyone Greed Paying
for the
item

Financial
Gain

Generalized

Kijiji post
for skilled
labourers
who can gain
access to job
opportunities
by down-
loading an
app

Ad Targeted Greed Download
an app

Install
malware

Generalized

Facebook ad
impersonat-
ing Walmart
advertising
iPads for sale
for $1.45

Ad Targeted Greed Buying
the item

Financial
gain

Generalized

Continued on next page
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Table A.1 – Continued from previous page
Attack De-
scription

Attack
Vector

Target
Audience

Persuasive
Tech-
nique(s)

Call to
Action

Attack
Goal

Attack
Scalabil-
ity

Facebook
ad selling
unclaimed
Amazon
items

Ad Targeted Curiosity,
greed

Buying
the item

Financial
gain

Generalized

Tweet im-
personating
Norton Se-
curity selling
an anti-virus
software

Social
media

Anyone Fear Buying
the item

Financial
gain

Generalized

Discord di-
rect message
trying to steal
tokens from
users

Social
media

Targeted Curiosity,
greed

Giving
infor-
mation

Financial
gain

Generalized

Facebook
post im-
personating
Unicef adver-
tising student
internships

Social
media

Targeted Greed Giving
per-
sonal
infor-
mation

Personal
informa-
tion

Generalized

Facebook
direct mes-
sage from a
friend whose
account has
been hacked

Social
media

Only the
recipient

Curiosity,
greed

Giving
per-
sonal
infor-
mation

Personal
informa-
tion

Targeted

Instagram
direct mes-
sage from
an account
claiming they
can make
your Insta-
gram account
verified

Social
media

Targeted Greed Paying
a fee

Financial
informa-
tion

Targeted

A.2.3 Ethics Application: Study 2



  
RESEARCH INVOLVING VERY LOW RISK 

   
This Form is for research projects meeting all the following criteria.  If you have any doubt about whether your study may use this 
form, or questions about its completion, please contact the Research Ethics Office at ethics@carleton.ca or by phone to 613 520 
2600 ext. 2517 (CUREB A) or ext. 4085 (CUREB B). 

1. The risks to participants are very low; 

2. No research procedures involve any physically invasive intervention; 

3. Participants are legally capable of consenting on their own behalf, and are free from coercion or undue influence; 

4. Any accidental or intentional disclosure of the participants’ responses would not reasonably place participants at risk of 
criminal or civil liability, harmful retaliation, or be damaging to the participants’ emotional or financial well-being, 
employability, or reputation;  

5. The study does not involve recruitment by a third party aside from a paid research service such as Qualtrics or Survey 
Monkey; and 

6. The study does not involve deception or providing incomplete information to participants. 

7. This study does not primarily involve Indigenous peoples or communities. 

If the project does not meet all of these conditions, then the main CUREB Protocol Form must be used. 

* Please submit the Very Low Risk form as a new application in CuResearch. If this form is to replace a Release of Funds, it should be 
submitted as an "Event" in CuResearch under the same study file. Please see our CuResearch User Manual for directions on how to 
submit a new application or an event. 

* Note that all of our forms are compatible with Microsoft Office. Students and staff members can download a free copy of MS 
Office at no charge: Students: https://carleton.ca/its/ms-offer-students/ ; Staff/Faculty: https://carleton.ca/its/all-
services/computers/site-licensed-software/ms-offer-faculty/  

1.  Title and Date  

1A  Project Title 
 

Evaluating User Confidence and Accuracy for Social Engineering (SE) 
Attacks   

 

1B  Submission Date Date of completion of this form. Update each time the form is revised.   

5/12/2021 
 

2.  Project Team  

2A  Lead Researcher 

☐ Academic or 
Library Staff  

☐ Post-doctoral 
Fellow  

☐ Doctoral 
Student 

☒ Masters 
Student  

Last name/First name, Institutional Email, Department/Faculty and 
Institution if not Carleton  

Kyi/Lin, Lin.Kyi@carleton.ca, School of Computer Science 

 

 

If other, please describe 
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☐ Undergraduat
e Student 

☐ Other  
 

  

 
 

 

2B  Academic 
Supervisor 

☐ Same as lead 
researcher  

 

Academic supervisor(s) Last name/First name, Institutional Email, 
Department/Faculty and Institution if not Carleton (Note, the supervisor 
must be copied on all correspondence with CUREB.) (Detailed 
instructions, Example) 

Stobert/Elizabeth, Elizabeth.Stobert@carleton.ca, School of Computer 
Science 

 

 

2C  

  

Project Team 
Members 

☒ 
No other 
team 
members  

 

List the project team members: 1) Last name/First name 2) Email 
address 3) Role in project 4) Department and institution (Detailed 
instructions, Example)  

  
 

3.  Project Description  

3A  Is this Project 
Funded? 

☒ Yes  
 

☐ No  
 

 

If Yes, who is the award provided by, and what is the title of the award?  

Carleton University Start-Up Fund (#185479) 
 

 

3B  Study Goal Briefly explain the primary objective(s) of the current study. 

We will use a survey to understand how end users evaluate various 
kinds of SE attack examples. We are investigating how users evaluate 
SE attacks, and plan to compare it to how accurate they are in their 
evaluations to assess gaps in user understanding.  

 

 

3C  Study Rationale 
and Expected 
Benefits 

Study Rationale and Expected Benefits: Why should the study be done?  
What are the benefits, and to whom? 

There is a lack of knowledge regarding mental models of SE attacks, 
which leaves users more vulnerable because current solutions are not 
adequate. We are expanding the literature on user mental models of 
SE attacks by looking at how users perceive and evaluate SE attacks of 
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the entire attack cycle, such as how they think they are targeted for 
these attacks, how they are spread, and when they are activated.   
This study will benefit security researchers and end users by providing 
an update on the mental models of the SE attack cycle. Additionally, 
this study will help us come up with more effective solutions for end 
users to prevent them from falling for SE attacks and detecting them 
with better accuracy.  

 

 

3D  Overview of 
Methodology 
and Participant 
Interactions 

Briefly describe the study methodology and what will be required of 
participants for this study 

We will be using a survey for this study. First, participants will fill out a 
demographics questionnaire, and then will evaluate various 
screenshots of SE attack examples. We will be recruiting participants 
through Prolific.co, an online crowdsourcing platform specifically for 
research studies.  

Participants will be asked to view screenshots of example SE attacks 
and respond to a series of survey questions asking about how they 
understand various parts of the sample attacks. Sample attacks are in 
Appendix 5 (Data collection materials). We will be providing multiple-
choice responses to reduce the amount of personal information 
participants may give us. The SE attack examples are screenshots of 
real or fabricated SE attacks, so participants are not directly interacting 
with these attacks. We will inform participants to not type in any of the 
links we present, inform them these are SE attacks to keep them 
protected, and will not ask participants to provide any personal 
information in our study. We will remind participants that we are not 
testing their knowledge, but rather want to see how they evaluate 
these various attack examples. 

We will not ask participants for a follow-up study. This study should 
take around 20 minutes, and will be done completely online.  

To reduce participant fatigue, we will divide up participants so each 
participant only sees 10 examples out of the possible 30 examples. We 
plan to have every participant see a different group of 10 examples. 

 

   

4.  Participants and Informed Consent  

4A  Description of 
Participants 

Describe the participants and any inclusion and exclusion criteria. If 
using a separate sample of control participants, describe this 
group. (Detailed instructions, Example)  

Participants will be over 18 years old, must be proficient at speaking 
and reading English, and must not come from a computer security 
background. Participants do not need to be students, nor do they need 
to be in Ottawa since the study will be conducted remotely. 
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4B  Number of 
Participants 
(Sample size) 

How many participants will be recruited? If multiple groups of 
participants are involved, breakdown by participant type. Provide a 
justification including a statistical rationale if appropriate.  (Detailed 
instructions, Example)  

200 
 

 

4C  Recruitment 
 

Describe how participants will be recruited including how contact 
information will be obtained.   How will participants be made aware of 
the study, where will recruitment materials be located, and how may 
participants express their interest?  Attach a copy of any recruitment 
materials including oral scripts, recruitment posters, emails and social 
media postings, etc. 

 We will share a post on Prolific.co (an online website for participant 
recruitment specifically for research studies) to recruit participants. 
Participants will see our posting on Prolific, and can participate in our 
study. Our Prolific post will link to a Qualtrics survey; Prolific is only 
used to recruit and pay participants. 

Prolific ensures privacy and confidentiality for participants, therefore 
we will not know the identities of our participants.  

Please see Appendix 5 for our recruitment materials. 
 

 

4D 
 

Compensation 
and 
Remuneration 
 

Describe any compensation or remuneration for participants and indicate 
when participants will receive the compensation.  What happens to 
compensation if a participant withdraws early? 

 Participants will be compensated CAD $3 for 20 minutes of their time 
(paid via prolific.co). 

Participants will have 24 hours after the survey to withdraw their 
consent, without compensation. When participants withdraw from a 
study, all of their data we have collected will be deleted.  

To withdraw during the study, participants only need to exit the 
survey; we will take their incomplete survey as a sign they withdrew. 
To withdraw from the study after completion, participants will need to 
message the researcher through the Prolific platform, or by contacting 
Lin at Lin.Kyi@carleton.ca using their Prolific email address. This 
ensures that participants’ identities are kept anonymous. The 
researcher’s contact information will be available in the consent form.  

 

 

4E 
 

Withdrawal 
Process 
 

Describe the process for a participant to withdraw their data after 
collection, and the time limits, if any. 
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 Participants will have up to 24 hours after the interview to withdraw 
their consent. Participants will not be compensated if they withdraw 
from the study, therefore we will pay participants 24 hours after they 
participate in the study. To withdraw during the study, participants 
only need to exit the survey; we will take their incomplete survey as a 
sign they withdrew. To withdraw from the study after completion, 
participants will need to message the research through Prolific’s 
messaging platform, or email the lead researcher at 
Lin.Kyi@carleton.ca. This ensures that participants’ identities are kept 
anonymous. 

When participants withdraw from a study, all of their data we have 
collected will be deleted. Participants can anonymously contact the 
researcher using Prolific.co to withdraw from the study after it has 
completed. We will refer to participants using their Prolific ID (including 
the demographics and audio recordings), therefore we will be able to 
keep track of which materials need to be deleted based on the 
participant’s ID. 

 

 

4F 

 

Consent 

 

Describe the process of obtaining informed consent from participants 
and include a copy of the consent form(s) and materials.  If signed 
consent is not to be used, describe and justify the alternative method 
chosen. 

 Since this study will be conducted virtually, we will provide 
participants with an implied consent form that is incorporated in the 
survey (see Appendix 2). At the bottom of the survey, it will say “By 
completing this survey you are agreeing to participate in this survey.” 
We are using implied consent because we want to reduce any 
possibility of collecting identifiable information from participants, such 
as signatures, which would be required in a consent form.  

Participants can anonymously contact the researcher through the 
Prolific platform if they have any questions about the consent process. 

 

 

4G 

 

Risks 

 

Describe any possible physical, emotional, social, privacy, or legal risks 
to which participants may be exposed. 

Because we are studying mental models of SE attacks, participants 
may feel some shame or embarrassment if they fell for an attack, or 
almost fell for one.   
 
All SE attack examples in this study are screenshots of real or 
fabricated attacks; participants will be informed these are screenshots, 
and will be asked to not type in any of the links they see or disclose 
any personal information in the study. Participants will not be directly 
interacting with these attacks, only viewing the screenshots and 
answering our multiple choice questions to evaluate these examples.   
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4H 

 

Vulnerable 
Participants 

 

Does the research project target participants from vulnerable 
populations (e.g., children, elderly, or prisoners), involve sensitive 
questions, include partial disclosure and/or mild deception, involve 
physical exertion, physical procedures or physical contact? If yes, justify 
why the project(s) still falls within the parameters of very low risk. 

☐ Yes 

☒ No 

  
 

5.  Data Collection, Use, and Storage  

5A 
 

Collection 
 

Describe how data will be collected and any instruments to be used.  
Provide a copy of any questionnaires, surveys, interview guides or other 
data collection materials. 

 Please see Appendix 7 for a copy of the survey which will be 
administered to participants. We will use Qualtrics to administer the 
survey.  

 

 

5B 
 

Access 
 

Aside from the PI, who will have access to research data? 

Only the researchers will have access to research data. 
 

 

5C 
 

Identifiability 

 

Describe the identifiability of research data, including how codes or 
pseudonyms will be assigned 
 

  

 
 

 
 

 
 
 Provide any further relevant detail about the identifiability of data. 

  
 

☐ Data will contain information that directly identifies participants. 

☐ Data will contain information that may indirectly identify participants. 

☐ Data will be coded with the code key stored securely and separate from identifying 
information. 

☒ Data will be de-identified (anonymized) with any identifiers securely destroyed. 
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5D Data Security 
 

Describe the physical (e.g. locked filing cabinet) and/or technical 
safeguards (e.g.  Encryption) that will be used to securely store the 
collected physical and electronic data.  Where will data be stored? 

 Data materials will be kept on a password-protected laptop, and only 
accessible by the researchers. Physical copies of any research 
materials will be kept in a locked cabinet in a locked room.  

Data collected from Qualtrics will be stored locally on the researcher’s 
computer. The researchers will not collect IP addresses or any kind of 
identifying information through Qualtrics 

The survey will include an implied consent blurb, therefore no 
identifiable information will be collected from the consenting process. 
We will refer to participants by their anonymous Prolific ID, and their 
demographic questionnaire responses will be kept on a password-
protected laptop to ensure only the researchers have access to these 
responses. 

Data from this study will be kept indefinitely for use in future research 
projects. 

 

 

5E 

 

Does your research involve the use of personal data held by Carleton? If yes, you must 
complete a security and confidentiality agreement with the Carleton University Privacy 
Office prior to starting your research. The agreement is a contract between you and the 
university as to how you will manage the personal data throughout your research. If you 
have questions about the completion of this agreement, or best practices around privacy 
management for research, please contact the Carleton University Privacy Office by e-mail 
at university_privacy_office@carleton.ca. 

Yes ☐ No ☒ 

If yes, please describe the personal information you will be collecting: 

  
 

6.  Attachments  

6A 
 

Please indicate any attached materials. 
 

 ☒ TCPS 2 Tutorial Course on Research Ethics (CORE) tutorial certificate for each 
team member. if requesting exemption, please justify below 

☒ Sample of data collection instruments (survey questionnaires, test instruments, 
ect.) 

☐ Supervisor approval form (if applicable) 

☐ Permission letter from partner organizations (if applicable) 

☒ Letters of Invitation/Information 
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☒ Consent forms, text or scripts 

☒ Debriefing form 

☐ Other, please describe in the following box 
 

 

 

 

 Appendix 2 - Consent form 

Appendix 3 – Debriefing form 

Appendix 4 – Online invitation 

Appendix 5 – Data collection instruments (demographics questionnaire, survey) 

Appendix 6 – TCPS2 certificates for both researchers 

 

6B  Provide a brief rationale if an attachment(s) is not available at time of submission. 

 
 

7.  Declarations 

 By submitting this form, the Lead Researcher and academic supervisor, if any, confirm that: 

 • The information in this Form is correct and accurately describes the research project. 

• No recruitment or data collection for this protocol will start before receiving ethics 
clearance. 

• I (we) will carry out this project in accordance with the information in this Form and 
the other submitted documents. No changes will be made to the research project as 
described in this protocol without clearance from the Research Ethics Board. 

• I will promptly notify the Research Ethics Board of any ethical breaches or concerns, 
adverse events, unanticipated problems, protocol deviations or complaints that arise 
relating to this project. 

• This study meets all of the conditions for eligibility listed above.  

8.  Comments  

 Do you have any comments or suggestions to improve this form? 

  
 

 



    

Appendix 2: Informed Consent Form 

Name and Contact Information of Researchers:   

Lin Kyi, Carleton University, School of Computer Science 
Email:  Lin.Kyi@carleton.ca       

Supervisor and Contact Information:   

Elizabeth Stobert, Carleton University, School of Computer Science 
Email: Elizabeth.Stobert@carleton.ca 

Project Title 

  Evaluating User Confidence and Accuracy for Social Engineering (SE) Attacks    

Project Sponsor and Funder (if any) 

 Carleton University Start-Up Fund (#185479)  

Carleton University Project Clearance 

 Clearance #:   115762     Date of Clearance:   May 28, 2021 

Invitation 

You are invited to take part in a research project because you are an English-speaking adult with no 
computer security background.  The information in this form is intended to help you understand what we 
are asking of you so that you can decide whether you agree to participate in this study.  Your participation 
in this study is voluntary, and a decision not to participate will not be used against you in any way. As 
you read this form, and decide whether to participate, please ask all the questions you might have, take 
whatever time you need, and consult with others as you wish. 

What is the purpose of the study? 

This study aims to understand how end users evaluate various kinds of social engineering (SE) attacks. 
Social engineering, also commonly known as phishing, is defined as the use of psychological 
manipulation as a method of compromising computer security systems. We are expanding the literature 
on user mental models of SE attacks by looking at how users perceive and evaluate SE attacks of the 
entire attack cycle, such as how they think they are targeted for these attacks, how they are spread, and 
when they are activated. 

What will I be asked to do? 

If you agree to take part in the study, we will ask you to: 

• Fill out an online demographics survey and evaluate various social engineering examples 
o These attack examples are screenshots of attacks, and you will not be asked to directly 

interact with them  
• This is expected to take under 20 minutes, and is done completely online 
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Risks and Inconveniences 

We do not anticipate any risks to participating in this study. 

Possible Benefits 

You may be more aware of the various kinds of emerging social engineering attacks that exist, and 
understand how to identify them through this research. Additionally, your participation may allow 
researchers to better understand how end users understand social engineering attacks. 

Compensation/Incentives 

You will be paid CAD $3 in exchange for approximately 20 minutes of your time.  

No waiver of your rights 

By signing this form, you are not waiving any rights or releasing the researchers from any liability. 

Withdrawing from the study 

If you withdraw your consent during the course of the study, all data collected will be deleted. This means 
all questionnaire input will be deleted and not used in the study analysis. To withdraw during the study, 
you only need to exit the survey. You can withdraw up to 24 hours after the interview is over by 
contacting the researcher at Lin.Kyi@carleton.ca; please email using your Prolific email so we can keep 
track of which response to delete. Alternatively, you may message the researcher through the Prolific 
platform. If you withdraw from the survey, you will not receive compensation.  

Confidentiality 

We will remove all identifying information from the study data as soon as possible, which will be after 
this user study session. 

We will treat your personal information as confidential, although absolute privacy cannot be guaranteed.  
No information that discloses your identity will be released or published without your specific consent.  
Research records may be accessed by the Carleton University Research Ethics Board in order to ensure 
continuing ethics compliance.  

The results of this study may be published or presented at an academic conference or meeting, but the 
data will be presented so that it will not be possible to identify any participants. 

You will be assigned a code so that your identity will not be directly associated with the data you have 
provided.  All data, including coded information, will be kept in a password-protected file on a secure 
computer.   

Operation data, such as meeting and performance data, will be stored and protected by Qualtrics servers 
located in Canada/US/EU/Australia but may be disclosed via a court order or data breach. Data collected 
from Qualtrics will be kept on the Qualtrics cloud. The researchers will not collect IP addresses or any 
kind of identifying information through Qualtrics. 

We will password protect any research data that we store or transfer. 
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Data Retention  

After the study is completed, your de-identified data will be retained for future research use. 

New information during the study 

In the event that any changes could affect your decision to continue participating in this study, you will be 
promptly informed. 

Ethics review 

This project was reviewed and cleared by the Carleton University Research Ethics Board B. If you have 
any ethical concerns with the study, please contact Carleton University Research Ethics Board (by email 
at ethics@carleton.ca).  

Statement of consent – print and sign name 

I voluntarily agree to participate in this study.    ___Yes ___No 

 

________________________     ________________________  

Signature of participant       Date 

 

 



 
 
 

 
 

APPENDIX 3: DEBRIEFING TEMPLATE 

Name and Contact Information of Researchers:   

 Lin Kyi, Carleton University, School of Computer Science 
 Email:  Lin.Kyi@carleton.ca       

 Supervisor and Contact Information:   

 Elizabeth Stobert, Carleton University, School of Computer Science 
 Email:  Elizabeth.Stobert@carleton.ca 

Project Title 

Evaluating User Confidence and Accuracy for Social Engineering (SE) Attacks    

Project Sponsor and Funder (if any) 

 Carleton University Start-Up Fund (#185479) 

Carleton University Project Clearance 

 Clearance #:   115762    Date of Clearance:   May 28, 2021 

What are we trying to learn in this research?  
 
This study aims to understand how end users evaluate various kinds of SE attacks. We are investigating 
how users evaluate SE attacks, and compare it to how accurate they are in their evaluations to assess gaps 
in user understanding. 
 
Why is this important to scientists or the general public?  
 
The research on social engineering is outdated and has not yet looked at mental models of the entire SE 
attack cycle. Therefore, many end users are still left vulnerable to SE attacks because there is less user 
awareness and research. We hope to bridge the gap between current research and what is happening in the 
real world by providing one of the first studies understanding mental models of the SE attack cycle. 
 
What are our hypotheses and predictions?  
 
We believe there are gaps in user confidence and actual accuracy in evaluating various SE attacks. 
Specific parts of the SE framework, such as attack scalability, and the call to action may produce wider 
gaps in user confidence and accuracy compared to other aspects of the framework such as attack medium 
and audience.  
 
Where can I learn more?  
 
There are several online resources available where you can learn more about social engineering. The 
following resources can help you identify social engineering attacks, and learn how to can avoid falling 
victim to these attacks: 



 
 
 

 
 

https://www.social-engineer.org/about/  
 
https://digitalguardian.com/blog/dont-get-hooked-how-recognize-and-avoid-phishing-attacks-infographic 
 
https://www.social-engineer.org/social-engineering/social-engineering-infographic/  
 
https://us.norton.com/internetsecurity-emerging-threats-what-is-social-
engineering.html#:~:text=Social%20engineering%20is%20the%20act,taking%20action%2C%20usually
%20through%20technology.&text=A%20social%20engineer%2C%20though%2C%20could,into%20div
ulging%20their%20login%20credentials. 
 
 
What if I have questions later?  
 
If you have any remaining concerns, questions, or comments about the experiment, please feel free to 
contact Lin Kyi (Principal Investigator), at Lin.Kyi@carleton.ca, or Dr. Elizabeth Stobert (Faculty 
Sponsor), at Elizabeth.Stobert@carleton.ca.  
  
If you have any ethical concerns with the study, please contact the Carleton University Research Ethics 
Board-B or via email at ethics@carleton.ca). 
  
 
Thank you for participating in this research!  
 



Appendix 4 - Online Invitation 

To be posted on Prolific.co. 

Volunteers needed for a study about 
social engineering 

We are looking for volunteers for a social engineering study. This project 
aims to have participants evaluate several social engineering examples. 
Participants will receive CAD $3 in exchange for 20 minutes. The study takes 
place at Qualtrics.com, and is a survey. 

The study aims to better understand end user evaluations of social 
engineering attack examples. Social engineering, also commonly known as 
phishing, is defined as the use of psychological manipulation as a method of 
compromising computer security systems. You will be asked to fill out a 
demographics questionnaire and fill out our survey about social engineering 
attacks.   

To be eligible, you must be over 18 years old, speak English, and not come 
from a computer security background. 

The study will take place on Qualtrics.com and should take approximately 20 
minutes to complete. You will be compensated $3 for your participation. 

This research has been cleared by Carleton University Research Ethics Board 
B Clearance #115762. 

Should you have any ethical concerns with the study, please contact the REB 
Chair, Carleton University Research Ethics Board-B (by email: 
ethics@carleton.ca). For all other questions about the study, please contact 
the researcher. 



Appendix 5: Data collection instruments 
 

Consent: 
 

o By checking this box, I am consenting to participate in this study 
 

Demographics: 
 

o Please enter your Prolific ID 
 

o What is your gender identity? 
o Man 
o Woman 
o Non-binary/third gender 
o Other gender identity: 
o Prefer not to say 

 
o How old are you? 

o 18 – 25 
o 26 – 35 
o 36 – 45 
o 46 – 55 
o 56 – 65 
o 65+ 

 
o How knowledgeable are you about computer security? 

o Not knowledgeable at all 
o Slightly knowledgeable 
o Moderately knowledgeable 
o Knowledgeable 
o Very knowledgeable 

 
o What is your highest level of education? 

o High school 
o Community college 
o University (Undergraduate degree) 
o Graduate or Professional school 
o Trades 

 
o How likely do you think it is that you will be the victim of a social engineering (phishing) 

attack? 
o Extremely likely 
o Very likely 
o Moderately likely 



o Slightly likely 
o Not likely at all 

 
o How often do you use email? 

o Everyday 
o Sometimes (a few times a week) 
o Rarely (less than a few times a month) 
o Never/don't have 

 
o How often do you use social media? 

o Everyday 
o Sometimes (a few times a week) 
o Rarely (less than a few times a month) 
o Never/don't have 

 
o How often do you use SMS text messaging? 

o Everyday 
o Sometimes (a few times a week) 
o Rarely (less than a few times a month) 
o Never/don't have 

 
o Have you received any education or training on identifying phishing attacks? 

o Yes 
o No 

 
[if they answered yes]: 

o Where did you receive this training? 
o At the workplace 
o Through a formal course 
o Looked it up in free time out of my own interest 

o When did you most recently receive this training? 
o Within past 6 months 
o Last 5 years 
o 5+ years ago 

 
Have you ever been a victim of a social engineering (phishing) attack? 

o Yes 
o No 
o Unsure 



Participant Evaluations of Social Engineering Attacks: 
 

The following are screenshots of real or fabricated social engineering attacks. For your safety, 
please do not enter any of the URLs you see in this survey. Additionally, we will we ask you to 
interact with these examples. 

 
Please keep in mind that we are not testing your knowledge about social engineering (phishing) 
attacks, but want to see how you understand them. 

 
*These questions will appear for every attack screenshot: 

 
o Have you ever seen a phishing attack like this before? 

o Yes 
o No 

 
o What would you do if you encountered an attack like this? 

• Delete or ignore it 
• Click the links/call the number to investigate it 
• Verify to see if it’s legitimate 
• Block or report it 
• Change your password to this account 
• How confident are you that your actions will prevent you from potential 

consequences? (Rate from 1 – not very confident to 5 – very confident) 
 

o Who is the most likely recipient of this attack? 
o Anyone 
o Specific group based on shared interests, demographics, etc. 
o Just the one recipient 

o How confident do you feel about your response? 
o (Rate from 1 – not very confident to 5 – very confident) 

 
o What technique is being used to persuade the reader to believe that this attack is 

legitimate? (select one) 
o Fear 
o Greed 
o Pretexting (i.e., giving a fake scenario to the target) 
o Curiosity 

o How confident do you feel about your response? 
o (Rate from 1 – not very confident to 5 – very confident) 

 
o At what point would you be in danger if you interacted with this item? 

o When you receive the item 
o When you click the link 
o When you enter personal information 



o When you download an item 
o How confident do you feel about your response? 

o (Rate from 1 – not very confident to 5 – very confident) 
 

o What is this attack trying to gain from victims? 
o Money 
o Personal information 
o Hack into an account/device 

o How confident do you feel about your response? 
o (Rate from 1 – not very confident to 5 – very confident) 

 
o Do you think this item is generalized (i.e. sent to many 

individuals, regardless of interests), or targeted (i.e. just to 
the recipient or based on their interests) 

o Generalized 
o Targeted 

o How confident do you feel about your response? 
o (Rate from 1 – not very confident to 5 – very confident) 

 
o If you saw this in real life, how likely would you be to believe it was 

legitimate? 
o How confident do you feel about your response? 

o (Rate from 1 – not very confident to 5 – very confident) 
 

o What makes you think this example is legitimate or not? [select all which 
apply] 

o Spelling and grammar 
o Logo, design is unprofessional/professional 
o Offer seems unrealistic/realistic 
o Sender seems legitimate/illegitimate 
o The presence/absence of a link or call to action 
o Other: please specify 

 
o How vulnerable do you think others are to falling for this kind of attack? 

o (1 – not very vulnerable to 5 – 

very vulnerable)  

 

 



SMS phishing examples: 

 

 
 
 
 





Email phishing examples: 

 
 



Social media phishing examples: 
 

 



   
 



Online ad phishing examples: 

 
 
 



 
 
 
 

LOOKING FOR SKILLED TRADES! 
 


