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ABSTRACT

Personal Communications Networks & Call Intercepiion
for Law Enforcement

With the development of the next generation cordless telephone systems, the general
public will be offered an ability to take their personal telephone and access
communications networks outside the physical boundaries of their home. The network
developed to support this technology is referred to as Personal Communications
Networks (PCN). The services and features made available to the consumer are
referred to as Personal Communications Services (PCS).

The market forecast for PCN estimates over 60 million subscribers by the year 2002.
The unit price for a telephone unit will be approximately $250 and an access fee of
approximately $45 a month. The fee for air time is in the order of 50 cents per minute.
PCN telecommunications services will compete with the local exchange carrier for the
primary telephone service to the consumer.

The advanced technology implemented in PCN telephone units and the supporting
network infrastructure will create a significant obstacle for Law Enforcement in their
attempts to perform a court authorized intercept of private communications. The PCN
sadio link is fully digital with encryption and the network access is multi-layered with
dynamic routing based on the call scenario.

This thesis outlines the concepts and features of PCN / PCS. It will provide a technical
threat assessment for Law Enforcement on this new telecommunications technology and
afford some alternatives and recommendations on techniques for the interception of
communications on a PCN.

The recommended technique for the interception of communications on a PCN for Law
Enforcement is through network access. Specifically, the techniques will target the
Group Switch portion of the network to accommodate the requirements for the

lawfully authorized interception of PCN commur:zations.
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Chapter 1

Introduction

1.1 Overview
1.1.1 General

Law enforcement agencies within Canada have a wide range of investigative
techniques available to them. Most evident to the public is the uniformed officer
actually interviewing individuals in an attempt to obtain useful information that could
benefit his investigation and, hopefully, vring it to a cunclusion. More sophisticated
criminals and organized crime has complicated the ability for that officer to obtain
information. It is no longer a single investigator who actively works on solving these
more involved crimes. A team of investigators will band together as a unit in an
attempt to gather enough evidence to bring the suspects to justice. Once all
conventional investigative procedures have been attempted and have failed Canadian
law enforcement have the right under Part VI of the Criminal Code of Canada to obtain
a vourt authorization for a wiretap. Information and evidence obtained from a wiretap
nstalled against a suspect may and could provide the necessary leads to finalize the
investigation and, again, bring the criminals to justice. However, in these days where
crime involves contraband worth millions of dollars to the criminal, the criminal
element takes many safeguards to protect themselves against law enforcement and their
known investigative techniques. Therefore, it is a known fact that members of the
criminal element will take advantage of any items that will provide them any level of
security against law enforcement. State of the art electronics and communications
equipment are easily obtained and used to thwart technical based investigative
techniques. Simple items such as radio scanners are commonly used against law
enforcement. Furthermore, more sophisticated criminals are concerned about the
security of their telephone communications since it is a well known fact that law
enforcement can perform wiretaps. If a newly developed electronic or technical device
would benefit the operations of the criminal element and provide security for their
communications, there is no doubt that it will be exploited and used to hinder the
activities of the police.



It is a well known fact that in recent years telecommunications technology has
progressed at an unprecedented rate. Not too long ago subscribing to touch tone
service for your residential telephone was considered to be a significant jump forward
in technology for the consumer. iiaving the ability to install up to 5 telephone
extensions anywhere in your home was yet another convenience that the telephone
companies were offering. The technical issues to perform a wiretap were relatively
simple. Law enforcement had to find an appearance of the targeted line and perform
the wiretap with a bridging device.

Yet, just a few years later these features seem all but insignificant. The consumer can
easily go to the local department store and purchase a cordless telephone that will plug
into the residential telephone wall connector and provide the user with tetherless
communications, typically, anywhere within their home or surrounding property.
Residential telephone services that can be subscribed to now include voice mail, calling
line identification with numeric display and an appropriate telephone, call waiting,
conference call and programmable cali jorwarding just to mention a few. All these
features do cause some concern when reviewing what would be necessary to perform
the wiretap but, fundamentally, all it still requires is the physical connection to the
target line to obtain all the communications on that circuit.

Not only are the actual telephone sets changing and the fact that the consumer is no
longer obligated to rent their phone from the phone company but the type of devices
that can be plugged into your telephone line have increased. As mentioned previously,
the consumer can purchase a wireless telephone for his residence providing him
tetherless voice communications services. Yet, data transmission has become the mode
creating the most fundamental change in the primary concept of the voice telephone
communications. Facsimile transmissions, FAX, has become an expected capability in
today's business world as well as an available device to put in to a home. Today pizza
stores take orders via FAX as well broadcast radio stations song requests via FAX.

Not too long ago a statistic was published indicating that approximately 50 percent of
all telephone traffic between North America and the Orient are FAX transmissions,
The fundamental concept of phones being limited to only voice communications has
disappeared. Interception of FAX transmissions was probably a challenge once but law
enforcement has succeeded in intercepting this format of telephone communications and
submitted printed copies as evidence in court.




Computer modem communications has also become a technology not limited to large
businesses specializing in computers but has been delegated to the common consumer
who can purchase a desk top computer for their home. Today, having a home
computer is no longer considered an extravagance but is considered a learning tool, a
source of entertainment and method to provide houschold management. One of the
more popular options in the desk top computer domain is the modem. For less than
$100, a modem can be installed into the computer giving the user access to a multitude
of on-line services as well as providing an integral FAX communications mode so that
the user does not have to buy a separate FAX machine. A recent article estimates that
over 20 million people use networks linkzd by the non-commercial Internet system.
These users have access to electronic mail services, numerous data bases and
catalogues, can download files from all over the world and can even play long distance
computer interactive games. It is inevitable that this is yet another format of telephone
communications that law enforcement must be able to process to support their wiretap
investigations.

Another telephone technology introduced within the past ten years that has recently
really taken off. Cellular telephones were introduced to the consumer
telecommunications market to meet the requirements of increasing mobility of modern
society. In the early years of cellular telephones cost over $1000 each and were strictly
limited to in car installations. As with most new and advanced technologies, cellular
was restricted to typically business applications where personnel had to be in touch
continuously while traveling. Now, just a few years later most, if not all, North
American consumers know what a cellular telephone is and can own one for less than
$50. There have even been promotion where the actual cellular telephone has been
provided free of charge on the condition that the consumer subscribe to one particular
service provider. In North America this is not a real limitation to the consumer as
there are only two cellular telephone service companies for each service area. In
Canada there are two national service providers, Cantel and Cell Net Canada. Both
service providers are in fierce competition for this lucrative market, their air time
pricing packages are comparatively the same and the cellular radic coverage is virtually
identical. Wiretap technology now has to expand to include communications services
provided by these cellular companies and their communications infrastructure.

The technology has bettered itself and cellular phones are no longer limited to in car
installations. Portable and transportable phones are Lecoming the more popular style of



cellular phene to purchase. With the portable style, the consumer can purchase an in
car adapter to provide a source of power and enhanced radio communications range.
Yet, when the consumer exits the car he can simply grab the phone, place it in his
pocket and continue being in cellular contact. The technology is progressing and
providing for a more miniature cellular device with very efficient battery usage.

The market trends show that the ultimate consumer demand is for a phone that can be
carried, is not bulky or large and can provide immediate access to telephone service no
matter where it may be. There is a draw back with the technologies currently offered.
The prevalent infrastructure still requires a backbone wireline network to connect all
entities together. The residential cordless phone using, what is termed as C1 (cordless
telephone) technology still needs to be connected physically to the residential telephone
circuit to obtain its connection to the telephone network. The party using this form of
telephone technology has the ability to roam within range of their radio base station but
the network features available to this phone are those inherent in the wireline network.
Cellular telephones have an overlay network supporting its communications needs but,
again, the bulk of the communications to and from the cellular phone comes from the
existing landline telephones. The majority of the interconnections to the cellular
switching network originate through hardwire connection to the local switching office
and, therefore, access to the wireline network.

What this means, in general, is that any one individual must have numerous telephone
numbers associated to him or her depending on his or her physical location. The
person attempting to contact another party has to have some expectation of where the
target person is to be located at this particular time. If that person may be at home,
they would dial their home number. Conversely, if the party is expected to be on the
road, the dialing would be to the cellular number. No one number could really provide
for the contact to any individual no matter where they may be located. The fact that
there are overlay telephone networks not truly communicating to each other rather
routing calls destined or originating in them, is the fundamental problem.

Personal Communications Networks (PCN) is the upcoming technology that will,
apparently, take into account all the consumer trends and attempt to eliminate any
limitation of the current telephone technologies. PCN or PCS has been defined by the
FCC as a family of mobile or portable radio communications services which could
provide services to individuals and businesses and be integrated with a variety of




competing networks. The primary focus of PCS will be to meet communications
requirements of people on the move.

PCN will provide the consumer a universai telephone that will weigh less than 200
grams, cost, when introduced to the market, in the order of $150 Canadian and will
provide telephone communications no matter where the user may travel. Ultimately no
residential personal base station will be required as the PCN design has small radio
base staticns located not only in public places such as malls and airports or in the city
center area but the base stations will make there way out into the suburbs. This will
provide communications both at home, at work and in public areas. The telephone
number issued to this phone is issued to the individual not to a telephone circuit located
and terminated at a specific location. PCN will be supported by an Advance Intelligent
Network (AIN) infrastructure so that the network will always know where every phone
is, what base station is in range of the phone, so that a call destined to that phone will
be routed automatically to the subscriber independent of their physical location.

Communications on a Personal Communications Network now seems to be the next
technological challenge for those who have to develop a method to intercept private
communications. In Canada, as the first step in the introduction of PCN services
Communications Canada has adopted a standard for the radio communications portion
of the next generation cordless telephone communications. The standard, CT2Plus, is
not a complete definitive standard for the entire PCN. However, at this point in time
there are only recommendations for the different entities that make up a total PCN,
This Thesis will revievs all aspects of the wireless portion of PCN, the wireline
infrastructure and the Advanced Intelligent Network and all possible call processing
scenarios available in this network. CT2Plus type communications wiil be used as an
example to highlight the interception problem in absence of any other strict standa~s.
Concepts for the interception of communications on a PCN will be developed with a
general approach that can be implied through the investigation on CT2Plus
communications intercept. The concepts presented will outline technical and law
enforcement operational advantages and disadvantages to the suggested techniques.




1.1.2 Wiretap Technology

The purpose of this Thesis is to outline the possible techniques available for authorized
law enforcement agencies and intelligence groups throughout Canada to intercept
electronic communications that are being originated, routed through or terminated
within an upcoming telephone technology called Personal Communications Netwozk
(PCN) also known as Personal Communications Services (PCS). Both of these terms
are synonymous with each other and can be used interchangeably.

Law enforcement authorities and intelligence groups have, for many years, used
technical means in order to obtain information that will assist them with their
investigations. In IEEE Spectrum, an article published in the March 1993 issue begins
with a clear statement on interception. "Wiretapping has been a critical tool in
combating organized crime, drug trafficking, and acts of extortion, terrorism,
kidnapping, and murder. According to the Federal Bureau of Investigation (FBI),
many serious crimes can only be solved or prevented with the aid of electronic
intercepts. What's more, the FBI estimates the economic benefit accruing from court
ordered intercepts to be in the billions of dollars in terms of collecting fines and making
restitution, and the savings to society of crime prevention. These benefits are likely to
increase with the growth in telecommunications services and facilities."[1] This
statement relates specifically to information published by the FBI and how it relates to
criminal investigations in the United States. It can likely be directly correlated to the
techniques available to law enforcement agencies in Canada including the Royal
Canadian Mounted Police who have as their mandate all federal enforcement in
Canada. This would include investigations into drug trafficking and corganized crime
similar to that of the FBI.

Revolutionary advances in telecommunications technology has become one of the most
significant threats against successfully achieving a wiretap. In years past the most
sophisticated technical challenge has been dealing with a completely analog telephone
system. Wiretapping was relatively simple and could be accomplished anywhere on the
subscribers telephone circuit, from the telephone pole outside the residence to the
central switching office. No matter where the intercept device was placed, all
communications transmitted on that subscriber line was captured. New innovations in
digital transmission schemes over telephone channels as well as residential telephone



features available to the consumer have become a techanical challenge for law
enforcement agencies. L the same article in the IEEE Spectrum it is stated that "the
introduction of new communications technologies and services now threaten the ability
of law enforcement to use wiretaps. Although it is technically feasible to intercept
these new communications, not all systems have been designed or equipped to meet the
intercept requirements of law enforcement. According to the FBI, technical problems
have prevented numerous court orders from being sought, executed, or fully carried
out."[1] In a publication from the FBI it is stated that the “proliferation of digital
technology and the introduction of other advanced telecommunications systems will
soon make it impossible for law enforcement agencies on the Federal, State and local
levels to effect lawful court orders that allow for the interception of electronic
communications. In some cases, advanced cellular technology and new digital based
features such as call forwarding already frustrate such orders, thereby allowing criminal
organizations to carry out illegal activities through the telecommunications system
without detection."[2]

In summary, Mr. James K. Kallstrom, chief of investigative technology for the FBI,
was quoted as stating " Wiretapping is a critical investigative tool for cases of drug
running, kidnapping, and fraud. In recent years court authorized wiretaps have
benefited the prosecution in almost every big criminal case, such as the John Gotti
Mafia conviction, the Il Wind investigation of Pentagon contractors, and the July
indictment of five computer hackers in New York City."[3] He is also quoted stating"
We see a rocky road ahead for law enforcement because the technology hasn't been
designed with the correct feature packages. "[3] referring to the neglect of designers to
coasider interception of communications in their telecommunications equipment
development.

The necessity for court authorized electronic eavesdropping is clear. The benefits of
wiretaps te law enforcement in their quest to bring the major criminal element to justice
are unequivocal. The challenge to perform these wiretaps in the age of progressive
developments in the telecommunications market place seems to be immeasurable.
Personal Communications Networks, with its sophisticated digital wireless technology,
will be a formidable technical challenge to law enforcement agencies in the very near
future.



1.1.3 Cellular V5. PCN

Cellular communications provided law enforcement with a technical challenge and did,
initially, provide the user some security from eavesdropping. This technology is the
most comparable to the future PCN service and, therefore, should create similar types
of problems for the development of lawful interception techniques. The media has
published that radio scanners can monitor cellular radio bands and eavesdrop on active
communications. However, in the technical requirements for a lawful intercept, simple
monitoring via a scanner would not provide for the technical requirement to
immediately and accurately identify the target and not intercept the private
communications of anyone else.

As the prelude to the discussion on PCN and the possible service providers, the
question of whether existing cellular can accommodate PCN has to be answered. After
researching numerous documents and publications it has been determined that there are
conflicting statements and claims in this regard. The cellular industry gives the idea
that their new digital cellular offering is close enough to PCN that the transition to this
new service would be simple and require minimal capital cost outlay and, therefore,
reduce the cost billed back to the consumer. Other industries such as cable TV
companies are set against the cellular companies or wireline service providers getting
the chance to take over PCN as well and continue to monopolize terrestrial voice
communications services. Independent of the industry claims there are technical
considerations that must be evaluated to ascertain whether cellular technology can
provide PCN communications.

A section of an article published by the IEEE explains this technical issue. The
following is a quote from this article outlining two issues with regard to existing and
future digital cellular technology and how it relates to PCN.

"Interpretation I: Can cellular mobile radio technology provide personal
communications?

It should be clear, from the discussion by Steele and throughout this paper, that
both the existing analog cellular mobile technology and planned next generation
digital cellular mobile technology are optimized for high power vehicular
applications. Neither is suited for small, low powered, shirt pocket size, long
usage time personal communicators. Thus, the answer to interpretation I is that






