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Abstract 

 
Short-term load forecast at residential house level plays a critical role in home energy 

management system. While a variety of machine learning based load forecasting methods have 

been proposed, their prediction performance have not been assessed against cyber threats on smart 

meters which have been increasingly reported. This thesis investigates the vulnerability of four 

extensively used machine learning algorithms for residential short-term load forecast against 

cyberattacks, including nonlinear auto regression with external input (NARX) neural network, 

support vector machine (SVM), decision tree (DT), and long-short-term memory (LSTM) deep 

learning. We use two datasets with different data sampling rates, including the REFIT dataset 

which collected whole-house aggregated loads at 8-second intervals continuously from 20 houses 

over a two-year period in the U.K, and the AMPds dataset which collected hourly load of one 

residential house in Canada for one year. The predication performances on these two datasets are 

compared by using NARX, SVM, DT, and LSTM. Four cyberattack models are investigated, 

including pulse attack, scale attack, ramp attack, and random attack. The vulnerability assessment 

results indicate the LSTM provides the most accurate prediction without cyberattacks. However, 

the prediction accuracy of the LSTM fluctuates when there are cyberattacks. Among the four 

cyberattacks, the random attack triggered the largest variations on the predication results. 

 

Keywords— Decision tree, Short-term Load prediction, Support vector machine, Time 

series forecasting, Nonlinear Auto Regression with external input (NARX) neural network. 
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Chapter 1: Introduction  
 

This chapter introduces the motivation for this thesis work, gaps of related existing work, 

thesis objectives and the organization of this paper. The motivation of this study is discussed in 

Section 1.1. The gaps of existing work in this field are introduced in Section 1.2. The thesis 

objectives are listed in Section 1.3. The thesis organization in Section 1.4 lists how each chapter 

is divided. 

1.1 Motivation  
 

Energy management is an essential part of energy usage in all industries that utilize energy 

for power production. Home energy management systems (HEMS) exist because energy 

consumption within houses differ from that of a bigger commercial or industrial building [1]. 

Home energy management systems are an ever-growing technology that is centered around smart 

grids used within homes [2]. These systems consist of load management to adjust energy demands, 

this adds value to the homeowner and the utility as it will save money and energy. The system can 

communicate with the monitoring and control devices found within the home. 

Demand response (DR) programs are used by utilities to send signals to the HEMS to create 

schedules based on the signals, the system goals, and the homeowner’s priorities. Machine learning 

algorithms need to be used to develop an understanding of the pattern of energy consumption of 

the homeowners, later adjustments can be made to save energy and reduce peak demands.  

Demand side management (DSM) plays a critical role in active electrical distribution 

system planning and operation, such as ensuring low-cost power supply, postponing new 

generation constructions, and satisfying clients’ load demand through electricity conservation and 
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change of power consumption pattens [3].  Accuracy and correctness of short-term load forecast 

on residential household level is one of the key requirements for a high-performance DSM system.  

This thesis targets on machine learning -based load predictions. Having the knowledge of 

how much energy is used and predicting energy future demand can help energy producers pinpoint 

exactly where their energy problems are so they can achieve their predicted load target. Predicting 

the accurate amount of generation can minimize over generation and under generation [4]. 

Knowing when and how much electricity is needed is important to infrastructure, network, and 

availability. Load prediction is vital for electricity production, as electricity demand is linearly 

rising day by day. Electrical power consumption is ever changing due to the various effects of 

environment and human behavior [5]. This change is random depending on social, environmental, 

time, and economical changes. This makes it very complex for energy producers to predict and 

analyze future energy demand. This project is focused on practicing load prediction through 

various methods of machine learning algorithms. Since electricity cannot be stored, machine 

learning algorithms are explored to predict load demand and how much electricity is needed for 

the days to come. The forecasting allows for demand knowledge and precaution to be set by utility 

companies in their operation and management of electricity power supply [4]. The prediction 

algorithms can be used for data that can range from long, medium- and short-term forecasting [5]. 

There are two approaches for the demand forecasting models, such as the horizon approach and 

the purpose of the forecasting approach. 

The horizon approach is usually divided into three forms: 

● Long term predictions range from 20 years to 1-year, medium term predictions range 

from 1 week to 1 year and short-term predictions range from 1 hour to 1 week [6]. Long 
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term predictions are used to analyze economic effects and planning of new future 

generation and its transmission [7]. 

● Medium term predictions are used to schedule refueling, maintenance planning, 

financial planning, and formulation of tariff implied by the government [6].  

● Short term predictions are used to analyze when to start and end the generation of 

electricity, spinning reserve planning, transmission constraints and system security 

assessment [6].  

The purpose of the forecasting approach is divided into two forms: 

● Single Output Forecast is used to output one possible value which predicts either next 

hour’s load, next day’s peak load etc. 

● Multiple Output Forecast is used to output multiple values for different objectives such 

as one output for next hour’s load with another output for another. 

When accurate forecasting is produced, this allows for major economical savings in 

operating and maintenance costs, increased security in the supply of power and delivery systems 

[5]. Consumers are also affected by load predictions. Inaccurate load prediction may add 

fluctuation in the electricity costs, and this will negatively impact consumers [4]. In power plants, 

predicting the accurate amount of generation can minimize over generation and under generation 

[4]. The location of the power plant can also be determined using prediction forecasting. The 

utilities can choose the location and size of the power plant depending on the load prediction; for 

example, if demand is high in a region the power plant can be located closer to the load [4]. This 

minimizes the transmission and distribution infrastructure and any of their energy losses [4]. The 

applications that use load forecasting are capacity planning, network planning, generation and 
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transmission capital investment planning, financial forecast, efficient power procurement, selling 

excess power, renewable planning, and fuel mix selection planning [6]. 

1.2 Limitations 

Electricity distribution is done through advanced metering infrastructure [8]. A system that 

incorporates smart meters, communications network and data management is called an advanced 

metering infrastructure [8]. This system offers energy consumers advanced functionality while 

being safe, reliable, and efficient [8].  

The evolution of load forecasting comes with its own cyber security issues. Advanced 

metering infrastructure faces many challenges that rise from unknown cyber-attacks. The likely 

impacts of cyber-attacks are theft of data, theft of power, localized denial of power, widespread 

denial of power, and disruption of grid [8].  

Theft of data attacks can be done through attacking smart meters by unauthorized 

monitoring of data in transit or at rest in a meter or data collector [8]. Theft of data is usually used 

to determine patterns in residences to rule out whether the residence is occupied or not [8]. Reverse 

engineering attacks may take place when data is stolen through the capture of infrastructure 

configuration information [8]. 

Theft of power attacks can be used by customers and producers [8]. Theft of power is 

commonly used by customers who fail to pay the electricity charges and try to obtain electricity 

free of charge [8]. Reconnection of power by unpaying customers is another form of power theft 

[8]. Inflated power bills causing customers to pay above their actual usage is a power theft from 

the producer side [8]. 
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Denial of power attacks are commonly known as localized and widespread denial of power. 

Localized denial of power occurs when power is turned off for a customer or a group of customers 

by either permanently disabling or disconnecting their smart meter [8]. Moreover, Widespread 

denial of power is concentrated on thousands or millions of smart meter disconnections through a 

single attack [8]. This is problematic as it will cause major power insecurity to large areas and 

fixing the issue may take months [8].  

Disruption of grid attacks can happen through the disconnection and reconnection of smart 

meters that causes rapid instability in the power grid [8]. This mischievous control of enormous 

number of smart meters has widespread power impacts as it affects the bulk power grid [8]. 

These issues are resolved by first identifying the behaviour of load forecasts tampered with 

by cyber adversaries. Identifying the issue will minimize the challenge of facing cyberattacks later 

after the mitigation of the data is done [9]. This paper investigates the vulnerability of four 

extensively used machine learning algorithms for residential short-term load forecast against 

cyberattacks, including Nonlinear Auto Regression with external input (NARX) neural network, 

support vector machine (SVM), decision tree (DT), and long-short-term memory (LSTM) deep 

learning. Two cases of cyberattack models were determined. The first case is by using each attack 

model separately to the original data. The second case is by using all the four attack models 

together to the original data. Two data sets were used in this study the REFIT and the Canada 

datasets. The REFIT dataset [10] is used for the analysis and this dataset collected whole-house 

aggregated loads at 8-second intervals continuously from 20 houses over a two-year period in the 

U.K. The Canadian data set AMPds [11] were sampled in hours from 6th of March 2016 to 7th of 

May 2016.  
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1.3       Thesis Objectives  
 

In this work, we assessed four representative machine learning algorithms extensively used 

in residential short-term load forecasting. The four machine learning methods investigated in this 

work include Nonlinear autoregression with external input (NARX), SVM, Decision Tree, and 

LSTM. The REFIT dataset [10] is used for the analysis and this dataset collected whole-house 

aggregated loads at 8-second intervals continuously from 20 houses over a two-year period in the 

U.K.  

To further test the capability of each method, their error propagation under different 

cyberattacks were also tested. Two cases of cyberattack models were determined. The first case is 

by using each attack model separately to the original data. The second case is by using all the four 

attack models together to the original data. 

The entire training process is repeated for a different dataset which is the AMPds dataset 

[11]. The second dataset is based on Canadian values specifically in Burnaby, British Colombia, 

Canada [11]. The house ID used from the set of data was House ID: 1, this house is a residential 

single detached house with rental suite. The data chosen to train were from 6th of March 2016 to 

7th of May 2016. The AMPds data were sampled in hours making it a lot smaller in size compared 

to the REFIT dataset. This dataset was chosen as another case study to compare and help analyze 

the data to justify the differences between UK and Canada. Impact of time on the update frequency 

is explored between the REFIT and AMPds datasets.  

The following peer-reviewed conference paper is recently accepted. 

Alanoud S O F A SH Alrasheedi, Shichao Liu, Osarodion Edgomwan, and Nowayer 

Alrashidi, Vulnerability Assessment of Machine Learning Based Short-Term Residential Load 

Forecast against Cyber Attacks on Smart Meters, 2022 IEEE International Conference on 
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Communications, Control, and Computing Technologies for Smart Grids (IEEE SmartGridComm 

2022), in-person and virtual, Singapore, October 25-28, 2022 

1.4       Thesis Organization 
 

 This thesis is organized into five different chapters.  

Chapter 1 is focused on introducing the objectives, knowledge gaps, and motivation behind 

this paper. The motivation of this study is an introduction to define the purpose of this study. The 

limitations of existing literature are discussed to provide an overview of problems that are related 

to this study and the solutions that have been drawn out because of this paper. The thesis objectives 

summarize the steps taken to obtain the results and conclusion of this study. The thesis organization 

lists how each chapter is divided. 

Chapter 2 consists of a literature review of machine learning algorithms, deep learning, and 

the way the data is preprocessed. This chapter is important to introduce machine learning 

algorithms and their different types to lay a foundational understanding of the base technology 

used in this study. Deep learning is explained as it is an important subset of machine learning. Data 

preprocessing is an essential step to discuss in this paper, as it is used to clean the data before 

training them. 

Chapter 3 dives deep into the different types of machine learning algorithms and explains 

how their architecture works to produce desired results. Single and multilayer feed-forward neural 

network, feedback, recurrent, cascaded, and artificial neural networks architectures are reviewed. 

The methods NARX, LSTM, SVM and decision tree are also explained in chapter 3 as they are 

the methods being used in the training of the data used in this paper.  
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Chapter 4 is the data implementation and testing, all the results are analyzed and explained 

in this chapter. The two datasets used in this paper are explained. The parameters that were used 

for evaluating and quantifying the performance measure of the forecasting machine learning 

algorithm are listed. 

Chapter 5 is vulnerability assessment of load predictions under different cyberattacks. In 

this chapter, the results are analyzed and explained. There are two cases of cyberattacks used to 

analyze the data; the first case is to use different cyberattacks alone and the second case is to use 

the cyberattacks all together at the same time.  

In the conclusions, the results are concluded, and future work is discussed. 
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Chapter 2: Literature Review 

This chapter briefly reviews machine learning based load prediction in the existing 

literature. Deep learning is explained, and data preprocessing is explored to understand how the 

data was filtered before the training process. Machine learning algorithms for load prediction is 

discussed in Section 2.1, Deep learning is introduced in Section 2.2 and Data preprocessing is 

explored in Section 2.3. 

2.1 Machine Learning Algorithms for Load Prediction 
 

Accuracy and correctness of short-term load forecast on residential household level is one 

of the key requirements for a high-performance DSM system.  

Three main group of methods have been introduced for load forecasting, namely time series 

models, artificial intelligence models and hybrid models. Linear regression [12], seasonal 

autoregressive [13], threshold autoregressive [14], Kalman filtering [15], autoregressive integrate 

moving average (ARIMA) [16] and seasonal autoregressive integrate moving average (SARIMA) 

are the most common time series models that are utilized for electricity load forecasting purpose 

in different articles. However, the mentioned methods are not performed well in the presence of 

uncertainties. As a result, artificial intelligence base methods are proposed to forecast the future 

load of power systems in the presence of uncertainties. Support vector machines (SVM) [17], 

support vector regression (SVR) [18], fuzzy logic [19], artificial neural networks [20] are the 

example of AI based methods. Recently, hybrid models are developed for improving the 

forecasting accuracy. These models have two main categories. For the first category model, 

electricity load was predicted individually by different models such as back propagation neural 

network (BPNN) [21], genetic algorithm back propagation neural network (GABPNN) [22], 
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ARIMA and support vector machine (SVM). Then, the weight of each model was calculated by a 

suitable method. The final forecasting value was the sum of each model’s forecasting value 

multiplied by its weight. In paper [23], the authors developed a load prediction model combined 

with regression trees, neural networks, and support vector regression. Adaptive neuro-fuzzy 

inference system (ANFIS) and SARIMA for load forecasting is proposed in [24].  Reference [25] 

suggested a deep learning-based model combined with support vector regression method to 

forecast electricity load. Recently, load prediction using Long Short-Term Memory (LSTM) neural 

network was conducted in [26].  

While these load prediction methods are based on data collected by smart meters, advanced 

metering infrastructures (AMIs) are found vulnerable to cyberattacks. Based on the U.S. Federal 

Bureau of Investigation (FBI), a well-coordinated energy theft attempts against AMI which could 

cost a utility company up to $400 M annually in 2009 [27]. Several extensively used load 

forecasting models have been failed to offer accurate predictions under cyberattacks [28]. Though 

there have been increasing efforts to secure load forecasting, such as anomaly detection [29], [30], 

real-time data injection detection [31], vulnerability analysis [32], they are on grid-side operation 

and ignore the cyber threats on load forecasts at residential house level.  

Machine learning is a type of artificial intelligence that is centered around predictive 

analysis and modeling [33]. Machine learning algorithms branches into four different types, 

supervised, semi-supervised, unsupervised and reinforcement learning [33], [34].  

● Supervised learning algorithm works through the act of teaching [33], [35]. This occurs 

when the user provides the computer with an accurate known input and desired output 

[33], [35], [36]. The computer then studies the relationship and pattern between the 

given input and the target prediction output [33], [35], [36]. When the algorithm 
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interprets the prediction, the operator then corrects it until the algorithm accuracy is at 

a high level of accuracy and performance [33], [35]. There are three different tasks that 

work within the supervised learning algorithm called classification, regression, and 

forecasting [33]. Classification tasks are when the computer program is expected to 

conclude which category the resulting output belongs to. The program observes present 

inputs to process which labels should be used for the resulting outputs [33], [36]. The 

regression task is applicable in cases where the relationship between dependent and 

independent variables is unclear [33], [36]. The estimation between variables is proven 

to be useful in cases of prediction and forecasting [33], [36]. Forecasting is proportional 

to future predictions resulting from past and present data [33]. There are many 

challenges that come with this algorithm, such as training can be time consuming [36]. 

Human error is more likely to occur in datasets using this algorithm as it requires 

experienced operators [36]. Compared to the unsupervised algorithm, this algorithm 

cannot classify given data into their defined categories [36]. 

● Semi-supervised learning algorithm is almost identical to supervised learning, 

however, this algorithm uses both unlabeled and labeled data [33]. This algorithm uses 

labeled data to label unlabeled data [33]. 

● Unsupervised learning algorithm, the program is trained with unlabeled data to detect 

unknown patterns [33]. This algorithm is useful to the user by providing comprehensive 

and descriptive outputs to the unlabeled data [35]. There are two different tasks that 

work within the unsupervised learning algorithm called clustering, and dimension 

reduction [33]. Clustering is the act of grouping similar data within their defined 
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categories to later analyze them [33]. Dimension reduction is the act of reducing 

variables to refine the information and get the exact information needed [33].   

● Reinforcement learning algorithm works like a game, where there are rewards and 

penalties for positive and negative learning outcomes [37], [38]. The rules are given by 

the user and the program is expected to perform the tasks by undergoing random trials 

to come up with the maximum reward outcome [37], [38]. Those trials are part of the 

computer’s exploration of possibilities, monitoring and evaluating results [33]. Then 

through the penalty and reward evaluation the maximum reward possibility is chosen 

[33], [37], [38]. Thus, the machine develops trial and error understanding to further 

apply it later [33], [37], [38].  

2.2 Deep Learning 

Deep learning is a subset of machine learning which is a subset of artificial intelligence 

[41]. Artificial intelligence imitates the intelligence of humans or living entities [41]. While 

machine learning is a technique used by computers to learn from given data by training using 

different algorithms [41]. Deep learning provides the computational ability for models with 

multiple processing layers to learn representations of data with multiple levels of abstraction [39]. 

The word deep is used in deep learning because of the use of multiple layers in the network [39]. 

When compared to other technologies deep learning is exemplary at discovering intricate 

structures in high-dimensional data [39]. Through the use of various hidden layers, heterogeneous 

layers are acceptable, as well as an unbounded number of layers within the bounded size [41]. This 

technology uses backpropagation algorithm to analyze large data sets [39]. Deep learning in neural 

networks can be used in a supervised and unsupervised manner as discussed in section 2.1. To 
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develop a deep neural network model for predictions supervised learning is used and to develop a 

deep auto-encoder model for feature extraction unsupervised learning is used [40]. In this paper, 

deep learning is analyzed using real world data through various training and under various 

conditions. Deep learning technologies are vulnerable to deception and cyber-attacks, identifying 

patterns will help eliminate unwanted attacks.  

2.3 Data Preprocessing  
 

The process of load prediction requires careful data preprocessing to transform data into 

clear usable inputs [42]. This data optimizing step branches into multiple sessions of data 

preprocessing which are removing missing values, removing outliers, data normalization and data 

division.  

Removing missing values methods help improve the accuracy of the forecast [42]. 

Removing a row of data where values may be missing within this row is one form of removing 

missing values [42]. Also, compiling the mean of all values and then filling in the missing value 

using the mean [42]. Depending on the data used, forecasting algorithms may also be employed to 

predict the value of the missing value based on the current data [42].  

Outliers are data inputs that vary significantly when compared to the other inputs within 

the dataset [43]. These kinds of inputs are often a result of public holidays where load differentiates 

greatly compared to normal day to day uses [42], [43]. The removal of such inputs is important to 

ensure the concluded forecast is reliable for normal days predictions [42], [43]. Hence, the Z-score 

technique can be used to remove outliers, this can be seen in equation 1 [42]. 

 Z	 = 	 (x	 − 	µ)	/	(σ) [42] (1) 
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Here, Z is Z-score, µ is the average, σ is standard deviation from the mean and x is the 

sample in the data. Equation 1 is used on every sample in the data, then a threshold is set to remove 

outliers [42]. This technique is used when the data does not contain extreme outliers [44]. 

 

To further improve the accuracy of the data, two normalization methods are introduced for 

preferred outputs. The extremum method or linear scaling and the standard deviation method.  

● Extremum method or linear scaling consists of normalizing the dataset by scaling to a 

range using the following equation, 

 x’	 = 	 (x	 − 	xmin)	/	(xmax	 − 	xmin) [44] (2) 

Here, x’ is the normalized data, x is the actual data point, xmax is the data point at the maximum 

in the time series and xmin is the data point at the minimum. Data normalization ensures stability 

of weight and hyperparameters convergence. This is important as unnormalized data can lead to 

an impaired network [42]. Equation 2 can only be used if the approximate upper and lower bounds 

are known with few or no outliers [44]. In addition, it can only be used if the data is approximately 

in uniform distribution across the range [44].  

● Standard deviation method is used when the range of the dataset exceeds 0 and 1 [45]. 

There are three equations associated with this method which are, 

 𝑁𝑜𝑟𝑚𝑎𝑙𝑖𝑧𝑒𝑑	(𝑒ᵢ) 	= 	𝑒ᵢ	/	𝑠𝑡𝑑(𝐸) [45] (3) 

 

 𝑠𝑡𝑑	(𝐸) = > !
(#$!)

∑ (𝑒ᵢ − 𝐸@)	&#
'(! 	 [45] 

 
(4) 

 

 𝐸@ = !
#
∑ 𝑒ᵢ#
'(!  [45] 

 
(5) 
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Equation 3 is the normalizing equation where std is calculated in equation 4 and E’ is 

calculated in equation 5. E is the row, i is the column and if row E values were identical then std(E) 

is zero, hence all values for row E will also be zero [45].  

The REFIT dataset is the main dataset which collected whole-house aggregated loads at 8-

second intervals continuously from 20 houses over a two-year period in the U.K. The main dataset 

used within the different forecasting methods tested in this paper has been divided accordingly for 

simpler and efficient usage. The inputs used to predict September 23, 24, 25 of 2013 were from 

September 20, 21, 22 of 2013. These inputs were used to predict the next day's prediction and then 

compare it to the actual data of September 23, 24, 25 which are the next days.  

The second dataset is based on Canadian values specifically in Burnaby, British Colombia, 

Canada [11]. The house ID used from the set of data was House ID: 1, this house is a residential 

single detached house with rental suite. The data chosen to train were from 6th of March 2016 to 

7th of May 2016. The AMPds data were sampled in hours, meaning there is an average of all the 

measurements within that hour considering the load is constant. This makes the data low resolution 

compared to the REFIT UK dataset. 
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Chapter 3: Machine Learning Algorithms for Residential Load Forecast 

        This chapter introduces the four extensively used machine learning algorithms, including 

Nonlinear Auto Regression with external input (NARX) neural network, support vector machine 

(SVM), decision tree (DT), and long-short-term memory (LSTM) deep learning. 

3.1 Artificial Neural Network 
 

Artificial neural networks or ANN span from the biological makeup of the human body. 

This is closely correlated with the human brain as its functionality resemblant to that of an artificial 

neural network. The imitation of the human brain is common within the electric and software 

sector to solve computational problems. ANN is formulated from a group of interconnected 

neurons working together to solve a problem through learning by example [46]. Usually, ANN 

cannot be programmed to solve in a particular manner, this is what makes ANN special when 

compared to conventional computer algorithms [46]. Although artificial neural network 

methodology is inspired by the human brain, ultimately, this technology is greatly more advanced. 

Artificial neural networks can now derive complex patterns that humans and other computational 

methods can never achieve [46]. Artificial neural networks have the ability to learn how to perform 

a task based on the data imputed within the training session [46]. Classifying the information 

received in different categories is another advantage of ANN [46]. Operations within this form of 

technology are often in real time and carried out in parallel [46].  
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3.1.1 Architecture of Biological Neurons 
 

To understand the similarity between artificial neural networks and the human brain, it is 

important to understand how biological neurons work.  

Neurons as seen on Figure 3.1.1 are cells that make up part of the nervous system in the 

human body [47]. Their main function is to transmit information between the brain and the nervous 

system.  

 

 

Figure	3.1.3		Human	neuron	cell	architecture	[48]	

As seen on Figure 3.1.1 the dendrites receive messages for the neuron cell and the axon 

transmits messages from the cell [47]. The nucleus shown in Figure 3.1.1 controls the neuron’s 

activities [47]. To communicate with other neurons chemicals are sent through a small space called 

a synapse from the axon of a current neuron to the dendrite of the adjacent neuron [47]. These 

chemicals are spikes of electrical activities that are then converted into electrical effects within the 

receiving neuron [48]. In the human body change of neuron activity occurs when the effectiveness 

of the synapses is changed which eventually changes the effect of one neuron on another [48]. This 

change is often associated with learning [48].  
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3.1.2 Architecture of Artificial Neurons 
 

The traditional unit or element of computation in ANN is the neuron [49]. A simple 

artificial neuron is a device with inputs and outputs [46]. Usually, these neurons have training 

mode and using mode [46]. The neuron is trained to fire or not fire in the training mode depending 

on the pattern detected from the inputs [46]. After the input pattern is taught and detected, the 

output desired becomes the present output, this happens in the using mode [46]. This is how a 

simple artificial neuron works. 

ANN must follow firing rules to maintain their popular high flexibility [46]. These rules consist 

of how to calculate whether a neuron should fire or not for any given input patterns [46]. There 

are many firing rules being used in ANN such as the Hamming distance technique [46]. This 

technique works by using a set of taught patterns annotated as ‘1’ and a set of not taught patterns 

annotated as ‘0’. In this case the taught patterns ‘1’ will cause the node to fire, while the not taught 

patterns will not [46]. In addition, the pattern not in the collection will compare itself to the taught 

and not taught patterns [46]. As a result of the comparison if the patterns not in the collection have 

more input elements in common with the taught patterns than the not taught patterns this results in 

triggering the node to fire [46]. Finally, if there is a tie when the comparison is done then the 

pattern not in the collection remains undefined [46]. 

To produce advanced results more complex neurons through various models such 

McCulloch and Pitts model or MCP, the Delta rule and the back error propagation [46]. In the 

MCP model the inputs are weighted, this provides the sensitivity of each neuron weight change 

[46]. The neuron weight is directly related to the decision-making process [46]. A threshold value 

is set to determine when to fire the neuron [46]. The neuron only fires if the weighted inputs exceed 

the threshold value [46]. Figure 3.1.2.1 shows the simplified structure of an MCP neuron.  
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As shown in Figure 3.1.2.1, the inputs and their weight are multiplied to calculate total weightage 

and then they are compared with the pre-set threshold. Equation 1 below determine when the 

neuron is fired or not fired. 

 𝑋1𝑊1	 + 	𝑋2𝑊2	 + 	𝑋3𝑊3	+	. . . > 	𝑇  [46] (6) 

 

Equation 6 shows the terms set to determine when the neuron is fired or not fired. This 

complex neuron model is important as it allows for changing weights and thresholds to satisfy 

desired outcomes and work with different situations [46].  

 

Figure 3.1.4.1 modified diagram of MCP Neuron Structure [46] 

 

The way ANN processing elements are connected is called their interconnection [49]. The 

interconnection arrangement of ANN elements commonly has three layers which are the input 

layer, the output layer, and the hidden layer [50]. The network interconnections transfer the output 
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of each neuron to the next neuron and through this process the connections have a weight as 

mentioned earlier [50], [46]. This weight is basically the signals or information from one layer to 

another [50]. The system is dependent on the weights to adjust the network repeatedly to get the 

desired outputs [34]. ANN train the system to find a set of weights that perfectly interprets all the 

sets of given inputs [34]. The input layer is the layer where external data is imported into the 

machine to perform the prediction [50]. The output layer is where the problem solution is outputted 

to the user who is interacting with the machine [50]. The solution is outputted because of the 

activation function found in the output node [49]. The hidden layer is an intermediate layer which 

separates the input and output layer [50]. Mainly computation is done in the hidden layer then the 

weight is transferred between layers [50]. The data imputed into the input layer is run through a 

training algorithm to get the output solution that is depending on the error rate between the target 

and actual output [50]. Finding the right weights that would deliver the desired output is only 

possible if the number of neurons, the layers of the network and the corresponding number of 

weights form an adequate complex system [34]. These parameters are important to allow the 

system to fine tune itself until the desired output is produced [34]. 

 

 

Figure 3.1.2.2 NARX Interconnections between layers 
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As shown in Figure 3.1.2.2 the hidden layer utilizes a sigmoid transfer function and the 

output layer a linear transfer function [50]. The interconnections between the layers are shown on 

Figure 3.1.2.3 below: 

 

Figure 3.1.2.3 Architecture of an ANN machine [50] 

3.1.3 Single Layer and Multilayer Feed-Forward Neural Network 
 

Feed-forward neural networks have specific architecture where the neurons are arranged 

in a network of layers [51]. These networks of neurons allow signals to travel from input to output 

only, hence, its name is feed-forward for forward signals only [46]. There are two types of feed-

forward neural network which are the single layer and the multilayer feed-forward neural network.  

 

Figure	3.1.3.1	Single	Layer	Feed-Forward	Network	[52]	
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A single layer feed-forward network has a single input layer that is the source nodes feeding 

an output layer of receiving neurons [51]. As shown in Figure 3.1.3.1, single layer feed-forward 

networks represent the relationship between the input p and output a that is based on the adjustment 

of weights w [52]. To determine the output vector an expression is given, this expression is later 

changed into a vector form using the equations shown below, 

  
𝑛) = ∑ 𝑤)'	𝑝+	 + 𝑏),

+(!  [52] 
(7) 

 

 
 

𝑎) = 𝑓(𝑛)) = 𝑓(∑ ∑ 𝑤'+	𝑝+	 + 𝑏),
+(!

)
'(! ) [52] 

 
(8) 

In equations 7 and 8, R is the number of inputs and S is the number of neurons [52] 

 
 

𝑎 = 𝑊-	 + 𝑏 [52] 
 

(9) 

 

 

The matrices of the input, bias, weight, and output are given below following equation 9, 

𝑝 = [𝑝!⋯𝑝,] 
 

𝑊 = R
𝑤!,! ⋯ 𝑤!,,
⋮ ⋱ ⋮

𝑤),! ⋯ 𝑤),,
U 

 
𝑏 = [𝑏!⋯𝑏)] 

 
𝑎 = [𝑎!⋯𝑎)] [52] 

 

The multilayer feed-forward network works the same as the single layer network but with 

one or more hidden layers. Hidden layers were discussed earlier in section 3.1.2 and can be seen 
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in Figure 3.1.3.1 and 3.1.3.2. Multilayer feed-forward networks can learn linear and non-linear 

function, whereas single layer feed-forward networks can only learn linear functions [53]. 

 

Figure	3.1.3.2	Multilayer	Perceptron	Network	[52]	

Figure 3.1.3.2 depicts an example of a multilayer feed-forward neural network. The 

number of artificial neural networks layers are defined as perceptrons [54]. In the case of multilayer 

feed-forward network it is a multilayer perceptron or MLP as it has one or more hidden layers 

[53]. MLP consist of sensory units, which are the input layer, one or more hidden layers of 

computation neurons, and an output layer of computation nodes [51]. Each layer within the 

network has its own number of neurons whether it be the same number or different number of 

neurons [52]. Hidden layers can be single or multiple, and each hidden layer depend on the layer 

before it [54]. The dependence on the previous layer is present because the input of the next hidden 

layer is the output of the previous one [52]. This is a recurring thing until the output layer is reached 

[52]. This is important because each layer or perceptron have the same or different weight vectors 

and activation functions [52]. For MLP to learn the process is called adapting to synaptic weights 

[51]. This learning process uses the error back-propagation rule, this has a forward and backward 
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pass [51]. The forward pass is when the input is propagated through the network layer by layer 

[51]. This process leads to the synaptic weights being fixed, then the output is the actual response 

of the network found at the output layer [51]. The backward pass is when the synaptic weights are 

adapted based on the error-correction rule, which is the gradient descent in weight space [51]. The 

error-correction rule is done by subtracting the actual response from the target value to produce an 

error signal that will be propagated backward through the network [51]. This is done to get the 

desired response out of the actual response [51]. Increasing the amount of perceptron in the 

network increases the weights, hence, the time it takes to execute the function also increases [54].  

 

To form equations for every hidden layer and the final output based on Figure 3.1.3.2, let 

l be the number of hidden layers and for the output layer l = L, 

Hidden layer 1 (l = 1): 

 𝑎) = 𝑓!(𝑛!)!) = 𝑓!(∑ ∑ 𝑤'+	𝑝+	 + 𝑏!)!,
+(!

)!
'(! ) [52] (10) 

Here Sl = number of neurons in layer l 

Hidden Layer 2 to the output layer (l = 2 … L): 

 

 𝑎/)! = 𝑓!(𝑛!)!) = 𝑓!(∑ ∑ 𝑤'+	𝑎(/$!)+	 + 𝑏!)"
)"#!
+(!

)"
'(! ) [52] (11) 

Then, L = 3: 

 𝑎/0$ = 𝑓1(𝑛1)$) = 𝑓1(∑ ∑ 𝑤'+	𝑎&+	 + 𝑏1)$)%
+(!

)$
'(! ) [52] (12) 

 

 
𝑎10$ = 𝑓1V∑ ∑ 𝑤'+	𝑓&	(∑ ∑ 𝑤'+	𝑓!	(∑ ∑ 𝑤'+	𝑝+	 + 𝑏!)!,

+(!
)!
'(! ) +)!

+(!
)%
'(!

)%
+(!

)$
'(!

𝑏&)%) + 𝑏1)$W[52] 
(13) 



 25 

3.1.4 Feedback Neural Network 
 

Unlike feed-forward networks there are feedback networks that have signals traveling in 

both forward and backward directions [46]. This is done through loops, which often is looked at 

as a complicated network. Figure 3.1.4 illustrates what a complicated feedback network looks like. 

 

Figure	3.1.4	A	Complicated	Feedback	Network	with	Loops	[46]	

Feedback networks allow signals to travel back and forward which makes this type of 

neural network dynamic [46]. These networks are centered around finding equilibrium points. The 

signal state is continuously changing until the equilibrium point is reached [46]. Equilibrium points 

need to be found every time an input changes [46]. The temporal accumulation effect is shown in 

feedback networks because the current output depends on the current input as well as the 

accumulation of the previous inputs [55]. To further exploit these networks, control items are 

introduced, and rules are set to achieve optimal results [55]. There are two types of feedback paths, 

the local feedback and global feedback paths [52]. 

This form of artificial neural network has been applied to optimal computation, signal 

processing, convex nonlinear programming, seismic data filtering [55].  
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3.1.5 Recurrent Neural Network 
 

Recurrent neural network or RNN is a form of feedback network. As discussed in section 

3.1.4, local feedback and global feedback paths are types of feedback paths that can be found in 

RNN. Figure 3.1.5.1 shows the local feedback path of RNN, and Figure 3.1.5.2 shows the global 

feedback path of RNN [52].  

 

Figure	3.1.5.1	Local	Feedback	Path	of	RNN	

 

 

Figure	3.1.5.2		Global	Feedback	Path	of	RNN	

In Figure 3.1.5.1, the recurrent path found in the hidden layer maintains the feedback 

functionality [52]. Whereas, in Figure 3.1.5.2 the recurrent path is found as a connecting path made 
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between the output layer and the input layer [52]. To further interpert the outputs of the local and 

global recurrent paths some equations are introduced below. 

Equation 14, represent the output of a recurrent neural network with a local feedback path 

or RNNL where t is the current time. 

 𝑎!0!(𝑡) = 𝑓!(𝑛!0!) = 𝑓!V∑ ∑ 𝑤'+	𝑎!+	(𝑡 − 1) + 𝑏!)!,
+(!

)!
'(! W[52] (14) 

Equation 15, represent the output of a recurrent neural network with a local feedback path 

or RNNL where t is the current time. 

 𝑎&0%(𝑡) = 𝑓&(𝑛&0%) = 𝑓&V∑ ∑ 𝑤'+	𝑎!+	(𝑡) + 𝑏&)%)!
+(!

)%
'(! W[52] (15) 

Equation 16, represent the output of a recurrent neural network with a local feedback path 

or RNNL where t is the current time 

 

 
𝑎&0$(𝑡) = 𝑓&V∑ ∑ 𝑤'+	𝑓!	(∑ ∑ 𝑤'+	𝑝+	(∑ ∑ 𝑤'+	𝑎!+	(𝑡 − 1) +)%

+(!
)!
'(!

,
+(!

)!
'(!

)!
+(!

)%
'(!

𝑏!)!) + 𝑏&)%W[52] 
 

(16) 

Equations 14, 15 and 16 represent the output of a recurrent neural network with a local feedback 

path or RNNL where t is the current time [52]. 

Equation 17, represent the output of a recurrent neural network with a global feedback path 

or RNNG where t is the current time. 

 

 
𝑎!0!(𝑡) = 𝑓!(𝑛!0!) = 𝑓! X∑ ∑ 𝑤'+	𝑝+	 + ∑ ∑ 𝑤'+	𝑎&+	(𝑡 − 1) +

0$
+(!

)!
'(!

,
+(!

)!
'(!

𝑏!)!Y[52] 
 

(17) 

Equation 2 represent the output of a recurrent neural network with a global feedback path 

or RNNG where t is the current time. 
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 𝑎&0%(𝑡) = 𝑓&(𝑛&0%) = 𝑓&V∑ ∑ 𝑤'+	𝑎!+	(𝑡) + 𝑏&)%)!
+(!

)%
'(! W[52] (18) 

Equation 19, represent the output of a recurrent neural network with a global feedback path 

or RNNG where t is the current time 

 𝑎&0%(𝑡) = 𝑓&V∑ ∑ 𝑤'+	𝑓!	(∑ ∑ 𝑤'+	𝑝+	(∑ ∑ 𝑤'+	𝑎&+	(𝑡 − 1) +)$
+(!

)!
'(!

,
+(!

)!
'(!

)!
+(!

)%
'(!

𝑏!)!) + 𝑏&)%W[52] 
(19) 

 

Equations 17, 18 and 19 represent the output of a recurrent neural network with a global 

feedback path or RNNG where t is the current time [52]. 

There are many types of RNN architectures such as the bidirectional recurrent neural 

networks, long short-term memory, and gated recurrent units [56]. Long short-term memory or 

LSTM is further discussed in section 3.5 and then data is trained using this form of neural network 

in section 3.6. 

To further understand recurrent neural networks, a sequence x = (x(1), x(2), …. x(l),) is 

considered, here each element x(i) Î Rd is a vector of dimension d [57]. Figure 3.1.5.3 and Figure 

3.1.5.4 are compared to differentiate between non-recurrent and recurrent neural networks. In non-

recurrent neural networks, information is fed in about the sequence in one go [57]. This 

methodology disregards the temporary dependencies found in sequence x [57]. This allows the 

number of weights in the network to increase linearly with length l [57]. Figure 3.1.5.3 illustrates 

a graphical design of a single non-recurrent neuron with l inputs and dimension d [57]. Here 

weights are w1, w2,.…., wl Î Rd, b Î R are bias and s is an activation function [57].  
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Figure	3.1.5.3	A	single	non-recurrent	neuron	[57]	

In recurrent neural networks, the sequential quality of the data is taken into account [57]. 

The elements within the sequence are processed orderly one after another [57]. The unit takes two 

points which are an element xi Î Rd and the output of the same unit at the previous time point, hi-

1 Î R [57]. This approach allows the whole sequence to be conducted with a fixed number of 

weights and be independent from the sequence length [57]. Figure 3.1.5.4 illustrates a graphical 

design of a single recurrent neuron with l inputs and dimension d [57]. Here weights are w Î Rd, 

wh Î R, and b Î R are bias [57].  



 30 

 
Figure	3.1.5.4	A	single	recurrent	unit	[57]	

 

Figure 3.1.5.4 has part a which is the graphical representation of a recurrent neural unit and 

part b which is what happens when one unravels the time direction of the unit [57]. The blue 

squares found in Figure 3.1.5.4 represent the same unit [57].   

3.1.6 Cascaded Neural Network 
 

Cascaded neural networks are similar to feed-forward networks in the sense that they are 

also a MLP network [52], [58]. The difference is that cascaded neural networks has a connection 

from the input and every previous layer to the following layers, while feed-forward networks does 

not [58]. This means the input and output layers are directly connected [58]. The word cascaded 

alludes that each input and output of every hidden layer is cascaded to the next layer [52]. This is 

important as it always for the learning of any finite input-output relationship if enough hidden 

neurons are given [58]. In addition, this connection allows for integrating the execution of a linear 
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relationship alongside a non-linear relationship [58]. Figure 3.1.6.1 shows the structure of a 

cascaded neural network. 

 
Figure	3.1.6.1	Cascaded	Neural	Network	Layers	

 
To form equations for every hidden layer and the final output based on Figure 3.1.6.1, let 

l be the number of hidden layers and for the output layer l = L = 3, 

Hidden layer 1 (l = 1): 

 𝑎!0!(𝑡) = 𝑓!(𝑛!0!) = 𝑓!V∑ ∑ 𝑤'+	𝑝+	 + 𝑏!)!,
+(!

)!
'(! W	[52] (20) 

Hidden Layer 2 to the last hidden layer (l = 2): 

 𝑎&0%(𝑡) = 𝑓&(𝑛&0%) = 𝑓&V∑ ∑ 𝑤'+	𝑎!+	 + ∑ ∑ 𝑤'+	𝑝+	 + 𝑏&)%,
+(!
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'(!
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+(!

)%
'(! W[52] (21) 

a2s2 can be viewed as the output of a cascaded neural network with one hidden layer. 

Output Layer (l = L = 3): 
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3.2 Neural Network Model (NARX) 

Nonlinear autoregression with external input (NARX) is a dynamic feedback (recurrent) 

neural network with a delayed output value that is feedback as an endogenous input and another 

time series exogenous input. Therefore, the next output is regressed on the previous output values 

and the previous values of independent variables of an input signal. NARX neural network is based 

on an autoregression model and is suitable for modeling a nonlinear dynamic system used in time 

series modeling because of its learning ability [29], [59]. It is a nonlinear system in discrete time, 

and it is defined mathematically as: 

 
𝒚(𝒕	 + 	𝟏) 	= 	𝒇	[𝒚(𝒕), 𝒚(𝒕	 − 	𝟏)	, . . , 𝒚(𝒕	 − 	𝒅𝒚	 + 	𝟏), . . , 𝒙(𝒕), 𝒙(𝒕	 −

	𝟏)	, . . . . . , 𝒙(𝒕	 − 	𝒅	 + 	𝟏)], 
(24) 

y(t) and x(t) are the outputs and inputs respectively and are the corresponding output and 

input delays. The output in the next time step, y(t + 1), is a function of y(t) and x(t). 

Mathematically, y(t + 1) = f [y(t), x(t)]. Consequently, NARX output is considered as output of a 

linear dynamic system which it seeks to model. 



 33 

 

Figure	3.2.1	modified	diagram	Recurrent	Neural	Network	[59]	

3.3 Support Vector Machine Method (SVM)  
 

Support vector machine (SVM) have been applied in classification problems to separate 

data into classes or categories. But it can also be used for finding regression lines from a set of 

non-linear data.  

 

Fig 3.3.1 SVM For Classification [60] 

 

Figure 3.3.1 shows SVM for classification for two classes of separated data in a 2-D 

representation [60]. The straight line in Figure 3.3.1 depicts an oriented hyperplane that 
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corresponds to w . x + b = 0 [60]. This hyperplane has different labels of each side in this case yi 

= +1 and yi = -1 [60]. The decision function of a classifier used here is w . x + b, here b is the 

offset, . is a scalar product, x are points located within the hyperplane and the normal to the 

hyperplane and w being the weights which determines the hyperplane orientation [60].  

In this paper, our interest is to use the SVM to solve linear regression problems. The SVM 

works by transforming the data to a new space. For example, data can be transformed from 2-

dimensional space to 3-dimensional space. As such, non-linear data in a 2-dimensional space may 

all lie in a single plane in a 3- dimensional space. A linear regression line in the new space can 

represent a line in the original space. Figure 3.3.1 illustrates readily separable clusters; this is 

hypothetical as usually the two clusters could be extremely intermeshed with overlapping 

datapoints; therefore, kernels are introduced to separate data [60]. Kernel functions such as the 

linear, gaussian and cubic are usually used in transforming the original dataset to a new space to 

find a linear regression line. The aim of the SVM is to minimize the distance between the 

regression line and the data points. To find the optimal line, a tube, which allows some margin of 

error, around the optimum regression curve is used. Points on and outside the tube boundary are 

the support vectors and are used for computing the total error while points inside the tube boundary 

have no errors and are not taken into consideration in computation. Furthermore, slack variables 

act as connecting weights between the data points and the regression line. Due to the strict 

allowable total error constraint, data points that are too far away from the tube boundary are 

penalized. The further away the data point is, the more the point is penalized and the larger the 

slack variable. The task of the SVM is to minimize the distance between the data points subject to 

the slack variables (weights) and the total error constraint of the tube [17]. Therefore, the goal of 

the SVM is an optimization problem whose optimal solution is the regression coefficient. The 
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major difference between the SVM, NARX and MLR is that for NARX and MLR, all data points 

are used in the computation while in the case of SVM, only the support vectors are used in the 

computation. 

3.4 Decision tree (DT) 

Decision trees are often used in data mining such as word recognition, medical problem 

diagnosis etc. It uses supervised learning to learn the relationship between input and output dataset. 

It is basically a flow chart from top to bottom. It consists of internal nodes. The fundamental node 

is called the root node and the end of the tree is called the leaves node. The fundamental nodes 

represent sets of tests performed on an attribute while sets of branches represent the outcome. The 

leaves node represents the decisions that are performed after the computation on the attributes [61]. 

A model of a decision tree is shown in figure 3.4 where x is the root node, a and b are the internal 

nodes. The following steps are followed in constructing a decision tree. 

 

1) Step 1: Given a tuple training set T for a class tag and assuming n output test, and 

freq(Ci,T) representing the number of cases in T belonging to the class , then the 

training set is partition into subset  such that the entropy of the set T (in bits) is 

computed as 

 𝐼𝑛𝑓𝑜(𝑇) 	= −b
𝑓𝑟𝑒𝑞(𝐶' , 𝑇)

|𝑇|

2

'(!

× 𝑙𝑜𝑔&(
𝑓𝑟𝑒𝑞(𝐶' , 𝑇)

|𝑇| ) (25) 
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2) Step 2: After T has been partitioned in accordance with the n outcome of a test X, the 

information entropy of the property T is found as the weighted sum of over the 

subsets as 

 𝐼𝑛𝑓𝑜3(𝑇) 	= −b
|𝑇'|
|𝑇|

#

'(!

× 𝑙𝑜𝑔&(𝑇') (26) 

 

3) Step 3: The information gain represents the difference between the initial information 

and the new one. Equations (25) and (26) can be combined as  

 𝐺𝑎𝑖𝑛(𝑥) 	= 	𝐼𝑛𝑓𝑜(𝑇) − 𝐼𝑛𝑓𝑜3(𝑇) (27) 

The gain measures the information that is derived by partitioning T in accordance with the test x. 

The aim is to select a test that maximizes the information gained. 

 

4) Step 4: The gain is normalized as follows 

	

 
𝑆𝑝𝑙𝑖𝑡_𝑖𝑛𝑓𝑜(𝑇) = −b

|𝑇'|
|𝑇|

#

'(!

× 𝑙𝑜𝑔&(
|𝑇'|
|𝑇|)

𝐺𝑎𝑖𝑛_𝑟𝑎𝑡𝑖𝑜(𝑥) 	= 	
𝐺𝑎𝑖𝑛(𝑥)

𝑆𝑝𝑙𝑖𝑡_𝑖𝑛𝑓𝑜(𝑥)
					

⎭
⎪
⎬

⎪
⎫

 (28) 

 
Equation (28) expresses the proportion of information generated by the split for 

classification to produce a final decision tree [62-63]. 
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Figure	3.4	modified	diagram	Model	of	a	Decision	Tree	[62-63]	

 

3.5 Long Short-Term Memory (LSTM)  

Long Short-Term Memory (LSTM) algorithm is an artificial Recurrent Neural Network 

(RNN) architecture that is capable of learning order dependence in the field of deep learning. 

Unlike typical feedforward neural networks, LSTM introduces feedback neural connections, 

which can be used to effectively minimize or eliminate the raining unstable issues caused by RNN 

due to called vanishing/exploding gradient problems. An LSTM is presumed as a good fit for 

classifying sequence and time-series data when the prediction or output of the network must be 

based on a remembered sequence of data points.  

 𝑓4 	= σ(𝑈5ℎ4$! +𝑊5𝑥4) (29) 

	

 𝑖4 	= σ(𝑈'ℎ4$! +𝑊'𝑥4) (30) 
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 𝑜4 	= σ(𝑈6ℎ4$! +𝑊6𝑥4) (31) 

	

 �̃�4 	= σ(𝑈7ℎ4$! +𝑊7𝑥4) (32) 

	

 𝑐4 	= 𝑓4⨀	�̃�4$! + 𝑖4⨀�̃�4$! (33) 

	

 ℎ4 	= 𝑜4	⨀	tanh	(𝑐4) (34) 

 

Equation 29 is the forget gate equation where it determines how important is the past state 

and delete the information from the cell state that is no longer needed [64]. The input gate is 

Equation 30, this gate determines how important the input is and select the information to add to 

the new cell state from the input [64]. Equation 31 is the output gate which is the gate that 

determines how important the new state and whether it is useful for the output [64]. Equation 32 

is the new memory cell which extracts information from the previous hidden cell and input to 

create candidate memory [64]. The final memory cell is the cell that computes new cell state which 

can be seen in Equation 33 [64]. The final hidden state is in Equation 34, this updates the hidden 

state [64].  

To put it in a nutshell, a general LSTM unit contains a cell, an input gate, a forget gate, and 

an output gate. The cell unit remembers values at random time points, and the three gates control 

the direction of the information pathway into and out of the cell. The simple flow chart of the 

LSTM is illustrated in Fig. 3.5. 
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Figure	3.5	An	LSTM	unit	Diagram	[64]	
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Chapter 4: Machine Learning Based Load Forecast Results 

Neural network training consists of carefully redesigning the architecture of the network 

so it can follow a particular behaviour manipulated in a desired way. In this chapter, predictions 

using different neural network algorithms are discussed and compared. Two datasets are used for 

further comparison. The main dataset is the REFIT dataset which collected whole-house 

aggregated loads at 8-second intervals continuously from 20 houses over a two-year period in the 

U.K [10]. The second dataset is based on Canadian values specifically in Burnaby, British 

Colombia, Canada [11]. The house ID used from the set of data was House ID: 1, this house is a 

residential single detached house with rental suite. The data chosen to train were from 6th of March 

2016 to 7th of May 2016. The AMPds data were sampled in hours, this explains why the data is 

smaller in size compared to the REFIT dataset which is 8-second intervals [11], [10]. Also, this 

means that there is an average of all the measurements within that hour considering the load is 

constant. This makes the data low resolution compared to the REFIT UK dataset. 

 

Commonly used parameters of evaluating and quantifying the performance measure and, 

or accuracy of any forecasting machine learning algorithms include the mean absolute error 

(MAE), mean absolute percentage error (MAPE), root mean square error (RMSE), and standard 

deviation (SD). The mathematical descriptions of the performance metrics as using the apps in 

MATLAB- regression linear were used to find neural network predictions (the minimum and 

accurate trees and were determined and chosen to plot against actual and NARX and LSTM): 

Equation 35 is the mean absolute error (MAE), Equation 3 is the mean absolute percentage 

error (MAPE), Equation 4 is the root mean square error (RMSE) and Equation 5 is the standard 

deviation (SD). 



 41 

 𝑀𝐴𝐸 =
1
𝑁by𝑌89:/ − 𝑌56897:)4y

;

4(<

 (35) 

	

 𝑀𝐴𝑃𝐸 =
1
𝑁b

y𝑌89:/ − 𝑌56897:)4y
𝑌89:/

;

4(<

× 100 (36) 

	

 𝑅𝑀𝑆𝐸 =
1
𝑁
~bV𝑌89:/ − 𝑌56897:)4W

&
;

4(<

 (37) 

	

 𝑆𝐷 = ~
1
𝑁bV𝑌56897:)4 − 𝑌=9:#W

&
;

4(<

 (38) 

 
 
 

𝑌89:/ 	, 𝑌56897:)4	, 𝑌=9:#,N	and	t	 are the actual value, the predicted value, the mean of the 

actual values, the testing dataset and the test instant index respectively [65]. The performance 

metrics measure the difference between the real value and the predicted value. The smaller the 

metrics quantity, the better the prediction accuracy [66]. 
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Getting the reasonable forecasting of the decision tree and SVM by choosing the smallest 
RMSE  
 
 
 
 
 
 
 
 
 
 
 
 

 getting a reasonable forecasting which 
was the gaussian process regression 
and it has the lowest RMSE, then I 
optimized this algorithm method using 
Bayesian optimization tool with 30 
iterations for more accuracy 
 

Using Regression 
linear- Response plot 
 
The data was trained the data 
using all different kind of 
algorithms, 1.1 till 1.24 as it 
shown in the figure on the 
right. 
 
 

The lowest RMSE of the decision tree 
and SVM 

Figure	4.0	Regression	linear	to	TRAIN	SVM	AND	DT 
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Figure	4.1		Minimum	MSE	Plot	

This is the optimization RMSE value which is 
866.04   
This box shows the model optimization 

summary  
  

The Current Model Summary contains: 
 

• Training Results – Shows the performance of the optimizable model.  
• Model Type – Displays the type of optimizable model and lists any fixed 

hyperparameter values 
• Optimized Hyperparameters – Lists the values of the optimized hyperparameters 
• Hyperparameter Search Range – Displays the search ranges for the optimized 

hyperparameters 
• Optimizer Options – Shows the selected optimizer options 

 
 
 
 
 

 

 

Figure	4.2	current	Model	Summary 



 44 

4.1 NARX Prediction Results 
 

Error results for NARX in REFIT dataset: 

	

Table 1 Prediction errors for NARX in UK REFIT dataset: 

 MAPE % MAE RMSE SD 

NARX 1.5519 420.2535 6.547 925.8733 

 

Error results for NARX in AMPds dataset: 

Table 2 Prediction errors for NARX in Canada AMPds dataset: 

 MAPE % MAE RMSE 

NARX 0.24517 133.097 159.260 

 

Using the REFIT dataset, NARX produced a lower RMSE value, but a higher MAPE and 

MAE values compared to the AMPds dataset. This is because NARX works better with fluctuating 

datasets which in this case it was the AMPds dataset.  

 

 

 

 

 

 



 45 

4.2 LSTM Prediction Results 
 

Error results for LSTM in REFIT dataset: 

Table 3 Prediction errors for LSTM in UK REFIT dataset: 

 MAPE % MAE RMSE SD 

LSTM 0.2820 52.3055 0.8261 940.3203 

 

Error results for LSTM in AMPds dataset: 

Table 4 Prediction errors for LSTM in Canada AMPDs dataset: 

 MAPE % MAE RMSE 

LSTM 1.474 11.402 59.477 

 

Using the REFIT dataset, LSTM produced a lower RMSE and MAPE values, but a higher 

MAE value compared to the AMPds dataset. This is because LSTM works better with steady and 

bigger size datasets which in this case it was the REFIT dataset. 
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Figure	4.2.1	LSTM	REFIT	Dataset	Training	Progress	of	the	Actual	dataset	in	UK	

 
 

 

Figure	4.2.2	LSTM	AMPds	Dataset	Training	progress	of	the	Actual	dataset	in	Canada	
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4.3 SVM Prediction Results 
 

Error results for SVM in REFIT dataset: 

Table 5 Prediction errors for SVM in UK REFIT dataset: 

 MAPE % MAE RMSE SD 

SVM 0.3971 259.8025 5.1538 236.4332 

 

Error results for SVM in AMPds dataset: 

Table 6 Prediction errors for SVM in Canada AMPds dataset: 

 MAPE % MAE RMSE 

SVM 18.879 99.653 124.335 

 

Using the REFIT dataset, SVM produced a lower RMSE and MAPE values, but a higher 

MAE value compared to the AMPds dataset. This is because SVM works better with steady and 

bigger size datasets which in this case it was the REFIT dataset. 

 

4.4 Decision Tree Prediction Results 
 

Error results for DT in REFIT dataset: 

Table 7 Prediction errors for DT in UK REFIT dataset: 

 MAPE % MAE RMSE SD 

DT 1.4312 388.3178 5.4412 294.8280 
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Error results for DT in AMPds dataset: 

Table 8 Prediction errors for DT in Canada AMPds dataset: 

 MAPE % MAE RMSE 

DT 18.724 99.017 123.883 

 

Using the REFIT dataset, DT produced a lower RMSE and MAPE values, but a higher 

MAE value compared to the AMPds dataset. This is because DT works better with steady and 

bigger size datasets which in this case it was the REFIT dataset. 
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4.5 Actual vs Forecasted Results 
The actual vs forecasted predictions for the UK (REFIT) dataset using NARX, LSTM, 

SVM and DT is shown in fig. 4.3.1 below.  

 

Figure	4.3.1	The	REFIT	actual	vs	forecasted	load	forecasting	(NARX,	LSTM,	SVM	and	DT)	

 Figure 4.3.1 shows a chart that gives figures for actual load versus forecasted load of four 

different prediction methods which are NARX, LSTM, SVM and DT with a period from 

1.12x10^4 to 1.155x10^4 seconds. The blue circle represents the actual data for the REFIT dataset. 

The red square, dotted black line, dash purple line, and green x are representing NARX, SVM, DT 

and LSTM, respectively used on the REFIT dataset. To choose the best method it is important to 

observe which shaped in the chart follows the blue circle shape most accurately as it is the actual 

load data. In this case the green x which represents LSTM follows the blue circle most accurately.  
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In this prediction project the long short-term memory method always has the best results, mainly 

because the data size is large and, we are doing near real time prediction. Also, the REFIT dataset 

has steady data which does not significantly fluctuate. 

Table 9 Errors summaries of the REFIT original load forecasting 

 MAPE MAE RMSE SD 

NARX 1.5519 420.2535 6.5947 925.8733 

LSTM 0.2820 52.3055 0.8261 940.3203 

SVM 0.3971 259.8025 5.1538 236.4332 

DT 1.4312 388.3178 5.4412 294.8280 

 

In the actual vs forecasted load forecasting as shown from Table 9 LSTM has the best 

results. The LSTM method has a mean absolute percentage error (MAPE) of 0.282, mean absolute 

error (MAE) of 52.3055, root mean square error (RMSE) of 0.8261, and standard deviation (SD) 

of 940.3203. Although its standard deviation value was greater than all the other methods. The 

SVM method has the lowest SD value which is 236.4332. Table 9 agrees with the results of the 

chart shown in Fig 4.3.1.  

 

The actual vs forecasted load predictions for the Canada dataset (AMPds) using NARX, 

LSTM, SVM and DT is shown in fig.4.3.2 below. 
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Figure	4.3.2	The	Canada	AMPds	actual	vs	forecasted	load	forecasting	(NARX,	LSTM,	SVM	and	DT)	

In Figure 4.3.2, the figures were provided for the AMPds dataset of the actual load versus 

forecasted load of four different predictions methods which are NARX, LSTM, SVM and DT with 

a zoomed period in hours. The blue circle represents the actual data for the AMPds dataset, whereas 

the red square, dotted black line, dash purple line, and green x are representing NARX, SVM, DT 

and LSTM, respectively used on the AMPds dataset. The shape that perfectly trails the blue circle 

is the best and the most precise. In this case the green x which represents LSTM follows the blue 

circle most accurately. LSTM’s green x-shaped is the only shape that can be seen fluctuating up 

with the actual data’s blue circle seen at 285 till 295 hours.  
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Table 10 Errors summaries of the Canada AMPds data set actual versus forecasted load 
forecasting 

 MAPE MAE RMSE 

NARX 0.24517 133.097 159.260 

LSTM 1.474 11.402 59.477 

SVM 18.724 99.017 123.883 

DT 18.879 99.653 124.335 

 

In the actual versus forecasted load forecasting for the Canada AMPds dataset as shown 

from Table 10 although LSTM’s MAPE value was greater than the NARX method, ultimately, 

LSTM had the best overall results. The LSTM method has a mean absolute percentage error 

(MAPE) of 1.474, mean absolute error (MAE) of 11.402, root mean square error (RMSE) of 

59.477. The methods SVM and DT have almost exactly the same error values. In addition, both 

SVM and DT performed better than NARX based on their MAE and RMSE values. NARX had 

the lowest value for the MAPE error which is 0.24517.  

 

When comparing the REFIT and AMPds datasets, it is observed that their size 

differentiates greatly. This is because the REFIT dataset is far bigger in size than the AMPds 

dataset. In addition, LSTM works the best with both datasets. SVM and DT both worked better 

with the steady dataset, which is the REFIT dataset, although, their MAE values were better in the 

AMPds dataset. 

 



 53 

Chapter 5: Vulnerability Assessment of Machine Learning based Short-Term 

Load Forecast Algorithms under Smart Meter Cyberattacks 

To assess the impact of cyberattacks on the four residential load forecasting machine 

learning algorithms, the UK dataset for 20 households [23] was employed. This is one of the first 

publicly available datasets collected primarily to promote ED research. The REFIT electrical load 

measurements dataset includes whole-house aggregate loads and nine individual appliance 

measurements at 8-second intervals per house, the data collected continuously from 20 houses over 

a two-year period. This will also include the other case study in the AMPds dataset, the data collect 

in house 1 hourly based [11]. This will show the differentiations between both countries and the 

effect of the time intervals. 

5.1 Modeling of Cyberattacks on Smart Meters  

 
The following four cyber-attacks on smart meters of residential houses are considered in 

this work. These are previously made cyber-attack templates; they have been used in cyber security 

literature of other smart grid applications [67].  

 

Table 11  Math model used in the evaluation of cyber-attack models. [67] 

Measures Equations Descriptions 
pulse 𝑃t= (1+ 𝜆P) X loadt 

For t = tp 

Pulse attacks at a certain location, that 
changed load to higher/lower levels at 
a given time. 

scaling 𝑆t= (1+ 𝜆S) X loadt 
For tS < t < te 

Scale attacks over a predetermined 
duration. 

ramping Type 1 
𝑅t=  𝜆R X(t-ts) X loadt 

For tS < t < te 

 
Type 2 

Ramping attacks in two different types: 
Type1: attacks up-ramping anomaly. 
Type 2: attacks both up- and down – 
ramping anomalies. 
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𝑅t=  [1 +𝜆R X (t - ts)] X loadt 

For tS < t < [>?@>A
&
] 

𝑅t=  [1 +𝜆R X (te - t)] X loadt 

For [>?@>A
&
] 	< 	t	 < te 

 
random 𝑅𝑎𝑛t= loadt +𝜆RAN X rand(t) 

For ts < 	t	 <  te 
Random attacks randomly using 
uniform random function. Where rand 
is the random generator that is available 
in MATLAB. 
 

In Table 1, 𝑃t is the pulse attack, 𝑆t is the Scale attack, 𝑅t is the ramp attack and 𝑅𝑎𝑛t is 
the random attack [24]. They were observed at time t, tp (is the amount time of one pulse attack), 
ts (the start of one cyber-attack), te (the end-time of one cyber-attack), and 𝜆P, 𝜆S , 𝜆R , 𝜆RAN are 
the attack parameters under pulse, Scale, Ramping and random, respectively. The original load is 
loadt [67]. 

 
In this project two cases of cyber-attack models were determined. The first case is by using 

each attack model separately to the original data. The second case is by using all the four attack 
models together to the original data in both UK and Canada datasets.  

5.2 The load prediction Under Pulse cyber-attack forecasting (NARX, LSTM, 
SVM and DT) versus Actual  
 

 
Figure	5.1.1	The	load	prediction	Under	Pulse	cyber-attack	forecasting	(NARX,	LSTM,	SVM	and	DT) versus	Actual	
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Figure 5.1.1 above present the modified load under pulse attack in the UK dataset. To select 

the best method, it is important to observe which shape follows the blue circle most accurately. In 

this case the green x-shape which represents LSTM follows the blue circle most accurately.  

Table 12 Errors summaries for the REFIT dataset of the load prediction Under Pulse cyber-
attack forecasting (NARX, LSTM, SVM and DT) vs Actual 

 
 MAPE MAE RMSE SD 

NARX 1.5268 418.8209 6.5978 926.5126 

LSTM 0.1061 58.2567 1.7030 843.2734 

SVM 0.4000 259.8690 5.1557 236.0923 

DT 1.4319 388.3964 5.4412 290.2558 

 

In the load prediction Under Pulse cyber-attack forecasting (NARX, LSTM, SVM and DT) 

versus actual as shown on Table 12 LSTM has the best results. The LSTM method has a mean 

absolute percentage error (MAPE) of 0.1061, mean absolute error (MAE) of 58.2567, root mean 

square error (RMSE) of 1.703, and standard deviation (SD) of 1029. However, its standard 

deviation value was greater than all the other methods. The SVM method has the lowest SD value 

which is 236.0923. Table 12 agrees with Figure 5.1.1 as they both showed that LSTM works best 

for the REFIT dataset under the pulse cyber-attack. 
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The load predictions under pulse cyber-attack forecasting for AMPds dataset using NARX, 

LSTM, SVM and DT is shown in fig 5.1.2 below. 

Figure	5.1.2	The	AMPds	load	prediction	under	pulse	cyber-attack	forecasting	(NARX,	LSTM,	SVM	and	DT)	vs	Actual	

In Figure 5.1.2 the blue circle represents the actual data for the AMPds dataset. To choose 

the best method it is important to observe which shape follows the blue circle most accurately. In 

this case the red square which represents NARX follows the blue circle most accurately.  

Table 13 Errors summaries for the AMPds dataset of the load prediction Under Pulse cyber-
attack vs actual 

 MAPE MAE RMSE  

NARX 16.446 113.2301 178.3073  

LSTM 22.823 159.0882 207.5454  

SVM 13.164 79.9960 102.924  
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DT 12.233 74.1633 88.0982  

 

In the load prediction under Pulse cyber-attack forecasting as shown on Table 13 DT has 

the best results. Although, DT has the lowest errors and best error results when compared to 

NARX, LSTM and SVM, ultimately, the NARX method that is shown in figure 5.1.2 has the best 

fit amongst the other methods. Thus, NARX is the closest and more accurate as it follows the trail 

of the original data under pulse attack. NARX has a mean absolute percentage error (MAPE) of 

16.446, the mean absolute error (MAE) of 113.2301, and the root mean square error (RMSE) of 

178.3073. Although its standard deviation value was greater than all the other methods. The values 

in Table 13 agrees with the results of the chart shown in Figure 5.1.2.  

 

The differences between the REFIT and AMPds datasets under pulse attack, it is detected 

that there is a huge distinguishes between the two datasets. This is because the data of the REFIT 

dataset size which is almost five times the size of the AMPds dataset. In addition, with the AMPds 

dataset, NARX works well compared to LSTM. This is because it is a fluctuating dataset, while 

LSTM works better with steady data like the REFIT dataset. Moreover, LSTM is better with a 

bigger dataset this explains why it showed better results when training the REFIT dataset. SVM 

and DT both worked better with the steady dataset, which is REFIT, although, their MAE values 

were better in the AMPds dataset. 
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5.3 The load prediction Under Scale cyber-attack forecasting (NARX, LSTM, 
SVM and DT) versus Actual  

 

Figure	5.2.1	The	REFIT	load	prediction	under	Scaling	cyber-attack	forecasting	(NARX,	LSTM,	SVM	and	DT)	versus	Actual	

Table 14 Errors summaries for the REFIT dataset of the load prediction under Scaling 
cyber-attack forecasting vs Actual 

 MAPE MAE RMSE SD 

NARX 1.5369 419.2005 6.5999 926.3797 

LSTM 0.3 56.8 0.7 1029 

SVM 0.4069 260.0093 5.1527 234.4309 

DT 1.4374 388.3488 5.4412 294.8280 
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In the load prediction under Scaling cyber-attack forecasting vs actual as shown on Table 

14 LSTM has the best results. The LSTM method has a mean absolute percentage error (MAPE) 

of 0.3, mean absolute error (MAE) of 56.8, root mean square error (RMSE) of 0.7, and standard 

deviation (SD) of 1029. Although its standard deviation value was greater than all the other 

methods. The SVM method has the lowest SD value which is 234.4309. 

In Figure 5.2.1, LSTM represents the green x-shape in the chart which follows the actual 

data’s blue circle most accurately compared to the other methods. Hence, Table 14 agrees with 

Figure 5.2.1, as they both depict LSTM as being the best method under the scaling cyber-attack. 

The load predictions under scale cyber-attack for the AMPds dataset using NARX, LSTM, 

SVM and DT vs actual shown in fig.5.2.2. below. 

 

Figure	5.2.2	The	Canada	AMPds	load	prediction	under	scale	cyber-attack	forecasting	(NARX,	LSTM,	SVM	and	DT)	versus	Actual	
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In Figure 5.2.2, LSTM represents the green x-shaped in the chart which follows the actual data’s 

blue circle most accurately compared to the other methods. This means that in the case where the 

AMPds data is under the scaling cyber-attack, the method LSTM works best.  

Table 15 Errors summaries for the AMPds dataset of the load prediction forecasting under 
Scaling attack vs actual 

 MAPE MAE RMSE 

NARX 1.104 8.22 31.284 

LSTM 36.313 321.766 378.325 

SVM 32.962 204.141 239.539 

DT 31.195 208.320 231.817 

 

In the load prediction Under Scale cyber-attack forecasting of the AMPds dataset as shown 

on Table 15, NARX has the best results. The NARX method has a mean absolute percentage error 

(MAPE) of 1.104, mean absolute error (MAE) of 8.22, and the root mean square error (RMSE) of 

31.284.  

For the AMPds data, in scaling, there is no evident change in the connections of the data. 

There is no fluctuation because the characteristics of the data are unchanged. Under scale LSTM 

works the best based on figure 5.2.2 because there is no fluctuation and data are not affected as 

much as they are in other cyberattacks. This observation is justifiable based on the equations that 

were used in Table 11. However, Table 15 does not agree with the chart on Figure 5.2.2. 

 

When comparing the REFIT and AMPds datasets under scale attack, it is detected that 

there are some differences between the two datasets results. The REFIT dataset results that are 
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shown in Table 14 and Figure 5.2.1 both showed the same results and agreed that LSTM has the 

best performance. However, in the AMPds dataset the results shown in Table 15 and Figure 5.2.2 

differed greatly. This is because NARX performed the best in terms of values in Table 15, while 

LSTM showed the best accuracy in following the actual data’s prediction line making it the best 

method in Figure 5.2.2.  

NARX works well compared to LSTM values in the AMPds dataset only in the error table. 

LSTM is better with a bigger dataset this explains why it showed better results when training the 

REFIT dataset.  

5.4 The load prediction Under Ramping cyber-attack forecasting (NARX, 

LSTM, SVM and DT) versus Actual  

 

Figure	5.3.1	The	REFIT	load	prediction	Under	ramping	cyber-attack	forecasting	(NARX,	LSTM,	SVM	and	DT)	versus	Actual	



 62 

In Figure 5.3.1, LSTM represents the green x-shape in the chart which follows the actual data’s 

blue circle most accurately compared to the other methods. This means that in the case where the 

REFIT data is under the ramping cyber-attack, the method LSTM works best. 

Table 16 Errors summaries for the REFIT dataset of the load prediction under Ramping 
cyber-attack forecasting vs actual 

 MAPE MAE RMSE SD 

NARX 1.7043 433.8518 6.6881 950.8665 

LSTM 0.1 33.3 0.6 1005.4 

SVM 0.4040 259.9630 5.1534 235.2796 

DT 1.6230 401.8941 5.4864 294.8280 

 

In the load prediction under Ramping cyber-attack forecasting as shown on Table 16 LSTM 

has the best results. The LSTM method has a mean absolute percentage error (MAPE) of 0.1, mean 

absolute error (MAE) of 33.3, root mean square error (RMSE) of 0.6, and standard deviation (SD) 

of 1005.4. Although its standard deviation value was greater than all the other methods. The SVM 

method has the lowest SD value which is 235.2796.  

The load predictions under ramping cyber-attack for the AMPds dataset using NARX, 

LSTM, SVM and DT vs actual shown in fig 5.3.2. below. 
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Figure	5.3.2	The	Canada	AMPds	load	prediction	under	ramping	cyber	attack	forecasting	(NARX,	LSTM,	SVM	and	DT)	vs	
Actual	

In Figure 5.3.2, NARX represents the red square in the chart which follows the actual data’s blue 

circle most accurately compared to the other methods. This means that in the case where the 

AMPds data is under the ramping cyber-attack, the method NARX works best. 

Table 17 Errors summaries for the AMPds dataset of the modified original load forecasting 
under Ramping cyber-attack vs actual 

 MAPE MAE RMSE 

NARX 4.684 445.6099 3105.121 

LSTM 55.897 6.4456e+3 11000.544 

SVM 112.102 6379.063 10517.745 

DT 573.532 7221.648 8940.199 
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In the load prediction under ramping cyber-attack forecasting of the AMPds dataset as 

shown on Table 17, NARX has the best results. The NARX method has a mean absolute percentage 

error (MAPE) of 4.684, mean absolute error (MAE) of 445.8099, and the root mean square error 

(RMSE) of 3105.121.  

As seen on Figure 5.3.2, the ramping attacks type 2 is observed. The type 2 of ramping 

attack happens at the 500th hour mark and at the 600th hour mark. NARXs works best here because 

the data is fluctuating. 

Under the ramping cyber-attack, the two datasets showed different results as usual. The 

REFIT dataset had LSTM as the best method and the AMPds dataset has NARX as the best 

method. This is because AMPds is a fluctuating dataset, while LSTM works better with steady 

data like the REFIT dataset. Also, LSTM is better with a bigger dataset this explains why it showed 

better results when training the REFIT dataset. 

5.5 The load prediction Under Random cyber-attack forecasting (NARX, 

LSTM, SVM and DT) versus Actual  

 

 

 

 

 

 

 

 

Figure	5.4.1	The	REFIT	 load	prediction	under	Random	cyber-attack	 forecasting	 (NARX,	 LSTM,	 SVM	and	DT)	 versus	
Actual	
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In Figure 5.4.1, LSTM represents the green x-shape in the chart which follows the actual data’s 

blue circle most accurately compared to the other methods. This means that in the case where the 

REFIT data is under the random cyber-attack, the method LSTM works best. 

Table 18 Errors summaries for the REFIT dataset of the load prediction under Random 
cyber-attack forecasting  

 MAPE MAE RMSE SD 

NARX 19.2 2291.1 13.5 2634.1 

LSTM 0.4855 108.3814 1.6823 853.3391 

SVM 66 6196.8 42.2 8574.5 

DT 19.3 2244.4 11.7 1645.5 

 

In the load prediction under Random cyber-attack as shown on Table 18 LSTM has the 

best results. The LSTM method has a mean absolute percentage error (MAPE) of 0.4855, mean 

absolute error (MAE) of 108.3814, root mean square error (RMSE) of 1.6823, and standard 

deviation (SD) of 853.3391. Table 18 agrees with the chart shown in Figure 5.4.1. 

 

The load predictions under random cyber-attack forecasting for the AMPds dataset using 

NARX, LSTM, SVM and DT vs actual is shown in fig 5.4.2. below. 
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Figure	5.4.2	The	Canada	AMPds	load	prediction	under	random	cyber-attack	forecasting	(NARX,	LSTM,	SVM	and	DT)	
versus	Actual		

In Figure 5.4.2, NARX represents the red square shape in the chart which follows the actual data’s 

blue circle most accurately compared to the other methods. This means that in the case where the 

AMPds data is under the random cyber-attack, the method NARX works best. 

Table 19 Errors summaries of the load prediction under Ramping cyber-attack forecasting 
of the AMPds dataset vs actual 

 MAPE MAE RMSE 

NARX 5.162 39.5246 68.361 

LSTM 28.287 200.502 245.638 

SVM 18.987 124.689 157.441 

DT 19.645 124.668 155.755 
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In the load prediction under random cyber-attack forecasting of the AMPds dataset as 

shown on Table 16, NARX has the best results. The NARX method has a mean absolute percentage 

error (MAPE) of 5.162, mean absolute error (MAE) of 39.5246, and the root mean square error 

(RMSE) of 68.361. Table 16 agrees with the chart shown in Figure 5.4.2. 

 

The REFIT dataset under ramping attack compared to the AMPds dataset as stated above 

in the sections discussing the other cyber-attack results the datasets results differ when it comes to 

the best method. In the case of a random cyber-attack the best result for the REFIT dataset was 

LSTM, while it was NARX for the AMPds dataset. To restate the reason, the AMPds dataset is a 

fluctuating dataset, while LSTM works better with steady data like the REFIT dataset. Also, LSTM 

is better with a bigger dataset this explains why it showed better results when training the REFIT 

dataset.  

Although, Tables 13, 14, 15, 16 and 17 indicate that LSTM outperformed all the other 

methods simply based on having the lowest values for the error performances. Ultimately, LSTM 

is the method that varied the most in error performance. The LSTM error values changed the most 

between each cyber-attack which implied that it is more vulnerable to attacks. 

 

When LSTM is compared to NARX it is important to understand that they both have 

different ANN methodology. LSTM are recurrent neural networks, while NARX are 

autoregressive models [68]. In the results shown earlier, NARX has a higher forecasting error than 

LSTM due to the predicted output being fed back to the feedback network instead of the actual 

output [68]. This carries on the error further into the predictions which increases the errors [68]. 

On the other hand, LSTM has cell memory that can handle long-term dependencies, because 
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information can remain in the memory for many steps [68]. LSTM can remember or forget the 

data efficiently, whereas SVM cannot [69]. Also, the gating system of LSTM adds to its efficiency 

in predicting. This is because LSTM gating system filters out irrelevant input information, thus, 

predicting in a higher accuracy rate [70].  

5.6 Load Predictions for Data Under All Cyberattacks types (pulse, scale, 
ramping and random) 

 
Figure	5.5.1	The	load	prediction	under	all	cyber-attack	forecasting	(NARX,	LSTM,	SVM	and	DT)	vs	Actual	

In Figure 5.5.1, LSTM represents the green x-shape in the chart which follows the actual 

data’s blue circle most accurately compared to the other methods. This means that in the case 

where the REFIT data is under the combined all four cyber-attacks, the method LSTM works best.  
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Table 20 Errors summaries for the REFIT dataset of the load prediction under All four 
cyber-attack models forecasting  

 MAPE MAE RMSE SD 

NARX 19.4 2295.7 13.6 2636.9 

LSTM 0.9692 161.7596 1.7672 808.2965 

SVM 15.4 1852.8 9.8 1795.5 

DT 19.5 2258.8 11.8 2380.1 

 

In the load prediction under all cyber-attack models forecasting as shown in Table 20 

LSTM has the best results. The LSTM method has a mean absolute percentage error (MAPE) of 

0.9692, mean absolute error (MAE) of 161.7596, root mean square error (RMSE) of 1.7672, and 

standard deviation (SD) of 808.2965. Table 20 agrees with the chart on Figure 5.5.1. 

The load predictions under the combined all four cyber-attacks for the AMPds dataset using 

NARX, LSTM, SVM and DT is shown in fig 5.5.2. below. 

 

Figure	5.5.2	The	Canada	AMPds	load	prediction	under	all	cyber-attack	forecasting	(NARX,	LSTM,	SVM	and	DT)	vs	

Actual	
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In Figure 5.5.2, NARX represents the red square shape in the chart which follows the actual data’s 

blue circle most accurately compared to the other methods. This means that in the case where the 

AMPds data is under the combined all four cyber-attacks, the method NARX works best. 

Table 21 Errors summaries for the AMPds dataset of the load prediction under all cyber-
attack forecasting 

 MAPE MAE RMSE 

NARX 56.436 2.7693e+03 11335.318 

LSTM 64.511 9.0060e+03 17406.836 

SVM 99.492 8.7124e+03 16725.339 

DT 613.153 11457.692 14877.364 

 

In the load prediction under the combined all four cyber-attacks of the AMPds dataset 

forecasting as shown on Table 21, NARX has the best results. The NARX method has a mean 

absolute percentage error (MAPE) of 56.436, mean absolute error (MAE) of 2.7693e+03, and the 

root mean square error (RMSE) of 11335.318. Table 21 agrees with the chart on Figure 5.5.2. 

 

The REFIT dataset under the combined all four cyber-attacks compared to the AMPds 

dataset results differ when it comes to the best method. In the case of combined all four cyber-

attacks the best result for the REFIT dataset was LSTM, while it was NARX for the AMPds 

dataset. To restate the reason, the AMPds dataset is a fluctuating dataset, while LSTM works better 

with steady data like the REFIT dataset. Also, LSTM is better with a bigger dataset this explains 

why it showed better results when training the REFIT dataset.  
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Although, the best methods for the two datasets were determined and the best method result 

was like the other tests done in Sections 5.2, 5.3, 5.4 and 5.5, ultimately, in this section the cyber-

attack is the worst case since all the cyber-attacks are combined to modify the original data. The 

magnitude went over the reasonable region making the results unreliable.  
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Conclusion: 

This work analyzed the vulnerability of four representative machine learning algorithms 

for residential short-term load forecast against cyberattacks, including Nonlinear Auto Regression 

with external input (NARX) neural network, support vector machine (SVM), decision tree (DT), 

and long-short-term memory (LSTM) deep learning. Four cyberattack models are used, namely, 

pulse, scale, ramp, and random attacks. The REFIT open dataset is used for the assessment as well 

as the AMPds dataset. The REFIT dataset collected whole-house aggregated loads at 8-second 

intervals continuously from 20 houses over a two-year period in the U.K. The AMPds data set 

were sampled in hours from 6th of March 2016 to 7th of May 2016. The vulnerability assessment 

results indicate the LSTM provides the most accurate prediction without cyberattacks. However, 

the prediction accuracy of the LSTM fluctuates most, compared to other machine learning 

methods, when there are cyberattacks. The AMPds dataset graphs presented sharper results 

compared to the REFIT dataset. Under scale attack, LSTM works the best because there is no 

fluctuation and data are not affected as much as they are in other cyberattacks. Among the four 

cyberattacks, the random attack triggered the largest variations on the predication results. The test 

where all four of the cyber-attacks are used to modify the original data, the magnitude went over 

the reasonable region. This resulted with the worst results for all the four neural network methods. 

Ultimately, the two datasets differed greatly when it comes to their size, results, and fluctuation in 

values. The common pattern observed when studying the results for the two datasets is that NARX 

works better with the AMPds set because it is a fluctuating dataset, while LSTM works better with 

steady data like the REFIT dataset. In addition, LSTM is better with a bigger dataset this explains 

why it showed better results when training the REFIT dataset. 
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For future work it is critically viable to test the two datasets under different machine 

learning methods to further study their patterns.   
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Appendix 

   NARX- NEURAL NETWORK PREDICTIONS: 

USING THE ORIGINAL DATA SEPTEMBER20_21_22 TO TRAIN THE DATA AND PREDICTS 
K2 AND COMPARE IT WITH SEPTEMBER23_24_25 

 DATA USED FOR NARX PREDICTIONS:  

I used September 20,21,22, 2013 data to train and test in order to predict September 23,24,25, 2013 data which 
is the next days predications and compare the actual data i.e. September 23,24,25, 2013 with K2 data (the 
predicted data). 

% prediction code and finding K2 the predicted data in order to compare it with the actual data  

Timeinput = timerateseptember20_21_22; 
Targetload = september20_21_22; 
M = max(Timeinput); 
N = min(Timeinput); 
J = max(Targetload); 
L = min(Targetload); 
A = (Timeinput - N)/(M - N);  %Normalization 
B = (Targetload - L)/(J - L); %Normalization 
inputSeries = (A.') 
targetSeries = (B.') 
X = tonndata(inputSeries,true,false); 
T = tonndata(targetSeries,true,false); 
trainFcn = 'trainbr';   
inputDelays = 1:2; 
feedbackDelays = 1:2; 
hiddenLayerSize = (200); 
net = 
narxnet(inputDelays,feedbackDelays,hiddenLayerSize,'open',trainFcn); 
% Prepare the Data for Training and Simulation 
[x,xi,ai,t] = preparets(net,X,{},T); 
% Setup Division of Data for Training, Validation, Testing 
net.divideParam.trainRatio = 70/100; 
net.divideParam.valRatio = 15/100; 
net.divideParam.testRatio = 15/100; 
% Train the Network 
[net,tr] = train(net,x,t,xi,ai); 
% Test the Network 
y = net(x,xi,ai); 
e = gsubtract(t,y); 
performance = perform(net,t,y) 
% View the Network 
view(net) 
% Closed Loop Network 
netc = closeloop(net); 
netc.name = [net.name ' - Closed Loop']; 
view(netc) 
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[xc,xic,aic,tc] = preparets(netc,X,{},T); 
yc = netc(xc,xic,aic); 
closedLoopPerformance = perform(net,tc,yc) 
nets = removedelay(net); 
nets.name = [net.name ' - Predict One Step Ahead']; 
view(nets) 
[xs,xis,ais,ts] = preparets(nets,X,{},T); 
ys = nets(xs,xis,ais) 
stepAheadPerformance = perform(nets,ts,ys) 
Z = [ys{ : }] 
K = (Z.') 
K2 = K*(J - L) + L %denormalization 
 
 

 
 

 

PREDICTIONS USING NEURAL NETWORK 
LSTM  

FORECAST TIME SERIES DATA USING A LONG SHORT-TERM MEMORY (LSTM) NETWORK 
OF HOUSE2 

 LSTM STEPS: 

• Load data  

§ Data used in the forecasting were  

§ september20_21_22  

§ september23_24_25  

• Define LSTM Network Architecture using APPs > Deep network designer  

o Use a sequence input layer with an input size that matches the number of channels of the input 
data, ours was 1 since we have one input. 

o Use an LSTM layer with 128 hidden units. The number of hidden units determines how much 
information is learned by the layer. Using more hidden units can yield more accurate results but 
can be more likely to lead to overfitting to the training data. 

o To output sequences with the same number of channels as the input data, include a fully 
connected layer with an output size that matches the number of channels of the input data. 

o Finally, include a regression layer. 
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• Specify Training Options 

o Train using Adam optimization. 

o Train for different numbers of epochs until a good fit was taken 

§ as our data is a larger data sets and our epochs was 1000 

o In each mini-batch, left-pad the sequences so they have the same length. Left-padding prevents 
the network from predicting padding values at the ends of sequences. 

o Shuffle the data every epoch. 

o Display the training progress in a plot. 

o Disable the verbose output. 

• Train Neural Network 

% prediction code and finding YTest_final  the predicted data in order to compare it with the actual data  

 

layers = [ 
    sequenceInputLayer(1) 
    lstmLayer(512) 
    fullyConnectedLayer(1) 
    regressionLayer]; 
 

options = trainingOptions("adam", ... 
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    MaxEpochs=100, ... 
    SequencePaddingDirection="left", ... 
    Shuffle="every-epoch", ... 
    Plots="training-progress", ... 
    Verbose=0); 
 

%divide the data 
% N=floor(0.9*numel(september20_21_22)); 
dataTrain = september20_21_22; 
%dataTest = september20_21_22(N+1:end); 
 

%standardize data 
 

muX = mean(dataTrain); 
sigmaX = std(dataTrain); 
 

dataTrainStandardized = (dataTrain - muX)/sigmaX; 
 

   
    XTrain = dataTrainStandardized(1:end-1); 
   
    TTrain = dataTrainStandardized(2:end); 
 

net= trainNetwork(XTrain.',TTrain.',layers,options) 
 

plot(layerGraph(layers)); 
 
 
%testing the data 
%standardize data 
muX=mean(september23_24_25); 
sigmaX= std(september23_24_25); 
 

dataTestStandardized = (september23_24_25- muX)/sigmaX; 
 

XTest= dataTestStandardized(1:end-1); 
 

TTest= dataTestStandardized(2:end); 
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YTest = predict(net,XTest.',SequencePaddingDirection="left"); 
net.Layers 
  
  
 err = TTest - YTest; 
%  errpct = abs((err)./TTest)*100; %Absolute percentage error 
%  MAPE = mean(errpct(~isinf(errpct))); 
%  fprintf('\nMean Absolute Percent Error (MAPE) for the forecasted 
load of day ahead: %0.3f%%\n',MAPE); 
 

 

YTest_Tempor=(YTest * sigmaX)+muX; 
YTest_Final=YTest_Tempor.'; 
 
 

 

 

o Graph results of the Training: 
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PREDICTIONS USING NEURAL NETWORK SVM 
AND TREE 
USING THE APPS IN MATLAB- REGRESSION LINEAR WERE USED TO FIND NEURAL 
NETWORK PREDICTIONS (THE MINIMUM AND ACCURATE TREES AND WERE DETERMINED 
AND CHOOSEN TO PLOT AGAINST ACTUAL AND NARX AND LSTM): 

 

NARX,LSTM,SVM AND TREE NEURAL NETWORK PREDICTIONS (GRAPH)-CODE VERSUS 
ACTUAL DATA, SVN, TREE AND GAUSSIAN METHODS: 

q = (yfit_tree1.'); % coarse tree training data 
Z = (yfit_SVM1.'); %SVM using fine gaussian training data 
g = (YTest_Final.'); % LSTM 
x = (september23_24_25.'); %actual data 
y = (K2.'); % NEURAL NETWORK PREDITED DATA 
%Z = (data.'); 
%q = (data.'); 
ts1 = timeseries(x,1:42657); %No. of data  
ts1.Name = ' Load Consumption (W)'; 
ts1.TimeInfo.Units = 'second'; 
% Set start date. 
%ts1.TimeInfo.StartDate = '0:00';  
% Set format for display on x-axis.     
ts1.TimeInfo.Format = 'SS';      
ts1.Time = ts1.Time - ts1.Time(1); 
%ts1 = setuniformtime(ts1,'Interval',20) 
ts2 = timeseries(y,1:42657); 
ts2.Name = ' Load Consumption (W)'; 
ts2.TimeInfo.Units = 'second'; 
%$ts2.TimeInfo.StartDate = '23-09-2013 00:00:00';  %starts from 12am 
0:00    
ts2.TimeInfo.Format = 'SS';  %goes with seconds, minutes, hours      
ts2.Time = ts2.Time - ts2.Time(1); 
 

ts3 = timeseries(Z,1:42657); 
ts3.Name = ' Load Consumption (W)'; 
ts3.TimeInfo.Units = 'second'; 
%ts3.TimeInfo.StartDate = '0:00'; 
ts3.TimeInfo.Format = 'SS'; 
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ts3.Time = ts3.Time - ts3.Time(1); 
 

ts4 = timeseries(q,1:42657); 
ts4.Name = ' Load Consumption (W)'; 
ts4.TimeInfo.Units = 'second'; 
%ts4.TimeInfo.StartDate = '0:00'; 
ts4.TimeInfo.Format = 'SS'; 
ts4.Time = ts4.Time - ts4.Time(1); 
 

ts5 = timeseries(g,1:42657); 
ts5.Name = ' Load Consumption (W)'; 
ts5.TimeInfo.Units = 'second'; 
%ts5.TimeInfo.StartDate = '0:00'; 
ts5.TimeInfo.Format = 'SS'; 
ts5.Time = ts5.Time - ts5.Time(1); 
 

%ploting all methods together 
%ts5.TimeInfo.Format = 'ss,mm,hh'; 
plot(ts1,'s-r','MarkerSize',6), 
hold on 
plot(ts2,'s-k','MarkerSize',6), 
hold on 
plot(ts3,'s-g','MarkerSize',6), 
hold on 
plot(ts4,'s-m','MarkerSize',6), 
hold on 
plot(ts5,'s-b','MarkerSize',6), 
grid on 
 

legend('show') 
xlim('auto') 
ylim('auto') 
title(['The (actual verus forecasted )load for three days ahead']) 
legend('Actual','NARX-NN','SVM-NN', 'Tress-NN', 'LSTM-NN' ) 
xlabel('Time (three days september 23, 24 and 25) in Seconds') 
 

zoom on 
 

xlim([0 15000]) 
ylim([-1440 11977]) 
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THE ABOVE GRAPH REPRESENTED THE DIFFERENCES OF COLOURED LINES. 

THE SAME RESULT GRAPHS BUT SHAPED INSTEAD OF COLOURED WERE WRITTEN IN THE 
CODE BELOW: 

NARX,LSTM,SVM AND TREE NEURAL NETWORK PREDICTIONS (GRAPH)-CODE VERSUS 
ACTUAL DATA, SVN, TREE AND GAUSSIAN METHODS: 

q = (yfit_tree1.'); % coarse tree training data 
Z = (yfit_SVM1.'); %SVM using fine gaussian training data 
g = (YTest_Final.'); % LSTM 
x = (september23_24_25.'); %actual data 
y = (K2.'); % NEURAL NETWORK PREDITED DATA 
%Z = (data.'); 
%q = (data.'); 
ts1 = timeseries(x,1:42657); %No. of data  
ts1.Name = ' Load Consumption (W)'; 
ts1.TimeInfo.Units = 'second'; 
% Set start date. 
%ts1.TimeInfo.StartDate = '0:00';  
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% Set format for display on x-axis.     
ts1.TimeInfo.Format = 'SS';      
ts1.Time = ts1.Time - ts1.Time(1); 
%ts1 = setuniformtime(ts1,'Interval',20) 
ts2 = timeseries(y,1:42657); 
ts2.Name = ' Load Consumption (W)'; 
ts2.TimeInfo.Units = 'second'; 
%$ts2.TimeInfo.StartDate = '23-09-2013 00:00:00';  %starts from 12am 
0:00    
ts2.TimeInfo.Format = 'SS';  %goes with seconds, minutes, hours      
ts2.Time = ts2.Time - ts2.Time(1); 
 

ts3 = timeseries(Z,1:42657); 
ts3.Name = ' Load Consumption (W)'; 
ts3.TimeInfo.Units = 'second'; 
%ts3.TimeInfo.StartDate = '0:00'; 
ts3.TimeInfo.Format = 'SS'; 
ts3.Time = ts3.Time - ts3.Time(1); 
 

ts4 = timeseries(q,1:42657); 
ts4.Name = ' Load Consumption (W)'; 
ts4.TimeInfo.Units = 'second'; 
%ts4.TimeInfo.StartDate = '0:00'; 
ts4.TimeInfo.Format = 'SS'; 
ts4.Time = ts4.Time - ts4.Time(1); 
 

ts5 = timeseries(g,1:42657); 
ts5.Name = ' Load Consumption (W)'; 
ts5.TimeInfo.Units = 'second'; 
%ts5.TimeInfo.StartDate = '0:00'; 
ts5.TimeInfo.Format = 'SS'; 
ts5.Time = ts5.Time - ts5.Time(1); 
 

%ploting all methods together 
%ts5.TimeInfo.Format = 'ss,mm,hh'; 
plot(ts1,'o','LineWidth',1), 
hold on 
plot(ts2,'s','LineWidth',1), 
hold on 
plot(ts3,':k','LineWidth',2), 
hold on 
plot(ts4,'--','LineWidth',1), 
hold on 
plot(ts5,'x','LineWidth',1), 
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grid on 
 

legend('show') 
xlim('auto') 
ylim('auto') 
title(['The (actual verus forecasted )load for three days ahead for UK 
data']) 
legend('Actual','NARX-NN','SVM-NN', 'Tress-NN', 'LSTM-NN' ) 
xlabel('Time (three days september 23, 24 and 25) in Seconds') 
 

zoom on 
 

xlim([11192 11562]) 
ylim([273 515]) 
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NARX NEURAL NETWORK PREDICTIONS ERRORS CODE AND RESULTS: 

% Compare NARX predictions of the original load  
Load_Data_NARX= september23_24_25; 
PData_NARX = K2; 
CompareData_NARX= [Load_Data_NARX,PData_NARX]; 
xlswrite('Compare_NARX.xlsx',CompareData_NARX); 
 

Miu_NARX= mean(september23_24_25); 
numPred_NARX = numel(september23_24_25); 
MAPE1_NARX= 0.0; 
MAE1_NARX = 0.0; 
RMSE1_NARX = 0.0; 
SD1_NARX= 0.0; 
for k = 1:numPred_NARX 
    PE(k) = abs(september23_24_25(k)-
PData_NARX(k))/september23_24_25(k); 
    ME(k) = abs(september23_24_25(k)-PData_NARX(k)); 
    ZE(k) = (september23_24_25(k)-PData_NARX(k)).^2; 
    SE(k) = (PData_NARX(k)-Miu_NARX).^2; 
    MAPE1_NARX = PE(k)+MAPE1_NARX; 
    MAE1_NARX = ME(k)+MAE1_NARX; 
    RMSE1_NARX = ZE(k)+RMSE1_NARX; 
    SD1_NARX = SE(k)+SD1_NARX; 
end 
MAPE_NARX = MAPE1_NARX/numPred_NARX; 
MAE_NARX = MAE1_NARX/numPred_NARX; 
RMSET_NARX= sqrt(RMSE1_NARX)/numPred_NARX; 
SD_NARX = sqrt(SD1_NARX/numPred_NARX); 
PEI_NARX = [MAPE_NARX ,MAE_NARX ,RMSET_NARX ,SD_NARX]; 
xlswrite('Prediction_Error_Index_NARX.xlsx',PEI_NARX); 
fprintf('The errors in NARX of the original load'); 
disp(['NARX:    MAPE     MAE     RMSE     SD']); 
disp(PEI_NARX); 
 

% % Compare LSTM predictions of the original load  
Load_Data_LSTM = september23_24_25; 
PData_LSTM = YTest_Final; 
CompareData_LSTM_under_pulseattack = [Load_Data_LSTM,PData_LSTM]; 
xlswrite('Compare_LSTM.xlsx',CompareData_LSTM_under_pulseattack); 
 

Miu_LSTM = mean(september23_24_25); 
numPred_LSTM = numel(september23_24_25); 
MAPE1_LSTM= 0.0; 
MAE1_LSTM= 0.0; 
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RMSE1_LSTM = 0.0; 
SD1_LSTM = 0.0; 
for k_LSTM = 1:numPred_LSTM 
    PE_LSTM(k_LSTM) = abs(september23_24_25(k_LSTM)-
PData_LSTM(k_LSTM))/september23_24_25(k_LSTM); 
    ME_LSTM(k_LSTM) = abs(september23_24_25(k_LSTM)-
PData_LSTM(k_LSTM)); 
    ZE_LSTM(k_LSTM) = (september23_24_25(k_LSTM)-
PData_LSTM(k_LSTM)).^2; 
    SE_LSTM(k_LSTM) = (PData_LSTM(k_LSTM)-Miu_LSTM).^2; 
    MAPE1_LSTM = PE_LSTM(k_LSTM)+MAPE1_LSTM; 
    MAE1_LSTM = ME_LSTM(k_LSTM)+MAE1_LSTM; 
    RMSE1_LSTM = ZE_LSTM(k_LSTM)+RMSE1_LSTM; 
    SD1_LSTM = SE_LSTM(k_LSTM)+SD1_LSTM; 
end 
MAPE_LSTM = MAPE1_LSTM/numPred_LSTM; 
MAE_LSTM = MAE1_LSTM/numPred_LSTM; 
RMSET_LSTM = sqrt(RMSE1_LSTM)/numPred_LSTM; 
SD_LSTM = sqrt(SD1_LSTM/numPred_LSTM); 
PEI_LSTM = [MAPE_LSTM ,MAE_LSTM ,RMSET_LSTM ,SD_LSTM]; 
xlswrite('Prediction_Error_Index_LSTM.xlsx',PEI_LSTM); 
fprintf('The errors in LSTM of the original load'); 
disp(['LSTM:    MAPE     MAE     RMSE     SD']); 
disp(PEI_LSTM); 
 

 

% % Compare SVM predictions of the original load  
Load_Data_SVM = september23_24_25; 
PData_SVM = yfit_SVM1; 
CompareData_SVM = [Load_Data_SVM,PData_SVM]; 
xlswrite('Compare_SVM.xlsx',CompareData_SVM); 
 

Miu_SVM= mean(september23_24_25); 
numPred_SVM = numel(september23_24_25); 
MAPE1_SVM= 0.0; 
MAE1_SVM= 0.0; 
RMSE1_SVM= 0.0; 
SD1_SVM= 0.0; 
for k_SVM = 1:numPred_SVM 
    PE_SVM(k_SVM) = abs(september23_24_25(k_SVM)-
PData_SVM(k_SVM))/september23_24_25(k_SVM); 
    ME_SVM(k_SVM) = abs(september23_24_25(k_SVM)-PData_SVM(k_SVM)); 
    ZE_SVM(k_SVM) = (september23_24_25(k_SVM)-PData_SVM(k_SVM)).^2; 
    SE_SVM(k_SVM) = (PData_SVM(k_SVM)-Miu_SVM).^2; 
    MAPE1_SVM = PE_SVM(k_SVM)+MAPE1_SVM; 
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    MAE1_SVM = ME_SVM(k_SVM)+MAE1_SVM; 
    RMSE1_SVM = ZE_SVM(k_SVM)+RMSE1_SVM; 
    SD1_SVM = SE_SVM(k_SVM)+SD1_SVM; 
end 
MAPE_SVM = MAPE1_SVM/numPred_SVM; 
MAE_SVM = MAE1_SVM/numPred_SVM; 
RMSET_SVM = sqrt(RMSE1_SVM)/numPred_SVM; 
SD_SVM = sqrt(SD1_SVM/numPred_SVM); 
PEI_SVM = [MAPE_SVM ,MAE_SVM ,RMSET_SVM ,SD_SVM]; 
xlswrite('Prediction_Error_Index_SVM.xlsx',PEI_SVM); 
fprintf('The errors in SVM of the original load'); 
disp(['SVM:    MAPE     MAE     RMSE     SD']); 
 disp(PEI_SVM); 
 

 

% % Compare TREE predictions of the original load  
Load_Data_TREE = september23_24_25; 
PData_TREE= yfit_tree1; 
CompareData_TREE = [Load_Data_TREE,PData_TREE]; 
xlswrite('Compare_TREE.xlsx',CompareData_TREE); 
 

Miu_TREE= mean(september23_24_25); 
numPred_TREE= numel(september23_24_25); 
MAPE1_TREE= 0.0; 
MAE1_TREE= 0.0; 
RMSE1_TREE = 0.0; 
SD1_TREE = 0.0; 
for k_TREE= 1:numPred_TREE 
    PE_TREE(k_TREE) = abs(september23_24_25(k_TREE)-
PData_TREE(k_TREE))/september23_24_25(k_TREE); 
    ME_TREE(k_TREE) = abs(september23_24_25(k_TREE)-
PData_TREE(k_TREE)); 
    ZE_TREE(k_TREE) = (september23_24_25(k_TREE)-
PData_TREE(k_TREE)).^2; 
    SE_TREE(k_TREE) = (PData_TREE(k_LSTM)-Miu_TREE).^2; 
    MAPE1_TREE = PE_TREE(k_TREE)+MAPE1_TREE; 
    MAE1_TREE = ME_TREE(k_TREE)+MAE1_TREE; 
    RMSE1_TREE = ZE_TREE(k_TREE)+RMSE1_TREE; 
    SD1_TREE = SE_TREE(k_TREE)+SD1_TREE; 
end 
MAPE_TREE = MAPE1_TREE/numPred_TREE; 
MAE_TREE = MAE1_TREE/numPred_TREE; 
RMSET_TREE = sqrt(RMSE1_TREE)/numPred_TREE; 
SD_TREE = sqrt(SD1_TREE/numPred_TREE); 
PEI_TREE = [MAPE_TREE ,MAE_TREE ,RMSET_TREE ,SD_TREE]; 
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xlswrite('Prediction_Error_Index_TREE.xlsx',PEI_TREE); 
fprintf('The errors in TREE of the original load'); 
disp(['TREE:    MAPE     MAE     RMSE     SD']); 
disp(PEI_TREE); 

 

 

 

 

 

 

 

MAE, RMSE, SD AND MAPE ERRORS IN NARX-NEURAL NETWORK RESULTS: 

 

 

MAE, RMSE, SD AND MAPE ERRORS IN LSTM-NEURAL NETWORK RESULTS: 

 

MAE, RMSE, SD AND MAPE ERRORS IN SVM-NEURAL NETWORK RESULTS: 
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MAE, RMSE, SD AND MAPE ERRORS IN TREE-NEURAL NETWORK RESULTS: 

 

 

 
 

 

CYBER ATTACK TEMPLATES: 
USING THE ORIGINAL DATA SEPTEMBER20_21_22 AND MODIFIED THEM USING CYBER 
TEMPLATES TWO CASES: CASE 1- USE EACH ATTACK ALONE, CASE2- USE ALL ATTACKS 
TOGETHER  
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1) PULSE ATTACK:  

Load forecasts are modified to higher/lower values at a specific point during the 
entire duration of an attack. The attack parameter is set as λP.  

 

where tP is the occurrence time of one pulse attack. pFt is the original load forecast that is not 
tampered with any cyber attack .p.Ft is the load forecast tampered with cyberattacks.  

 

 

 

PULSE CODE: 

%p ̇PFt=(1+λP)×load, fort=tP 
lamda=0.5; 
original_load=september20_21_22; 
tt=[10,35,100,135,200,235,300,335,400,435,500,535,600,635,700,735,800,835,900,935,1000,1350,
2000,2350,3000,3350,4000,4350,5000,5350,6000,6350,7000,7350,8000,8350,9000,9350,10000,13500,
20000,23500,30000,33500,40000,42657]; 
Pulse=original_load; 
Pulse(tt,1)=(1+lamda)*original_load(tt,1); 
modified_load_Pulse=Pulse; 

Note: Pulse attack happen every at tt, data at 10 seconds and 35 seconds and so on. 

 

 

 

 

 

 

 

2) SCALING ATTACK:  

Scaling attacks involve modifying the values in a specified duration multiplied 
by a scaling attack parameter λS.  

 

where ts and te represent the start- and end-time of one cyber attack, respectively.  
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SCALE CODE: 

original_load=september20_21_22; 
%scaling code 
%p ̇Ft=(1+λS)×pFt, for ts<t<te 
lamda_scale= 0.6; 
t_scale= 2000:3000; 
Scale=original_load; 
Scale(t_scale,1)=(1+lamda_scale)*original_load(t_scale,1); 
 

Note: Scale attack happen every at t_scale, data at 2000 seconds till 3000 seconds and so on. 

 

 

 

 

3)  RAMPING ATTACK:  

There are two types of ramping attacks.  

Type I ramping attack only considers up-ramping anomaly. The values in the 
specified range are multiplied by a ramping function λRt.  

 

Type II ramping attack considers both up- and down- ramping anomalies. This 
attack is more challenging to detect for operators.  

where ⌊·⌋ indicates the floored value which is used to present the approximate intermediate 
point between ts an te.  

RAMPING CODE: 

original_load=september20_21_22; 
%Raming attack 
%p ̇Ft =λR×(t−ts)×pFt, forts<t<te (3) 
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%type 1 up ramping 
ramp1 = original_load; 
%% Ramp Attack : Type-1 
lamda_r = 0.6; % lambda_r for equation 3 
t_ramp1 = 100:200;  % Time window for ramp attack 
for t=t_ramp1 
    temp(t,1) = lamda_r*(t-t_ramp1(1))*original_load(t,1); 
end 
ramp1(t_ramp1,1) = ramp1(t_ramp1,1) + temp(t_ramp1,1); 
clear temp; 
%% Ramp Attack: Type-2 
lamda_r21 = 0.2; % For equation 4 
lamda_r22 = 0.25; % For equation 5 
t_ramp21 = 700:800; 
t_ramp22 = 801:900; 
 

ramp2 = ramp1; 
for t = t_ramp21    % Adding up ramp anomalities in previous forecasts 
    temp(t,1) = (1+lamda_r21*(t-t_ramp21(1)))*ramp1(t,1); 
end 
ramp2(t_ramp21,1) = temp(t_ramp21,1)+ramp1(t_ramp21,1); 
for t = t_ramp22    % Adding down ramp anomalities in previous forecasts 
    temp(t,1) = (1+lamda_r22*(t_ramp22(length(t_ramp22))-t))*ramp1(t,1); 
end 
ramp2(t_ramp22,1) = temp(t_ramp22,1)+ramp1(t_ramp22,1); 
ramping=ramp2; 
 

Note: Ramp attack happen every  t_ramp, data at 100 till 200 seconds and  till 700 till 800 
seconds and so on. 

 

 

4) RANDOM ATTACK:  

This attack involves the addition of positive values returned by a uniform random 
function to load forecasts.  

where rand is a uniformly distributed random number gener- ator that can be achieved by a 
built-in function in MATLAB. λRA is a scale factor and defined as half of the maximum of 
load forecast value, i.e., λRA = max �pFt � /2. The start- and end-time of one random attack 
is assumed to be randomly set by attackers.  

RANDOM CODE: 

original_load=september20_21_22; 
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%random code 
%p ̇Ft=pFt+λRA×rand(t), forts<t<te 
t_randam= 10000:40000; 
randam_scale= rand(length(t_randam),1); 
lamda_randam=max(original_load)/2; 
randam=original_load; %replicated the data 
randam(t_randam,1)= randam(t_randam)+lamda_randam*randam_scale; 
 

Note: Random attack happen every  t_random, data at 10000 till 40000 seconds. 

 

 

THE ORIGINAL DATA SEPTEMBER20_21_22 HAVE BEEN MODIFIED UNDER THESE ABOVE 
CYBER ATTACKS  AND HAVE BEEN PREDICTED USING NARX-NN, LSTM-NN, SVM-NN AND 
TREE-NN USING THE SAME CODE ABOVE BUT WITH THE MODIFIED DATA. 

 

(GRAPHS) WERE THE ATTACK IS RESULTS: 

ACTUAL LOAD  
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PULSE ATTACK 

 
SCALE ATTACK 

 
RAMP ATTACK 
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RANDOM ATTACK 

 
ALL CYBER ATTACK  

 

 

CASE2 : 

DATA WERE MODIFIED USING ALL FOUR TYPES OF CYBER ATTACK TEMPLETES TOGETHER 
(PULSE,SCALE,RAMPING AND RANDOM) 

CODE USED TO MODIFIED THE DATA UNDER ALL CYBER ATTACK TEMPLATES : 
%p ̇PFt=(1+λP)×load, fort=tP 
lamda=0.5; 
original_load=september20_21_22; 
tt=[10,35,100,135,200,235,300,335,400,435,500,535,600,635,700,735,800,835,900,935,1000,1350,
2000,2350,3000,3350,4000,4350,5000,5350,6000,6350,7000,7350,8000,8350,9000,9350,10000,13500,
20000,23500,30000,33500,40000,42657]; 
Pulse=original_load; 
Pulse(tt,1)=(1+lamda)*original_load(tt,1); 
modified_load=Pulse; 
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%OR OTHER CODE FOR PULSE: 
% scale_pulse = rand(1000,1); % Your load forecast which having pulse and scaling attack 
%  
% % Pulse Attack 
% lamda_pulse = 0.65; 
% t = randi([100,300],10,1);     % Time Instances, when pulse attack will be created 
% % In above line-5 
% %   [100,300] - Shows the time range, within which pulse attack need to be 
% %   created.  
% %   10 - Number to times pulse attack need to be created within the 
% %   [100,300] time range. 
% %   1 - this is to create a single coloumn. 
%  
% scale_pulse(t) = (1+lamda_pulse)*scale_pulse(t); 
 
%scaling attack code 
%p ̇Ft=(1+λS)×pFt, for ts<t<te 
lamda_scale= 0.6; 
t_scale= 2000:3000; 
Scale=modified_load; 
Scale(t_scale,1)=(1+lamda_scale)*modified_load(t_scale,1); 
 

%random code 
%p ̇Ft=pFt+λRA×rand(t), forts<t<te 
t_randam= 10000:40000; 
randam_scale= rand(length(t_randam),1); 
lamda_randam=max(original_load)/2; 
randam=Scale; %replicated the data 
randam(t_randam,1)= randam(t_randam)+lamda_randam*randam_scale; 
 

%cyber_attack=randam; 
 

%Raming attack 
%p ̇Ft =λR×(t−ts)×pFt, forts<t<te (3) 
%type 1 up ramping 
t_ramp1= 100:200; 
lamda_ramp= 0.6; 
ramp1=randam; 
for t= t_ramp1 
    ramp_temp(t,1)= lamda_ramp*(t-t_ramp1(1))*ramp1(t,1); 
end 
  
ramp1(t_ramp1,1)=ramp1(t_ramp1,1)+ramp_temp(t_ramp1,1); 
clear ramp_temp; 
% %% Ramp Attack: Type-2 
%type 2 down ramping 
lamda_r21 = 0.2; % For equation 4 
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lamda_r22 = 0.25; % For equation 5 
t_ramp21 = 700:800; 
t_ramp22 = 801:900; 
 

ramp2=ramp1; 
for t= t_ramp2  % Adding up ramp anomalities in previous forecasts 
    ramp_temp2(t,1)= (1+lamda_r21*(t-t_ramp21(1)))*ramp1(t); 
end 
for t = t_ramp22    % Adding down ramp anomalities in previous forecasts 
   ramp_temp(t,1) = (1+lamda_r22*(t_ramp22(length(t_ramp22))-t))*ramp1(t,1); 
end 
ramp2(t_ramp22,1) = ramp_temp(t_ramp22,1)+ramp1(t_ramp22,1); 
cyber_attack=ramp2; 

(GRAPH) RESULTS: 

ACTUAL LOAD  

 
PULSE ATTACK 
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SCALE ATTACK 

 
RAMP ATTACK 

 
RANDOM ATTACK 
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ALL CYBER ATTACK  

 

 

(GRAPH) RESULTS ZOOMED IN FROM 0 TO 15000 SEC: 

ACTUAL LOAD  

 
PULSE ATTACK 
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SCALE ATTACK 

 
RAMP ATTACK 

 
RANDOM ATTACK 
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ALL CYBER ATTACK  

 

 

 

MAE, RMSE, SD AND MAPE ERRORS UNDER ALL CYBER ATTACK RESULTS: 

 

• UNDER PULSE ATTACK ERRORS 
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• UNDER SCALE ATTACK ERRORS 



 107 

 

 

 

• UNDER RAMP ATTACK ERRORS 
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• UNDER RANDOM ATTACK ERRORS 
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• UNDER ALL CYBER ATTACKS ERRORS 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The above code was done using MATLAB, to replicate the original data and modify it to new 
data under all cyber-attack types. 


